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Preliminary communication
A new algorithm, ACORS-ANNDPF for WSNss, is proposed in this paper to improve the utilization rate of WSNs and prolong the life cycle of the IoT.
Developed on the basis of ant colony algorithm, the improved algorithm is applicable to the selection of the optimal path and identification of the optimal
routing node in the case of losing the routing node. To reduce the time spent on transferring network packets, the indices are selected by the neural
network algorithm in light of the actual application environment and adjusted to optimize the fusion of packet data. After that, the author carries out
several simulation experiments and compares the proposed algorithm with other algorithms. The results demonstrate that the proposed algorithm ensures
high energy efficiency and balanced energy consumption. Therefore, it is concluded that the proposed algorithm can improve network utilization rate and
lead to better network transmission performance.
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U€inkoviti inteligentni algoritam sustava za reguliranje droge utemeljen na beziénim senzorskim mrezama

Prethodno priop¢enje
U radu se predlaze novi algoritam, ACORS-ANNDPF za WSNs (bezi¢ne senzorske mreze), u svrhu povecanja stope uporabe WSNs i produzenja
zivotnog ciklusa Iot-a (Interneta stvari). Razvijen na temelju algoritma kolonije mrava, ovaj se poboljSani algoritam moze primijeniti na izbor optimalne
putanje i prepoznavanje optimalnog ¢vora za usmjeravanje u slu¢aju gubljenja ¢vora usmjeravanja. Kako bi se smanjilo vrijeme utroSeno na premijestanje
skupine mreza, algoritam neuronske mreze odabire pokazatelje u skladu s aktualnim aplikacijskim okruzenjem i podeSava ih u svrhu optimiziranja
podataka skupine. Nakon toga, autor provodi nekoliko simulacijskih eksperimenata i usporeduje predlozeni algoritam s drugim algoritmima. Rezultati
pokazuju da se predlozenim algoritmom osigurava visoka uéinkovitost energije i balansirana potro$nja energije. Prema tome, zakljuceno je da se

predlozenim algoritmom moze poboljSati brzina uporabe mreze i povecati prijenosna funkcija mreze.

Kljucne rijeci: algoritam umjetne inteligencije; energetski ucinkovit; IoT (Internet stvari); sustav za reguliranje droge (feromon); WSNs (bezicne

senzorske mreze)

1  Introduction

With the development of radio frequency
identification (RFID), sensing technology, storage
control, wireless network, data acquisition, sensor
technology and the GPS, the Internet of things (IoT) has
enjoyed extensive use and attracted the interests of
researchers in various fields [1, 2], such as Industry 4.0,
aerospace, military reconnaissance, environmental
monitoring, medical health, transportation, smart city,
smart factory, smart home, to name but a few. The
purpose of the [oT is to link up the sensor network and the
Internet, and realize the interconnection between human
and things through the connection between the things. In
fact, the IoT has become the basis of information
interaction as it transmits more information than computer
or other carriers. Besides, key technologies are involved
in all layers of the IoT, namely the perception layer,
network layer, application layer and interface layer [3, 4].

An essential component of the IoT is the wireless
sensor networks (WSNs). The IoT and WSNs are
inseparable. WSNs is the main way of the IoT to percieve
and transmit information [5], while the concept of 10T is
based on the development of WSNs. Therefore, the
research of WSNs means a lot to the development of the
IoT [6]. This paper selects energy efficiency as the focus
of the research of WSNs, aiming at saving the overall
energy consumption and improving network utilization of
WSNs. That is because energy saving is conducive to
environmental protection and CO, emission reduction and
consistent with the spirit of "green networks" proposed by
many experts [7, 8].

The past few years have seen great progress in the
research on energy consumption and utilization efficiency
of WSNs. Probing into ten most common MAC layer
protocols of WSNs, some experts draw the conclusion
that improved MAC protocols have limited capabilities,
and it is necessary to strike a balance between efficiency
and performance [9, 10]. Wendi B. et al. mention the use
of LEACH protocol to gather data from target nodes by
zones through the selection of cluster head of the IoT
[11]. However, the method is likely to cause imbalance of
energy consumption between the cluster heads and nodes.
Donggook Kim et al. propose to take the data fusion
approach to improve efficiency and reduce energy
consumption [12], but their method fails to eliminate the
energy hole. Jalel et al. put forward energy efficient and
QoS based routing protocol, which maximizes the network
lifetime by balancing energy consumption across multiple
nodes. However, the performance metrics of the protocol
is affected by the network size, path length, and buffer
size [13]. Iwanicki et al. apply the dynamic allocation of
spectrum technology and the limited spectrum allocation
to the utilization of sensor node, but the lack of intelligent
learning function is highly likely to cause a waste of
spectrum [14]. Literature [15] presents a new Bayes
variable frequency algorithm based on the 802.15.4
protocol. Although it mitigates collision, saves energy,
reduces the network traffic, there is still a probability of
spectrum waste. To sum up, the improved protocols or
strategies are capable of achieving the optimal efficiency
in a certain time period or a certain state of WSNs.
Nevertheless, as time goes, the protocols or strategies are
not necessarily the optimal ones. In the later stage, they
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might cause great energy waste and consumption and the
death of a lot of sensor nodes of WSNs.

This paper presents an intelligent path optimization-
data packet fusion algorithm for high efficiency and low
energy consumption. Targeted at optimizing the energy
consumption, the author constructs an intelligent
optimization model with indices like actual use,
constraints, and intelligent learning, and expects to get the
best path and the maximum network utilization rate for
improving the efficiency of WSNs. The remainder of this
paper is organized as follows: Section 2 reviews relevant
theoretical research on ant colony algorithm, introduces
the improved algorithms and the data packet fusion
algorithm based on artificial neural network, and
describes the strategies for applying the algorithms to
WSNs. Section 3 presents the ant colony optimization
route selection-artificial neural network data packet fusion
(ACORS-ANNDPF) algorithm, and puts forward the
application process of the algorithm by taking the IoT of
drug control system as an example. Section 4 verifies the
performance of the proposed algorithm by analyzing the
results of the simulation experiment with the network
simulation tool. Section 5 gives the conclusion and
prospect of the research.

2 Relevant theoretical research

The IoT of drug control system involves many
aspects, which are dynamic or static, extrinsic or intrinsic
[16]. In this large, complex and diverse IoT, there are
many factors that affect the network transmission channel,
packet size, data quality, delay, etc. Ranging from human,
environment, time, sudden incidents to emergency tasks,
the influencing factors increase the complexity of the IoT
of the underlying structure in the drug control system. As
an important data acquisition and transmission mode of
the IoT, WSNs can improve the efficiency to a great
extent. If an intelligent algorithm is proposed to make
decisions according to the actual state of WSNss, it would
be able to choose the optimal path and the best data
transmission mode, thereby increasing single node
utilization rate, easing the data congestion, reducing the
data traffic volume, cutting the energy consumption and
lengthening the network life. For the purpose of
improving network utilization, this paper proposes an
improved ant colony algorithm to select the most energy
efficient path and the best packet fusion mode in light of
the actual situation.

The principle of the algorithm goes as follows:

2.1 Ant colony algorithm

Ant colony algorithm is a simulation algorithm
derived from the foraging behaviour of ant colony in
nature. Thanks to the clear division of labour and flexible
organization, the ant colony can complete complex tasks
that a single ant is too weak to perform. Each ant of the
colony does its duty and assists each other. Researches
show that the ants leave a volatile substance called
pheromone on the path during the foraging process. The
ants that come later tend to select the path with a high
concentration of pheromone. Over the time, the shorter
paths attract more and more ants due to the high

concentration of pheromone, while the longer paths attract
much fewer ants. Eventually, the optimal path would
accumulate more pheromones than any other paths.
Inspired by the ants’ behaviour, researchers develop an
artificial intelligence algorithm called the ant colony
algorithm [17, 18].

2.2 The basic ant colony algorithm and research

First proposed by the Italian scholar Dorigo, the ant
colony algorithm is used to solve the classical TSP
problem [19, 20] and the optimal combination problem.
The algorithm mainly has the following advantages:
positive feedback, robustness, dynamic adaptability and
so on. Based on the TSP, Dorigo also establishes a model
for the ant colony system, which is designed to find the
shortest path. The model is expressed by Eq. (1):

P ={  Dlra)ly, ) T calbved, M

ij ;
keallowedy, otherwise

0

In the above formula, sz’ (#) is the probability for the
K™ ant to move from node i to node j at time ¢, 7; is the
path of residual amount of pheromone at time 7, 7, is the
i dyis

the straight-line distance between i and j, o is the
pheromone heuristic factor, indicating the importance of
residual pheromone, f is the expected heuristic factor,
indicating the relative importance of visibility, and
allowed,, is the set of dynamically generated nodes,

visibility of path (7, ), usually valued at 77, =1/d

indicating the next nodes that the £™ ant can choose from.
The formula shows that the ants tend to choose the closest
path with high concentration of pheromone. If all ants
have completed a traversal at ¢ + n, the pheromone
concentration should be updated by Eqgs. (2) and (3):

t;(i+n)=(-p)z;(t)+Az, @
A, = iAr{; ®
k=1

In the above formulas, p is the pheromone
evaporation coefficient, 1— p is the residual pheromone,
m is the number of ants in the colony. The most important
indices are 77; and Az; . The former determines the
exploration ability of the ant, and the latter determines the
convergence speed of the algorithm. Dorigo et al. put
forward three models about Arg : ant-density, ant-quantity

and ant-cycle. The models are expressed by the Eq. (4):

. o if the k™ ant uses edge (i, /)
Aty =31, between ¢ and t+n 4)
0 otherwise

In the above formula, Q is a constant illustrating the
total amount of pheromone released by an ant on all the
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paths it passes through in a traversal, and L is the total
length of the paths covered by the k™ ant in the cycle.

The application of the ant colony algorithm to the
WSNs is mainly aimed at finding a suitable path between
information collecting nodes and the sink node. Apart
from saving energy and lengthening the network life, the
path must be the shortest and most efficient one. There
are significant correlations between the ant colony
algorithm and WSNs. Firstly, the fundamental
characteristic of the ant colony algorithm is the routing
mechanism, while every node of WSNs can serve as a
routing node. In WSNs, the nodes transmitting large
amounts of data are the first to run out of energy, and the
energy of other nodes is wasted. The routing mechanism
of the ant colony algorithm helps strike a balance between
the nodes on energy consumption. In this way, more
nodes are involved in data transmission, and the life of
WSNs is lengthened [21]. Secondly, the energy depletion
of wireless sensor nodes causes dynamic changes to the
routing nodes, while the pheromone evaporation
coefficient of the ant colony algorithm can change with
the external environment. Finally, because of the weak
mathematical foundation, the ant colony algorithm can be
improved easily in application for better convergence.
Thus, the ant colony algorithm is very suitable for
application in WSNs [22].

2.3 Ant colony algorithm improvement strategies

For WSNs, the ant colony algorithm still has some
limitations. After all, the intelligent algorithm does not
need to consider the energy consumption after each ant
reaches the target path. However, all the protocols and
algorithms for WSNs are improved based on energy
consumption. Therefore, the ant colony algorithm must
be improved before it is applied to WSNs. Below are
three improvement strategies.

(1) The improvement of heuristic function 1;

The ant colony algorithm should take into account
energy consumption. The wireless sensor nodes consume
energy in three processes: sending, receiving, waiting for
the storage. On this basis, the heuristic function 7; is

improved as follows:

ny - (El—fyu)—f}e(j)—fwun (jem) )
D (E;—E ()= Eg(n)— Ey (n))
ncj

In the above formula, i is the node of the data packet;
j is the possible node of the next hop; m is the total
number of nodes that can be reached from node i in the
next hop; E; is a constant indicating the initial energy of
node j; Functions Eg(j), Er(j) and Ey{j) are respectively
the energy consumption of the sending, receiving, and
waiting for storage processes. It can be seen from the
formula that the higher the value of the heuristic function
(17;), the more residual energy of a node, and the more

likely the node is chosen as the node in the next hop.

(2) The improvement of pheromone 7, (7)
Similarly, the pheromone 7;(#) of the ant colony

algorithm should also be improved. The improvement
accelerates the convergence of the algorithm and the
search for the optimal solution, and speeds up the finding
of an energy-saving and efficient path. Egs. (2) and (3)
are retained for the pheromone updating formula, but the

formula Arf need to be improved as follows:

(Emin (m)oy )(E. (J)@,)
Ark = G (mek=1) (6)
0 otherwise

The above formula makes improvement in
accordance with the ant colony system with elite strategy.
The basic principle is to find the optimal solution among
the paths which have been covered, apply the optimal
solution to the current path so that the current solution has
better convergence [23]. E., is the path with minimal
energy consumption among all the paths covered by ants
before k. E.(j) is the energy consumed if node j is chosen
for the next hop at node i; E,(i) is average energy
consumption of the k™ ant from the initial node to node i.
@, , w, and @, are the corresponding weights, which

reflect the importance of the three energy functions.
From the above formula, it can be inferred that the
algorithm converges faster and the optimal solution is
easier to find if the pheromone is updated for each ant on
every hop. In other words, the improved ant colony
algorithm can select the best path based on the residual
energy consumption, thereby extending the life cycle of
the whole WSN.

2.4 Data packet fusion algorithm based on artificial neural
network

Artificial neural network is a mathematical
calculation method designed to imitate the learning
process of the neural cells in human brain. It is
characterized by strong nonlinear processing ability, good
error tolerance, excellent associative memory, and
powerful ability of adaptive learning [24]. Neural network
is widely used because it is simple in structure, easy to
use and adaptive to environmental changes. To improve
network utilization rate, this paper looks for proper data
packet fusion mode by the artificial neural network and in
light of the actual influencing factors [25].

(1) Data packet fusion in WSNs

After receiving data, the routing node of the WSNs
usually sends out the data directly. Common as it is, the
practice actually increases the load of the network and
leads to frequent conflicts between data packets. If the
routing node can wait for the packet size to reach a certain
limit before sending it out, the number of small packets in
the WSNs would be much smaller and the network
utilization would be greatly improved. To put it in another
way, the routing node, in this case, gathers several small
packets and combines them into a large one. As displayed
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in the following figure, the specific process of data packet
fusion varies by influencing factors.

O ),5' il
D—\F‘ J—h .—p.H.
o

Figure 1 Data packet fusion in WSNs

In this figure, the hollow node is the data acquisition
node; the solid black node is the routing node; the red
node is the sink node. The figure depicts the data
transmission from four data acquisition nodes to the sink
node. If real-time property is not necessary, the sink node
can go through the “waiting-storage-fusion-forward”
process for the data collected from the four data
acquisition nodes. The practice can improve the
utilization of the channel. In the IoT of drug control
system, however, the data transmission is affected by
various factors, such as human, the environment, etc. For
instance, the node represented by the dotted line is used to
collect the information of inspectors, temperature,
humidity, etc. The information has a high demand of
timeliness, and should be transmitted immediately once it
arrives at the sink node. Therefore, in the data packet
fusion of WSNs, the fusion mode should be adjusted
according to the influencing factors so as to meet the
actual needs and improve network utilization. In this
paper, the neural network is selected to adjust the data
packet fusion mode.

(2) Data packet fusion algorithm based on artificial
neural network

The topological structure of the artificial neural
network model consists of three layers: input layer,
hidden layer and output layer. The input layer contains the
possible inputs of a transmission channel in WSNs, the
hidden layer contains the various influencing factors (the
value range is [0, 1]). The output layer contains the final
results. Fig. 2 illustrates the three layers:

In the figure above, the input layer has different
packet lengths and durations. The two factors are
collectively known as the fusion mode.

If n is the number of selectable fusion modes and X,
is the residual energy after using the n-th fusion mode, the
input layer is expressed as X = {x,x,,"-x, }

The hidden layer can be regarded as a set of various
influencing factors. The values of the factors are
constantly changing. The specific number of influencing
factor k should be determined according to the specific
needs. Each factor has a corresponding weight, denoted as

W, . As the result of the input layer, the output layer is
expressed as ¥ = {yl, Vo, yn}. By comparing the results

of the output layer, the maximum value should be taken
as the optimal solution. The formula is shown below:

k
Yn = en - Zwixn (7)
i=1

Hidden layer

Figure 2 Hierarchical structure of artificial neural network in WSNs

Input laver Cutput layer

In the above formula, y is the output layer, x is the
input layer, w is the weight of the influencing factor in the
hidden layer, and @ is the threshold. The threshold is
calculated by the Eq. (8).

6, ==— ®)

n

In the IoT of drug control, a variety of fusion modes are
available according to the fusion period, length, and size
of data packets. These modes are considered to be the
values of the input layer. The influencing factor of the
intermediate layer is selected by experience. The mode
corresponding to the results of Egs. (7) and (8) is regarded
as the optimal mode for the data fusion at the node.

3 Practical scenarios and procedures of the algorithm
3.1 The loT based on the drug control system

The IoT of the drug control system is mainly divided
into the following categories: sample whole-process
management system, lab data acquisition system, lab
environmental monitoring system, drug control staff
management system, instrument and equipment
monitoring and management system, document
management system, and fire control system. To gather
information from so many systems, the staff should make
full use of all sorts of sensing technologies and deploy
various types of multi-function sensors. Different sensors
percept different information sources, which vary on
information format and content. Therefore, the network of
the IoT of the drug control system should be constructed
in full consideration of the actual scenarios. See Fig. 3 for
its structure.

In the figure, the perception layer of the IoT of the
drug control system lies in the bottom. This layer converts
information in the physical world into digital information.
The source information includes images, statistics, videos,
barcodes, RFID, texts, ELN, etc. Different types of
information require different types of sensors. With
different real-time properties and data packet sizes, the
data gathered are transmitted in the same network.

The second layer is WSNs. This layer is mainly used
to transmit the data gathered by the sensor nodes to the
sink node. Most of the nodes in this layer are routing
nodes. All the information collected by the sensors can be
transmitted through the WSNs, but the timeliness differs
from case to case. Thus, there is no universal data packet
fusion mode for all kinds of data transmission. The top
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layer is cloud computing of drug control (CCDC). This
layer mainly classifies, processes, and analyses the data
information of the sink node so that the user can find the
required data quickly from the platform. The sink node is
connected to the CCDC via an internal high-speed
network. There are also intermediate interface layers
between the three layers which are designed to ensure the
docking of equipment with the IoT of the drug control
system.

Internal high-speed network 4,
WSNs

\\\
Environmental mnmlnnng_‘/ =

. = )
-?Vi-:koo.

— — —
L)

rf@ '

/I{perlmenlal Area

Instrument and equipment
monitoring

-
Sample process morlioring

Personnel management menitoring

Figure 3 The IoT of the drug control system

3.2 The principle of ACORS-ANNDPF algorithm

The proposed ACORS-ANNDPF algorithm is based
on the WSNs in the [oT of the drug control system. The
algorithm is divided into two parts: the ant colony
optimization route selection and artificial neural network
data packet fusion. The former uses the improved ant
colony algorithm to select the optimal path, i.e. the group
of WSNs routing nodes with the highest residual energy.
To select the optimal route, the ant cycle model is adopted
to enhance the convergence of the algorithm, relevant
indices of energy consumption are added to the heuristic
function to enhance the exploration ability of the ant
colony, and the pheromone is weighted to find the optimal
solution more quickly. Based on specific scenarios of the
bottom layer in the IoT of the drug control system, the
latter identifies different factors and assigns weights to
these factors. In light of the optimal path selected in the
first part, the set of values obtained from the multiple
fusion modes in the normalized data packets are taken as
the inputs. Then, the algorithm of artificial neural network
is operated with the weights of the factors. The
calculation results are the outputs. Finally, through the
comparison of the outputs, the optimal value is taken as
the optimal data packet fusion mode.

3.3 The procedures of the algorithm

The optimal path should be determined in accordance
with the above-mentioned principle and the actual
scenarios. The optimal data packet fusion mode should be
selected on the basis of the optimal path. The procedures
of the algorithm are defined as follows:

Step 1: Initialize the relevant indices, including « ,
B, t;, nyand m (total number of ants), and use the

radio broadcast recognition to identify the surrounding
wireless sensor nodes, the neighbour nodes, the length of
the paths between the nodes, the residual energies of the
paths to the sink node, etc.

Step 2: Carry out traversal search of each existing
path by the traversal search function of the ant colony
algorithm. At #+n, the traversal completes, i.e. all the ants
have completed a traversal. Solve each path between data
collection nodes and the sink node by Eq. (1) to find the
path with minimum energy consumption, and take it as
the optimal path.

Step 3: After a period of time, obtain E;, , £, and

E

Use Egs. (5) and (6) to update heuristic function and
pheromone. Traverse all paths again according to the
changes of the heuristic function and pheromone.

Step 4: Repeat Steps 2 and 3 until the data
transmission is complete;

Step 5: Based on the optimal path determined by the
improved ant colony algorithm, sort the data packet
fusion modes of the optimal path in descending order,
define them as set X of the input layer, and map the set
items to different values.

Step 6: Build the hidden layer through the analysis of
the actual conditions of the various factors, and assign
weights to all factors.

Step 7: Initialize neural network indices. Calculate
the threshold 8 by Eq. (8), and the output value set ¥ by
Eq. (7). Make a comparison to get the maximum value y;.
The input layer x; corresponding to the value is the best
data packet fusion mode of neural network. Keep
observing the influencing factors. If there is any change,
repeat steps 6 and 7 until the data packet transmission is
complete.

ave » and assign @, @, and w; corresponding values.

4  Network simulation experiment and data analysis
4.1 Network simulation tool and experimental environment

Network simulation is a common tool to study
computer technology. Through reliable and objective
simulation, network simulation fully demonstrates the
advantages and disadvantages of the new network design,
helps reduce the investment, and discloses the problems
in the design [26].

There are many types of network simulations, namely
OPNET, NS2, Qualnet, Tinyos and so on. This paper
adopts NS2 as the simulation tool. As open-sourced and
free software, NS2 has many advantages. It takes a short
time to develop and simulate network environment. With
the codes written in C++, it is convenient to revise and
add protocols, and to find and modify bugs. More
importantly, the simulated data are highly recognizable
[27].

For the purpose of saving energy and lengthening the
life cycle of the network, this paper mainly explores the
optimal route selection method and the optimal data
packet fusion mode in WSNs. Route selection and packet
fusion happens in the routing layer. In WSNs, the routing
layer generally uses the AODV protocol. Thus, this paper
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adds ACORS-ANNDPF algorithm according to the rules
of NS2, and configures the experimental environment as
follows:

The operating system is LINUX. The kernel is
2.4.20-31.9. NS2 wversion is 2.34. WSNs protocol is
802.15.4. Routing protocol is AODV. The simulation
object is the IoT of the drug control system. The image is
divided into three parts: Centring on the sink node, there
are two 60*40 m*m labs in the lower part, one 60*30
m*m office area in the upper left corner, and a 60*30
m*m sample storage room in the upper right corner.
Different types of nodes are marked in different colours.
The sink node in the centre is coloured red. The node has
infinite energy. When it receives data packets, no queuing
or packet loss occurs. The environmental monitoring
nodes are coloured blue with data packet size of 50 bytes.
The green nodes are experimental apparatus and
equipment  with  different data  packet sizes
(50/100/500/1,200 bytes). The orange nodes are
inspection staff with data packet size of 80 bytes. These
nodes are mobile. The sample monitoring nodes are
coloured purple with data packet size of 40 bytes. The
black nodes surrounding these system nodes are WSNs’
routing nodes, which transmit the data information to the
sink nodes. The TCL script file is written according to
Section 3.1 and the instance graph (Fig. 4) is prepared
with the NAM tool.

2
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P @
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‘Figure 4 The instance graph of the IoT of the drug control system

The above figure is the instance graph, which
displays the whole process of data packet sending-
receiving-dropping. In total, there are 125 nodes. These
nodes can serve as both information collection nodes and
routing nodes. The data packet traffic is analogized with
CRB’s NS2.

4.2 Experimental data analysis

The experimental data of this paper is obtained by the
tracing function of the simulation tool NS2. Each time, a
trace file with the suffix*.tr is generated. The author uses
the gawk program to extract the required contents from
the *.tr file, such as time, node name, energy, data packets,
etc. Finally, the author uses gnuplot to draw graphics, and
combines several experimental graphics into one.

(1) Comparison of packet reception rate
Packet reception rate is an important indicator of the
network performance. The higher the packet reception

rate, the better the network performance. Packet reception
rate is usually associated with the packet length and
transmission frequency. This paper compares the packet
reception rate of AODV protocol with that of ACORS-
ANNDPF in the scene introduced in Section 4.1. All
nodes are connected to the sink node (the 0 node) through
the IoT or WSNs. The ACORS-ANNDPF algorithm may
have dependence on environmental factors. The factors
directly affect the fusion of the data packets. The effect on
data packet fusion increases with the number of these
factors. The main factors are task, human, environment,
time, equipment, etc. In this paper, the weights of the
influencing factors are determined by the AODYV protocol
and ACORS-ANNDFP algorithms for three times. Four
experiments are conducted based on the three different
sets of weights. See Tab. 1 and Fig. 5 for the weights
allocation and experimental results.

Table 1 Weights allocation by ACORS-ANNDPF algorithm

ACORS- | ACORS- | ACORS-
Influencing factors | Weight | ANNDF | ANNDF | ANNDF
P-1 P-2 P-3
Task factor ky 1 0,5 0
Human factor k> 1 0,5 0
Environmental factor ks 1 0,5 0
Time factor ky 1 0,5 0
Equipment factor ks 1 0,5 0
ceive packets i opaket
4500
AODY  ——
4000 ACORS-FANNIPF -1 o ]
ACORS-ANNDPF-2 =t
_— ACORS-AHNIPF-3 —>6— _<

3000

2500
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send packets

Figure 5 Comparison of packet reception rates

Fig. 5 introduces four protocols. AODV is an on-
demand plane distance vector routing protocol. The
routing table is updated constantly by the periodic routing
information between nodes, which displays the network
topology and changes. The three ACORS-ANNDPF
algorithms, ACORS-ANNDPF-1, ACORS-ANNDPF-2
and ACORS-ANNDPF-3 are three different packet fusion
forwarding rules applied after the route selection by
improved routing ant colony algorithm. ACORS-
ANNDPF-1 is influenced by all the factors. All the data
packets need to be forwarded immediately when they
arrive at the routing nodes. The algorithm only uses the
route selection function of the improved ant colony
algorithm. In ACORS-ANNDPF-2, half of the data
packets are fused, and other half are forwarded in real
time. In ACORS-ANNDPF-3, all the data packets are
forwarded after they are fused to a certain condition. The
experiment indicates that, in the early stage when 2000
data packets are sent, ACORS-ANNDPF has similar
performance with AODV. When 3000+4000 data packets
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are sent, ACORS-ANNDPF-1 receives fewer data packets
than AODV. This is because a number of data packets
are consumed as ACORS-ANNDPF needs to select the
optimal path or measure the residual energy by the ant
colony algorithm. As time goes, the optimal path is
selected, the residual energy is determined and the data
packets are fused. Thus, the superiority of ACORS-
ANNDPF becomes more and more obvious. When the
number of data packets sent through the network reaches
5500, the acceptance rate of AODV is 53 %, that of
ACORS-ANNDPF-1 is 62 %, that of ACORS-ANNDPF-
2 is 68 %, and that of ACORS-ANNDPF-3 is close to 81
%. With data packet fusion, the last two algorithms ease
the load of network, reduce the overall number of packets,
and improve the network utilization. This indicates that
ACORS-ANNDPF  algorithm helps improve the
efficiency of WSNs. (The ACORS-ANNDPF algorithm
used in the following experiment is ACORS-ANNDPF-
2))

(2) Node survival time (Network life cycle)

The survival time of WSNs nodes directly affects the
life of the whole network. The life cycle of WSNs
lengthens with the service life of the nodes. This
experiment compares AODV, LEACH, ACORS-
ANNDPF protocols to verify the nodes survival time of
the three protocols. The scene in Section 4.1 is chosen for
the experiment. The enegy indices are set as follows: the
sink node has infinite energy, the WSNs routing nodes
each has 800 uw of energy, and the data collection nodes
each has 1000 uw of energy. The collection nodes send
data packets at 5 packets/s, 10 packets/s, 20 packets/s, 30
packets/s, respectively. It takes 0,2 uw of energy to fuse
a data packet, 0,2 uw of energy to receive a data packet,
0,1 uw/s in waiting, and 0,2 uw of energy to forward
a data packet. Take the number of data packets received
by the sink node as the x-axis and the number of dead
nodes as the y-axis. The data analysis graph for the
scenario in Section 4.1 is as follows.

As shown in Fig. 6, AODV looks for routing nodes by
multicasting if the data packets fail to reach the
destination node. After finding routing nodes, the
algorithm makes full use of these nodes to transmit data
packets. If the routing nodes die, it would look for other
routing nodes by multicasting again. It can be seen from
the figure that the protocol nodes are dying gradually.
After sending about 4300 data packets, the number of
dead nodes reaches a balance at about 82 data packets.
The death number is stable because most of the data
packets sent by the protocol are discarded at that time.
LEACH is a clustering routing protocol, which transmits
data packets by selecting a cluster head node in the area.
It is illustrated by the blue line in the figure. The number
of death nodes of the protocol achives a balance at certain
levels, e.g. between 17002400 packets, 2700+3500
packets, and 3700+4500 packets. This is because a
relatively stable cluster head node is chosen to transmit
data packets, which ensures stable transmission within a
certain period of time. When 5000 to 5500 of data packets
are sent, the algorithm has more dead nodes than AODV,
indicating that no suitable cluster head node could be
selected, and a lot of energy is consumed in the
transmission. With optimal routing and data packet fusion,

ACORS-ANNDPF algorithm not only consumes less
energy, but also make full use of routing nodes. The
experiment proves that the algorithm has the best
performance. Without additional control, it effectively
avoids overload of some forwarding nodes, balances the
energy distribution between the nodes, and extends the
survival time of the entire WSNss.

the lifetine of nodes

Ay ——
LEACH  ——

ACORS-ANNDPF

runber of dead nodes
g

0 500 1000 1500 2000 2500 2000 2600 4000 4600 5000 6500

send packets

Figure 6 The lifetime of nodes

(3) 3D curve comparison of total energy consumption

Taking the scenario of Section 4.1 as an example,
suppose all the nodes have infinite energy and will never
die. Besides, set the other indices of each node based on
experiments (1) & (2), let the number of packets sent be
5500, and measure the energy consumed in uw. The 3D
curves of the total energy consumption of all nodes in
AODYV and ACORS-ANNDPF are as follows:

1.de+03
1,3e+03  «
1.2e+03 =
1.1e+03

Figure 8 ACORS-ANDPF total energy consumption curve

Figs. 7 and 8 display the overall WSNs energy
consumption of the two algorithms. The Z-axis stands for
energy consumption scale, the X-Y plane is a contour plan,
and the dots are the energy consumption curves.
Comparing the two graphs, it can be seen that the curves
are messy and the different coloured contours intersect
each other in Fig. 7; In Fig. 8, however, the curves are
relatively smooth. The only exception is the nodes near
the sink node, where the curves are more concentrated
due to the high energy consumption. In other areas, the
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curves are quite smooth. The contour lines are almost
straight. This indicates that ACORS-ANNDPF is capable
of balancing energy consumption, preventing certain
nodes from consuming excessive energy, and assuring the
best network transmission performance.

(4) The comparison of the energy consumption of
multiple algorithms

To further demonstrate the performance of the
proposed algorithm, this paper compares it with multiple
WSNs routing algorithms. The author selects AODV,
LEACH, SRP (self-selecting reliable path) [28] and
ACORS-ANNDPF. The scenario is still taken from
Section 4.1, the node energy indices are the same with
those in experiments (1), (2), the residual energy of the
whole network is taken as the Y-axis, the number of data
packets sent is 5500, and the number of packets received
is taken as the X-axis. Through experiments and data
analysis, the following figure is obtained.

comparison of the effest of the Four algorithns

DY
LEACH

P

ACORS-ANNIPF ——

residual total energy (u)

o 500 1000 1500 2000 2500 3000 500 4000 4500 5000 500

send packets (n)

Figure 9 Comparing the effect of multiple algorithms

According to the above figure, AODV has a relatively
poor effect. When 4000 data packets are sent, the residual
energy of network is almost depleted. LEACH does better
than SRP in the early stage (when 1000 data packets are
sent) because the cluster head node chosen by LEACH
can save energy in the early stage. As more and more data
packets are sent, LEACH falls behind SRP. For LEACH,
when 5000 data packets are sent, the residual energy of
the whole network comes to a standstill. In light of
experiment (2), it can be seen that most of the data
packets sent after that moment are discarded. As most of
routing nodes are dead in the later stage, it is increasingly
difficult to find a good cluster head node. In contrast, SRP
looks for a reliable path. Once a routing node is damaged,
the algorithm would adjust itself. Thus, it saves more
energy than LEACH. When 5500 packets are transmitted,
the whole network still has 8 % of residual energy.
ACORS-ANNDPF can balance energy consumption of
the network and make good use of the transmission mode
of each routing node. Compared with other three
algorithms, it not only optimizes the existing transmission
path, but also acquires the best transmission mode. As
shown in this figure, the network has 29 % of residual
energy after 5500 packets are sent. With gentle gradient,
little fluctuation and long survival time, the algorithm is
highly energy efficient. Its energy consumption is slower
and smaller than the other three algorithms.

5 Conclusion

Based on the application of IoT to drug control
system, this paper focuses on the energy efficiency of
WSNs in the IoT. For the purpose of improving network
energy utilization rate and saving energy, the author
proposes the ACORS-ANNDPF algorithm. The algorithm
is divided into two parts: the ant colony optimization
route selection and artificial neural network data packet
fusion. The former uses the improved ant colony
algorithm to select the optimal path, also the most energy
efficient path. In light of the optimal path selected in the
first part and the actual conditions, the latter uses the
algorithm of artificial neural network to reduce the times
of data packet transmission and improve the network
utilization rate. After that, the author constructs
simulation scenarios according to the actual application of
IoT to the drug control system, and carries out several
simulation experiments to verify the advantages of the
proposed protocol in terms of packet loss rate, life cycle,
energy consumption curve, energy consumption, etc. The
author also compares the algorithm with multiple other
protocols, and proves that it is capable of improving
network utilization rate, extending network life cycle,
exhibiting the best network transmission performance and
effective saving energy.

The main purposes and significance of this paper is
as follows:

(1) Based on IoT of the drug control system, this
paper probes into the self-regulating energy consumption
algorithm with the self-learning ability. The goal is to
achieve the best results of multiple tasks with the
minimum energy consumption.

(2) This paper examines the main performance
indices of the Internet of things. However, the nodes of
the study are static. Since the performance of the network
is even better when the nodes are mobile, further
discussion and research are needed for mobile nodes.

(3) In future, the proposed algorithm should be
applied to the real [oT of the drug control system to study
its delay, multi-constraint optimization, congestion
control, etc.

(4) With the aid of intelligent algorithm, the
proposed algorithm would be better fitted to the actual
environment. To further prove the practical effect of the
proposed algorithm, packet capture software should be
used to analyse the results.
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