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Abstract—In ad hoc networks, due to the lack of a dedicated  Reputation-based schemes define a method for keeping track
network infrastructure, members have to collaborate ones with of nodes’ actions in order to classify reliable and unreli-
the others to support the basic networking functions that allow able nodes [3]-[6]. The main problem of this approach is

them to communicate. The main challenge of this model is disti ishi isbehavi d f th that t
combating the intrinsic selfish behavior of the participants, ISinguishing misbehaving nodes irom those that can no

which are usually equipped with handheld and mobile devices retransmit packets due to energy constraints, channetdadi
with limited resources. In this paper, a forwarding protocol is or simply natural disconnections. The assumption that a&nod
presented that stimulates the cooperation through a mechanism shall forward always all the packets it receives is too hard
that combines both qredlt and reputation-based solutlons.. A Mi- £ 4 network formed of -beyond others- small and handheld
cropayment protocol is used to charge and reward the applier and - . .
forwarders of a transmission respectively. The credits obtained devices. On thg other hand, nodes _Onisome strategic points of
for collaboration not only are a mean to pay for network services, the network will have more transmission requests than those

but are a symbol of the cooperative range of a node. Using this on the periphery, and it will be unfair to punish them if they
information, the presented model benefits most cooperative mes can not hold all the transport.

with preferential transmission channels and a higher quality of

service. The model is suited for plain and cluster-based ad hoc In credit-based schemes, virtual currency is introduced to

networks. stimulate each node to behave cooperatively. Nodes that gen-
erate traffic have to pay to those ones that help forwarding the
data. In this category, a distinction can be done regarding the
nature of the payment: money-based schemes and token-based
schemes.

Index Terms—Multihop ad hoc networks, cooperation, for-
warding, payment, clusters.

Money-based schemes [7]-[9] use money as the payment
token. The drawback of that kind of currency models is that the
The functioning of an ad hoc network is based on tf]%PStIS ofdmznqg!ng f|.nanC|aI rllnfoczm'?tlotr: have a ﬁons[d('era'lble
supportive contributions of all of its members. Nodes coafse egal and ac m|n|strat|v_e overhead. Furt er”?ore" € minimiza-

tion of selfish nodes is not guaranteed since users without

to form a communication infrastructure that extends theewir ical beh ifishlv in th q
less transmission range of every terminal without using affyonomical concerns can benave Sefiishly in t. e net and pay
atever is needed to have its packets transmitted.

dedicated network device. To ensure and spur the cooperall
behavior of ad hoc network members, an incentive mechanisnToken-based schemes generally require the nodes have a
is required that regulates the resources spent and givéretoalanced number of packets transmitted and relayed [10], [11].

community. Nodes increase the number of stored tokens when they forward

Protocols to stimulate cooperation can be divided in twRfckets, and decrease them proportionally to the number of
groups: reputation-based and credit-based. The format tr@0Ps when sending messages. A node shall forward packets
packet forwarding as an obligation and isolate and punisbeth until it earns enough to send its owns, so this kind of protocols
nodes that do not behave as expected, while the latter ensfRN be sometimes limiting the capacity of the network if the
it as a service that can be valued and charged. For a detaf¥grage token level is too low. On the other hand, if it is too
comparison of different cooperative protocols we refer2p [high, tokens no longer suppose an incentive to cooperate and

I. INTRODUCTION

where the most relevant proposals are summarized. the mechanism does not fulfill its purposes any more.
Present research in credit-based mechanisms is basically
Manuscript received December, 2007 and revised Februa®g.20 focused on how much a node should be paid for forwarding
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The real cost of a transmission changes for every transfertbe net. Nodes that generate traffic loose tokens and reputat
packet so the overhead involved for sending a messagewlsle the ones that forward it, gain them. However, payments
barely affordable. Too hard protocols may provoke a cowntraand collections are not balanced. The cost of sending a packe
effect on the nodes, not willing to participate on the networdepends on the hop distance to the destiny. On the other hand,
In this paper, we present Borwarding Spirring Protocol the reward is based on the credit level of the sender, that

for Multihop Ad Hoc Networks (FURIES), a simple credit- is, its participation statL_Js. Thus, nodes earn more credit f
based scheme that provides incentives to selfish mobilesnofffwarding packets of highly reputed and credited nodes.

to cooperate. The proposed protocol seeks to foster thectraf

through a fair pr_otocol, but i_nste_ad of trying_to pay for thg\. FURIES Entities

resources spent in a connection, it rewards with a high uali

of service those constant collaborative nodes. The prbfiiso  An ad hoc network can be represented by an undirected
in plain and hierarchical topologies. A model for spurrihgt graphG = (V, E), whereV = {v1,vs,...,un} Is the set of
cooperation and improve the data delivery performance in eeftices of the graph, formed by the nodes in the network,
hoc networks is described. An evaluation of the system tiftouand E = {e1, es, ..., ear } is the set of edges which correspond
a simulation analysis is also presented. to the communication links between the nodes. Two nages

The contributions of the proposal are the following. 1R"dv; are termecheighborsif there is an edge; = (vi, v))
spite of previous approaches, that try to spur the syst&@Mnecting them in the graph.
though a payment model that rewards the nodes based on itk this paper we consider a nodgthat wants to connect to
utility function, FURIES uses a payment protocol to cat&®r another one who is not in his transmission range, so a mpltiho
nodes’ behavior. Nodes are prone to collaborate in orderrtute has to be established. We assume a routing protocol
obtain a better quality of service. One of the novelties @ ththat provides information of available routes. Opposecdti@io
protocol with respect to the previous ones proposed in tbheedit-based protocols for ad hoc networks, FURIES does not
literature is that introduces an incentive factor to prike t require that the source node knows the complete path to the
forwarding of packets of high ranked people. Moreover, atestination but only the hop distance. FURIES will stimelat
efficient adaptation of this cooperative encouraging meisina the transmission through the discovered routing paths.

for cluster-based ad hoc networks is presented. Credit-based schemes require the use of tamper-proof hard-

The rest of the paper is organized as follows. In section |l weare or a trusted third party (TTP) to manage the tokens. We
introduce the protocol and give an overview of the proposedake use of a TTP to securely store the credit account of
architecture. Section 1ll describes the protocol detailsl anodes and give memory to the system, that is, credit tokens
analyzes some interesting aspects to spur traffic in myltihearned or spent in a session are taken in consideratiorefurth
networks. Section IV presents a forwarding model for clustethe lifetime of a particular ad hoc network.
based ad hoc networks and incorporates the FURIES protocok g |Es architecture is composed of the following entities:
in these architectures. Section V evaluates the solutiseda
on simulation results. Finally, we conclude the paper iisec  « Certification Authorities (CA) that issue identity cer-
VI. tificates for the participants of ad hoc networks. The

recognized CAs are the ones accepted in the Internet
Community and that follow some established security
Il. FURIES GENERAL DESCRIPTION policies.
Reputation Authority (RpA), a TTP that is used to manage
the users’ credit account. Such information is contained
in a reputation certificate that will be implemented as an
attribute certificate according the standard X.509.

We present in this section the general description of our’
Forwarding Spirring Protocol for Mulihop Ad Hoc Networks
(FURIES). FURIES is a credit-based protocol that combines
properties of both credit-based and reputation-basednince
tive models. On one hand, it uses payment mechanisms td\ll users in our model are registered in a well known CA
charge/reward the forwarding of packets through the net. Gt issues them a certificate which binds their identityhwit
the other hand, it manages user reputation status to glasieir public key. With this certificate, users can sign on the
reliable from unreliable nodes. Packets of both high and IJRPA that will manage their credit. The RpA is an independent
reputed nodes are prone to be sent, however nodes with higtflity not related to any specific CA. It can deal with CAs of
reputation take preference to get their data forwardedthiey different providers as long as it accepts its certificatiohqees.
favor of a better quality of service. Moreover, the RpA does not need to be centrally controlled bu

The interchange currency used in the FURIES paymecn%n be a distributed entity under the control of a world-wide
protocol is not money but credit to transmit data. The un‘ftommunIty [15], [16]
of credit is a token that represents 1 packet of 2346 bytes Reputation certificates are used to classify users and fix
Credit tokens exchanged in a transmission session are osethe¢ rewarding tokens of a forwarding. For this reason it

state the reputation of a user and categorize its involveimenis important that these certificates hold updated inforomati
at any time. Therefore, reputation certificates are shog li

1This value is the maximum size of an IP packet over a 802.11 [14]  certificates, with a validity that we fix in 10 days. It is as&dn
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that users that enter an ad hoc network have online conitgctiincentive factor (' = 1), that is, when a forwarder receives

with the RpA at most 10 days before, and they have had tthe same amount of tokens for a carried packet that the ones

opportunity to renew its reputation certificate. it would have to pay in case it initiates a transaction, is whe
the accumulated credit of a node i$0? packets which is a

) little more than2, 2M Bytes of data.
B. Incentive Factorl '

The FURIES protocol introduces an Incentive Factbf’Y IIl. FURIES CREDIT-BASED PROTOCOL
element to prioritize the forwarding of packets from cotlab
rative nodes and thus provide them a good quality of service FURIES stimulates cooperation through a credit mechanism
Nodes do not need to pay more to receive a better servithat regulates nodes’ transmissions based on their réputat
the incentives a router receive for forwarding a packet alfé this section we detail such mechanism, that can be divided
intrinsically stated in the protocol based on the profile agte N three phases:

payer. o Initialization phase
The incentive factor modulates the credit,j that an inter-  « Contract establishment and communication, driven by a
mediate node has to receive for its job such that= I F,,, - d, micropayment scheme

whereF,, is the incentive factor of the sender nodg and  « Charging and Rewarding phase
d is the number of transmitted packets. We have designed the
incentive factor of a node as a function of the credit it holdﬁ
such that it asymptotically tends tbwhen its credit balance "
grows in negative values and increases polynomially otlsetw  In order to initiate a transmission in a multihop network
Since the amount of data transmitted in ad hoc networks camode needs to hold a reputation certificate that states its
range from a few Kb when the devices are very small afgrwarding parameters. In particular, the reputationifieate
limited, up to hundreds of Mb when the net has access to #gts two main attributes:
Internet, the gradient of the incentive factor function igger
for values around (see figure 1(a)). This allows the RpA to
clearly make a distinction between selfish and unselfishsiode
The I F function on the credit is the following:
_ . (signum(cy,)/B)

[Fu(c0) = A - abs(ey,) When a nodey; first requests a certificate in an RpA it is
Through simulations we have heuristically approximated twssued a certificate with,, = 0 and/F,, = 1. Its [ F will be 1
values forA and B, resulting inA = 1/2, and B = 10 (see until the node starts transmitting data or its accumulatedit
figure 1(b)). is equivalent to an incentive factor greater thatWe give new
[Fy (co,) = 1/2 - abs(cy,)i9mumee)/10) 109 < ¢ < 109 '?hOdeS anIE of 1 to not prejudic_e their _first transactions. At

1) e same time, we spur nodes first to give resources to the net
and then take the profit.

Initialization

« Credit (¢): Accumulated credit tokens of a node at the
time of certificate generation.

« Incentive Factor (I F): The result of applying thd F'
function (equation 1) ovet.

10 — ] B. Micropayment Scheme

o * The micropayment scheme we use in this paper is highly
] A inspired on PayWord [17], a light protocol that allows offlin

] verification of the payment proofs. The micropayment protoc

o ] is divided in two parts: Contract Establishment and Data
04 ] Transmission. Figure 2 depicts all the steps.

Incentive Factor
Incentive Factor
i

OFrr T
-200 0 200 400 600 800 1,000

Credis 75 S0 25 00 25 50 75 Contract Establishment

Credits (log scale)

When nodevy wants to send data to nodg, assuming the
(a) IF for low range credit (b) IF function (log axis) path will go through nodesy,--- ,v,_1:

Fig. 1. Incentive factor function 1) vy generates payment tokens in the following way:
Node vy generates a long fresh chain of paywords

The charges and rewards of a transmission are not balanced, wg, wy, ..., w,, by choosingw, at random and by apply-

so we have limited the range of the accumulated tokens ing a hash functioth iteratively such thatv; = h(w;_1)

to [-10%,10°) in order to avoid the saturation of a node for j =1,2,--- ,m, wherem is the maximum number

in an extreme position. When the credit rate of a node is  of possible payments during the session.

0, its incentive factor isA = 1/2, which is lower than 2) v, prepares a contract offer. The offer includes the sender

1. This discourages nodes from indiscriminately registerin and receiver identifiers/,,, I,,, the serial number of

themselves with a new identity to reset their record. Theraéu the sender reputation certificaté/}V,,,, and its validity
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period V,,,, the number of hops of the route and the signature of node,, to check it has contacted with the
top hash chain value,,: right destination, and the contract establishment phase

Offer = {I,,. I, SNoy, Vg 71w } ends.

Node v, sends a forwarding request towarg that Data Transmission
contains the contract offer and its digital signature of
it, together with its reputation certificateCert,,:

Req,,, = {Offer, S,,[Offer], RCert,, }

At the end of the contract set up phase, data transmission
can be started.

1) If vg wants to sendd packets of data ta,, it will

The request is read by intermediate nodes of the path transmit tov, the data packets along with a payment
(v1,--- ,v,—1). If they are not interested in forwarding check. The payment check consists of th@ext hash
the packet because for them the expense is not worth- values of the chain. In fact, presenting the highest hash
while, they send a reject response #g. Otherwise, is enough. For instance, for the firgtpacketsy, has to

they enclose in the request a signed attachment with  send the chain value,,_.
information about its identity.

nfo = {packets, w,_q
Reqy, = {Requ, ,,Sv,[Requ, ], 1}, { }

fori=1,---,n—1 2) vy verifies the payment, checking that, = h%(w,,_q),
where d is obtained from the number of transmitted
After forwarding an offer request, a node waits packetsy; keeps a copy of they,_, value and forwards
(n — i)-timeout seconds for a response, either positive  the in fo to the next node. Such operation is performed
or negative, fromv;, ;. If it not arrives, it sends a break at each intermediated node, for i = 1,--- ,n — 1.
up chain message t@. 3) Finally, v,, obtains the packeit: fo.

Nodew,, receives the request of transmission from node
v along with the information of the relaying parties
fori =1,--- ,n—1.v, verifies the signatures and checks
that the number of hops stated in the contract offer is @ Charging and Rewarding Model
mostn.
If all data is correct and node, accepts the transmission Charging and rewarding is performed using a protocol
from Ay, it generates a contract with the data of thetween th_e routing _nodes mvolv_ed in the transmission and
received offer and an appendix with the list of recruite’® reputation authority, RpA. This phase must be executed
routing nodes, and signs the overall information. It Sen@gytl_me aft_er the data transmission session and within .the
the contract to node, using the same bidirectional pathvahdlty penoq of the contract, when the nodes have online
as the one used in the reception. connection with the RpA.
It is important to notice that the possession of a payment

Repy, = Contr = {Reqy, ., S, [Requ, ], T, } proof by :E nodey; does not entail thapt this particular npogﬁ
All routing nodes verify the signature of the nodg has forwarded the data, just that it has received it. Howétver
in the contract (because it is the one who pays), keepclear that; for all 0 < j <i—1 indeed forwarded the data
a copy of it and resend it to the next node in the pathackets. For that reason, when a routing nogevith i £ n
toward vy. Node vy receives the contract, verifies theaeports a payment proof to the RpA, it only receives half of
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the full router rate, while the lower nodes of the path can Il them during the las80 days. If the result does not exceed
completely rewarded. 1% of its forwarding credit, this will be reduced; every day

Only when the destination node of a packet sends (hatpasses in these conditions.

payment proofs to the RpA it is evidenced that the data hasFigure 3 illustrates the charging and rewarding model with
been delivered and all intermediate nodes are rewarded.amexample. Nodes only transmit packets from initiatorsseho
order to stimulate destination parties to send the probfsy t incentive factor is greater than a threshold. Nodge has
are also rewarded with a rate bfcredit token per each packettwo connection routes to node;, however, it can not use
they demonstrate they have received. The detailed protscothe shortest one to send data #¢ because its reputation
the following: value is not high enough to encourage the intermediate nodes
. of this path to forward its packets. Nodes in the shortest
1) ;,/Z?\igego?teger\:\:jimtz ttcr)leg(:etppAa)t/r?s :grrv\}:;igogrvgﬁ'rgg ath are centrally located in the network, receive a lot _of
' orwarding requests, and only relay packets of nodes which

Contr, and the payment prooky, wherek = m — very collaborative and have a high reputation level. As a
d, beingm the maximum number of packets that Carr1e1~:ul'[ vo has to select the longest path for the transmission
be transmitted within that session, asidhe number of ' 0 9 P '

forwarded packets which is more expensive (it cosistokens/packet instead 6f
2) The RpA verifies thab? () = w,,, which ensures that tokens/packet), but offers the required availability.

the payment proof is valid. RpA obtains the valueg,
from Contr, where the value is signed by the sender 1V. INCENTIVES FORCLUSTER-BASED AD HOoC
nodewvy and then assumed authentic. NETWORKS
3) Then, the RpA executes the following procedure:
« If no proofw;, has been previously presented by any AS the networks grow in size, they are more difficult to

node, then RpA addd’ F,, - d) credit tokens to each Manage due to the high dynamism of the nodes, which cause
nodev; for 1 <j < ano?(1/2 .IF,, - d) tokens to frequent changes in the available routes between peerse Rou
= Vo

v;, in casei £ n. If i = n (i.e. the reporter is the discovery and data dissemination protocols based on figodin
destination node) then, is rewarded with tokens. NCur in sever message _overheads when the netwc_)rks are
In any case, the RpA also dedugtsd) tokens from unstructured and information has to reach all nodes in a lot
the credit of nodey. of independent branches.

o If v;, for somel < j < 4, has already presented To overcome these problems networks have to be structured
the proofw;, to the RpA, then the RpA addd/2- based on the connectivity properties of their members. én th
IF,, - d) credit tokens tov;, (IF,, - d) tokens to 1980s was first introduced the idea of creating a virtual back
each nodey, for j+1 <k <iand(1/2-IF, -d) bone [18] to provide distributed control in mobile radio net
tokens tov;, in casei # n. If i = n, thenwv, is works. In virtual backbone architectures, nodgsre grouped
rewarded withd tokens. In any case, the RpA alsdn a collection of clusters” = {cly,cls,...,cl;}, and each
deducts((i — j) - d) tokens from the credit node,. clustercl; has a clusterheald; responsible for the transmission

o If v;, for somei < j < n, has already presented thearrangement and data forwarding. Clusterheads are cathect
proof wy, to the RpA, then the RpA informs to; with one another directly or by means of clustergatewgyso
that it has already been rewarded for such operatiahat the union of clusterheads and clustergateways cotestit

nnected backbone that is used for the network management.

Since the incentive factor of a node can suffer changesiﬂnodeu is a clustergateway i; € cl, N cly, with 7 # ¢
U i r Ut .

short periods of time, the rewardidd-,, to be used in step 3 is
the one stated in the reputation certificate which serialberm  Therefore, nodes; of a clusterbased ad hoc network can
SN,, appears in the forwarding contractontr. However, be qualified as clusterheads clustergatewayg, or cluster
when the transmission path is shont € 5), rewarding/F,, membersy, thatisV = {H,G, N}, with H = {hy, ha, ..., i}

can not exceed. This prevents fake nodes to create loopintpe set of clusterheadsi; = {gi,92,...,9,} the set of
traffic between them in order to increase their credit. Then clustergateways, andV = {ni,ns,...,n,} the set of plain
. I r members.
Rewardinarp L T n <51, >1 cluster members
ewardingfvo =\ 1p, . otherwise Cluster-based architectures allow that networks appear

smaller and more stable from the point of view of cluster

It has to be noted that the charging and rewarding modebembers because changes in the configuration of a particular
we propose is unbalanced, hence, it faces a problem of credlitster do not affect the network in its entirety. Clustemme
saturation when all nodes achieve the maximum credit levbers do not need to manage routing information themselvies bu
This congestion leads the system to work as if it was can directly communicate with their clusterhead that gathe
plain model that can neither prioritize transmission p#ckeanformation about the location and available resourcesache
to provide a quality of service, nor offer any real incentise node in the cluster. Routing is carried out through the spine
the routing nodes to spur the data forwarding. To avoid suoh the network so when a node needs to communicate to a
case, the RpA maintains a sliding window for each node th@mote peer, only the clusterheads and clustergateways are
inspects the accumulated amount of data forwarded by eawolved in the search of a transmission path. Then, differe
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Fig. 3. lllustration of the payment charges

transfer models can be used to encourage the forwardingGufnsidering the duration of each link is independent from th
data through that path. others, the probability that am-hop path stays active over a

We define two transfer models suited for forwarding protetated time T is:

cols that are session based, like FURIES. That is, a chaasel h
to be set for being able to carry data through it. The proposed

models are the End-to-end Session Model and the Layered ] ) ] ) ) ]
Session Model. Then, the period of time a multihop path is available in

a mobile ad hoc network decreases exponentially with the

number of hops, and the initiator and the corresponding s10de
A. End-to-end Session Model may be required to reestablish the connection channel betwe

them using different forwarding peers several times in a

In the End-to-end Session model, the initiator establishesransmission. Setting up new forwarding channels in a singl

transmission channel with the correspondent node thaepagsansmission incurs in relevant overheads of time (delays f
through a set of clusters. In FURIES, establishing a sessidetecting death sessions and establishing new ones) ssinge
means signing a contract between some actors that is plogsver (execution of the micropayment protocol), bandwidth
base of an agreement for carrying the traffic. For each alusfsetting up a new session) and energy.
there are two stipulated nodes involved in the forwardihg, t
clusterhead and a clustergateway (see Fig. 4a). A consacti P10y,
signed between the initiator, correspondent, and all s=lec f
clusterheads and clustergateways in the path that faedita
the transmission. If a breakdown occurs, another end-tib-en
session has to be established using new available inteateedi
nodes.

Pt>T)= / fp(t) dridry..dr, = e 2T
T

= = |ntracluster

2 involved clusters
—— Sinvolved clusters

. . LN e o o o o o e o B
\ / \ 0o 05h H T

Fig. 5. Probability of path duration in an End-to-end Sessitodel

Figure 5 compares the probability of a path staying more
thanT' time for different path lengths. It is worth noting that
Fig. 4. Forwarding models. (a) End-to-end, (b) Layered while for an intercluster transmission the probability etting

a path with a minimum duration of is approximately36.8%,

C|u3tering in ad hoc networks is performed when network@r a communication in which 5 clusters are involved this
grow in size, so transmission channels in these envirorsneptobability represents an estimated duration:gt0.
are usually long. We approximate the duratignof a link e;
in an ad hoc network by an exponential distribution (equmatio
2) with an average staying tin# = ;. = 1/, and the com- B. Layered Session Model
position of ann-hop pathP by the joint distribution of all of
them (equation 3). In [19] Sadagopan et al. empirically olese
that the probability distribution function of the duratidime
of a multihop path is an exponential function.

In the light of the data presented in the previous part,
we introduce a more flexible forwarding model that does not
require so long and static paths. The initiator node estagd
a virtual forwarding session toward the correspondent that

fro(m) =X\ e Tk (2) only involves the end peers and clusterheads. This session i
calledvirtual because clustergateways, the nodes that link the
Fp(t) = frire. (T, 7oy oy ) = A - MT1F72H470)(3) clusters, are not included in the contract.
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For their part, clusterheads have to manage the relyiingasks its clusterhead to localize the correspondent aimdyus
operations inside their particular cluster (interclustessions) the FURIES contract establishment protocol as before taalir
and are responsible to constitute connection paths ama@egsion is set up among the initiator, the correspondedt, an
themselves using clustergateways so that the transmision clusterhead nodes of the intermediate clusters.
one cluster to another one is possible.

Since clusterheads can join the traffic of different virtual Data Transmission
sessions into one single intercluster channel between thenThe initiator node sends data packets to the correspondent
and a gateway, these kinds of connections optimize netwahkough the virtual transmission path it has establisheith wi
resources. On the other hand, two clusters can have differelnsterheads. Along with data packets, the initiator naatels
routes interconnecting them if there are several availaljeyment checks for rewarding the intermediate clusteshead
clustergateways. This multipath ensures a better responsehat help it reaching the correspondent.

case of faddings, traffic congestion, etc. The nodes in this path to the correspondent are clusterheads

The period of time a virtual channel connecting two peerstisat are not in the transmission range ones from the others. S
available is much longer than the transmission paths atéate they have to make use of intercluster channels for providing
the End-to-end Session model. Not only the session involuge forwarding functions they have accorded with the itdtia
less nodes (nearly the half), but the average duration timeGlusterheads are responsible of intercluster transnnissiod
links between clusterheads is longer than between any tiave to pay for the services they command the clustergagway
cluster members. This is because the clusterheads of anketvkpr this reason, clusterheads, before forwarding dataetoext
are chosen using election protocols that ensure the ditifabihop, have to extract the intercluster payment check theg hav
of the picked nodes to cover this position. Apart from takingeceived from the previous cluster, and attach a check kaind
into consideration the localization properties of the rsoded with the intercluster session contract they are going to use
their available resources, the stability and the religbdf their

. : On the other hand, clustergateways receive payment checks
links is also evaluated.

of both virtual and intercluster channels. However, thejt wi
Fig. 4b shows a Layered Session model. The transmissinly be able to charge the checks associated to their contrac

contract between nodes andng, or between node and with the clusterhead.

np, involves5 peers instead of theé used in the End-to-end

Session. Besides, custerhelad sets a contract witth,, and

hy another one witth;. These clusterheads paths will be used Charging and Rewarding

for carrying packets of both, to np andnc tonp channels. charging and rewarding is performed between the nodes

involved in the transmission and the RpA that manages the
C. FURIES for Cluster-based Ad Hoc Networks credit bags in a similar way as in plain ad hoc networks.

\{\_/henever the nodes have connectivity to the Authority, they

FURIES protocol can work in cluster-based ad hoc NSlave to send it the forwarding contract and the payment
works. The protocol fits seamlessly in the End-to-end Ses- 9 bay

. . : o -~ checks they have received bounded to that contract. Holding a
sion Forwarding model, without requiring any change in thé
) . Lo ayment check does not proof that the node has forwarded
scheme. However, in mobile ad hoc networks it is mote
- : some data, so when a node sends a payment proof to the
efficient to use the proposed Layered Session Forwardi S . .
. : . thority, it only receives half of the payment it can get,
model because is more robust provided the dynamic behay-. : o
. . . ile the previous nodes of the same transmission path can
ior of cluster nodes. Following, we describe the Contra . o
. L . e completely rewarded. At the same time, the initiator node
Establishment process, Data Transmission and Charging and . . :
. ; : IS charged for the number of intermediate nodes that it can be
Rewarding phase for a Layered Session Forwarding model, .
assured that have carried the data.

Contract Establishment The initiator node of a virtual channel is charged with

L . ) . tokens/packet per each traversed cluster. Note the difference
Ad hoc networks periodically check their configuration an\(i P P

to00l to adaot to th . ¢ After the clusteri ith payments in plain ad hoc networks, in with the sender
opology 1o adapt 1o the environment. After the clustering charged withl token/packet per each traversed node. The
formation process, clusterheads get information of theister

b o k € th des that bel - rate of 2 tokens/packet is due to the crossing of a cluster
MEemDETS 1o Know I there are nodes that belong 10 WO Rhsjicates two forwarders, the clusterhead and a clustergate-
more clusters and thus, can act as clustergateways anddex

. . . Clusterheads are rewarded based on the contract with the
the range of the network. If neighboring clusters are foun

o . itiator, bearing in mind that thé /' of that node modulates
clusterheads initiate a contract request process with timemthe rate of the job, and the higher the reputation of the
order to set up a session and procure intercluster com :

L . ) . ; tiator, the bigger the revenues for forwarding its packets.
nication. Contract establishment is accomplished usirgy 9g ¢ P

FURIES mi t sch tion I-B). Intetelu inally, clustergateways earn tokens from their contract with
micropayment scheme (see section llI-B). Intetel S clusterheads. However, because the short transmission paths

SFSSI'OE codntractjs ar@i altways; two hops long and involve Y¥Cwhich clustergateways are involved, the maximum revenue
clusterneads and a clustergateway. they will get is 1 credit per forwarded packet. This is a
Then, when a node wants to communicate with another of&JRIES mechanism to avoid the creation of fake looping
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. o TABLE |
routes between friends inside a network. CHARGING AND REWARDING EXAMPLE

Besides, in order to stimulate destination parties to skad t

proofs, they are also rewarded with a ratelafredit for each Node Pa)ggem Profit Tostgl
packet they demonstrate they have received. ’Z‘: 5 7 '2
912 - 5 5

D. Example ha 5 7+5 12
923 - 5 5

Following, an example of carrying a FURIES transmission h3 5 7+5 12
in a cluster-based ad hoc network is presented. The artiviéec nB - > >

of the network is shown in Fig. 4b, and a scheme of the

transmission sessions that have to be established is ir6Fig.
chusterheadshg and h3 receive tokens for reporting payment

&lidences to the reputation authority. In particular, thayns
ens.

The network is composed of three clusters, each of whi
with a clusterhead responsible of routing and transmissi
management. These clusterheads set up intercluster dhanne
between them through the clustergateways they share. Thidable | presents a summary of the payments and profits
way, clusterhead; establishes two transmission sessions wiftPdes receive in the above example. It can be observed that

ho through two different C|ustergateway5, ah]g sets up four ClUSterheadhl is the node that receives less prOflt for its
channels withhs. job, only 2 tokens. Anyway, this does not put a brake in

the forwarding rate of a network because the first clustethea
of a path is the manager of the group in which the initiator
belongs, and a clusterhead is interested in giving goodcesv

The cluster memeben, in the network wants to send
some information to memberg. The initiator sets a contract
through clusterheads;, ho and hs to reach the destination.

. to its members because they are the ones that will help
Once t.h? channel has been established, negecan start it in intercluster operations. Thus, clusterheads, beythed
transmitting data. Table | shows a summary of the payme

and profits nodes receive in this example forwarding sessigﬁ ptivation of earning tokens for the forwarding, alwaysetak
§becial consideration for the packets of their cluster memnb

Let's assumens has an Incentive FactafF = 1,4, and |If a clusterhead has good collaborators and the clusterlés ab

it sends5 data packets through the channel. Since the pathcarry traffic from and to other parts of the network, the

traverses clusters, node4 has to pay2-n-d =2-3-5=30 clusterhead will be the one that will get the most profits.sThi

tokens for the delivery. On the other hand, each clusterhégdnanifested in the example, clusterheadsand ks earn 12

in the path earns, 4 credit tokens per forwarded packet, thajokens each one for carrying 5 data packets, which is much

is, IF-5=1,4-5 =7 tokens for all the traffic. Finally, the higher than the 5 tokens that an initiator node has to pay for

correspondent nodep also receivesl token per each datasending 5 data packets through a single node.

packet it reports to have received. The reporting5otlata

packets gives ib tokens.
V. EVALUATION

Intercluster transmissions, in their turn, also entail som

payments. Clusterheads andh, have to pay tokens to their ~ Simulations of FURIES were conducted to evaluate the
clustergateways to send data packets to the neighboristgclu general characteristics of the protocol and provide a podof
Clusterheadh, uses an intercluster session that passes througimcept. We used a self-developed application that corsside
clustergatewayj;» to reach clusterheatl,, and the path from network layer factors and allows us to make qualitative ap-
ho to hz goes bygss. Assuming thel ' of clusterheads:; praisals. However, we do not model the problems of physical
andhs is positive, the clustergateways, andgs3 will earn1  and link layers, so that quantitative performances can eot b
token per forwarded packet, that is, a totabdbkens. Besides, directly extracted from the tests.

We simulated two different payment models in an un-

N h, Ui h, s hy ng structured ad hoc network: a plain payment protocol without
. @ O O @ incentives, such as [10] (that is, sending one packet thr&ug
hops costs 3 credit tokens, and the intermediate nodes get 1
Cor;1tract L:::::’-‘:::::" token each one), and the proposed FURIES protocol with the
1 Cor;]tract L:::::Zfa:::::’- incentive factor defined in section II-B.
Contract - The simulated networks are composed of 100 nodes that
Ny e < N move randomly in a square arealdf00m?2. The transmission

range is70m. Each node starts, on average, 2 transmissions

= — - — a day of messages the size of which is uniformly distributed
- // from 1Kb to 10Mb. The application is run during a simulation
D —— period of a year. 100 simulation runs have been performed.

Data transrpission

> Payment checks
Table Il compares the results of a population attempting
Fig. 6. Session Establishment and Data Transmission to send data through a multihop network giving the mean
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100 - - 20
90 -
80 -
70 1
60 - MS
50 - Lo
40 1

and variance over 100 simulations. We have modeled t
nodes willingness to forward packets based on their availal
resources (i.e. battery level), and the profits they can nfake
the action. Relaying parties do not transmit if the batterel
is below20%. However, our assumption is that betweH¥;
and 50% they will resend packets if they obtain a credit rat

over the cost price, in particular, a benefit more ti3a%. 22

If the remaining battery is abov&0%, nodes will transmit if 0 Credit trend

the reward is at least th&0% of what they offer. Despite the O: YV = A A AAAA A=

battery level, we also assume that nodes with a negativét cre 00 01 02 03 04 05 08 07 08 08 10
balance will accept any forwarding request. Otherwise,wh x=Threshold/Router_IF

the forwarding is rejected, the initiator has to search lagot ‘ Throughput —e— Accepted/Average credit —— Rejected/Average credit
routing path. It tries it up to five times.

Packets delivered (%)

>
Credit/Average credit (%)

o

n
o

. . . Fig. 7. Forwarding response of an ad hoc network
First of all, it has to be noted from the first row of Table II, g g resp

that the number of accepted transmissions in FURIES isgreat

than in the plain payment protocol. This is one of the goals )

of incentive protocols, and FURIES achieve it. By offeringfS Services.

appropriate incentives -a good reputation status that, @s w The evolution of an ad hoc network depends on the behavior
state in the next point, provides a quality of service-, FERI of each of its members and how they react to the proposed
can take profit of the maximum forwarding capacity of nodéscentives. We made a simulation of FURIES to analyze the
and thus improve the overall throughput of the network.  performance of a network relative to the threshold used to

The service of forwarding packets is rewarded with credfigger the forwarding services. We assume nodes always
tokens, and the accumulation of tokens increases the teputa@ect to forward when their battery level is beld?% of
status. The second and third rows of Table Il show that {{$ capacity. Otherwise, they accept the transmission &f th
plain mode the reputation level of nodes which packets dﬂgent_lve factor qf the |n|t|a_tor stated in |t§ reputatlcmtmca_te
accepted or rejected is not relevant since its average is {Heo- IS greater in a certain factar than its own/F", that is,
same as the rest of the population. That is, in spite of #&v = IFu, -, wherev; is the forwarding node.
accumulated tokens, the sending of any node can be blockedrigure 7 shows the results of the simulation based on param-
Nevertheless, in FURIES accepted traffic is from people wheerz, that is, the quotient between the triggering threshold and
hold a better profile§% better than the average), and rejectetthe incentive factor of the forwarding node. The background
one is from those nodes that tend to behave more selfishly Gtdumns of the figure depict the percentage of packets asttept
reputation isl2% worse than the average). Hence connectivity transmit. It is shown that the throughput of the network
of cooperative nodes takes priority and such nodes receivés aearly constant whatever the threshold. However, when we
better quality of service. harden the condition and require thEy, is equal to the F 4,

FURIES spurs cooperation, but does not enforce it. Thefbthe forwarding nodea( = 1), the throughput gets down to
are multiple reasons for which a node can not collaborate 3370+ If we would increment the threshold a little more, the
a determinate moment (lack of resources, bandwidth..). Wiiagoughput will continue to fall towar@7%.
is not acceptable is a continuous selfish behavior, and #hus iWith this result it may seem that the besto choose is a
penalized. Moreover, when users enter in the FURIES systdow one. However, for very low values af we can not offer
they start with a negative reputation level in order to prévequality of service, the probability to get a packet rejecigd
sybil attacks that cause the unfair exploitation of theeyst hardly the same for all kind of nodes. It is worth noting the

In general, the advantage of FURIES in front of other credif€s in the figure that show the relation between the refoutat
based mechanisms [7]-[9] is that tokens have a double u§¥€! of the nodes which packets are accepted or rejected, an
being the exchange currency of the payment protocol ar‘i'a‘? average Ie.veI.IThe more these lines are sep.arated a bette
moreover, being the hook that attracts nodes to relay pack@¢ality of service is offered because the reputation of aenod
of certain nodes. The accumulation of tokens is awarded, dR@St influence the forwarding acceptance decision.
because tokens can not be obtained by external means, nod@goreover, the figure depicts with black arrows the credit
have to provide resources to the net if they want to benefit stbrage trend of a group of people whose initial credit level
was 0. It is shown that when: is low, the credit storage of
the group tends to decrease, so in the long run people will not

TABLE have credit to transmit.

FORWARDING SIMULATION : PLAIN PROTOCOL VS. FURIES
Therefore, there is a compromise to get the best results.
Plain protocol FURIES Setting thresholds with low values increases the perfoocman
Ratio of accepted transmissions 1(X) = 69%, o> =095 | B(X)=83%,  0*=182 | gt short term but the network gets unhealthy: less credérisk
Reputation accept vs. average| F(X) = 0%, o?=4.64 | B(X)= 8%, o? 64 lit f . d t last. | tivati tofdo t
Reputation reject vs. average | E(X) = 0%, 02 =523 | E(X)=—-12%, o? no qua! y Of service, anad so, a _aS , €SS matvation 10
forwarding. On the other hand, high thresholds can reduee th

1.
0.
2.

©

5
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throughput of the net. Consequently, there is no fixed optimu [7]
threshold, it depends on the resources of the node, its reegger
to transmit and so the necessity to obtain tokens, etc. Tﬁ%
threshold is a variable that has to be adjusted in every case
to get the expected reactions. However, the adjustment C%n
be done automatically to meet the requirements of a speci J
environment.

[10]

VI. CONCLUSIONS [11]

In this paper we have presented FURIES, a new model
to stimulate cooperation in multihop ad hoc networks. TH&?
novelty of the protocol is using a payment system that is
based in rewards in the form of quality of service, and3]
not in compensations for the particular efforts and resesirc
destined to make a transaction work. The majority of theaalcth14
cooperative forwarding protocols uses this second form of
reward, which is very costly in terms from achieving a fair

L. Buttyan and J. Hubaux, “Nuglets: a virtual currency to stimulate
cooperation in self-organized ad hoc networkigth.Rep.DSC2001.

L. Anderegg and S. Eidenbenz, “Ad hoc-vcg: a truthful aoedt-efficient
routing protocol for mobile ad hoc networks with selfish agérnih Mob.
Compt. and Net. (MobiCom) New York, NY, USA: ACM Press, 2003,
pp. 245-259.

S. Zhong, J. Chen, and Y. Yang, “Sprite: A Simple, Cheatehr Credit-
based System for Mobile Ad Hoc Networks,”lIBEE INFOCOM vol. 3,
2003, pp. 1987-1997.

L. Buttyan and J. Hubaux, “Stimulating Cooperation in Self-Organyzi
Mobile Ad Hoc Networks,"Tech.Rep.DS(2002.

J. Crowcroft, R. Gibbens, F. Kelly, and S. Ostring, “Miithg incentives
for collaboration in mobile ad hoc networksPerform. Eval, vol. 57,
no. 4, pp. 427-439, 2004.

O. lleri, S.-C. Mau, and N. Mandayam, “Pricing for enalgliforwarding
in self-configuring ad hoc networksJEEE J. Sel. Areas Commuyn.
vol. 23, no. 1, pp. 151-162, January 2005.

Y. Yoo, S. Ahn, and D. Agrawal, “A credit-payment scheme facket
forwarding fairness in mobile ad hoc network&EE Intern. Conf. on
Commun. (ICC)vol. 5, pp. 3005-3009, May 2005.

] P. Congdon, B. Aboba, A. Smith, G. Zorn, and J. Roese, HEE

802.1X Remote Authentication Dial In User Service (RADIUSyade
Guidelines,” RFC 3580, Sep. 2003.

1g L. Zhou, F. Schneider, and R. van Renesse, “COCA: A Sedis-

payment for each node, and does not really suppose a clear
motivation to participate in the network due to its comptexi
overcosts. [16]

The FURIES model is light and simple. The charges for
sending a data packet only depends on the length of {hd

transmission path, while the payment rewards are a function g7

of the reputation of the sender node. Thus, intermediatesodls]
prioritize the forwarding of high reputed users’ data.

Moreover, the solution is scalable to large ad hoc networks]
with a layered architecture. We have analyzed the protoul a
by means of simulation, we have evaluated the functionafity

tributed Online Certification Authority ACM Trans. Computer Systems
vol. 20, no. 4, pp. 329-368, 2002.

B. Zhu, F. Bao, R. H. Deng, M. S. Kankanhalli, and G. Walkfficient
and robust key management for large mobile ad hoc netwodayiput.
Networks vol. 48, no. 4, pp. 657-682, 2005.

R. L. Rivest and A. Shamir, “PayWord and MicroMint: Twongle
Micropayment Schemes,” iBecurity Protocols Workshpf996, pp. 69—

D. J. Baker, J. A. Flynn, and A. Ephremides, “The desigd simulation
of a mobile radio network with distributed controllEEE Journal on
Selected Areas in Communication®l. 2, pp. 226—237, January 1984.
N. Sadagopan, F. Bai, B. Krishnamachari, and A. Helmy, TRA&:
analysis of PATH duration statistics and their impact ontigadVANET
routing protocols,” inMobiHoc: Proceedings of the 4th ACM interna-
tional symposium on Mobile ad hoc networking & computingNew

the system based on the configurable parameters and we haveYork, NY, USA: ACM Press, 2003, pp. 245-256.
H. Tewari and D. O’'Mahony, “Multiparty micropayments fad hoc

networks,”|[EEE Wirel. Commun. and Net. (WCNGJpol. 3, pp. 2033—
2040, 2003.

provided proof of concept. [20]

The results prove that FURIES fulfills its objectives: it
improves the throughput of the network and reinforces a
quality of service for collaborative nodes.

In terms of future work, we plan to study the performance.
of the protocol in real environments, evaluate its overhe
in terms of energy consumption and delay, and compa
it quantitatively and qualitatively with other mechanismf
incentives.
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