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MySAP ERP - Enterprise Resource Planning (system - solution which provides a whole set of functions for the business 
analytics, fi nance, human resources management, logistics and corporate services) has developed from SAP R/3. It 
is one of the main products of the SAP AG German multinational company and as such, it is a very important ele-
ment of the international industrial and technological security system. By defi ning the functional dependency be-
tween the security systems (logistics security systems) and the IT (My SAP ERP) systems in metallurgy, a concept for 
designing MY SAP ERP system in metallurgic industry is defi ned, based on the security aspects.
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INTRODUCTION

Contemporary information technology systems 
(MySAP ERP) depend on the fi nancial, economic, po-
litical, technical and technological, construction and 
design, security and many other aspects. The above 
mentioned systems defi ne a concept-approach to de-
signing and implementing the contemporary IT system 
(My SAP ERP).

By studying security and metallurgic aspects as sep-
arate categories and by isolating the basic elements of 
the metallurgic industry, security of the data related to 
the metallurgic industry, systemic and corporate secu-
rity and many others, we defi ne a whole set of elements 
which, either directly or indirectly, infl uence the ap-
proach to designing and implementing the contempo-
rary IT system (MySAP ERP).

By determining the contemporary IT system (MySAP 
ERP) as a current integrated software solution contrib-
uting to the increase in the system effi ciency and effec-
tiveness, the controlled “need” for the concept of the 
designing model for MySAP ERP system in the metal-
lurgic industry, based on the security aspects [1].

MySAP ERP

SAP AG is the greatest European software company 
and the third in the world (after Microsoft and IBM), with 
its head offi ce located in Walldorf, Germany. SAP AG 
offers ERP solutions; it has revenue of 9,4 billion dollars 
a year and employs 39 300 people. SAP AG was estab-
lished in 1972 by fi ve IBM engineers in Mannheim.

SAP AG`s set of products includes:
mySAP Business Suite• 
It represents a set of adaptable business solutions 

which enable optimisation of the critical business proc-
esses and which are built on the SAP Net Weaver plat-
form, including Customer Relationship Management, 
Enterprise Resource Planning, Product Lifecycle Man-
agement, Supply Chain Management and Supplier Re-
lationship Management.

SAP xApps• 
It is a set of applications which are executed in the 

existing heterogeneous systems by means of their inte-
gration into the whole business systems which provide 
more effi cient management.

SAP Manufacturing• 
It is a software solution for real-time work and it 

enables more effi cient and quicker adaptation to the 
market changes.

SAP NetWeaver• 
Is a technical basis for mySAP Business Suite and 

SAPxApps which provides a complete, open and fl exi-
ble infrastructure and enables smooth integration of 
SAP and non-SAP applications.

My SAP ERP is a business information system 
which provides companies with the accurate and de-
tailed account of their business operations. It is possible 
to include the overall business operation of a company 
in the system, either its business processes or some parts 
of them, in other words modules which comprise 
MySAP ERP system [2].

MySAP ERP system comprises modules presented 
in Figure 1.

According to their use, modules are divided into:
SAP fi nance; logistics; human resources• 
Modules of the MySAP ERP system are based on 

the concept shown in Figure 2.
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SECURITY SYSTEM MODEL
Security system is a comprehensive set of elements 

defi ned by their mutual interaction and the choice of 
concept. By analysing the macro and micro models of 
project and industrial security systems in relation to the 
development of the integrated software solutions, we 
come to the defi nition of the basic model of the security 
system shown in Figure 3.

The basic model of the security system comprises 
the following basic elements:

-  Contextual elements are the fi rst level of the secu-
rity system and they are conceptually defi ned by 
formulating the basic “framework” of the system, 
its problems and problem-solving approaches.

-  Conceptual elements are the second level of the 
security system and they are conceptually defi ned 
by formulating the overall systemic strategy.

-  Logic elements are the third level of the security 
system and they are conceptually defi ned by for-
mulating the form of the system and its effects.

-  Physical elements are the fourth level of the secu-
rity system and they are conceptually defi ned by 
formulating the form of the applied resources and 
system carriers.

-  Component elements are the fi fth level of the secu-
rity system and they are conceptually defi ned by 
formulating the consistency in the original form of 
resources and system carriers.

-  Operational elements are the sixth level of the se-
curity system and they are conceptually defi ned by 
formulating the effects of the system manage-
ment.

METALLURGY

Term and Division

Metallurgy is a science (branch of industry) of metals 
and procedures for obtaining and processing the metal 
and its compounds from ore, salt and waste material and 
it is defi ned by the general model with its basic features 
shown in Figure 4. Metallurgy includes refi ning, alloy 
production, shaping, metal fi nishing and study of the 
structure, composition and the features of metals [6].

Metallurgy can be categorised in many different 
ways. Depending on the technological process, it can be 
sub-divided into:

pyrometallurgy (melting at high temperature),• 
hydrometallurgy (extraction of metal from raw ma-• 
terial using aqueous solutions),
electrometallurgy (electrometallurgic ore process-• 
ing),
electrothermal (ferrous metals) and• 
electrochemical (non-ferrous metals).• 
The most common division of metallurgy is the divi-

sion into:
Ferrous and• 
Non-ferrous metallurgy.• 

Figure 1 MySAP ERP system model [3]

Figure 2 Concept of the MySAP ERP module [4]

Figure 3 Basic model of the security system [5]
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Ferrous metallurgy includes obtaining pig iron and 
steel, their purifi cation, production of ferroalloys and 
alloyed steel and the corresponding semi-products while 

non-ferrous metallurgy includes the production and pu-
rifi cation of all the other (non-iron) metals and corre-
sponding semi-products.

Figure 4 General model of metallurgic features

Figure 7 Model concept for the design of the MySAP ERP system in metallurgic industry based on security aspects

Figure 6 Matrix of the basic security system model elements

Figure 5 Basic architecture model for MySAP ERP
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Metals and alloys

Metals represent a very signifi cant group of materi-
als used for the production of wide range of products. In 
this process, some specifi c features of metals which de-
pend on the structure of their atoms and their interrela-
tions (crystal lattice) become more apparent.

An alloy is a mixture of two or more elements, at 
least one of which is a metal.

In metallurgy, metals are most commonly processed 
by casting and plastic deformation. Other procedures of 
processing and refi ning are frequently applied in vari-
ous branches of metal processing industry.

- Metal casting
Casting is a process of shaping in which melted met-

al material is poured into metal (“moulds”) or sand 
casts. After it is cooled and solidifi ed, the metal cast 
permanently retains the shape of the mould cavity.

In this manner, we can relatively easily and econom-
ically obtain very complex geometric shapes which do 
not have to be additionally processed or just need a fi n-
ishing touch.

- Metal processing by plastic deformation
Plastic deformation can be used in processing of all 

metals and alloys. The procedures can be carried out at 
standard or high temperature (cold and hot proce-
dures).

The most signifi cant plastic deformation processing 
procedures are: metalsmithing, pressing, rolling, and 
extraction.

- Thermal metal processing procedures
The aim of thermal treatment is to maintain the 

structure of metal existing at high temperature in the 
cooled down metal as well. Thus we obtain a better 
quality product.

The most common thermal processing procedures 
include: annealing, hardening and relaxation [7].

DESIGNING THE MySAP ERP SYSTEM

The main architecture of the MySAP ERP system is 
based on the integrated concept of levels shown in Fig-
ure 5 [8].

- Presentation layer is the interface of MySAP ERP.
- Application layer is a level at which the set user 

interface actions are implemented in accordance with 
the original (programmed) code.

- Database layer is a central MySAP ERP database 
which provides logistical support.

The security aspect, as a key concept for the MySAP 
ERP system in metallurgy, is determined by matrix ele-

ments of the basic security system model shown in Fig-
ure 6.

By defi ning the essentials of the MySAP ERP secu-
rity system in metallurgy, we formulate a model frame-
work for the design of the MySAP ERP system in met-
allurgic industry based on the security aspects. The con-
cept applied for the implementation of the above men-
tioned demands the integration of security system 
model, basic architecture of the MySAP ERP systems 
and main features of metallurgy Figure 7 [9].

CONCLUSION

Design model for MySAP ERP systems in metallur-
gic industry based on the security aspects is defi ned as 
one of the most elaborate engineering concept based on 
the defi nition from the most prominent book “Logistical 
systems”, which states that the synthesis of all human 
activities is a special logistical sub-system [10].

By establishing the functional dependency between 
the security system and the MySAP ERP system in met-
allurgy, the macro-micro problem of designing the inte-
grated MySAP ERP system is formulated.

The model for designing the MySAP ERP systems 
in metallurgic industry based on security aspects is a 
unique new logistical concept of the approach to de-
signing the contemporary IT systems.
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