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Subject review
In the nineties of the previous century, the European Union achieved, through introducing the New and Global Approach to technical harmonization and
standardization, a significant improvement in the approach to conformity assessment of products, by integrating the requirements for technical products
safety into the process of its designing. This was achieved by preventive analysing and quantifying of risk levels in the design process with the objective
of determining the scope of the needed safety systems. On the other hand, we have witnessed a rapid development and implementation of holistic ap-
proaches to risks management in enterprises, unified in the modern business practice by the name of Enterprise Risk Management (ERM). Going along
that line, the paper presents the basis of the EU New and Global Approach and gives an approach to integrating New Approach Directives risk assessment
into the holistic approach of risks management in organization, such as ERM.
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Integriranje ocjene rizika tehnickih proizvoda u upravljanje rizicima u poduzecéu

Pregledni ¢lanak
Europska Unija je poc¢etkom devedesetih godina proslog stoljeca, kroz uvodenje Novog i Globalnog pristupa tehni¢koj harmonizaciji i standardizaciji,
ostvarila znac¢ajno unapredenje u postupku ocjenjivanja usuglasenosti proizvoda na taj nacin $to je zahtjeve za sigurnost tehnickih proizvoda integrirala u
proces projektiranja. To je postignuto tako $to se u procesu projektiranja preventivno analiziraju i kvantificiraju nivoi rizika u cilju odredivanja opsega
potrebnih sustava sigurnosti. S druge strane, svjedoci smo ubrzanog razvoja i uvodenja cjelovitih pristupa upravljanja rizicima u poduzecu koji je u
suvremenoj poslovnoj praksi objedinjen nazivom Upravljanje rizicima poduzeéa (ERM — Enterprise Risk Menagment). Slijedeéi to, u radu se preko
osnova Novog i Globalnog pristupa Europske Unije daje pristup za integraciju ocjene rizika u smjernicama Novog pristupa u cjeloviti pristup upravljanju

rizicima u poduzecu kakav je ERM suglasno standardu ISO 31000:2009.

Kljuéne rijeci: 1SO 31000, Novi i Globalni pristup EU, upravijanje rizicima poduzeéa

1 Introductions

European Union through introducing the New Ap-
proach to technical harmonization and standardization has
achieved a breakthrough in the product safety by integrat-
ing its safety requirements into the product development
process [1, 2, 3]. In the directives for technical products,
essential health and safety requirements have been set,
that each technical product has to satisfy prior to placing
it on the market. These requirements are defined in a gen-
eral form and the way of their implementation is given in
the harmonized standards. In this way, designers and sup-
pliers of technical products have got clear instructions re-
garding the way to accomplish the conformity of these
products to the directives’ requirements and the way of
integrating safety requirements into the phase of develop-
ing these products. In this way, fundamental change has
been achieved in preventing possible occurrence of acci-
dents. The decision regarding the level of safety measures
is based on previously conducted risk assessment.

Risk assessment is the methodology through which
risk levels are quantified with the objective of determin-
ing the scope of required safety measures [4]. Manage-
ment of risk is a continuous process and should span all of
the product development and realization phases [5, 6].

On the other hand, contemporary business practice
proves how important risk analysis and assessment is for
running a business successfully. The importance of indi-
vidual risks for an organization is determined by numer-
ous factors, both internal ones depending on the organiza-
tion itself and external factors set forth by the environ-
ment in which the organization operates. Experience in
the business practice in the last fifteen years has shown

that the risk management concept has been in the phase of
significant changes. This is substantiated by the fact that
business associations, international, regional and national
standardization bodies have created several models,
standards and operation frameworks with the basic objec-
tive of defining what it is and how it is to be implement-
ed. That is how the slogan Enterprise Risk Management —
ERM originated to denote a comprehensive (holistic) ap-
proach to treating all risks in an organization [7, 8, 9, 10,
11,12].

Analyses of major ERM models that have so far been
developed and successfully implemented in the world go
beyond the scope and objectives of this paper. Therefore,
the paper only partially presents the ERM model defined
in the international standard ISO 31000:2009 [13]. This
has been done in order to show that it is possible to inte-
grate the risk assessment required in the EU New Ap-
proach Directives (NAD) into a holistic risk management
model of an enterprise, which is the basic objective of the
paper. In order to fulfil this objective, the text to follow
presents: (1) EU New Approach basics and the concept of
conformity assessment in New Approach directives (the
Global Approach), (3) the concept of international stand-
ardization in the risk management field. At the end, the
model is given of integration of the risk assessment given
in the NAD into the Enterprise Risk Management (ERM)
model.

2 European Union New and Global Approach
Free circulation of goods, services, people and money

are the cornerstone of the single market. The objective is
as follows: Removal of all technical barriers from the EU
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internal market, which have resulted from national tech-
nical regulations, applying of national standards and the
established procedures for products testing, controlling
and certification [14].

The mechanisms in the form of New and Global ap-
proach enable accomplishing of this goal (Fig. 1). The
approaches are based on:

e preventing new barriers to trade
e mutual recognition and
e technical harmonization.

On the other hand, there are different ways or proce-
dures to placing products on the European Union market.
In these procedures, the manufacturers, i.e. suppliers, use
various techniques which very often also involve engag-
ing independent third parties in product conformity as-
sessment. Fig. 2 offers the global depiction of the algo-

rithm applied with "mandatory" (require CE mark) and
"voluntary" product certification.
New Approach Global Approach
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Figure 2 European approach to product conformity assessment [2, 4]

The first response requested from the manufacturer or
his authorized representative is to the question whether
the products have been covered by the New Approach
technical legislation or not. If it falls within technical leg-
islation, i.e. is covered by the New Approach directives,
the conformity assessment procedures are defined in the
European Union Council’s Decision on introducing the
Conformity Assessment Modules (Global Approach (Fig.
2). Many of the modules out of the total eight of them, re-
quire the manufacturers to involve, in their conformity as-
sessment procedure, an independent third party, i.e. noti-
fied bodies. Engagement of these bodies is mainly re-
quested in the conformity assessment procedures related
to highly risky products, from the point of view of haz-
ards for human health and environment safety. It is there-
fore very important that these bodies perform their func-

tion with previously proven high levels of competence,
integrity and professional attitude.

The other response imposed to manufacturers is to the
question whether, if a product does not fall under the New
Approach technical legislation, the product certification is
required, out of marketing or other reasons, or not.

The ISO book "Certification and Related Activities"
[15] renders eight systems for product certification
through a third party (Fig. 2). In essence, the product cer-
tification systems should cover at least two activities: (1)
the acceptance of the product based on testing of the
product and/or the production process and (2) the surveil-
lance of the continuing ability of the manufacturer to pro-
duce a conforming product.

722

Technical Gazette 20, 4(2013), 721-730



M. Djapic et al.

Integriranje ocjene rizika tehnickih proizvoda u upravljanje rizicima u poduzecu

3 The Concept of the Enterprise Risk Management

All organizations, regardless of their field of activity
and size, are faced, in realizing their objectives, with
some form of risk. The objectives may vary and may be
related to a strategic initiative, operative realization of a
project, product, service and the similar. They are reflect-
ed through environment protection, social safety and se-
curity outcomes, commercial, financial and economic
measures, such as in social, cultural, political and regula-
tory influences.

The Enterprise Risk Management — ERM is one of
the most popular and at the same time very often insuffi-
ciently understood concept in the contemporary business
practice. It is a discipline which has had rapid develop-
ment and which has been viewed in multiple ways, start-
ing from the point of view regarding what it encompasses
to how it is implemented.

The concept is not overly complex nor is it cost de-
manding, but it can bring benefits and new values to or-
ganizations. If we define a problem correctly and share
our findings with others, we can reduce the surprises
which, unfortunately, often cannot be eliminated. Howev-
er, they can be kept under control.

In the beginning, the risk management focused only
on the negative side of risk, i.e. on protecting from haz-
ards, while the modern practice has brought about a holis-
tic view, treating with equal importance both positive and
negative risk facets (upsides and downsides). The above
risk is related to an ingoing event, the consequences of
which increase the organization’s objectives realization
likelihood, or have a positive effect on the interested par-
ties. The below stated risks, on the other hand, are related
to those events and their consequences that are threaten-
ing or have a negative effect on realizing the objectives
and on the interested parties.

Today, risk management incites reviewing of all the
factors, whether positive or negative ones, potentially af-
fecting realization of the organization’s objectives. Man-
agement of opportunities and threats represents a key por-
tion of the organization’s strategic planning process.

The basic assumption of a successful risk manage-
ment in an enterprise starts from the assumption that it has
to bring about additional values to the organization, i.e. in
other words, the costs of developing and implementing
this process, i.e. system, have to be lower than the bene-
fits it is passing on. These benefits are reflected on the
one hand in reducing the potential threats effects and con-
sequences on realizing the organization’s objectives, cre-
ating on the other hand the conditions for these possible
benefits to exert more pronounced influence over these
objectives themselves.

In literature, this discipline is named by the following
titles [7]: Total Risk Management (TRM), Integrated Risk
Management (IMR), Holistic Risk Management or Enter-
prise Risk Management (ERM)

Regardless of which of these "buzz words" names is
used, it is the risk management relating to the issue of
how to organize and how to carry out identification, anal-
ysis and controlling from the managerial level of "oppor-
tunities" and "threats" that organizations face in realizing
their objectives. How to relate to opportunities and threats
that endanger the organizational objectives depends on

how well the organization’s management and employees
understand the risks and the way of managing them.

3.1 Standardization in the risk management field

Enterprise Risk Management (ERM) is a discipline
present in all organizations, either private owned, public,
non-profit and profit ones, at all levels of hierarchy, i.e. in
all circumstances. That is one of the basic reasons that
more than fifteen years ago, the need was articulated for a
form of standard so as to ensure agreement of all interest-
ed parties regarding [7]:

e Terminology related to this concept

e Infrastructure, organizational structure and the pro-
cesses it is implemented through

e Risk management objectives.

At the start of defining the previously stated items, it
is important to designate the facts in the text below.

There are organizations in the world today, such as
bodies, associations, alliances, etc. which have developed
and published various forms of standards and/or "frame-
works" in the field of risk management. On the other side,
there is no uniform comprehension of the word "standard"
with all these protagonists. Apart from the international,
regional and national organizations for standards develop-
ing (such as ISO, IEC, CEN, CENELC or, for example,
the national standardization body for example DIN, BS,
HZN, etc.), other protagonists use the term standard
and/or framework. The closest synonym for a framework
could be a general instruction. However, the understand-
ing of the concept of standard and framework differs from
region to region. In the United States of America, for ex-
ample, the Committee of Sponsoring Organizations of the
Treadway Commission, COSO has developed ERM In-
tegrated framework [16], while in Europe, for instance,
the Federation of European Risk Management Associa-
tions (FERMA) uses the Risk Management Standards
developed by three bodies from Great Britain (Risk Man-
agement Institute, Managers’ Association of Risks and In-
surance and the National Forum for Risk Management in
Public Sector) [7].

Thus, as stated by Erben in [8], the terms standard
and framework represent the same thing for some, as they
are used to describe a set of rules for solving an actual
problem or to fulfil some concrete requirements.

The readers should not be confused by this, as gener-
ally speaking, it is more or less the same things, i.e. defin-
ing (industrial standardization) the management process
named "Enterprise Risk Management — ERM". The pur-
pose of these frameworks and/or standards is to serve as a
general instruction primarily for the organization’s man-
agement on their onset of developing and implementing
this management process.

Presenting the standards, i.e. frameworks presented in
the world today surpasses the objectives of this paper.
Therefore, we are going to focus further only on standard-
ization in the field of risk conducted by the International
Organization for Standardization and some of the most
significant national standardization bodies (Tab. 1).

Significant efforts in the risk defining were exerted
by the international organizations for standards ISO/IEC
[13, 17] as well as by some national ones, first and fore-
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most the Australia & New Zealand standardization organ-
izations (AS/NZS 4360:2004) [18].

Thus, the "AS/NZS 4360 Risk Management Stand-
ard" defines the risk as the probability of something that
may happen affecting the previously defined objectives.
Risk is measured as the ratio of consequences and proba-
bilities of some events’ occurrence. This definition was,

for many years, the leading one when explaining what
risk management is and what it serves for. It is still topical
as it can be found in many standards such as the standards
serving as guidelines for conducting the risk analysis and
assessment in the EU New Approach directives, such as,
for instance, ISO 14121:2007 standard.

Table 1 The most influential international and national standards developed by the standards developing bodies

Publisher Standards Publisher Standards
SO ISO 31000:2009, Risk management -- Principles and CSA CSA Q 850: 1997, Risk Management Guidelines for Decision
guidelines (Canada) Makers
JSA S .
ISO/IEC 73:2009, Risk management - Vocabulary (Japan) JIS Q 2091.2001, Guidelines for development and implemen-
. tation of risk management system
(withdraw)
X - .| AS/NZS (Aus-
ISO/IEC .ISOII_EC _51.1999, Safety aspects -- Guidelines for their tralia / New AS/NZS 4360:2004, Risk Management
inclusion in standards
Zealand)
ISO/IEC 31010:2009, Risk management -- Risk as- BS 25999-2:2007, Business continuity management. Specifi-
sessment techniques cation
ISO 14121-1:2007, Safety of machinery — Risk as- BSI BS 31100:2011, Risk management. Code of practice and guid-
sessment — Part 1:Principles (Great Britain) ance for the implementation of BS ISO 31000
ISO/TR 14121-2:,2007’ S afety .Of machinery -- Risk as- BS 6079-3:2000, Project management. Guide to the manage-
1SO sessment -- Part 2: Practical guidance and examples of £ busi lated proi isk
methods ment of business related project ris
ISO 14971:2007, Medical devices -- Application of risk ONR 49000:2010, Risk Management for Organizations and
management to medical devices Systems - Terms and basics - Implementation of ISO 31000
ISO/TEC ISO/IEC 27005:2011, Information technology -- Secu- ONR 49001:2010, Risk Management for Organizations and
rity techniques -- Information security risk management Systems - Risk Management - Implementation of ISO 31000
ISO 14798:2009, Lifts (elevators), escalators and mov- ONR 49002-1:2.010’. Rls.k Management for Orga_mzatlons and
. . . Systems - Part 1: Guidelines for embedding the risk manage-
ing walks -- Risk assessment and reduction methodolo- . .
ment in the management system - Implementation of ISO
50 &y 31000
IS0 17776:2000, Peﬁgleum apd natural lgas‘mdustrles - |ON . ONR 49002-2:2010, Risk Management for Organizations and
- Offshore production installations -- Guidelines on (Austria) AP -
. . . . . Systems - Part 2: Guideline for methodologies in risk assess-
tools and techniques for hazard identification and risk .
ment - Implementation of ISO 31000
assessment
EN 1127-1:2011, Explosive atmospheres. Explosion ONR 49002-3:2010, Risk Management for Organizations and
prevention and protection. Basic concepts and method- Systems - Part 3: Guidelines for emergency, crisis and busi-
EN ology ness continuity management - Implementation of ISO 31000
EN 13463-1:2009, Non-electrical equipment for use in ONR 49003:2010, Risk Management for Organizations and
potentially explosive atmospheres. Basic method and Systems - Requirements for the qualification of the Risk Man-
requirements ager - Implementation of ISO 31000

Standard ISO 31000:2009 [13] on risk management
and ISO/IEC 73:2009 [17] guidelines for defining terms
in the risk field, define risk as the effect of uncertainty
on acquiring organization’s objectives. It is the effect of
a deviation from the expected outcome of an event, situa-
tion, etc., that can be in either positive or negative direc-
tion.

Risk is often expressed as a combination of conse-
quences of an event and the probability of its occurrence.
Probability is defined as a chance for something to hap-
pen, no matter whether it has been defined, measured or
determined, either objectively or subjectively, or whether
it has been described in quantified or qualified manner by
using general mathematical terms, such as event probabil-
ity (expressed in the 0-1 interval) or an event occurrence
frequency in the given period of time. The uncertainty is
observed as a state of lack of information and in some
cases as a state of partial lack of information related to the
knowledge and understanding of certain events, their con-
sequences on the organization’s objectives or correspond-
ing likelihood.

Out of these definitions, the conclusions that follow
can be drawn [19, 20]:

e Risk is related to achieving objectives.
e ISO/IEC organizations use the uncertainty as the

basic pillar in defining risk, and not the probability as
it was formerly defined by the standard AS/NZS
4360:1995.

Today, papers can be traced in literature highlighting
some shortcomings of the risk being defined in this way
by the ISO/IEC organizations. Readers are directed, for
example, to [19], etc. This is understandable, as the con-
cept of risk is related to all fields of human activities and
it is very difficult to find and define something that would
be satisfactory to all. However, the authors of this paper
consider this definition to be the best, most general defini-
tion that is acceptable for practitioners in most of the
fields of human activities. This is additionally corroborat-
ed by the contemporary mathematical tools which enable
mathematical modelling of uncertainty, such as the tools
developed on the basis of fuzzy sets, Bayes’ nets or valua-
tion nets, developed on the basis of the Dempster—Shafer
theory of belief function. Also it is important to mention
that the IEC - International Electrotechnical Commission
has developed standard related to the techniques that can
be used in risk management. This is the standard IEC
31010:2009 [21], where there are some of the methods of
modelling the uncertainty.
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The above definition of risk (ISO/IEC 73:2009) re-
lates this concept to effects of uncertainty on an organiza-
tion’s objectives and on their realization. The objectives
may relate to various aspects within the organization,
such as: finances, health protection and safety, environ-
ment protection, etc., or they can be related to different
levels in an organization, such as strategic, overall organi-
zational objectives, a program, project, product or process
objectives.

If we go back to the issue of EU technical legislation,
i.e. to the requirements from the New Approach direc-
tives, we can state the facts that follow. The objectives
that are the subject of the analyses are related to products
safety and to project of product design and development
by the manufacturer. The objectives in general form are
defined in the New Approach directives, i.e. in adequate
standards for products, if such standards exist.

1SO 31000
Risk management - Principles
and guwdetines

Generic standards
ISO/IEC Guide 73
Terminology I‘%O/IEC Guide 5

ISO 12100-1:2010; ESO TR 12100-2:2010

/

\

1SO 90012008

Requirements

nsk assessment standards (for example: 1ISO 14121, ISO/IEC 14971, _..

Machinery Medical Device Lifts ATEX Other
BS 8800 Directive Directive Directive Directive e Directives
i |
OHSAS 18001 |
B | EN 13463-1
il IS0 9004:2009 ‘ 150 14121 ‘ ‘ ISO/IEC 14971 1S TS 14798
; " EN 11271
ISO/IEC 16085
Tools Tools (procedure, guidelines, checklists) developed by manufacturers and/or conformity assessment body on the base of

) or international standards IEC 31010:2009.

Multisector
documents

Machinery
Safety

Medical Device
Safety

Potentially explosive
atmospheres

Figure 3 Hierarchy structure of standards in the risk management field, of importance in implementing the EU technical legisla-
tion (Adjusted on the basis of [22])

The concept of standardization in the field of risk,
implemented by the International Organization for Stand-
ardization ISO and European standards bodies (CEN and
CENELEC) has got the hierarchical structure of stand-
ards, as depicted in Figure 3. The concept starts from the
fact that successful implementation of risk management in
any organization requires a standards structure which sets
up from general standards and through the standards de-
fining terminology to standards in which risk analysis and
assessment requirements are set for individual business
processes and/or functions, and further on to standards in
which there are guidelines directing about how to execute
these analyses and assessments, and finally, there are
structures defining the tools to be used in the risk analyses
and assessments. Fig. 3 depicts complete hierarchy struc-
ture of international and regional standards in the field of
risk management, which are of importance for implement-
ing the New Approach directives.

At the highest generic level, there is the standard ISO
31000:2009 [13] which provides for general instructions
and principles for developing and implementing risk
management in any organization. In the following level,
there are the standards and guidelines incorporating the
vocabularies of terms. These are ISO/IEC Guide 73:2009
[17] and ISO/IEC Guide 51:1999 [23] standards.

ISO/IEC 73:2009 provides a basic vocabulary of the
definitions of generic terms related to risk management. It

aims to encourage a mutual and consistent understanding,
a coherent approach to the description of activities related
to risk management, and use of risk management termi-
nology in the processes and frameworks dealing with the
management of risk.

This group of standards defining the terms might also
be extended by standard ISO 12100-1:2010 [24], express-
ing the basic overall methodology to be followed when
designing machinery and when producing safety stand-
ards for machinery, together with the basic terminology
related to the philosophy underlying this work. Although
the purpose of this standard is to advance the machinery
designing process, it can be successfully used in design-
ing other technical products, such as lifts, medical devic-
es, etc.

The requirements for technical products safety are
given in the New Approach directives. They are defined
in a general form so that they cannot become obsolete so
quickly. From the risk point of view, the requirements de-
fined in such a manner represent the risk management ob-
jectives in the process of product development related to
the safety of the products.

In the course of product development, designers have
a dilemma of how to determine if a product is safe or not,
i.e. how to execute the risk analysis and assessment and
how to improve the design solution on the basis of this. It
is difficult to determine in practice the safety of a non-
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standardized product if there is no adequate reference
with respect to which it can be done. In some sectors, it is
not justifiable nor is it practical or economically viable to
standardize all product types, as new types are constantly
being developed, and most often the unique ones (as in
some of the fields of the machinery sector). In addition,
development of new products in some fields is so acceler-
ated that some of the products go ahead of standardiza-
tion. In some sectors, it is not even possible to implement
standardization due to various circumstances.

In response to this problem, the European Commis-
sion has initiated with CEN the development of generic
harmonized standards enabling the systematic approach
and providing the guidelines for: (1) identification of haz-
ards; (2) risk assessment due to these dangers, and (3) as-
sessment of acceptability of the selected safety measures.

Thus, a set of generic standards ensued for assessing
risks in the New Approach directives, such as:

e [SO 14121-1:2007 for machines products [25]

e ENISO 14971: 2002 for medical products [26].

e SO TR 14798:2006 for lifts [27]

e EN 1127-1:2007 [28] and EN 13463-1:2009 [29], for
the area of explosion prevention, etc.

From the standpoint of product safety, these standards
serve as guidelines on how to conduct the risk analysis
and assessment. Thus, as it is depicted in Figure 5, they
have got a dual role. On the one hand, they serve as the

Framework
(Clause 4)

Mandate and
Commitment

tool (guidelines) used by designers and engineers in ana-
lysing and assessing the level of safety of design solution
in the course of product development process, while on
the other hand they are also the tool for the organization’s
staff and/or conformity assessment body in assessment
whether a product satisfies the requirements of directives
and/or harmonized standards, i.e. whether they possess
satisfactory levels of safety.

At the lowest level of the standards structure hierar-
chy, there are the tools developed as independent stand-
ards, such as, for example, ISO/IEC 31010:2009 [21]
which provides a large number of techniques that can be
applied in risk assessment. In addition to the standards
serving as tools, organizations very often also develop
specific tools in which the risk assessment methodology
given in some of the standards, such as for instance ISO
14121:2007, is adjusted to products and business practice
present in that particular organization. These tools are
presented in the form of various procedures, instructions
or, most often, in the form of checklists.

3.2 Standard ISO 31000:2009

Standard ISO 31000:2009 was published on Novem-
ber 15™, 2009, together with standard ISO/IEC Guide 73.
It can be applied in a portion of, or in the whole organiza-
tion, regardless of whether it is a private, public or state-
owned organization, association or a group of individuals.

General Risk Managing Process
(Clause 5)

(42)

!

Design of
framework

(4.3)

Communication

Establishing the context
(5.3)

Risk assespment (5.4)

a——] Risk identification (5.4.2)

Monitering
and

Consultation

Continual
improvement
of the Framework

Principles
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Implementing
nisk
Management

(4.6) “44)
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— review of the

Framework
(4.5)

2 g Review
Risk evaluation (5.4.4)
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Figure 4 Relationships between the risk management principles, framework and process (ISO 31000:2009)

This international standard can be applied throughout
the life of an organization, and to a wide range of activi-
ties, including strategies and decisions, operations, pro-
cesses, functions, projects, products, services and assets.

The generic approach described in this international
standard provides the principles and guidelines for man-
aging any type of risk, whatever its nature, whether hav-
ing positive or negative consequences in a systematic,
transparent and credible manner and within any scope and
context [30]. It suggests risk management principles,
frameworks, processes and activities that should be fol-
lowed to help organizations better meet their goals and
objectives. The basic clauses of this standard define the
following (Fig. 4):

e risk management principles (Clause 3),

e risk management infrastructure, by defining the
framework (Clause 4) and
e general process for managing risks (Clause 5)

In order for risk management to be effective, the or-
ganization has to integrate the risk management principles
into its business practice. ISO 31000 (Clause 3) contains
11 key principles, implementation of which enables risk
management positioning as one of fundamental processes
on which the organization’s success depends. These prin-
ciples offer the basis for defining and implementing the
ERM program according to the specific needs of any or-
ganization.

In the Clauses 4 of the standard ISO 31000, the risk
management framework is presented. This clause de-
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scribes the necessary components of the framework for
managing risk and the way in which they interrelate in an
iterative manner, as shown in Fig. 4 (Framework). This
framework is not intended to prescribe a management sys-
tem, but rather to assist the organization to integrate risk
management into its overall management system. There-
fore, organizations should adapt the components of the
framework to their specific needs.

The success of risk management will depend on the
effectiveness of the management framework providing the
foundations and arrangements that will embed it through-
out the organization at all levels. The "Plan, Do, Check,
Act" cycle of continuous improvement is used as the basis
for a risk management framework and associated risk
management processes. Organizations adopting this ap-
proach will design, implement, monitor and review their
risk management framework and take remedial action
where necessary. A company’s ERM should be continu-
ously improved, typically on an annual basis.

The framework assists in managing risks effectively
through the application of the risk management process
(see Clause 5 ISO 31000:2009) at varying levels and
within specific contexts of the organization. There may be
thousands of such processes found in an organization. As
an example of the processes for managing risk are those
for risk assessment in the New Approach directives.

The framework ensures that information about risk
derived from these processes is adequately reported and
used as a basis for decision making and accountability at
all relevant organizational levels (ISO 31000).

The risk management process should be (ISO 31000):
e an integral part of management,

e embedded in the culture and practices, and
e tailored to the business processes of the organization.

A model of the process for managing risk is shown in
Fig. 4 (General Risk Management Process). It comprises
the activities described in the points 5.2 to 5.6.

Although this International Standard provides generic
guidelines, it is not intended to promote uniformity of risk
management across organizations. The design and im-
plementation of risk management plans and frameworks
will need to take into account the varying needs of a spe-
cific organization, its particular objectives, context, struc-
ture, operations, processes, functions, projects, products,
services, or assets and specific practices employed [31; 9].

While other ISO standards can be used for certifica-
tion, ISO 31000 is non-certifiable but it does provide
guidance on best practices.

3.3 Technical product risk assessment integration into the
ERM according to the 1ISO 31000:2009

Standard ISO 31000:2009 defines one of possible risk
management models in the enterprise (ERM). The model
has got several significant advantages with respect to oth-
er models, according to Kevin Knight [31], who was one
of the driving forces behind these standards:

"ISO 31000:2009 is clearly different from existing
guidelines on the management of risk in that the emphasis

is shifted from something happening — the event — to the
effect of uncertainty on objectives. Every organization has
objectives — strategic, tactical and operational — to
achieve and, in order to achieve these objectives, it must
manage any uncertainty that will have an effect on their
achievement.

1SO 31000:2009 sets out principles, a framework and
a process for the management of risk applicable to any
type of organization in public or private sector. It does
not mandate a "one size fits all" approach, but rather em-
phasizes the fact that the management of risk must be tai-
lored to the specific needs and structure of the particular
organization."

Standards structure of the ERM mode as defined in
standard ISO 31000:2009, is based on the following facts
(Fig. 5):

e The organization’s management is responsible for
risk management framework development, imple-
mentation and continual improvement. This implies
development and maintenance of an adequate organi-
zational structure with clearly defined authorizations
and responsibilities of key protagonists. The imple-
mented risk management framework, as well as other
management systems, has to be the subject of contin-
ual evaluations (most often once a year) on the basis
of which necessary improvements are defined;

e The framework structure is given in Clause 4 of the
standard. It has to be integrated into the existing or-
ganization’s management system structure (QMS —
ISO 9001, EMS — ISO 14001, ISMS — ISO 27001
etc.), i.e. into the structure of the integrated manage-
ment system,

e The risk management principles given in standard
ISO 31000:2009 have to be embedded into the organ-
ization’s integrated management system, i.e. into the
structure of the risk management framework;

e Structure of the general processes model for manag-
ing risk is given in the standard (Clause 5). These
processes, of which there may be thousands at all the
organizational levels and functions, are integrated in-
to the ERM framework structure through its imple-
mentation (Clause 4.4).

e All managers and employees who take decisions have
to be made familiar with the general and/or specific
processes for risks management and with the way in
which to include the analysis results and risk assess-
ment into the procedure of taking decisions, regard-
less of whether the decisions are taken at the strate-
gic, tactical or operative levels.

If we return to the risk assessment required by im-
plementation of the New Approach directives on actual
technical products, the following conclusions can be
made. Risk assessment in such cases is, on the one hand
the constituent part of the development process and on the
other hand the constituent part of product conformity as-
sessment conducted by the organization itself and/or the
body for conformity assessment. The model of a possible
integration of this risk assessment in the New Approach
Directives into the ERM structure is given in Fig. 5.
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Several important facts can be observed from Fig. 5:

e The organizations wishing to improve the procedure
of bringing decisions at all the hierarchy levels and
all functions, have to implement some of the ERM
models. One of these models is given in the interna-
tional standard ISO 31000:2009.

e Risk assessment of technical products is the constitu-
ent part of their design and development process. It is
conducted according to the requirements of direc-
tives, i.e. of harmonized standards developed and
published for that purpose. Thus, the risk assessment
of machinery products is done according to standard
ISO 14121:2007, and that of medical devices accord-
ing to standard ISO 14798:2007, etc. This risk as-
sessment is integrated into the ERM framework
through its implementation, as depicted in Figure 5. If
there is no adequate harmonized standard according
to which to perform the risk assessment for certain
technical products, there remains available to the de-
signers the general structure of the process for man-
aging risks given in standard ISO 31000:2009
(Clause 5).

e At the operational level, in the course of product con-
formity assessment, as shown in Figure 5, various
tools are used in the form of checklists in which the
risk assessment methodology, given in harmonized
standards, is adjusted to the actual products in ques-
tion. Each conformity assessment body develops
these tools according to its own needs.

It is important to point out that one of intended pur-
poses of standard ISO 31000:2009 is to harmonize risk
management processes in the current and future standards.
It is to offer the joint approach to the standards treating
specific risks and/or sectors and not to replace those
standards. This means that this standard, although devel-
oped in 2009, does not replace the standards for specific
risks and/or sectors that were developed earlier, such as
for example ISO 14121:2007, but it only has to serve as
the leading idea in harmonizing these standards on occa-
sions of future revisions. This only points out to the fact
that development of the risk management standards has
not developed in logical sequence, i.e. the general generic
ERM standard and terminology standard were not devel-
oped first, and then followed by standards for specific
risks, but the business practice has imposed that just the
standards treating risks in specific fields were developed
first. It is certain that future development of the standardi-
zation system in this field will establish a harmonized
standards structure, as shown in Fig. 3.

4 Conclusion

European Union has accomplished, through introduc-
ing New Approach to technical harmonization and stand-
ardization, a breakthrough in the field of technical prod-
ucts safety and in assessing their conformity, in such a
manner that it integrated products safety requirements in-
to the process of products design and development. This
is achieved by quantifying risk levels, in the course of the
designing process, with the aim of determining the scope
of the required safety systems, where the safety require-
ments are preventively considered during the designing

process. In that respect, the European Commission has
given a task to CEN to develop generic standards to serve
as guidelines and to alleviate technical products’ risk as-
sessment in the phase of assessing their conformity.

On the other hand, contemporary business practice
has imposed the request for quality improvement in the
process of taking decisions, which inevitably brought
about the request to analyze and assess the risks for each
business objective of the organization. This resulted in the
occurrence of several standards/frameworks in which the
models of a holistic (integrated) risk management in en-
terprises have been presented. A new “buzz words” - En-
terprise Risk management (ERM) has emerged, which en-
compassed all of that.

Standard ISO 31000:2009 Risk management - Princi-
ples and guidelines, defines one of the ERM models. Pur-
suant to this standard, the ERM model is based on (1)
eleven risk management principles, (2) framework within
which the P-D-C-A cycle is integrated, and (3) the general
process for managing risk. The risk management frame-
work is the management system that defines and describes
how risk management will be embedded and executed at
all levels of the organization. An effective framework is
critical to the success of ERM in whatever business.
Framework does not exist separate from other organiza-
tion’s management systems, but its integration into the
existing management systems structure is requested. In
connection with the implementation of the framework
(item D from the PDCA cycle), the standard proposed a
general process structure for managing risk in enterprises.
There may be thousands of such processes, depending on
the organization’s size and line of activity.

The processes of risk assessment required by the New
Approach Directives refer to a group of these processes.
Since risk assessment in these processes is defined in the
harmonized standards which appeared prior to the ERM
model (ISO 31000:2009), the paper gives a model on how
they are integrated into the holistic approach of the enter-
prise risk management (ERM). In many of the New Ap-
proach directives there are no harmonized standards for
risk assessment, so that manufacturers in such cases can
use the general model of risk management processes giv-
en in Clause 5 of the ISO 31000:2009 standard.
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