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A B S T R A C T

Transformation of contemporary security threats shapes new security environment and security paradigm. They ex-

plain the transition from security environment, in which conflict is the dominant one, to environment in which all secu-

rity actors have to prepare various non-military responses to security threats, and very often have to cooperate. New secu-

rity needs are being developed but in them public sector has less possibilities and capacities for independent actions.

Given the nature of endangerment, it seems necessary to create new models of security activities which will involve every-

one who can contribute to the prevention and suppression of new threats, and creating resistance of society as a whole.

Security response is no longer based only on the reactions to threats, but more on prevention. By taking this into account,

it is expected the broader participation of different actors in mutual social responsibilities, thus creating conditions for

the development of preventive model as the best answer.In this paper we will analyze the development of new policies of

response to security threats and contemporary crisis which is reflected in the formation of public-private partnerships

with the private sector in the areas where is common interest and in the involvement of citizens in all aspects of the secu-

rity activities, particularly in preventive one.
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Introduction

Globalization has in many ways changed the modern
societies, but also types of activities of all actors. Particu-
larly, significant changes can be traced in the security
field in which various new challenges, threats and dan-
gers have occurred. While traditional Cold War security
concepts were based on static and reactive approach of
managing conventional distinctive types of threats, the
appearance of asymmetric threats is changing perception
of security and new risks and has direct influence on the
development of their responses. Asymmetric is not the
only characteristic of new threats and challenges, but
also their constant transformation in new forms, as well
as spatial coverage that often exceeds national borders.
Traditional national systems and mechanisms that are
almost entirely rebuilt by relying on national capacities
and capabilities, can no longer be effective in modern
conditions.

World is constantly exposed to new forms of crisis and
disasters. Modern societies are becoming more vulnera-
ble and sensitive to disturbance. New circumstances re-

quire new types of responses, which the nation states
cannot provide by themselves. In order to protect their
citizens they have to develop cooperation with other ac-
tors. World, which is exposed to crises and disasters, is
changing dramatically and much faster than we can fol-
low with our responses1. Beck speaks of »second moder-
nity«, a world characterized by increased interdepen-
dence2. That is the world in which »transnational corpo-
rations and nation-states are competing and collaborat-
ing at the same time, war has become almost unthink-
able and both military power and diplomacy have lost
their longstanding importance«2. This is also world that
will bring new transnational risks and crises. The global
economic crisis and flu pandemic have showed speed, sta-
bility and great influence of contemporary crisis on the
modern society3. National governments have to become
aware that they cannot deal with these kinds of crises
and disasters alone as traditional institutional alliances
are not enough effective in combating transnational
threats that exceed national capacities. Therefore, states
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have to collaborate and develop transboundary manage-
ment capacity3. Such a process has been taking place in
Europe, where the member states of the European Union
have begun to develop joint security arrangements to re-
spond to new security risks.

After the collapse of the Cold War order, it seemed
that the international mechanisms will be sufficient to
deal with new challenges and threats. New security para-
digms, that were developed, are converted into organiza-
tional forms and networks in which participants (states)
have accepted an increased international responsibility
for the security and peace-building. But eventually it
turned out that the extension of responsibility for secu-
rity to the international level is more suited for creating
a secure and stable international environment, than for
prevention of the effects of new dangers with which dem-
ocratic societies were faced with. The illusion that inter-
national cooperation will contribute to the strengthening
of national capacities is becoming visible, which directs
the states towards searching for new answers that will be
predominantly built on national capabilities. Various fac-
tors have influenced on the transformation of national
security systems and on reduction of the public sector ca-
pacities. At the same time with the process of transfor-
mation of the state security capabilities, in its security
sector transformation of threats, challenges and risks
have occurred, so now it seems that nation states have
observed this increase unprepared.

Today threats are no longer generated only through
military threat, but we are faced a numerous challenges
that are in the categories of political, economic, social
and environmental threats. In seeking answers to new
security environment, it seems correct to choose the
model of extension responsibility for security at the na-
tional level in a way that has been achieved by including
a larger number of states in international organizations
and processes that guarantee longer-term stability. This
means that at the national level there should be build
new forms of action which will connect actors from the
public sector, but also others who may contribute to the
development of the national security community. Expan-
sion to new actors and their participation can contribute
to the development of new capabilities of society and
community, and at the same time through new responsi-
bilities, can develop new security models that will stren-
gthen democracy, human rights and freedoms, and en-
sure sustainable development. This way, security is no
longer opposed to the issues of freedom and democracy,
as it was during the Cold War, and it becomes a constitu-
tive element of the overall development of the commu-
nity. The mentioned changes can have significant influ-
ence on all forms of security activities of a community,
especially in the area of crisis management.

Creation of new security paradigm

Traditional approach towards security

The traditional understanding of security is focused
on state security which is based on military power and

defense against external threats. Such a state-centric ap-
proach was dominant in international relations during
the Cold War for two reasons: first, because states were
central actors in international relations, and secondly be-
cause security was considered their most important task4.
Linking security concept only with military content puts
state in the position of the reference object of security,
whereat its power and safety are observed through the
strength and size of its military force. The use of force
and its effects on the state, society and individuals, as
well as activities of the state in order to prevent or wag-
ing war, present the main components in researching se-
curity. State-centric approach presumes that state must
maintain security and protect itself from internal and ex-
ternal threats. Military forces are considered to be an in-
strument for maintaining security, because by its defini-
tion is the state institution that has a monopoly over the
legitimate means of force. Other security aspects are ei-
ther ignored or examined in the context of strengthening
military dimension of security.

Security of society and citizens, from the standpoint
of the state-centric approach, is being observed in the re-
lation to the level of state security, based on the premise
that people are safe if state is secured, and the level of
their protection depends on the level of state protection,
from which arises personal sense of citizens security.

Critics of this approach upholds the questioning of at-
titude toward which the state is referent object of secu-
rity, as well as an exclusive focus on the threat, use and
control of military forces. Morgan points out that secu-
rity dilemma which had an impact on the necessary ex-
tension of security concept, occurs as a consequence of
strengthening the power of one state to the others which
perceived strengthening of military power as a threat to
their security5. Critics of the traditional security ap-
proach considered such situation as an indicator of how
former traditional practices and traditional concepts of
security have not led to an increased security, but, on the
contrary, were cause of insecurity.

Copenhagen school and model of »securitization«

As a response to such narrow definition of security,
which is presented by traditional models that are focused
on the national security and defense against external
military attacks, requirements for the extension and
deepening of security as well as for the inclusion and rec-
ognition of other, non-military threats have occurred. By
introducing new categories of security, Copenhagen
school extends the concept of security which introduced
society and environment as a new reference objects.

Based on Barry Buzan concept of sectoral analysis of
security and concept of »securitization« Ole Weaver, Co-
penhagen school expands the definition of security by in-
cluding five security areas: military, political, social, eco-
nomic and environmental security, and examines how
specific issues from the political process is transferred to
the security field and how it becomes important6.

Copenhagen concept of »securitization« treats secu-
rity as a speech act and considers that an issue falls un-
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der the field of security because it is securitized i.e. it is
presented as a threat by the political elite, and not be-
cause such a threat really exists in the presented level of
threats. Therefore, »securitization« is provision of secu-
rity importance to some particular issue, phenomena or
problem, while the particular issue is considered to be-
political one when there is a need for urgent action that
goes beyond the standard state political procedures. This
way overextension of the definition of security has for its
consequence a risk that too many questions or insuffi-
ciently certain issues can become security problems. By
this way political elites are trying to get extraordinary
powers for acting in order to be able to more effectively
in countering such defined and displayed threat6. Suc-
cessful example of this model is considered to be »securi-
tization« of threat from global terrorism which was pro-
duced by the U.S. administration and on which basis,
after the terrorist attacks of September 11th in 2001, the
largest and most significant reorganization of the secu-
rity sector and the U.S. was carried out, while an example
of an unsuccessful »securitization« is the persuasion
about existence of the existential threat posed by Saddam’s
regime in Iraq, that was not accepted by the vast major-
ity of actors in the international community.

Representatives of the Copenhagen school think that
security consists of military, economic, environmental,
social and political sectors. Benefit of »securitization« is
in the provision of orientation towards other security
sectors, without privileging military sector and state se-
curity while the possible negative aspects of this concept
Collins4 sees in danger that the use of word »security« in
relation to the non-military issues could lead to the
militarization of other sectors, such as the inadvertent
promotion of ideas that armed threats and force should
be taken into account during suppression of, for example,
environmental threats. Furthermore, Emmers points
out that even in democratic societies procedure of »secu-
ritization« can lead to restriction of civil freedom in the
name of security7. Such a trend this author specifically
perceives in the period after 9/11 because of the frequent
identification of vexed issues as existential threats.

Dissemination of the security concept

The end of the Cold War and globalization processes
have changed security environment, and states and soci-
eties exposed to new asymmetric security threats. New
security threats have led to wider acceptance of security
concepts that were promoted by the Copenhagen school.
The main security threat no longer presents possibility
of a military conflict between two superpowers, but new
sources of instability that are appearing, such as internal
conflicts within states caused by civil wars, international
terrorism and transnational organized crime, energy se-
curity, environmental security, unequal economic devel-
opment, the proliferation of conventional weapons and
weapons of mass destruction, the phenomenon of failed
states, etc.

Security can no longer be observed primarily as state
security while reference objects of security are extending

to society and individuals. Likewise, contemporary secu-
rity problems cannot be resolved solely by using military
force or at the national level, which extends security con-
cept to other security dimensions, such as political, eco-
nomic, social and environmental security. In addition,
during the 1990s, the concept of human security has
been developed, which introduced citizens – individuals
as a reference object of security. Efficiency and effective-
ness of this concept is still the subject of various discus-
sions and coping with criticism of authors that believe
that this concept is unenforceable, and therefore it has
no perspective.

UN defines human security as »a condition in which
people are freed from trauma that plagues human devel-
opment, that means from hunger, pain, oppression, sud-
den and harmful disruption of everyday life – whether in
their homes, workplaces or communities«8. Unlike tradi-
tional state-centric approach, the concept of human secu-
rity is a human-centric because it emphasizes desirable
humane conditions in which people would be safe. For in-
tercessors of this theory, human security is a goal, while
state-centric security presents a mean for its achieve-
ment. On the other hand, critics point out that human
security is undoubtedly necessary, but it is insufficient
because it ignores the external military threats. Kerr
concludes that in the modern world people and states are
vulnerable, from which it follows that security encom-
passes both human and national security, whereat state-
-centric security presents a mean for achieving human
security9. Collins defines political security as regime se-
curity because he sees ruling regime as the reference ob-
ject security4. Weak states and developing ones are faced
with a numerous security challenges that mostly deprive
from internal sources. This causes for them »insecurity
dilemma« because they miss the most basic state ele-
ments and effective institutions, monopoly over instru-
ments of coercion and consensus on the idea of state, and
Jackson10, calls such a state incomplete or »quasi-states«.
Threats from inside include violent intervention as a
coup, and various forms of uprisings or rebellions from
different social groups, such as ethnic groups, religious
movements, of local police, etc.

Due to of their internal fragility, poor countries are
facing with numerous external threats because they are
vulnerable to penetration and intervention of other sta-
tes and groups, and on transference of conflict and un-
rest in neighboring regions, primarily due to lack of in-
frastructure capacity for effective border control.

Social security is studying the way in which society
has begun to be seen as a reference object security, while
Buzan11 social security primarily connects with the main-
tenance of ethno-national identity and sustainable devel-
opment of traditional patterns of language, culture, reli-
gious and national identity and national characteristics.
Social security was considered to be one of the sectors of
national security in which state could be destabilized by
the threats to its language, culture, religion and other
customs. During the integration process in Western and
the disintegration of the Eastern Europe, Collins4 has
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noted the process of reconceptualization of social secu-
rity as a self-referential object, which for this author is a
middle way between the individual and global security.

Ecological security appeared in ‘60s of the last cen-
tury as a result of the development of environmental
awareness and increased activity of numerous environ-
mental movements and non-governmental organizations,
but in literature it has different meanings. Barnett12 views
ecological security through four main categories: the way
in which environmental change may be a factor in vio-
lent conflicts, the way they can pose a risk to national se-
curity, the way in which war and war preparations can
cause damage to the environment and the way environ-
mental changes may pose a risk to human security.

Economic security is viewed in the context of eco-
nomic- security relations because economy is not the
only thing which is ensured, but also its ability to provide
prosperity in the future. In this sense, economic security
includes »preservation of structural integrity, ability and
interest of creating prosperity, political and economic en-
tities, in the context of various external risks and threats
with which is faced in the international economic sys-
tem«13.

Development of »policy of fear«

Development of so called »policy of fear« can be con-
sidered as a consequence of »securitization« of security
issues, on which Furedi14 points out by explaining it on
the example of daily exposure to the messages that we
live in the age of terror, and that we are exposed to the
new terrorism, and a new era of terror »in which no one
is insulated from the threat of attack«.

Furedi14 points out that the fear from terrorism has
replaced the traditional government concern about mili-
tary power of other states and threat of military attack,
but as previous traditional security policies were not ap-
plied for facing new types of threats. The threat of new
terrorism with all its characteristics makes traditional
instruments disused and ineffective. However, the ques-
tion which arises is whether the threat of terrorism re-
ally is so big and does it really presents such a threat.
Global fear of this new phenomenon arises from the pre-
sentation of contemporary terrorism as unpredictable
threat with unforeseeable consequences, because today’s
terrorists can strike anywhere, anytime and almost any
weapons, including weapons of mass destruction.

The group of authors that see terrorism as unques-
tionable threat, but not so big as it is performed15, point
out the manipulation of statistical data on victims, which
serves as a confirmation of the such conclusions (e.g.,
statistics of victims of terrorist attacks usually include
victims of riots and civil wars in conflict areas such as
Iraq and Afghanistan, etc.). The constant warning about
omnipresent threat of terrorism creates the impression
that no one is safe, while the threat gets the character of
fictional prediction as something that might happen in
the future. Claiming that we cannot ensure ourselves for
such a phenomenon, means claiming that it is beyond
human reach and control, while the idea that society is

unable to cope with certain risks indicates a strong mood
of defeatism toward dangers that lie ahead. Such an atti-
tude, says Furedi14, leads to the creation of fear of exi-
stential threat because of which human existence is con-
stantly questionable.

Authors, who are looking for an answer to the ques-
tion why modern threats today get so easily adjectives
that emphasize their potentially disastrous, sensational-
ist and enormous impacts on the community and society,
find the explanation in the fundamental reconceptu-
alization of the traditional meanings of risk14. Today’s
risks are being interpreted by the use of »language of
probability«, the consequences which are connected with
the risk are being expressed as »opportunities« because
of which risk management includes calculation of proba-
bilities. For Furedi14, modern society is therefore exposed
to »self-terrorizing by the market fear, which causes
great emotional, cultural and economic damage for it«.
Therefore, security issues and interpretation of risk are
no longer just »owned« by political and security elites,
but also the individuals themselves and society perceive
potential hazards that can directly affect their activities.
In this sense, the need for cooperation between the state,
society and individuals on all security issuesis increasing,
regardless of whether they appear as visible or only per-
ceived or constructed threat.

Development of New Models of Security
Actions

Intergovernmental security arrangements in

the case of the European Union

As we have already pointed out, modern societies are
highly vulnerable and exposed to various threats and
risks. The complex security environment that creates
such circumstances, are exposing Posner’s14 »world of
crisis and disaster« to constant changes. Such circum-
stances require a new kind of response that the na-
tion-states cannot provide by themselves because the tra-
ditional tools that states have at their disposal are no
longer sufficient in combating new transnational threats.

One possible strategy for joint action is the conclusion
of trans-national security arrangements and better con-
nection of countries in order to strengthen security capa-
bilities to combat transnational threats. Exemplary,
within the framework of the European Union, a new EU
security paradigm is being created3 which includes a new
conceptual content and that offers new principles for
strengthening common approaches and actions in the
field of security. The new approach involves cooperation
among countries on developing joint security arrange-
ments for an effective response to the challenges of the
»new world of crisis and disaster«.

In recent years, EU Member States have intensified
their efforts to strengthen cooperation on various secu-
rity issues. Intensified efforts include a number of new
regulations and directives from the security field,
strengthening military cooperation and the development
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of a new generation of multilateral responses to other
transnational threats, such as pandemics, terrorism, dis-
ruptions in the work of critical infrastructure, endanger-
ment of the health and environment of large-scale and
suppression of financial crisis. While all of these mea-
sures are already being implemented by the Member
States individually, Boin and Ekengren3 point on the in-
creased effects of cooperation and implementation of
joint measures and mechanisms for suppression of these
types of threats and minimizing their consequences. Or-
ganization and development of the EU’s role in the secu-
rity field for someone it is a surprise, given the fact that
the EU has traditionally served as an institution for the
creation of economic integration of member states. How-
ever, the fall of the Berlin Wall and Balkan conflict have
shown lacks in the security arrangements that domi-
nated Europe in the period after the World War II. Secu-
rity was predominantly under the authority of nation-
-states, and international co-operation was carried out
within the framework of NATO and the WEU. The ter-
rorist attacks in the U.S., London and Madrid have
shown that such a paradigm is out of date and inappro-
priate in the new conditions. It is necessary to create a
new security paradigm that would allow raising the level
of European security in the »risky world«.

Boin and Ekengren3 also argue that the reliance on
international organizations such as NATO, UN, WHO,
etc., is no longer appropriate because these organizations
are designed to respond to the traditional (and still cur-
rent and present) threats, but they are not able to re-
spond to the challenges to which »a new world of crisis
and disasters« is exposed to. By responding to new de-
mands EU has offered to its members three models of
help: (1) support for Member States in cases when they
cannot cope with the crisis or disaster on the national
territory (e.g. in case of natural disasters), which is for-
malized through the »Solidarity Declaration« of the
Council of Europe from 2004, (2) response to external
threats and disasters which include the launch of joint
military missions in crisis areas, the adoption of the Eu-
ropean Security and Defence Policy (ESDP) in 1999
hassignificantly contributed to this matter. Through
these activities the EU, as an international institution,
has become a security actor in the international security
arena. By this, the strategic objective of strengthening
the joint military capabilities of the EU, according to the
High Representative of the EU Javier Solana, »is not to
replacement for national defense plans and programs,
but to provide support to national decision-making pro-
cesses«; (3) response to transnational threats (such as a
flu pandemic, mad cow disease, illegal migration, finan-
cial crises, etc.) requires multinational responses. In or-
der to implement abovementioned three models, EU has
developed a strategy that allows cooperation in the case
of such threats, and has established a joint alert system
and a platform for joint crisis management.

Considering that the EU should continue to work on
developing the capacity for crises and disasters response,
Boin and Ekengren3 propose the introduction of a crisis

management at the supranational level. Given the fact
that old ideas and practices are losing their meaning in
the light of new challenges, new ideas gradually accumu-
late towards reaching the end point, after which the en-
tire community will switch to new paradigm. These au-
thors consider that EU has to develop capacities in order
to provide assistance to nation-states in joint efforts to
achieve security. A lot of work is needed to be done given
the fact that national legislation in the Member States is
different and in some segments insufficiently harmo-
nized while the EU security domain is still too frag-
mented.

New models within the state

Besides the establishment of supranational models
and instruments for effective fight against new security
threats, there is a need for development and constant
alignmentof national security regulations to new requi-
rements that stand in front of them. For the purposes of
this study we have selected models for introduction of
risk assessment, development and evaluation of effec-
tiveness of national security strategy and development of
consequence management model. By creating a new se-
curity paradigm primary duty of the state is extending
from primary task of defense against invasion, to cre-
ation of »security climate« which Petroni16 defines as »an
environment in which individuals can safely raise their
families and create orderly civil society«. Creating such a
security climate requires the involvement of more capac-
ity than the exclusive use of coercive measures against
the enemy, and involves the establishment of »good gov-
ernance« and transparent decision-making process that
citizens can clearly understand. According to Bruneau
and Scott17, security is the product of link between the
government and its citizens. Traditional security, which
takes place at the state level, explains Petroni16, in most
states overshadowed »human security«, which takes pla-
ce at the level of society and individuals. Governments
that are facing transnational threats such as terrorism
have to establish both types of security. In order to justify
the confidence of the citizens, every government has to
have a method of risk analysis. It is not enough to explain
how there are all instruments for response to risks and
protection of citizens, but they have to determine how
they will implement this protection. Petroni16 points out
that no government has enough resources for protection
of their citizens against all risks, and therefore it has to
participate in the process of »risk triage«. Wider range of
contemporary security threats and financial crisis that
requires savings in the security sector puts state in a sit-
uation where it has less available resources on its dis-
posal, while the present threats are spreading fear among
the citizens who require protection from the state. The-
refore, for Petroni16 the quality risk assessment is the
first element that states have to incorporate into their
strategy.

According to Shemella18, the second model on which
stateshave to work in order to improve their national
mechanisms is development of effective national security
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strategy, which must include the interaction of three ele-
ments: goal or purpose, methods and instruments through
which goal is achieved. Shemella18 explains how the cor-
relation of strategic goal with the opportunities and re-
sources for its achievement is old anxiety, but the insertion
of concept of how to operationally and organizationally
achieve it, enables makers of strategies to more correctly
identify the appropriate resources. States do not have
enough resources to protect all vulnerable targets or to
annul all threats. Therefore, Shemella18 sees develop-
ment of strategiesas a model for efficient distribution of
resources through wide spectrum of state institutions, in
order to achieve desirable operational goals and political
effects. Shemella18 points out that state, by relining on
intelligence and organizational resources has to establish
a »network judgment« of advantages and weaknesses of
its institutions in relation to threats and dangers assess-
ment. Another important element, according Shemella18,
is the establishment of inter-agency decision-making
process, i.e. the establishment of a system of inter-agency
coordination that would enable horizontal action in the
case of vertically organized government institutions.
This way the best results would be achieved by combin-
ing three models: cooperation, coordination and coopera-
tion. Taking into account the organizational structure of
network terrorist organizations, and other asymmetric
threats, Arquilla and Ronfeld19 think that only with orga-
nizational structure of network it is possible to effec-
tively confront global criminal and terrorist networks,
while various authors see hierarchical vertical structure
of the security sector and other state institutions as
source of their inferiority in relation to groups and orga-
nizations which they confront. However, Shemella20 fur-
ther believes that quality strategy is not enough without
introduction of methodology for measuring its effective-
ness, which should become part of evaluation process for
obtaining guidance that it goes in the right direction and
does it achieves expected results. The level of effective-
ness of the strategy depends upon the public perception
to what extent society feels secure, and to what extent
the measures which state maintains for protect against
modern security threats are appropriate and effective.

Modern societies have become more vulnerable to the
effects of disasters and catastrophes in general, regard-
less of fact whether they are caused on purpose or they
are result of natural disasters. Although we distinguish
and divide types of threats, preparations for action in the
case of an attack or disaster, as well as to managing the
consequences must be viewed in the context of all-haz-
ards approach. Contemporary security threats are diffi-
cult to prevent, although prevention is the main goal of
the strategy, so Hoffer21 points on the third category by
which states have to additionally work, and that is conse-
quence management. This management should mini-
mize harm and consequences of executed attack or disas-
ter, and it has for its aim lives salvation, reduction of
economic damage as well as fear and panic among the
population. According to Hoffer21, effective model of such
a management consists of five cycles: prepare for case of

possible threats, response to actual events, recovery after
the danger has passed, mitigation of future threats through
the introduction of lessons learned from the evaluation
of previous events and, finally, returning to the stage of
preparing to respond in the case of future attacks or di-
sasters. Hoffer21 explains that consequence management
is being implemented parallel with crisis management.
However, the difference is that the crisis management is
directed towards the methods of attacks execution and
includes all activities necessary for their timely detection
and prevention, as well as the possibility of re-attack. On
the other hand, consequence management is focused on
the effects of physical, psychological and financial dam-
age that people and property can suffer.

a. Public-private partnership in the security field

Contemporary security threats today have new fea-
tures that are submissive to changes and adaption to new
conditions, changing forms and instruments of action
and are difficult to predict. Fight against such threats is
primarily a state responsibility. However, if we take into
account all their characteristics that in modern condi-
tions are continuously evolving, it is clear that state can-
not lead an effective fight alone, without the involvement
of all elements of national power, and without the help of
the private sector and citizens.

Modern security threats have characteristic of un-
precedented insecurity so contemporary strategies are
being shaped on this assumption. Many authors point
out that the terrorist attack on 9/11 led to a radical trans-
formation of our understanding of security as well as the
need for same kind of transformation of our instruments
in the fight against them22,23. The fact, that it is a threat
which is unpredictable and that can cause great uncer-
tainty, has helped to some kind of radicalization of secu-
rity policies and instruments.

In the fight against contemporary security threats
and risks is not only necessary to reduce the risk, but it is
extremely important to reduce vulnerability at all levels
and to protect society as a whole as well as to minimize
the negative consequences of possible attack or disaster.
Approach in the fight against contemporary security
threats, which exclusively emphasizes state’s action, may
have limited impact because state is not able to track all
aspects of social dynamics in modern conditions. There-
fore, it is obvious that this kind of fight state cannot
carry out by itself so for the introduction of effective
models offight against terrorism there is a need for mu-
tual actions of government, private sector and citizens.

Given the fact that every attack or work interruption
indirectly brings significant financial losses, primarily in
the economy, that important economic entities are in-
creasingly becoming targets of terrorist attacks because
of the level of damage that they may cause to wider class
of society, and that a significant number of such objects,
as well as national critical infrastructure are in private
»ownership«, in the above mentioned new model it is
necessary to involve the private sector. Models of cooper-
ation in the fight against contemporary security threats
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between government and the private sector can be devel-
oped through the form of public-private partnership that
is gaining on its importance. To develop effective instru-
ments for fight against contemporary security threats, it
is essential to have participation and joint action of all
these mentioned factors – government, private sector
and citizens.

Since the beginning of the 21st century, nearly 80% of
all terrorist attacks were directed towards private sector
and citizens, and only 20% to the officials and govern-
ment buildings, diplomatic personnel and members of
police and military forces24. Terrorist activities are in-
creasingly directed towards high profile of political, eco-
nomic and infrastructure targets that have symbolic
meaning for the main recipient of terroristic message25,
which means they are now exclusively focused on parts of
the economic infrastructure and business systems. The-
refore, experts in terrorism agree in the assessment that
such intensity of terrorist activity requires much broader
cooperation between business and the public sector and
government agencies to combat terrorism. In addition, it
imposes a necessary encouragement and development of
broader cooperation in order to promote partnerships be-
tween the public and private sector in the fight against
new security threats, to jointly contribute to the eco-
nomic stability and security of society as whole.

In this regard, the international community has rec-
ognized the importance of public-private partnerships in
the fight against terrorism. Counter-Terrorism Strategy
of the United Nations from 2009 also points to the need
to develop partnerships with the private sector for the
purpose of preventing terrorist attacks on particularly
vulnerable targets. With the same goal, in 2006 the Mos-
cow Group, that consists of G8 member states, organized
the Global Forum for the development of partnerships
between the public and private sector in the fight against
terrorism (Global Forum for Partnerships between Sta-
tes and Businesses to Counter Terrorism), while the con-
clusion of the meeting was adoption of G8 strategy for
creating that type of partnership (Strategy for Partner-
ships between States and Businesses to Counter Terror-
ism). As it was outlined in the mentioned strategy, public
and private sector should affiliate their forces in the fight
against terrorism. In this type of partnership, it is em-
phasized, that involvement of private sector is based on
voluntary relationship, in a spirit of cooperation and
unity based on shared interests and responsibilities. This
strategy promotes the necessity of creating a wider inter-
national cooperation in promoting this type of partner-
ship through mutual exchange of useful information,
knowledge and experience and through joint or coordi-
nated action.

Likewise, the OSCE promotes the involvement of the
private sector as much as possible in counterterrorism
activities and promotes the development of public-pri-
vate partnerships in this area, especially when it comes
to the protection of critical infrastructure from potential
terrorist attacks, protection from possible cybernetic at-
tacks, preventing violent extremist acts and radicaliza-

tion of individuals who could become potential terrorists,
terrorist financing and the protection and promotion of
human rights in the fight against terrorism. Therefore,
OSCE proposes the establishment of public-private part-
nerships with the media and civil society in the fight
against violent extremism and radicalization, and in pro-
tection of critical infrastructure and significant gather-
ing of potential terrorist attacks, and in combat against
financing of terrorism.

The largest effects and best results in the application
of public-private partnerships are expected to be in the
case of developing a form of voluntary cooperation, through
joint exercises and simulations of action in case of an at-
tack. Group G8 also suggests that the public and private
sectors should work together on the production of risk
assessment, while the public sector could help to private
sector through dissemination of best practices when they
are developing business continuity plans. Given the fact
that significant systems, which have to respond in the
case of crisis, are placed in private ownership and having
in mind the fact that the private sector can significantly
contribute in providing effective responses to the crisis,
it is important that such activities are coordinated, and
mechanisms used well, so according to opinion of the ex-
pert team of the G8, the best that can be achieved is by
introducing joint anti-terrorism trainings and prepara-
tion of joint plans. In addition, exchange of information
and decision making related to the use of resources for
fight against terrorism Taghavi24 has marked as an area
in which public-private partnerships can operate effec-
tively and minimize costs, and at the same time increase
the level of safety awareness of citizens and private sec-
tor on the models of protection against terrorism. Krue-
ger and Laitin26 argue that the relationship between
these two sectors is simple and that public sector should
deliver appropriate and actual information on terrorist
threats to private sector and to help it in preparing for
the development of its own anti-terrorism plans. In the
other direction, the private sector should help the public
sector, i.e. the state in the fight against terrorism through
the creation expertise for the efficient allocation of re-
sources. Companies should be prepared for the case of a
potential terrorist attack through the adoption of appro-
priate protection plans27 – for which they need informa-
tion which collection is under the state jurisdiction and
its security bodies. At the same time it is necessary to de-
velop an effective system of trust and indicate the finan-
cial savings which can be brought to private sector with
timely and adequate preparation in the case of a terrorist
attack.

All above mentioned examples lead to the conclusion
that through common and timely exchange of quality in-
formation, knowledge and experience and through joint
and coordinated activities, public and private sector can
develop, improve and implement the use of measures
that could significantly contribute to the early detection
and prevention of terrorist attacks, or reduce the effects
of already executed attacks.
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The introduction of these types of partnerships is not
easy and it requires a mutual willingness to cooperate
and trust. Conducted study on the sustainability of pub-
lic-private partnerships in the fight against international
terrorism Taghavi24 pointed out the specific weaknesses
of this model in the case of 250 companies in the UK that
have introduced some type of public-private partner-
ships. Research has shown that the vast majority of com-
panies believe that the government information about
terrorist attacks are unreliable, incorrect and exagger-
ated which is a result of the perception of terrorism as a
risk that is always lower in the private sector than in the
public one. Additional problem is lack of coordination
that can lead to a one-way relationship in public-private
partnership which will be in favor of public sector and it
can lose its fundamental meaning of working together on
the improvement of instruments for combating terror-
ism. Insufficiently developed models of communication
and information sharing between the private and public
sectors can lead to imprecise or inaccurate risk assess-
ments and to inappropriate distribution of instruments
and resources relevant for the fight against terrorism, by
which public-private partnerships in the fight against
terrorism loses its meaning. Therefore, the preparation
of model of the public-private partnership should be ac-
cessed very seriously, with detail elaborated models of co-
operation and with a deep respect and development of
trust among all participants who are in partnership rela-
tion.

Cooperation between the public and private sectors is
very important for insuring that the current vulnerabil-
ity of society isdetected on time, and removed in a short
time period28. In this context, private sector should con-
duct regular risk assessments and to invest in the protec-
tion of key objects that have relevance for the broader
society28. The National Security Strategy of the United
States in 2002 has recognized the need for such invest-
ments, but not only as part of an effective corporative
management, but also as an important mechanism for
the protection of all the stakeholders of security, this
means employees and society as a whole.

b. Participation of citizens in the security field

Lee Jarvis and Michael Lister29 argue that the new
threats can effectively be overcome if there is participa-
tion of citizens in the implementation of security policy.
Those who are participatingin its implementation au-
thors call security stakeholders and they emphasize that
it is not enough just to act by means of state instruments.
In particular, this applies to the strategy for fight against
asymmetric threats and security threats that have quite
different characteristics from traditional security threats.
Contemporary threats are difficult to predict, they are
changing forms and instruments, it is difficult to develop
responses that would guarantee effective protection and
therefore they represent a major challenge for modern
societies.

Jarvis and Lister29 argue that it is not possible to
achieve assumptions for fight against contemporary se-

curity threats unless there is an internal participation of
the citizens. Contemporary threats have characteristic of
unprecedented insecurity so contemporary strategies are
being developed on this assumption. Numerous authors
point out that the terrorist attack on 9/11 led to a radical
transformation of our understanding of security as well
as the need for the same kind of transformation of our in-
struments in the fight against terrorism and other asym-
metric threats22,23. The fact that these threats are unpre-
dictable and that they can cause great uncertainty has
helped to some kind of radicalization of security policies
and instruments for their suppression. In addition, the
state has made an effort to justify its approach andin or-
der to increase public support for its policies, state con-
stantly repeats to what kind of dangers we are continu-
ally exposed to.

Instruments of fight against contemporary security
threats were no longer built only in the area of national
security, but they have started to form in other parts of
the system, such as immigration policy, citizens’ mobility
and alike. The need for a broader building of measures
and instruments to combat contemporary asymmetric
threats has led to consequences that were unintended,
particularly in the area of human rights and freedoms.
Therefore, the approach in the fight against contempo-
rary threats, which emphasizes the exclusive state ac-
tion, may have a limited impact because the state is not
able to track all aspects of social dynamics in modern
conditions. Requirements for the centralization of key
instruments led to a strengthening of state capacities,
but did not increase results. So, participation of citizens
seemed as the only way to strengthening of the overall
state and society capacities in the fight against contem-
porary threats.

Jarvis and Lister29 consider that it is necessary to
carry out the process of strengthening citizen’s respon-
sibilisation, in which strategies for fight against contem-
porary security threats represent a framework which de-
termines participation of the citizens, as well as the
content of this participation. Through the analysis of na-
tional security strategy, mentioned authors, propose the
identification of contents that prescientcitizen participa-
tion, and instruments through which thisis actually
achieved, and their inclusion in the strategic documents.
Besides this, in designing national security policies, espe-
cially policies of crisis responses, it should take into ac-
count that managing them in nowadays period is much
more complex process that involves numerous organiza-
tions, both public and private30.

Conclusion

Every transformation of security environment de-
mands also adjustment of system response to the chal-
lenges, threats and risks.As we have seen, the contempo-
rary security environment has changed in many ways
after the end of the Cold War, but the change has not
turned into a long-term status quo, but we have wit-
nessed almost daily changes that are happening in the
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security environment, if we observe through the ex-
tended concept which encompasses issues of military, po-
litical, social, economic and environmental security. The-
refore, the security concepts are significantly changed
and extended, the effects of crisis activities have wider
coverage, while crisis are affecting more and more actors
and have extended consequences.

At the same time, modern societies have larger de-
mands in shaping responses to crisis, so they are direct-
ing themselves towards finding new models. These mod-
els differ from the previous ones because they no longer
rely solely on the actions of the public sector, but they
also involve the private sector, and citizens who become
important actors in the implementation of new security,

especially preventive policies. A new model of public-pri-
vate partnerships enables the strengthening of commu-
nity capacity in the response to the security challenges
with which we are facing almost on daily basis. In order
to implement this model, it is important to identify all
needs in the security environment, to prepare legal and
security frameworks and create a new partnership in
which custom of joint action will be developed.

To develop such a model, security culture should be
also progressively changed, and should no longer rely
only on force in response to the new security challenges,
but also on solidarity, resilience and preparedness of
community to act together.
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NOVI MODELI SIGURNOSTI I JAVNO-PRIVATNO PARTNERSTVO

S A @ E T A K

Transformacija suvremenih sigurnosnih prijetnji oblikuje novu sigurnosnu okolinu i sigurnosne paradigme. One
poja{njavaju prelazak iz sigurnosnog okru`enja u kojemu je dominantan rat u okru`enje u kojemu svi dionici sigurnosti
moraju pripremiti razli~ite nevojne odgovore na sigurnosne ugroze te vrlo ~esto moraju djelovati zajedno. Stvaraju se
nove sigurnosne potrebe u kojima javni sektor ima sve manje mogu}nosti i kapaciteta za samostalno djelovanje. S
obzirom na prirodu ugro`avanja, ~ini se potrebnim stvarati nove modele sigurnosnog djelovanja sa svima koji mogu
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pridonijeti u prevenciji i sprje~avanju novih prijetnji, odnosno stvaranju otpornosti cijelog dru{tva. Sigurnosni odgovori
vi{e se ne temelje samo na reakcijama na opasnosti, ve} sve vi{e na prevenciji. S obzirom na to, o~ekuje se {ira participa-
cija razli~itih aktera u zajedni~kim dru{tvenim odgovornostima, ~ime se stvaraju pretpostavke za razvijanje preventiv-
nih modela kao najboljeg odgovora. U ovom radu razmatrat }emo razvoj nove politike odgovora na sigurnosne prijetnje
i suvremene krize koja se ogleda u oblikovanju javno-privatnog partnerstva s privatnim sektorom tamo gdje postoji
zajedni~ki interes te u uklju~ivanju gra|ana u sve oblike sigurnosnog djelovanja, posebice u preventivne aktivnosti.
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