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Abstract: This contribution presents a preliminary 
investigation on the possibility of eavesdropping, i.e., of 
extracting information by exploiting the electromagnetic field 
radiated in the vicinity of a power line communication (PLC) 
network. This kind of problem is usually known in the 
electromagnetic compatibility area under the codename 
TEMPEST. Electromagnetic field measurements were carried 
out in a laboratory environment, both inside and outside a 
building, and the main statistical characteristics of the 
compromising channel are presented. A software tool simulating 
a PLC communication has been developed and used to draw a 
preliminary conclusion on whether the radiated emissions can be 
exploited or not. 

 
Index terms: Power line communication, TEMPEST, 

Transmission line, Interference 
 

I. INTRODUCTION 
 

Power Line Communication (PLC) is now a growing 
technology usually applied for in-house high bit rate 
communication. For most of the commercial systems, the 
transmitting frequency band extends up to 40 MHz. To ensure 
the Electromagnetic Compatibility (EMC) of such a system 
with its environment, the electromagnetic (EM) field radiated 
by the PLC network must remain below prescribed limits. 
Standardization aspects dealing with the maximum level of the 
transmit power spectral density (PSD) are thus under 
development.  

When the transmitting (Tx)/receiving (Rx) modem is 
connected between two wires, the excitation is usually called a 
differential mode (DM) excitation. Since the main source of 
radiated emission is the common mode (CM) current flowing 
on the lines, extensive analyses have been made on the DM to 
CM current conversion mechanism and radiation phenomena. 
Results on these two aspects are described, for example, in [1] 
– [5]. The emission levels of existing PLC systems are 
compared to EMC standards in [6] – [10], while aspects 
dealing with crosstalk and conducted interference or radiated 
interference between systems are studied in [11] – [12]. 
Lastly, some in-situ measurements in various rooms of the 
radiated emission of an indoor network are presented in [13], a 
numerical modelling of a  typical  wiring  configuration  being 
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investigated in [14]. It must be also outlined that notching is a 
useful technique to avoid interference with existing services 
[15]. 

However, even if the level of the radiated emissions remains 
low, e.g. if the PLC system fulfils the EMC requirements, the 
question of confidentiality may still arise. Indeed, if a PLC 
link is established within a building, one can wonder if the EM 
field radiated in the vicinity of the network can be used to 
decode with success the transmission or at least to extract 
some information from the measured signal. 

It is thus important to quantify this risk and to know if PLC 
links must be avoided in certain cases for security reasons. As 
an example, let us consider an in-house PLC. To reach a 
certain degree of confidentiality, one can put filters to strongly 
decrease conducted emissions outside the area to be covered. 
Nevertheless, the radiation of the PLC lines may be detected 
by putting a loop antenna in adjacent room/houses. This 
problem of eavesdropping is very broad and the results will 
strongly depend on many parameters as the network 
architecture, the structure of the building and the relative 
position of the receiving antenna. Nevertheless, to have an 
idea of the possibility of signal detection, we consider in this 
paper a PLC link between two terminals situated in a room, 
the additional receiving sensor being a loop antenna placed in 
nearby rooms or outside the building.  

This paper is organized as follows: Section II describes the 
configuration and the principle of the measurements. Section 
III details the statistical analysis of the field distribution 
radiated by the PLC line. Furthermore, the time domain 
channel characteristics of the wireless compromising channel 
are also given. Section IV first presents ambient noise 
measurement. By introducing noise and channel 
characteristics in a simulation tool, the bit error rate (BER) 
when demodulating the signal received by the loop is 
calculated. In this study, we do not consider the way of 
recovering information or part of it, using more advanced 
techniques as blind deconvolution techniques.  

 
II. PRINCIPLES OF THE MEASUREMENTS 

 
In addition to the actual power distribution network, a 3-

wire power line was successively installed in two rooms 
situated at the first floor of a building at the University of 
Lille. The 3 wires were put in a cylindrical plastic tube as 
usual for in-house power network, at least in France. The 
relative position of these wires within the tube randomly 
varies with distance. One can expect that this will lead to a 
rather high DM to CM mode conversion, which thus 
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corresponds to a favourable configuration for detecting the 
EM field radiated by this structure. The 3 wires, namely phase, 
neutral and ground, are connected to the mains of the building.  

In a preliminary step, this 3-wire PLC line was implemented 
in a room, called REU, situated at the extremity of the 
building, against a reinforced concrete wall. This 
configuration will allow comparing the electromagnetic field 
amplitude inside the building and outside the building at a 
distance of 1 m from the wall.  

The PLC line was then installed in the so-called “room 
PLT” situated in the middle of the building. It is separated 
from room 118 by a reinforced concrete wall, from room 122 
by a plaster wall and from the others by a corridor [16] - [18], 
as shown in Fig. 1.  

 

 
 

Fig. 1. Configuration of the rooms. 

It must be emphasized that the building is powered by a 
three-phase cable but each room is fed by a single-phase 
current. Due to the architecture of the power network, the 
single-phase cable connected to the room PLT is not the same 
as for the other rooms presented in Fig. 1. This means that the 
high frequency PLC current injected on the wires in the room 
PLT will be strongly attenuated in the other rooms and this has 
been checked experimentally. As a first approximation, one 
can thus assume that the radiated field in the various rooms is 
due to the current flowing on the 3-wire line in the room PLT. 

The configuration of the room PLT is given in Fig. 2. 
Various electrical items can be connected to the plugs of the 
additional power line. The complex channel transfer function 
was measured with a vector network analyzer (VNA) in a 
frequency range extending from 1 MHz up to 40 MHz. This 
transfer function corresponds to the S21 scattering parameter. 
The injection is made at point 1 (Fig. 2) between two wires 
owing to a capacitive coupler.  

In the following, two transfer functions will be considered. 
The first one is the conventional PLC transfer function 
between two points on the line, numbered 1 and 6 in Fig. 2. 
The second one deals with the compromising channel or 
“wireless channel”, i.e., for an injection at point 1 but a 
reception on a magnetic loop. This loop, having a diameter of 
30 cm, can be placed either in the room PLT, as in Fig. 2, or in 
nearby rooms or outside the building.  

It is important to emphasize that all results dealing with the 
received power on the loop antenna depend on the geometrical 
characteristics of this loop. This is the reason why, in the EMC 
approach, the antenna factor is taken into account, results 
being often presented in terms of magnetic field or equivalent 
electric field by introducing a wave impedance of 377 Ohms.  

 

 
Fig. 2. Experimental set-up in the room PLT. 

 
This approach is not needed in our application since the 

performances of the wireless channel, i.e., the possibility of 
detection, only depend on the signal to noise ratio and the 
antenna is the same both for signal and ambient noise. 

 
 

III. TRANSFER FUNCTIONS OF THE WIRELESS CHANNEL 
 

A.  Current distribution and influence of the loads 
 
First, it is interesting to know the influence of the loads 

connected to the power line at different points (2 to 5 in Fig. 
2), on the CM current and thus on the radiated field. Curves in 
Fig. 3 show the variation of the CM current amplitude, 
expressed in dBA, versus frequency, if either no load is 
connected to the line or if 2 or 4 appliances are plugged. The 
input DM voltage is 1 V and the current probe was situated at 
mid-distance between the injection point 1 and the end of the 
line at point 6.  Contrary to the case of the differential mode 
current which is strongly dependent on the load configuration, 
we see in Fig. 3 that the average variation of the CM current is 
not very sensitive to the loads. 

 

 
Fig. 3. Common mode current amplitude depending on the loads 

connected to the PLC line.  

Reinforced concrete  
wall 

Plaster wall 
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B.  Field distribution in the various rooms 
 
The loop antenna was moved in the various rooms and a 

map of the received power at 22 MHz is given in Fig. 4 for a 
2-load configuration. The axis of the loop was always vertical 
since, statistically, this polarization corresponds to the 
maximum received power. The transmit (Tx) power on the 
PLC line being normalized to 0 dBm, the absolute value of the 
received (Rx) power corresponds to the path loss of the 
wireless channel.  

 

 
 
Fig. 4. The color scale gives the received power (P), expressed in 

dBm, at a frequency of 22 MHz and for a transmit power of 0 dBm. 
 

This qualitative representation allows pointing out that the 
received power near the wall is nearly the same in rooms 122 
and PLT, these two rooms being separated by a plaster wall. 
On the contrary, in presence of a reinforced concrete wall, the 
attenuation is rather important, as it appears between rooms 
118 and PLT. It is also interesting to plot the received power 
versus frequency, at successive points within the same room. 
The curves in Fig. 5 were obtained from measurements at 8 
locations situated in room 118 and at 1 m from the concrete 
wall. The increase in power with frequency is due partly to the 
increase of the radiated field, and partly to the response of the 
loop antenna. The average attenuation between the Tx power 
and the Rx power is about 70 - 90 dB  for  frequencies  greater 
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Fig. 5. Received power  versus frequency at different locations in 

room 118, i.e., behind a reinforced concrete wall. 

than 15 MHz, thus much higher than the path loss of a usual 
wire PLC communication, which is of the order of 20 - 40 dB, 
depending on the network architecture and the number of 
appliances connected to the mains. Such a path loss for the 
compromising channel may appear prohibitive but it will be 
partly compensated by a decrease of the noise power spectral 
density (PSD), as it will be outlined in Section IV. 

To determine the average attenuation due to a wall situated 
between the PLC network and the Rx loop antenna, it is not 
possible to compare the values of the Rx power at few points 
due to the large dispersion of these values. A statistical 
approach has thus been done [16], [17] and the distributions of 
the Rx power are presented in Fig. 6.  

Each curve in Fig. 6 has been obtained from measurements 
at 1200 frequency points between 1 and 40 MHz, and for 8 to 
10 location points inside each room or outside the building. In 
all cases, the distance between the loop antenna and the 
dividing wall along which the PLC line is installed, is 1 m.  
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Fig. 6. Complementary cumulative distribution function of the 
received power in various rooms at 1 m from the PLC line.  

 
Rooms PLT, 118 and 122 have already been defined in Fig. 

1. Room REU, as mentioned in Section II, is also a room 
where the PLC 3-wire line was implemented but this room is 
situated at the end of the building. Lastly the curve “EXT” 
deals with measurements made outside the building. 

As it can be expected, the Rx power in the 2 rooms PLT and 
REU are nearly identical, around – 80 dBm, considering a 
probability of 0.5. We also note that the attenuation due to the 
plaster wall (room 122) is negligible. Let us now consider the 
following case: the room in which the PLC transmission takes 
place is separated from the location of the loop antenna by a 
reinforced concrete wall. The comparison of curves PLT and 
118 on one hand, and REU and EXT on the other hand, shows 
that the additional attenuation due to the concrete wall is 20 
dB.  

Lastly, impulse response and power delay profile of the 
compromising channel were deduced from measurements in 
the frequency domain through a Fourier transform. It appears 
that the delay spread of the wireless channel can reach 120 ns, 
instead of 40 ns for the usual wire channel. However, this 
value remains much smaller than the usual duration of the 
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Orthogonal Frequency Division Multiplexing (OFDM) guard 
interval inserted for eliminating inter-symbol interference in 
the PLC communication. 

 
IV. COMPROMISING CHANNEL: SIGNAL TO NOISE RATIO, 

PRELIMINARY EXPERIMENTS AND SIMULATION OF A PLC LINK  
 

A.  Noise power spectral density 
 

Ambient noise measurements have been carried out in 
various rooms of the building and for 3 orthogonal 
polarizations of the loop antenna, noted x, y and z. The z 
polarization corresponds to a loop whose axis is vertical. As 
an example, noise PSD in room 122 and measured in a 
9.1 kHz bandwidth, as often mentioned in the EMC standards, 
is given in Fig. 7. 
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Fig. 7. Noise power spectral density for different antenna 

polarizations.  
 

We note that, except narrow band interference due to 
broadcast transmitters, noise PSD is independent on the 
polarization of the receiving loop. One can estimate that the 
average PSD does not exceed or is on the order of -118 dBm 
in this 9.1 kHz band, i.e., – 158 dBm/Hz. This noise PSD 
value is about 20 dB lower than the conducted background 
noise usually measured on in-house power lines.  

 
B.  Preliminary experiments with commercial modems  
 

Preliminary experiments were carried out with commercial 
modems (85 Mbits/s) and working in the 4-20.5 MHz band. 
The maximum value of the PSD of the injected signal, using 
the function “maxhold” of a spectrum analyzer, is given by the 
upper curve in Fig. 8. The resolution bandwidth is equal to 
20 kHz, i.e., the spacing between two OFDM subcarriers. The 
lower curve shows the distortion of the signal received by the 
loop antenna in room 118 (See Fig. 1). Since it seems possible 
to be able to extract some information from this signal, a more 
extensive study based on a numerical simulation of an ODFM 
transmission has been carried out, the objective being to get 
quantitative values, as the bit error rate (BER), characterizing 
the wireless compromising channel.  
 
C. Simulation of an OFDM link 

 
For simulating the link, a software tool has thus been 

developed, the input data being the measured channel transfer 
functions. Among the various proposed PLC specifications as: 
HomePlugAV [19], OPERA [20], IEEE P1901 standard [21], 
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Fig. 8. PSD of the injected OFDM signal and of the signal received 
on a  loop antenna behind a reinforced concrete wall (Room 118).  
 

the OPERA specifications were chosen for our application. 
After a brief description of the main OPERA characteristics, 
the BER, which can be expected for the wireless link, is 
presented. 

 
C.1 Summary of the OPERA specifications 

 
In the OPERA specifications of the physical (PHY) layer, 

there are two separate bit streams, associated with data 
payload and delimiters, respectively [20], [22]. The 
transmission scheme for data payload is illustrated in Fig. 9.  

 

 
Fig. 9. OPERA transmission scheme, PHY layer for data payload 

 
The data are first Reed Solomon encoded, the channel 

coding parameters depending on the forward error correction 
(FEC) redundancy, varying from 8 and 20 bytes. In case of 
low Signal to Noise Ratio (SNR) and of strongly frequency 
selective channels, the data stream is mapped through a 
HURTO (High performance ultra redundant transmission) 
block. Such a transmission will not be considered in our 
examples. In the other cases, an adaptive mapping is applied, 
the number of bits per subcarrier being related to the SNR in 
the frequency band and the data rate is up to about 200 Mbit/s.  

After scrambling, the stream is encoded with a Four 
Dimensional Trellis Coded Modulation (4D–TCM) and 
mapped using an Adaptive Differential Phase Shift Keying 
(ADPSK) modulation. The differential phase encoding allows 
simplifying the Rx part by suppressing the phase channel 
equalization. A 2048 point – inverse discrete Fourier 
transform (IDFT) - is then applied and a 20 µs cyclic prefix is 
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added for generating the OFDM symbol of duration 71.2 μs. 
Finally, a raised cosine window is performed to limit the 
bandwidth. Among the 2048 sub carriers, equally spaced in a 
bandwidth either equal to 10, 20 or 30 MHz, only 1536 
carriers are used for the transmission. The results presented in 
this paper were obtained by assuming a bandwidth of 30 MHz, 
called type 1 in OPERA specifications, the subcarrier spacing 
being equal to 19.5 kHz. Based on these specifications, the 
software tool was developed partly in C language and partly 
under Matlab [22]. 

 
 

C.2 Bit error rate of the compromising channel 
 

In this preliminary study on the possibility of signal 
detection, a wire PLC communication is assumed to be 
established between plugs 1 and 6 (Fig. 2). The transmit PSD 
is – 50 dBm/Hz, the frequency band extends from 10 to 
40 MHz and we set the useful throughput to 28 Mbits/s. The 
redundancy added to each OFDM symbol and introduced in 
the FEC previously mentioned is chosen equal to 20 bytes. An 
additional eavesdropper’s receiver, supposed to be perfectly 
synchronized with the transmitter, is connected to the loop 
antenna placed in a nearby room.  

In a first step we suppose, as in the OPERA specifications, 
that an adaptive bit loading is performed. The principle of this 
technique is that, from the knowledge of the wire channel 
characteristics, the transmitter optimizes the bit allocation to 
each subcarrier, according to a look-up table given in the 
OPERA specifications. The bit allocation thus strongly 
depends on the load configuration of the wire network. To see 
the role and the influence of this adaptive bit loading on the 
BER of the compromising channel, we have introduced in the 
software tool simulating the link, two different transfer 
functions measured between plugs 1 and 6. These transfer 
functions have been obtained when either 2 appliances or 4 
appliances are connected to the power line on the different 
plugs noted 2 to 5 in Fig. 2.   

In the second step, we assume that the bit allocation is 
uniform, i.e., is the same for all subcarriers. A Differential 
Quadrature Phase Shift Keying (DQPSK) modulation scheme 
was chosen, the bit rate being also set to 28 Mbits/s. In all 
cases, noise is supposed to be an additional white Gaussian 
noise (AWGN) whose PSD is equal to – 158 dBm/Hz, as 
indicated in Section IV.A. Interference due to broadcast 
emissions is not taken into account.  

Curves in Fig. 10 give the BER for 8 successive positions of 
the receiving loop antenna in room 118, i.e., behind a 
reinforced concrete wall. This BER was obtained by also 
introducing in the software tool, the transfer functions of the 
compromising channel shown in Fig. 5. The 8 positions being 
quite arbitrary, they have been numbered in such a way that 
the BER continuously increases from locations 1 to 8.  

The curve “DQPSK” corresponds to a uniform bit 
allocation. Curves 1 and 2 were obtained with an adaptive bit 
loading, when 2 loads or 4 loads are plugged on the PLC line, 
respectively. The worst performance of the signal extraction, 
occurring when the adaptive bit loading is applied, can be 
easily explained. Indeed, there is only a small probability that 

 
 

Fig. 10. Bit error rate assuming either an adaptive bit loading 
(curves 1 and 2) or a uniform DQPSK modulation scheme. The 

receiving loop antenna is situated behind a reinforced concrete wall. 
 

either fading or a low attenuation of the wire channel occur in 
the same frequency band as for the wireless channel. The BER 
of the wireless channel is thus dependent on both channel 
characteristics. For example, in the case of a 2-load 
configuration (curve 1), the transfer function of the wire 
channel presenting a low attenuation between 11 and 19 MHz, 
the number of bit per subcarrier in this band is important. 
Unfortunately, a large part of this band is strongly attenuated 
in the wireless channel, as shown in Fig. 5. 

Among the 8 positions of the loop antenna, the minimum 
value of the BER is on the order of 10-1. If there is only a 
plaster wall between the PLC network and the loop antenna, 
other numerical simulations have shown that the BER of the 
wireless channel strongly decreases and can be as small as 10-4 
when using the same adaptive bit loading as in the previous 
configuration. 

It must be also mentioned that for such an eavesdropping 
application, an optimization of the position of the Rx loop and 
of its size would probably lead to better performances.   

 
V. CONCLUSION 

 
This study is a preliminary approach for characterizing the 

propagation channel associated with the radiation of a PLC 
network. The signal to noise ratio on the receiving loop being 
not prohibitive, at least in the tested configurations, the 
exploitation of radiated emissions to extract some information 
on the transmitted data based on advanced signal processing 
techniques seems possible. However, further works are 
needed, especially on exhaustive measurements of ambient 
noise and of path loss in various environments and on the 
optimization of the receiving sensor. 
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