ISSN 1330-3651 (Print), ISSN 1848-6339 (Online)

https://doi.org/10.17559/TV-20170227215509
Original scientific paper

Robustness of Nonlinear Control Systems to Network-Induced Imperfections

Domagoj TOLIC, lvana PALUNKO

Abstract: Nowadays control systems are increasingly implemented over shared resource-constrained communication networks. Namely, sensors, controllers and
actuators no longer exchange information through dedicated point-to-point connections but compete for network access, which gives rise to network-induced imperfections
that adversely affect control performance. Prevalent network phenomena are scheduling protocols, nonuniform variable delays, quantization, packet dropouts, sampled
and distorted data. Besides possessing usual robustness requirements (e.g., to modeling uncertainties or external disturbances), such control systems ought to be robust
against the aforementioned network phenomena as well. This article brings a methodology to quantify control system robustness via L,-gains as the control laws,
communication delays, sampling intervals, noise levels or scheduling protocols change. Building upon impulsive delayed system modeling, Lyapunov stability and the
small-gain theorem, the proposed methodology takes into account nonlinear time-varying dynamic controllers and plants as well as model-based estimation, output

feedback and large delays. The inverted pendulum example is provided.
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1 INTRODUCTION

With the advent of more advanced hardware and
software components, modern control systems are
frequently being implemented over a shared (wired or
wireless) resource-constrained communication network
[1-9]. In particular, spatially distributed sensors,
controllers and actuators in such control systems, termed
Networked Control Systems (NCSs), do not exchange
information through dedicated point-to-point connections.
Instead, owing to the limited capacity of the network,
control system components need to compete for network
access [4, 10]. On the one hand, NCSs offer greater
flexibility as well as reduced implementation and
maintenance costs in comparison with traditional control
systems. On the other hand, network-induced
imperfections present in NCSs lead to impaired control
system performance and may even lead to instability.
Commonly investigated network-induced phenomena are
scheduling protocols, nonuniform time-varying delays,
quantization, packet dropouts, aperiodic sampling and
noisy data. Consequently, in addition to possessing the
usual robustness requirements (e.g., to modeling
uncertainties and/or external disturbances), NCSs also
need to be robust against these network-induced
imperfections. As expected, the control system
community addresses these additional robustness
requirements by focusing on control design and imposing
more stringent demands on control laws.
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Figure 1 A control system consisting of the plant and controller that interact over
a communication network. As indicated by the two switches, the information
between the controller and plant is exchanged intermittently (as orchestrated by
some scheduling protocol between the NCS links) at discrete time instants in
asset T°. The NCS links are characterized by time-varying, and possibly
different, delays.

The following problem is investigated in this article.
Consider a time-varying nonlinear control system
comprised of a controller with delayed dynamics

Xo = fc(trxctrj}: wc):u = gc(trxct): (D

and of a plant with delayed dynamics

Ty = fo(t2Xpp T wp), 1 = g (8, xy,), @

where x, € R"¢ and x,, € R" are the states, u € R™* and
y € R™ are the outputs, and (v, w.) € R™*™»c and
(u, w,) € R™*™@p are the inputs of the controller and
plant, respectively, where w, and wpare controller and
plant modeling uncertainties and/or external disturbances.
The controller and plant are interconnected according to
Fig. 1, that is, the quantity J is the distorted and delayed
version of yreceived by the controller (1) while the
quantity 1 is the distorted and delayed control input u fed
to the plant (2). The translation operatorsx., and x,,,
defined in Section 2.2, are with the corresponding
controller and plant delays d. >0 and d, =0,
respectively. The main goal of this work is to
find/estimate the L,-gain, where p € [1, 0], from
(W, wp) to (xc,xp) for the NCS (1)-(2) in the presence of
some sampling intervals, model-based estimators, noise
levels, scheduling protocols and NCS link delays.

This article brings a methodology to quantify control
system robustness (in terms of L,-gains) for various
underlying control laws, communication delays, sampling
periods, noise levels or scheduling protocols. Building
upon impulsive delayed system modeling, Lyapunov
stability and the small-gain theorem, the proposed
methodology takes into account nonlinear time-varying
dynamic control laws and plants as well as Uniformly
Globally Exponentially Stable (UGES) scheduling
protocols, intermittent data exchange, noise, output
feedback, model-based estimation and nonuniform time-
varying large delays. Delays greater than the transmission
intervals are called large delays. Taking the utilized
robustness tool into account, other approaches pertaining
to robustness of NCSs can be classified as: i) small-gain
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theorem approaches [7-9, 11-13]; ii) dissipativity and
passivity-based approaches [14]; and iii) Input-to-State
Stability (ISS) approaches [15-17]. Since the
corresponding robustness notions are distinct properties
for nonlinear (delayed) dynamic systems, each work
sheds different light on the NCS robustness problem for a
specific class of NCSs.

The main contributions of the present work are
twofold:

a) the Lyapunov-based procedure for assessing
robustness of NCSs via L,-gains with respect to the
commonly encountered network-induced imperfections;
and b) the large class of control systems and network
phenomena considered. In comparison with [18], we
consider large delays and noisy/distorted data.
Furthermore, [19] investigates time-varying nonlinear
plants that are affine in control (no delayed dynamics in
the controller nor plant) with constant delays and state
feedback. In addition, [19] does not take into account
modeling/exogenous disturbances, distorted data or
scheduling protocols. The authors in [20] and [21] focus
on linear control systems and Zero-Order-Hold (ZOH)
sampling (rather than model-based estimation) whilst
neither noisy data nor scheduling protocols are
considered. It is also worth mentioning that [20] does not
take into account disturbances. Similar observations can
be made with respect to other related works (see [6], [11],
[14-19, 22, 23] and the references therein). In comparison
with [9], the present work focuses entirely on NCS
robustness even though similar mathematical tools are
utilized. The conference version of this article is [24].

The remainder of the article is organized as follows.
Section 2 presents the notation and mathematical
preliminaries employed herein. A detailed exposition of
the network-induced phenomena modeling is found in
Section 3. Section 4 devises methodology for measuring
robustness in terms of L,-gains for a class of NCSs. The
inverted pendulum stabilization problem is provided in
Section 5 to demonstrate the effectiveness of our
methodology. Conclusions and future research avenues
are in Section 6.

2 PRELIMINARIES
2.1 Notation

The dimension of a vector x is denoted n,,, while [|x||
denotes its Euclidean norm. The n-dimensional null
vector is 0,,, while R} denotes the nonnegative orthant.
The concatenation of vectorsx € R™ and y € R™ is
(x,y). Let

1
p

b
If[a, b]ll, = ( f IIf(s)IIpds> ,

where p € [1,], denote the L,-norm of a Lebesgue
measurable function f: R — R™ on the interval [a, b] C
R. If the previous expression is finite, we writef €
L,[a, b]. Likewise, we writef € L, when the above norm
is finite for any a,b € R.

Left-hand and right-hand limits are denoted x(t~) =
limg,x(t') and  x(t%) = limy,x(t'), respectively.
Next, for asetS € R"let PC([a,b],S) = {¢:[a,b] —

S|p(t) = ¢p(t*) forevery t € [a, b), ¢p(t7) exists in S for
allt € (a,b] and ¢p(t7)=¢(t) for all but at most a finite
number of points t € (a, b]}.

2.2 Delayed Systems with Impulses

We investigate a nonlinear impulsive delayed system

X(t+) = hx(t:)(t) te T
> v(t) = £, (t, x¢,
x® fx( Xt a))} otherwise,
y = Lt xe )

where w € R is the input, y € R™ is the output, and
X € R™ is the state of the system. We consider regular
enough functions f,and h,to guarantee forward
completeness of solutions which, given initial condition
Xto, € PC([—d, 0], R™) at t,, where d =0 is the
maximum value of all time-varying delay phenomena, are
given by  right-continuous  functions t — y(t) €
PC([ty — d, ], R™). Also, y; is the translation operator
acting on the trajectory y(*) and is defined by y.(6)
= x(t + 6)for—d <6 <0. In other words, y, is the
restriction of y(*) to the interval [t — d, t] translated to
[-d,0]. The norm of y.€ PC([—d,0],R™) is
[lx:lI=sup_g<o<ollx: (@)]l. Jumps/impulses of the state,
denoted x(t*), take place at time instantst € T
:={ty, ty, ...}, where € <t;,4 —i; <1, for each i € Ny
with € > 0 arbitrarily small. Upon a jump, the state value
becomes y(t*). The considered solutions of T follow [25,
Chapter 2 & 3].

Definition 1 (Uniform Global Exponential Stability):
For w =0, , the system X is said to be Uniformly
Globally Exponentially Stable (UGES) if there exist
positive constants A and M such that, for each t, € Rand
each y;, € PC([—d, 0], R"x), each solution t — y(t) €
PC([to —d,o],R™) to ¥ satisfies |y(®)| <
M||xe, |le ¢t for each t > t,.

Definition 2 (L,-Stability with Biasb): Let p € [1, oo].
The system X is L,-stable with bias b(t) = b = 0 from
w to y with L,-gain y = 0 if there exists K = 0 such that,
for each t, € R and each y,, € PC([—d, 0], R"x), each
solution to X from y, satisfies ||y[to, t]ll, SK”)&O” +
Yllw(to, tlll,+Ib[to, t]ll,, for each t > t,.

Definition 3 (L,-Detectability): Let p € [1,]. The

state y of X is L,-detectable from (y,w) with gainy =0
if there exists K = 0 such that, for each t, € R and each
Xt, € PC([—d, 0], R™), each solution to X from x,
satisfies x[to, el <K|lxe, |l + ¥llwlto. e111, +
Yllylto, t]ll, for each t > t,.
A nonzero bias bis caused by noisy and corrupted data [7,
9]. Hence, when the data is not noisy or corrupted, we say
"L,-stability" rather than "L,-stability with bias 0".
Definitions 2 and 3 are motivated by [11, 26].

3 MODELLING NETWORK-INDUCED IMPERFECTIONS

In this section, we provide a step-by-step modeling of
network-induced imperfections. To that end, we partition
the vector (y,u) such that each partition block
corresponds to one NCS link. In other words, all
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components of (y,u) within the same partition block are
sampled at same time instants and experience the same
delays. Apparently, if we take Ito denote the number of
partition blocks, one can infer that [ € {1,...,n, + n,}.
Consequently, the partition blocks of (y,u) are indexed
with the set {1, ..., 1}.

3.1 Delayed Information

Let us introduce the translation operators y, and u,
with the maximal network-induced delay d = 0 arising,
for example, from propagation and/or protocol arbitration.
According to the above discussion, the operator (yg, u;)
delays each partition block of (y,u) for the associated
delay. Essentially, if the i partition block of (y(t), u(t)),
that is(y(t), u(t));, i€{1,..,1}, is transmitted with
delay d;: R — R,, then the i partition block of (y;, u,),
that is (y;, u.);, is in fact (y(t — d;(t)), u(t — d;(t)));.
We assume d;(t)’s are differentiable, with an upper
bound on |di(t)|, and upper bounded by d so that
d := max{supserd; (t), ..., Sup;erd; (t)}. We are now
ready to define the following error vector

[ey(t)] [y(t) - yt]

el = ) - u,l ®)

3.2 Intermittent and Noisy Information Updates

When the most recent data, corresponding to partition
blocks of (y,u), arrives at time instants ty, t,, ..., ¢;, ... €
T, the respective components of (¥, 1) are updated, i.e.,

’

9@U=%+M®£WD%.
L) = ue + (b e(t)

where hy,: R X R™ — R" and h,: R X R™ — R
capture the underlying scheduling protocol, measurement
noise and channel distortion. Namely, when the j™ NCS
link, j € {1, ..., 1}, is awarded the medium access at some
time instantt; € I, the associated partition block of
(ﬁ(ti), ﬁ(ti)) jumps to the received values, while all other
partition blocks of (9(t;),#(t;)) remain intact. Also, the
associated block of e(t;) jumps to the noise
values v;(t;) carried by the received data, i.e.,

e (t") = v;(t).

Moreover, we assume

Noise v;(t;), embedded inh, and h,, models any
discrepancy between the received values and their actual
values at time t; — d;(t;) (when the j™ partition block of
(y(),u(t)) was sampled). This discrepancy can be a
consequence of measurement noise and channel
distortion. We stress thatv;is by no means related
to (wp,wc) and that out-of-order packet arrivals, which
are possible due to time-varying delays, are allowed for.

3.3 UGES Scheduling Protocols

The definition of UGES scheduling protocols below
is derived from [11] and [18].

Definition 4: Assume no-noise setting, that is, K, =
0. The protocol captured with h := (h,, h,) is UGES if
there exists a function W:Ny X R"% — R, with W (i,
): R" — R*locally Lipschitz for alli € Ny, and if there
exist a,a > 0 and0 < p < 1 such thatalle|| < W (i, e) <
alle|l, andW (i + 1, h(t;, e)) < pW (i, e), for each(i,e) €
Ny X R™,

Observe that i in W (i, e) is the number of jumps (i.e.,
transmissions) and corresponds to t; € . Furthermore,
although the delays might be a consequence of protocol
arbitration, the delays do not constitute Definition 4 [11],
[18]. Typical UGES protocols are the Round Robin (RR)
and Try-Once-Discard protocol (TOD) as discussed in
[10, 11, 18, 27]. RR is an example of static scheduling, in
which there exists a predefined transmission pattern that
repeats cyclically, while TOD is an example of dynamic
scheduling, in which the medium access is granted to the
NCS link with the greatest value of ||e;||, i € {1, ..., }.

3.2 Model-Based Estimation

Between two consecutive transmissions, the values of
11 and § do not have to be kept constant. Instead, the
values of #i and ¥ may be estimated to obtain greater
robustness margins [9, 28]. When model-based estimation
is employed, then for each t € [t,, )\T

i= fc(t, Xppr Xep Voo Uey Wp, wc), @
5} = fp (t, xptﬁ thP 9t, ﬁtﬁ U)p, wc);
where the translation operators i1, and J, are with delay d.
The scenario without estimation corresponds to the ZOH
strategy and is characterized by u = 0,, and y = Ony

4 METHODOLOGY

The proofs of the technical results of this section are
based on the proofs found in the accompanying technical
report of [9]. The link to this technical report is provided
in [9]. Hence, owing to the space constraints, we omit the
proofs. In addition, the reader is referred to [9] for a link
between the L,-stability results presented below and
Uniform Global Stability (UGS) as well as Global
Asymptotic Stability (GAS) of NCSs.

4.1 Rewriting the Closed-Loop System

Before proceeding further, let us introduce the stack
vectorsx := (xp, X;)and  := (a)p, wc). Following [11],
we rewrite the control system (1)-(2) as follows:

x(t) = x(t)
e(t*) = h(t, (1))

x=f(t,xt,e,w)} .
. otherwise, 5b
€= g(t x e, we) (55)

} teT (5a)
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where functions f, g and h are explicitly written in (6)
and (7) and are supposed to possess enough regularity to
guarantee existence of the solutions on the interval of
interest [25, Chapter 3]. From (7), one can see why
differentiability of d;(t)’s and boundedness of |d;(t)| are
needed in attaining regularity of g. For notational
convenience, we do not explicitly distinguish among
translation operators with delaysd,, d.,dor 2din (6), (7)
and the remainder of this article. Nevertheless, let us point
out that the operators x., and x,, are with delays d. and
d,, respectively, the operators g., and gy, in fc and fp are
with delay 2d whilst all other operators are with delay d.
We also use d:=2d+ max{dp, d.} to denote the
maximum value of all delay phenomena in (7).
Let us group together the dynamics

e(t) =h(te(®)} teT
é = g(t, x;, e;, w;)} otherwise,

(8a)
(8b)

and label it error system Z,.
together the dynamics

In addition, let us group

(9a)

x) =x(t)} teT
' (9b)

x = f(t, x;, e, w)} otherwise,

and label it nominal system %,. Observe that £, contains
delays, but does not depend on T nor h. Instead, T and h
constitute the error subsystem Z,.

The remainder of our methodology interconnects X,
and Z, and applies the small-gain theorem [29, Chapter
5]. As shown below, W (i, e) from Definition 4 becomes
the output of X, while the output of X,, denoted
H(x;,w;), is obtained combining g(t,x;, e;, w,) and
W (i, e). The proposed system interconnection is merely a
convenience, since the outputs H(x;, w,) and W (i,e)do
not exist physically, to employ the small-gain theorem
and obtain L,-gain from w to x.

4.2 L,-Stability of Delayed LTI Systems with Impulses

In this subsection, given some delay d(t) and the
upper bound 7 on transmission intervals, we utilize the
Lyapunov stability theory to compute/estimate the L,-gain
for a class of impulsive delayed LTI systems. Afterward
we apply the results of this subsection toward
computing/estimating L,-gains of the error subsystem X,.

Consider the followmg delayed LTI system w1th
impulses

(a)

(b)

continuous function upper bounded by d while %, 7: R —
Rare external inputs with the property U € L.
Lemma 1: Suppose ##=0,=0 and r >0.
2
Furthermore, select A, := aT, and A, :=c? for ¢ # 0 or
merely 4, €(0,1) when ¢ = 0. If there exist M > 1 and
1>0 (,1+r+ 1 M)<—1n/12, and

T(/l +r+ AlMe_“) < —InM, then the dynamic system

A
(10) is UGES such that [|E(D)]] < VM||¢,, [le 2“7 for
all t = t,.
Bringing together Lemma 1 and [30], yields:
Theorem 1: Assume that (10) is UGES with
parameters M > land A > 0 along with sup.eg||0(®)]| <

K,. Then the dynamics (10) is L,-stable with gain %\/M

satisfying

and bias 2 - M from @ to ¢ for each p € [1, o]

ez -1
4.3 Applying the Small-Gain Theorem

We now state and prove the main result of this article.
After interconnecting X, and X, using H(x;, w.) and
W(i,e) according to Fig. 2, we impose the small-gain
condition so that the small-gain theorem can be invoked.

Theorem 2: Assume the UGES protocol, delays
d,(t),..d;(t)and noise level K, > 0are given.
Furthermore, suppose that
there exists a continuous function

H:PC([—d, 0], R™) x PC([—d, 0], R"») — R™
such that X, is L,-stable from (W,w) to H(x., w,) for
some p € [1, 0], i.e., there exist Ky;, Yy = 0 such that
[lH [¢o, t]”p < KH”xtOH + yull(W, w)[t,, t] ”pa
forall t = t,, and
there exists L > 0 andd: R — R,,sup,erd(t) = d, such
that for almost all t > t,, almost alle € R" and for
all(i, x;, wy) €
N, X PC([—d, 0], R™) x PC([—d, 0], R™) it holds that

a
(4, e, v e0, 0)) SLWG ela-d(0) +IH G, @)
Then the NCS (5) is

Yw
VH(1+ o )

L,-stable from w to (H, e) with gain

1
YHYE ak, \/—

and blas—— =

1-YwYH H 82 _1

there exist M >1 and A > 0 satisfying (I), (II) and
%\/M}/H < 1 with parameters a = %L andc=p

for each t for which

Remark 1: The condition (a) of Theorem 2 imposes a
robustness requirement on the nominal system X, against
the network-induced imperfections listed in Section 3 and
disturbances considered herein. The condition (b) of

f(q = af(t - d(f)) +u(t), te7T, (10a) Theorem 2, related to the error system X,, establishes a
$(t%) = c&(6) + (), teT, (10b) connection between the current growth rate of
W (i, e) and its past values.
wherec € (—1,1)and a € R, with initial conditions
$eo € PC([—&, 0],]R). Next, suppose that d(t) is a
flt,x,e,w) = fo (608 (6%0) + w0 ) _. [ilbxe e 0, h(te(®)) == [hY(t’e(t)) (6)
fo (& %cp Gy (6. 20,) + (0, 0 (0) | YolbXe e ) hy(t,e®)
Tehnicki viesnik 25, 3(2018), 776-784 779
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g(t, xp, e, wp) 1=

fp (t, Xppr Xy gpt(t, xm) + eyt,gct(t, xct) + eut,(u(t)) - (

fC (t' Xper Xepr Gpy (t' th) + eJ’t'gCt(t' th) + ey, w(t)) - (

w
wly, H

2e

Figure 2 The nominal system Z, interconnected with the error system Ze.

Remark 2: The quantization process introduces
quantization errors that can be readily integrated into bias
provided these errors are bounded. As inferred in [31],
feedback control with quantization errors cannot yield
closed-loop robustness with linear L,-gains. In other
words, the bias term in Theorem 2 is needed and cannot
be removed without contradicting [31].

Remark 3: Lossy communication channels with an
upper bound on the number of successive dropouts, say
N; € N, are readily included intfrom Theorem 2.
Asynchronous transmissions among NCS links are also
readily included in T from Theorem 2 (see [9] for more).
Observe that asynchronous transmission protocols
increase the likelihood of packet collisions [10].

At times, it is important to design NCSs such that a
prespecified/desired robustness level is attained, which
brings us to the following result:

Corollary 1: Assume the conditions of Theorem 2 are
met and x is L,-detectable from (W, w, H) with gain y,.
Then the NCS (5) is L,-stable with bias from w to x with

Yd

the desired L,-gain yges =

1-YwYH

5 CASE STUDY

The inverted pendulum, depicted in Fig. 3, is a
classical nonlinear control process [29, 35]. Consider the
inverted pendulum of massm = 1 given by

Xpl = xpz + (1)1,

Xpp = %(—g cos(xpl) + u) + w,,

where L =2 and g =9.8 whilst w; and w, capture
modeling uncertainties and/or external disturbances,
controlled with

u=—Lix,, +g cos(xpl) = K(xpy + Axp1),

whered = 1 and K = 50 are chosen controller parameters
[32]. In the absence of network-induced imperfections,
the above control law provably keeps the pendulum at
rest, that is, x,,;, = 0, in the upright position, that is, x,; =
0. However, can this goal be achieved in the network
settings? If it can, which robustness levels are attained for
the given controller parameters and a set of network
phenomena (e.g., scheduling protocols, sampled,
corrupted, delayed and lossy data, etc.)? Note that the
knowledge of L,-gains allows one to quantify maximal

ag ag
22) (6%~ (52) € xp (e, 0)
t

Oxp

()

99gc 99gc
g)t (t xc,) — (a—xc)t & xc ) f2,(t xt, €, )

deviations of the pendulum from the goal
point (xpl, xpz) = (0,0) given  the L,-norm of
disturbances w(t) := (w4(t), w,(t)). In other words, not
only we know that greater disturbances result in greater
deviations, but we can also compute upper bounds on
these deviations when bounded disturbances are present.

|
I
Tpl, ajp?fl

Figure 3 An illustration of the inverted pendulum.

Suppose that noisy values ofx,; and x,, are
transmitted over a communication network while the
control signal is transmitted via a dedicated point-to-point
connection without delays nor distortions, that is, i = u.
In addition, suppose that the measurements of x,,, arrive
at the controller either with a constant delayd = 0 or with
a time-varying delay d(t) < d such that |d(t)| <d, =
0.5. On the other hand, suppose the sampled
measurements of x,,; arrive instantaneously. Apparently,
there are two NCS links and we have [ = 2. Namely, one
NCS link transmits information regarding x,; whilst the
other NCS link transmits information regarding x,,.
Because this controller is without internal dynamics, we
take x(t) :=x,(t) = (xp1(t), xp2(t)). Lastly, we point
out that p = 2 is considered throughout this case study.

Owing to two NCS links, the corresponding error
vector is (compare with (3))

e=[al=5 - 72 # Lo Lac] )

Yt

while expressions (6) and (7) are

0 1 0 0
x(t) = |-K2 _1]x(t) +1, —K AL]x(t —d(®) +
L L
Ay Az
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<

oWrop(ie) ¢
de !

(1+d,) (1Bl +2) |le(t — ()] +

wrop(te(t-d(®)))

Ltop

(”le(t) +Co() + (1 - d(t)) (Bzx(t —d(®)) + Byx(t — 2d()) + Co(t — d(t))) ||) (11)
Hrop (xt,wt)
<0WRR(l.e)’é> <
de
< g .
VI(1+d,) (181 +2) [P (e (e - d(®)]| +
Ltop WRR(t,e(t—d(t)))
\/T(Hle(t) + Cw(t) + (1 - d(t)) (Bzx(t —d(t)) + Byx(t — 2d(t)) + Cw(t — d(t))) ||) (12)
HRR(xt,w¢)
Try-Once-Discard (TOD) ) Round Robin (RR)
T T T T 1 1 T T T T T T
35F == Lp-stab./no estim. |- %1 === | p-stab./no estim.
=== des. gain/no estim. = des. gain/no estim.
= =Lp-stab./with estim. = =Lp-stab./with estim.
301 = =des. gain/with estim. | | q = =des. gain/with estim.
o * Lp-stab./no estim. 20k * |p-stab./no estim. | |
------ - * des. gain/no estim. I I R o * des. gain/no estim.
I S~ O Lp-stab/with estim. | | —— Tss. O Lp-stab./with estim.
25 = =a So o O des. gain/with estim. Il S S O des. gain/with estim.
~ -~ - ~ N -~ ~ - ~ ~ Il
7 S . 75 e .
E20F S TS 1E s S
= b RS E Ts r
< b [N ~ < ~ N ~
=45t . DR = N N
S N 10F N Soo
N s * S
A ~
A \
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Figure 4 MATI-delay pairs with constant delaysd > 0 yielding the same Ly-gains in scenarios with and without estimation: (a) TOD; and, (b) RR. The red lines
correspond to robustness with an unspecified (i.e., arbitrary large but finite) desired L,-gain y4es While the green lines correspond to yyes = 15.

0 0 0
" [n(x1(t), el(t))] + [_TM % - AL] e(t) + w(t),

et) =9+ [8 _01] x(t) + [_01 g w(t) +

B Cy
0 0

+| —Be(t —d(v)) + |K2 0 x(t—d@)) -
L

0
- [n (xl(t —d®), e (t - d(t)))] + [g _01] w(t—d®)+

0 0 .
+[0 K, AL]x(t—Zd(t)) (1 - d(®)).
L

S~—————
B3
where
n(x, (1), e;(1)) = _Lﬂsin (w) sin (617(0)

According to [9], let us choose Wyop(t,e)
= ||le]landWggr(t, e) :=||D(i)ell, where D(i) is a
diagonal matrix with diagonal entries upper bounded by
VI and lower bounded by unity. Sincel = 2, the RR
protocol alternates transmissions ofx,; andx,,while the
TOD protocol grants network access to the NCS link with
greater noise-free uncorrupted error ||g;||. Clearly, TOD is
more complex than RR. Thus, TOD may not be realizable
in some real-life applications (e.g., when the scheduler
cannot access unsullied information). Now, we compute
Lyop, Hrop(e,w,d), Lgz and Hpop(e,w,d) from
Theorem 2 for the ZOH strategy and reach (12)-(11). The
Lyapunov-Krasovskii functional utilized to estimate yy is

V(t,xp, %) = x(O)TPx(t) + J-t vx(s)TSx(s)ds +

t—d
t

x(s)TQx(s)ds,

0 t
+d f f x(s)"Rx(s)dsd6 + f
-dJt+6 t—d(t)
where S, R and Q are positive-semidefinite symmetric
matrices while P is a positive-definite symmetric matrix.
The connection  between  Lyapunov-Krasovskii
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functionals and L,-gains is explained in, among others,
[33, Chapter 6] and [34].

When employing model-based estimation,
following estimator is used (compare with (4))

the

y=By(t—d(®)) (1 - d(t)) =B(e(t—d®) +
+ly olxe=d@)+ [ 9xe- 2d(t))> (1-d(®),

which can be readily employed provided d(t) is known.
In order to obtain known delays, one can intentionally
delay the communicated signals via time-stamping of data
and introduction of buffers at receiver ends [2-4, 6].

After applying the methodology from Section 4, we
obtain Figs.4 and 5 for scenarios with an unspecified
Yaesand with y4. = 15 specified a priori. Both figures
provide evidence that the TOD protocol leads to greater
robustness levels (at the expense of additional
implementation costs and complexity [27]) and that
model-based estimators significantly increase robustness
margins in comparison with the ZOH strategy. In
addition, since the scenarios with d(t) = 0 boil down to

Try-Once-Discard (TOD), |d| < 0.5

ODE modeling, we utilize less conservative tools for
computing L,-gains obtaining greater L,-gains as visible
in Fig. 4. The Maximally Allowable Transmission
Intervals (MATIs), found on the y-axis of these plots,
represent upper bounds of the stabilizing intervals
between two consecutive data arrival times (see [7-9, 11,
18] for comprehensive discussions regarding MATIs). As
expected, time-varying delays upper bounded with some
d lead to increased control system sensitivity to external
disturbances and noise when compared to constant delays
d. It is worth mentioning that d(t) = 33 ms, for scenarios
with constant delays, and d = 33ms, for scenarios with
time-varying delays, are the maximal values for which we
are able to establish L,-stability, that is, robustness, with
the selected Lyapunov-Krasovskii functional. However, a
different Lyapunov-Krasovskii functional might lead to
less conservative robustness margins. Altogether, in
comparison with traditional control systems, more factors
impact robustness levels of NCSs and all of them need to
be accounted for during control system design and
implementation.

Round Robin (RR),|d]| < 0.5
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Figure 5 MATIs—delay pairs with time-varying delays d(t) such that d(t) < d and |d(t)| < d, = 0.5 yielding the same L,-gains in scenarios with and without
estimation: (a) TOD; and, (b) RR. The red lines correspond to robustness with an unspecified (i.e., arbitrary large but finite) desired L,-gain y4e While the green lines
correspond {0 Yges = 15.

6 CONCLUSION AND FUTURE WORK

In this article, we extend our recent results and devise
a procedure for measuring robustness of NCSs, in terms
of L,-gains, with respect to the commonly encountered
network-induced imperfections. Our procedure employs
Lyapunov-based arguments followed by the small-gain
theorem and is applicable to a large class of control
systems and network phenomena. Namely, we consider
nonlinear time-varying dynamic controllers and plants,
UGES scheduling protocols, intermittent sampling, output
feedback and model-based estimation and as well as
nonuniform time-varying large delays, quantization,
packet dropouts and noisy data. Our approach allows
control practitioners to accomplish required robustness
levels by trading off control laws, scheduling protocols or
model-based  estimators  against  network-induced

imperfections. The inverted pendulum case study
illustrates the important aspects of the proposed approach.

The present approach can be enhanced by devising
conditions for dynamic scheduling protocols based on the
noisy signal values at data acquiring instants on the
scheduler end, rather than on noiseless signal values at
data arrival instants on the NCS link ends. At the
moment, the arbitration for dynamic protocols involves
prediction of error resets of noise-free data at data arrival
instants, which might not be implementable in many real-
life applications. Also, Remark 2 merely scratches the
surface of quantized feedback control and further
investigations in this direction are needful.
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