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Abstract
As safety at work has become a number one priority in every industry, it is no wonder that new technology and ideas are 
being tested to improve safety in a variety of workplaces, including, surface and underground mining, construction sites, 
power plants, factories, etc. Sensor technologies embedded in personal protective equipment (PPE), can be employed to 
monitor workers’ health, exposure to harmful elements, their proximity to danger zones, etc. This technology connected 
to smartphones and smartwatches can also heighten workers’ awareness by collecting data on the workplace itself, 
 detecting environmental and health hazards. In this paper, we will present a prototype system that can be employed in 
underground mining which uses sensors attached to regular PPE clothing, including hard hats and safety glasses which 
are connected to smartphones and smartwatches via energy-e   cient Bluetooth sensors, to provide real-time safety 
 situation awareness and predict health and safety incidents before they occur.
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1. Introduction

In most industries, using the term “smart” means in-
creasing ef  ciency and effectiveness, but in the mining 
industry there is a vital additional ingredient, and that is 
human safety. The mine of the future must do things in a 
smarter way in order to reduce costs, lower emissions 
and increase productivity, while ensuring safety is para-
mount (Hu et al., 2013; Jiang et al., 2017). There is a 
need for a personal safety system that monitors and 
sends alerts to smartphones for the safety of people on 
site, provides real-time data, location-speci  c alerts, 
health monitoring, improves communication, etc. (Bar-
ro-Torres et al., 2012).

The system presented in this paper works by making 
a miner’s personal protective equipment (PPE) “smart”, 
with embedded sensors on all their PPE which includes: 
safety glasses, hard hats, miners’ clothing, and also by 
wearing smart technology gadgets like smartphones and 
smartwatches that can monitor and inform mine person-
nel of potential safety hazards (see Figure 1). The most 
obvious way technology improves safety is through 
PPE, where smart technology upgrades make what is al-
ready standard to all the industries do an even better job 

(Podgórski et al., 2017). This smart technology embed-
ded in a PPE can provide safety alerts to workers in the 
 eld, remind them of speci  c safety procedures, and 

even enable an injured worker to reach out for help auto-
matically (Amft and Lukowicz, 2009; Burchard et al., 
2001).

The term “Internet of Things” (IoT) is a new trend 
where a number of embedded devices and sensors em-
ploy communication services offered by different Inter-
net protocols (Atzori et al. 2010). Many of these devices 
(smart objects) are not directly operated by humans, but 
exist as components in the environment. IoT technology 
offers the possibility to transform the underground min-
ing industry by providing and increasing the availability 
of information throughout the working cycle using net-
worked sensors.

The mining sector is in the process of a technological 
revolution with the implementation of smart technologies 
that can boost productivity and improve safety. The im-
plementation of smart technologies has the potential to 
address those challenges, however, higher investment 
costs can pose challenges to its widespread adoption (Hu 
et al., 2013; Jiang et al., 2017; Qiupinga et al., 2011).

In this paper, we will present a prototype system that 
uses available smart technology implemented so as to 
get the highest ef  ciency from the system for the lowest 
implementation price.
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Combining smart technology and underground min-
ing could lead to next-generation mines, by means of 
digitalization this system takes advantages of active 
sensing, remote signal, data processing, communication, 
and improves the ef  ciency and safety of the mining 
process.

2.  Potential of combining PPE, 
sensors and the IoT

As devices become embedded with all kind of sensors 
and gain the ability to communicate between them-
selves, they are becoming tools for understanding com-
plexity and responding to it swiftly. The IoT is a network 
of physical objects that contain embedded technology 
such as electronics, software, sensors, actuators, and net-
work connectivity, which enables these objects to collect 
and exchange data to serve a meaningful purpose (Mio-
randi et al., 2012). We can use this new technology to 
perform complex tasks that require a high degree of in-
telligence and enter a new world where almost all the 
devices that we use are connected to a network.

More and more companies each year adopt sensors 
and connectivity to provide better safety and long-term 
cost savings through the active prevention of health is-
sues and tragic situations. This new technology trend has 
a good and solid foundation for implementation in the 
area of PPE, where its primary purpose, besides compli-
ance to regulations, will also be to increase protection by 
lowering the risk of and even preventing workplace inju-
ries (Mukhopadhyay, 2015).

IoT can trigger innovation in the  eld of PPE where 
companies can produce wearable technologies that im-
prove work performance and reduce error, along with 
products that send this information to systems that can 
monitor and improve the work environment (Rooney et 
al., 2006). The new IoT development platforms enable 

companies of all sizes and resources to take advantage of 
smart technology and plan the right concept for their 
needs, choosing exactly which hardware and smart be-
haviors they want in their environment.

Many industries are already realizing the bene  ts of 
smart technology for data-driven decision-making that 
can enable end-users to collect information about their 
own use (Zaslavsky et al., 2012). The possibilities for 
smart technology, sensors and PPE in the underground 
mining industry are tremendous.

Today, it is easy to pinpoint the reasons for the rapid 
rise in the adoption of smart technology, because elec-
tronics and hardware prices continue to fall, so the costs 
of embedded sensors and connectivity no longer deter 
companies from adopting this smart technology.

Opposite to the Internet world, the underground min-
ing industry usually belongs to resource challenged en-
vironments where energy, computing resources and data 
throughput are scarce. Connectivity solutions, including 
Wi-Fi, Bluetooth, Zigbee and mobile networks are ca-
pable of supporting large volumes of IoT connectivity at 
little incremental cost for the consumers. Smart sensors 
and component devices, in combination with connectiv-
ity solutions and data storage, enable PPE to offer better 
safety and health protection (Perera et al., 2014). IoT 
platforms are able to merge and create strong systems 
that provide many solutions for developing smart PPE 
products. With these solutions PPE manufacturers can 
take a smart concept from the initial idea to prototype 
creation.

3. Methods

3.1.  Methodology for system integration 
and PPT assembly

Most of the IoT solutions are small subnets of inter-
connected objects and processes. To improve this inter-
connectivity, in this paper we will present an architec-
ture that ensures interoperability of the whole system. 
Figure 2 shows a  ve-layer architecture introduced in 

Figure 1: Prototype system with sensors embedded 
in PPE interconnected with smart technology

Figure 2: Methodology of integration that enables 
interoperability in the whole system
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this research that has been able to connect and manage 
all of its components.

The perception layer is the foundation layer, which 
has all the necessary sensors for gathering information 
about the mining environment. It senses some physical 
parameters in the environment and also identi  es other 
smart objects.

The transport layer transfers the collected sensor data 
from the perception layer to the smartphone via Blue-
tooth on a local smartphone database and then through 
Wi-Fi to the processing layer.

The processing layer stores, processes and analyses 
huge amounts of data that come from the transport layer. 
The processing layer can provide a set of services to the 
lower layers with the help of databases and cloud com-
puting modules. The data collected from the sensors is 
primarily stored in local SQLite databases and is active-
ly synchronized to a server when an internet connection 
is available to the smartphone device. The proposed 
model includes statistical processing of health data with 
the help of Microsoft HealthVault and Apple HealthKit.

The application layer contains a smartphone applica-
tion that is responsible for delivering speci  c services to 

the user. For the needs of the proposed model a multi-
platform smartphone application is used that is the main 
base station for all the incoming data. The smartphone 
application communicates with a local server to which it 
automatically sends data at a time when an internet con-
nection is available.

The control layer manages the whole system, includ-
ing the smartphone application and users’ pro  les. The 
system is managed with the help of a multiplatform ori-
ented desktop application. The desktop application con-
sists of three main sections:

• a section for database administration,
• a section for monitoring data from the smartphone 

application,
• a section for administration of user pro  les.
In this paper, a prototype model of PPE will also be 

presented which outlines the developments in smart and 
wearable technologies with the capabilities of improving 
worker productivity, better safety and active prevention of 
accidents. Sensors are essential components of these 
smart and wearable technologies integrated in PPE be-
cause they present one of the most important aspects of 
the IoT and that is context awareness (Makris et al., 

Figure 3: Smart technology and sensor upgrades in PPE
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2013; Witt et al., 2013). These sensors are mostly small 
in size, they consume less power and are low cost. Figure 
3, presents the prototype model of PPE with integrated 
sensors and smart technology which are interconnected 
with the  ve-layer architecture shown in Figure 2.

A smartphone application uses the sensors’ data to 
produce meaningful results to the end user. The sensors 
that are inside this prototype model of PPE with the in-
terconnection of smart technology are as follows (Ber-
tino et al., 2015; Guidoa et al., 2012; Mourcou et al., 
2015; Su et al., 2014):

 1. Bluetooth Low Energy, also known as “Bluetooth 
Smart,” is a wireless personal area network tech-
nology that enables short-burst wireless connec-
tions and is designed to provide considerably re-
duced power consumption while connecting de-
vice products.

 2. A gas sensor is a device that detects or quanti  es 
the presence or the concentration of gases in a 
speci  c volume of air. This type of equipment is 
used to detect oxygen depletion and combustible, 
 ammable and toxic gases.

 3. A dust sensor is designed to sense dust particles 
which can give a good indication of the air quality 
in an environment by measuring dust concentra-
tion.

 4. A sound sensor can detect the damaging noise in-
tensity in the environment and can provide help-
ful information and address noise challenges in 
the workplace.

 5. A smoke sensor is a device that senses smoke, 
typically as an indicator of  re. Smoke sensors 
will detect  res more rapidly than temperature 
sensors and this early warning sensor is critical to 
save lives and minimize property loss.

 6. A temperature sensor measures the amount of 
heat energy that is generated by an object or sys-
tem, allowing us to detect any physical change in 
that temperature. This risk arises from speci  c 
external factors such as a harsh operating envi-
ronment, and, by detecting when overheating oc-
curs, we can take preventative actions.

 7. An accelerometer sensor measures the motion 
and acceleration of an object and typically meas-
ures changes in velocity of the object in three di-
mensions. The data captured by the accelerometer 
sensor can be used to detect physical activities of 
the user such as running and walking.

 8. Gyroscope sensors are devices that sense angular 
velocity and when rotating, the orientation of this 
axis is unaffected by tilting or rotation of the 
mounting. Because of this, gyroscopes are useful 
for measuring or maintaining orientation.

 9. A magnetometer sensor detects magnetic  elds or 
the direction, strength, and the relative change of 
a magnetic  eld at a particular location and this 
can be used as a digital compass and in applica-
tions to detect the presence of metals.

10. A heart rate sensor measures the heart rate in real 
time or records the heart rate for later study. 
Knowing the heart rate can be useful because it 
helps to determine whether the work activity 
could present physical complications.

11. An HD camera can provide video of a higher res-
olution to visualize the underground mining sur-
roundings.

12. Infrared cameras are very robust towards envi-
ronmental in  uence and can be used to monitor 
thermal performance, and also identify and evalu-
ate the relative severity of heat-related problems. 
Infrared cameras can be used as an imaging meth-
od for rough environments such as the mining in-
dustry.

4. Results and discussion

4.1. Practical applications in underground mining

The underground mining industry faces big challeng-
es brought by a long history of accidents, technological 
immaturity and closed systems. Now they can rely on 
what innovative approaches can provide with new ways 
to increase asset ef  ciency, ensure worker safety, de-
crease costs, increase productivity, etc. Underground 
mining is the perfect test bed for innovation because so 
far, it has lived on nothing else but small incremental 
changes in the implementation of smart technology and 
it also provides challenges where both economic and 
quality of life issues can be addressed simultaneously 
(Bhattacharjee et al., 2012).

The safety of workers should be the number one pri-
ority in every underground mine but the manner in which 
the industry currently monitors the quality of air on ev-
ery underground work location and the health of every 
worker is outdated compared to the modern world. In 
many underground mines today, a person is sent to go 
through the mine, and document the status of oxygen 
levels and dangerous gases, manually read sensors and 
then record this data on physical boards at a central loca-
tion. This old methodology does not allow for any auto-
mated response to changes in conditions and real-time 
monitoring, and it also requires a person to be placed in 
a potentially dangerous situation. While many under-
ground mines may have stationary placed sensors, many 
of them are not connected to intelligent networks and 
systems that could deliver safer real-time recommenda-
tions.

Innovation starts with an ambitious idea and then 
shapes it into something real with the capacity to address 
signi  cant problems. Those initial ideas may spark an 
innovation opportunity and fuel early stage exploration 
through prototypes.

With this prototype system specially adapted for the 
needs of the underground mining industry that uses sen-
sors attached to regular PPE clothing, including hard 
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hats and safety glasses which are connected with smart-
phone and smartwatch via energy-ef  cient Bluetooth 
sensors, real-time safety situation-awareness could be 
provided and health and safety incidents could be pre-
dicted before they occur.

The focus of this paper is on architecting an approach 
to the problem that supports the initial divergence of ideas 
to a deployable model for pilot testing. The prototype sys-
tem presented in this paper demonstrates important com-
munication capabilities between the working environ-
ment, workers and cloud computing (see Figure 4).

In this system, sensors are attached to PPE to gather 
data points in real-time about gas levels and exposure to 
other harmful elements, whose data is then sent through 
Bluetooth to the local smartphone database. With the 
help of a specially programmed application for this need, 
this data is arranged automatically for the user and then 
when an internet connection is available, it is sent via 
Wi-Fi to the networking device that enables the data to 
be stored locally or in the cloud.

The stored data in the cloud that contains historical and 
current data collected from all sensors assigned to various 
smart objects, is then sent to a reasoning engine, i.e., a 
module responsible for context-based reasoning with re-
gard to current and possible future situations, and also for 
performing a real-time assessment of risks for individual 
workers (Bettini et al., 2010; Edwards et al., 2000; For-
syth et al.,2012). This data is then sent to the module for 
risk control manager, which analyses the resources avail-
able for controlling the risks and selects appropriate pro-
tection and preventive measures. From there, this data is 

Figure 4: Framework of the smart PPE wearables, sensors and the cloud computing system

Figure 5: Applications of the proposed system
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then sent to the data centre where it is analysed and viewed 
in dashboards on computers by human operators who can 
then send information to the smartphone of the appropri-
ate user with the help of a gateway that enables informa-
tion to travel back through the network. Stored data on the 
cloud enables the generation of analytics and visualiza-
tions of environmental and health hazards conditions in 
the mine. Figure 5 shows some of the possible applica-
tion  elds for this system.

4.2. Modelling of example scenario

Based on the discussions in the previous sections, this 
research proposes a prototype of a “smart” product at-
tached to regular PPE clothing that collects data from 
sensors and then communicates that data to other IoT 
devices to provide real-time safety situation-awareness. 
Figure 6 shows an example scenario where some of the 
possibilities of the proposed system can be seen. With 
the help of the attached sensors on PPE for smoke and 
temperature the perception layer detects environmental 
information with signs of  re. This data is then sent to 
the user’s smartphone from where the data together with 
the location info from the smartphone is pre-processed 
in the application. The automatically stored and arranged 
data forms the smartphone application and through 
Wi-Fi it sends real time info to cloud computing with a 
reasoning engine and risk control manager modules per-
forming a real-time assessment of risks and appropriate 
protection measures are sent to the data centre for addi-

tional analysis and evacuation route decisions. More-
over, the example scenario shows that this system pro-
vides effective real-time and two-way  re evacuation 
information that is very important for the safe evacua-
tion of every worker.

5. Conclusions

Miners are extremely focused on health and safety 
concerns with the fact that they need to go further and 
deeper into the ground for ore deposits. With the increas-
ing popularity of wearable devices such as smartphones 
and smartwatches that are interconnected through sen-
sors that can monitor environmental hazards, location, 
movement, heart rate, etc., it is an important progression 
that this is integrated into PPE to enable improved safety 
management on the work site. This wearable PPE tech-
nology will transform how those in the mining industry 
manage and view their approach to safety.

The prototype system presented in this paper is char-
acterized by “smart” products that collect data from sen-
sors and then communicate that data to other IoT devices 
where data can be stored, analysed, shared and acted 
upon as usable information.

With the exponential growth of smart devices and ad-
vanced connectivity, IoT communication can gain trac-
tion in many areas of mining that can optimize ef  ciency 
and develop new safe work practices. The use of this 
technology that is accelerating with mobile and cloud 

Figure 6: Modelling of example scenario
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innovation is becoming more affordable and practical as 
the price and size of sensors shrink.

Mining companies that accept innovative technolo-
gies can be the  rst to gain an advantage and become far 
more sustainable and cost competitive in this cyclical 
industry.

We can categorize some of the possibilities which 
could be enabled by this prototype system that uses sen-
sors attached to regular PPE clothing that are intercon-
nected with smartphones and smartwatches:

1. Protection from invisible risks - PPE with gas, 
dust, sound, smoke and temperature sensors can 
monitor both the external environment and the 
user, alerting them in time about hazardous envi-
ronments and alerting supervisors if workers are in 
unsafe conditions.

2. Locating system - tracking systems that are at-
tached to every smartphone connected to network 
can enable the identi  cation of the location of each 
miner.

3. Real-time data analytics - this would enable an im-
mediate alert to a worker if he enters a potentially 
hazardous zone or somehow risks his safety.

4. Smart communication systems - The interconnect-
ed sensors and smartphones could provide fast and 
effective communication in loud or low-visual en-
vironments.

5. Smartphone app alerts - sensors connected to apps 
can send crucial alerts about emergency situations 
and also auto send emergency rescue messages.

6. Improve performance and reduce error - smart PPE 
improves productivity through connectivity, live 
updates and remote communication that can save 
lives and actively prevent workplace accidents.

7. Smart health - monitor workers’ heart rates and 
physical work overload.
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SAŽETAK

Arhitektura sustava za pra enje osobne zaštitne opreme i senzora 
u cilju pove anja sigurnosti rada u podzemnim rudarskim postrojenjima

Sigurnost na radnome mjestu najvažniji je imbenik rada u svakoj industrijskoj grani. Stoga su razvijene brojne nove 
tehnologije i inovacije s ciljem podizanja razine sigurnosti na radnome mjestu, pa tako i u rudnicima, na gradilištima, u 
elektranama, tvornicama itd. Postavljanje senzora u osobnu zaštitnu opremu omogu uje pra enje raznih varijabli poput 
tjelesnih funkcija, izloženosti opasnim tvarima, udaljenosti od rizi nih podru ja te drugih. Takva tehnologija može se 
povezati s pametnim telefonima ili ekranima te radnicima omogu iti ve u sigurnost i pra enje sigurnosnih varijabli na 
mjestima gdje rade. Prikazan je jedan takav sustav, prototip, koji se može primijeniti u rudarstvu. Senzori toga sustava 
dodani su na uobi ajenu zaštitnu odje u, kacigu ili nao ale te povezani s pametnim telefonom Bluetooth vezom. Oni u 
stvarnome vremenu omogu uju pra enje sigurnosti radnoga okoliša te reakciju na potencijalno opasnu situaciju.
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