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Abstract: Biometric template protection approaches have been developed to secure the biometric templates against image reconstruction on the stored templates. Two cancellable 
fingerprint template protection approaches namely minutiae-based bit-string cancellable fingerprint template and modified minutiae-based bit-string cancellable fingerprint template, 
are selected to be evaluated. Both approaches include the geometric information of the fingerprint into the extracted minutiae. Six modified fingerprint data sets are derived from 
the original fingerprint images in FVC2002DB1_B and FVC2002DB2_B by conducting the rotation and changing the quality of original fingerprint images according to the 
environment conditions during an emergency situation such as wet or dry fingers and disoriented angle of fingerprint images. The experimental results show that the modified 
minutiae-based bit-string cancellable fingerprint template performs well on all conditions during an emergency situation by achieving the matching accuracy between 83% and 
100% on FVC2002DB1_B data set and between 99% and 100% on FVC2002DB2_B data set.  
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1 INTRODUCTION   

 
Biometric-based authentication system uses unique and 

measurable biological characteristics of an individual to 
verify a person [1]. Biometric-based authentication is more 
convenient than other user authentication techniques based 
on passwords or smartcards. Passwords can be forgotten and 
smartcards must be carried. Biometric-based authentication 
systems are used in many applications such as law 
enforcements, healthcare, banking, access controls and smart 
phones. Fingerprint is a cheap and convenient way to identify 
someone because fingerprint scanners are small and cheap in 
comparison with other biometric capturing devices [1, 2]. 
However, a biometric-based authentication system has a 
serious drawback on privacy. Under a traditional fingerprint-
based authentication system, an unknown original fingerprint 
image can be reconstructed from a stored fingerprint template 
[3, 4]. Therefore, biometric template protection (BTP) 
methods have been used for the security of fingerprint 
templates. Fig. 1 shows the fingerprint-based authentication 
system with the template protection. 
 

 
Figure 1 Fingerprint-based authentication system with a template protection  

  

 The biometric template protection schemes are 
commonly categorized as feature transformation (or 
Cancellable Biometrics (CB)) and biometric cryptosystems 
(BCS) as shown in Fig. 2. In this work, two CB techniques 
are evaluated under an emergency situation for personal 
health record systems. One of the challenges in fingerprint 
template protections is the performance degradation after 
performing a template protection. This issue is amplified 
when the user is unconscious because the quality of the 
fingerprint image might be affected by many environment 
conditions and human errors. During an emergency, the 
emergency service person is the main person to collect the 
fingerprint images from the victim. Thus, the fingerprint 
image quality might be affected by environment such as wet 
or dry fingers and the orientation of the finger during the 
fingerprint collection process.  
 

 
Figure 2 Biometric template protection techniques [3] 

 
In this work, two CB techniques are evaluated with 

various fingerprint quality generated according to the 
environment conditions during an emergency situation such 
as wet or dry fingers and disoriented angle of fingerprint 
images. The result of this work will be further used for 
proposing an improved fingerprint feature transformation 
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approach for personal health record users during an 
emergency situation.  

The remaining sections of this paper are organized as 
follows. Section 2 provides information on biometric 
template protection. The experimental settings are described 
in Section 3. Results and discussions are given in Section 4 
while the conclusion is shown in Section 5.  
 
2 BIOMETRIC TEMPLATE PROTECTION 
 

The fingerprint-based authentication system consists of 
two main processes, including enrolment and authentication 
[2]. For the enrolment process, a fingerprint image is 
captured and features are extracted from the fingerprint 
image. The biometric template protection algorithm is 
performed on the fingerprint templates and stored in the 
system database as the protected templates. Depending on 
whether the biometric system is applied for the identification 
or the verification process, the authentication is performed 
differently. The verification system confirms the person’s 
identity by performing a one-to-one comparison between the 
queried fingerprint and the stored fingerprint template. The 
identification system performs a one-to-many comparison by 
searching the entire system database.  

According to the international standard ISO/IEC 24745: 
biometric information protection, the biometric template 
protection schemes must meet these properties: 
irreversibility, unlinkability, revocability and performance 
[5]. The irreversibility means the reconstruction from the 
protected biometric template to the original image or the 
biometric sample, should be difficult. The unlinkability 
refers to the link between the protected biometric template 
from one application to another application should not be 
possible. The revocability means that the new template can 
be revoked and re-issued like a password in an event of the 
compromising template information. The performance 
property means that the template protection method should 
not degrade the recognition performance across a number of 
applications.  

The feature transformation consists of the distortion or 
the transformation of the biometric features based on the 
transformation function [3]. According to the characteristics 
of the transformation function, this category can be further 
divided into the invertible transform (salting) and the 
noninvertible transform. Salting is one of the template 
protections approaches. The user specific extra information 
is added to the original biometric features using an invertible 
function with a key or a password. The user needs to 
remember the key and presents it during the authentication. 
Therefore, the security of the salting is relied on the 
protection of the key. The template will be compromised 
when the key is stolen. The main advantage of the salting is 
the incorporation of the additional information into the 
biometric template in the form of keys. It makes difficult for 
an imposter to guess the template. The main drawback of the 
salting approach is that the security of this scheme relies upon 
the secrecy of the key. In the noninvertible transform, a one-
way function is applied on the biometric features. Unlike the 
salting approach, the noninvertible function does not rely on 

the secrecy of the keys. The difficulty of reversing the 
transformation function is the major protection of the 
biometric data. The protected template can be revoked and 
issued a new one by changing the transformation parameter 
in the case of compromising. 
 

Table 1 Existing cancellable fingerprint template generation methods   
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1 [5] CB (P-MCC)         
2 [6] CB (bit-string)         

3 [8] CB (MCC)         
4 [10] CB (P-MCC)         
5 [13] CB            
6 [14] CB            
7 [15] CB            
8 [16] CB            
9 [17] CB            
10 [20] CB            
11 [11] CB            
12 [18] CB            
13 [23] CB            
14 [7] CB VeriFinger         
15 [12] CB VeriFinger         
16 [19] CB VeriFinger 6.0         
17 [21] CB VeriFinger         
18 [22] CB VeriFinger 6.0         

 
Template protection of this work is a cancellable 

fingerprint template generation approach. The literature 
review of cancellable fingerprint template generation 
approaches is described in Tab. 1. Researchers used different 
types of fingerprint features. Some approaches extracted not 
only minutiae but also singular point and other features [5, 6, 
15, 19]. The resulted template representation was also 
different. Some methods performed the correlation-based 
matching [18]. The protected fingerprint templates were 
generated as a complex vector [6-8, 10, 12, 21-23] or a binary 
bit-string [11, 13, 14, 16]. In the design of cancellable 
fingerprint templates, some researchers focused on the 
template generation from the minutia information [9, 13, 16, 
17, 20] while some researchers spent more effort on the 
design of non-invertible transformations [6-8, 10-11]. The 
protected templates in related works were generated in a 
binary form because of its simplicity in the feature 
representation. The design of non-invertible transformation 
functions in the related methods used a permutation process.  
 
3 EXPERIMENTAL SETTINGS 
 

Two cancellable fingerprint templates (CB) namely 
minutiae-based bit-strings CB and modified minutiae-based 
bit-strings CB are evaluated in this work. Fingerprint 
Verification Competitions (FVC) databases were used for 
evaluating both CB approaches. However, the fingerprints 
are modified to mimic the conditions of emergency situations 
described previously.  
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3.1 FVC Databases  
 

 The commonly used fingerprint evaluating databases 
are Fingerprint Verification Competitions (FVC) databases 
such as FVC2000, FVC2002, FVC2004 and FVC2006 [24-
27]. Each FVC database is composed of four sub-databases 
DB1, DB2, DB3 and DB4. DB1, DB2 and DB3 were 
collected using optical, capacitive and thermal sensors, 
respectively. DB4 was created using Synthetic Fingerprint 
Generator (SFinGe). Each sub-database includes two subsets 
A and B. For three data sets (DB1, DB2 and DB3), subset A 
contains 100 fingers with 8 impressions (800 images) and 
subset B contains 10 fingers with 8 impressions (80 images). 
Fingers from set B have been available to allow a parameter 
tuning process and the benchmark is then tested by the 
fingers from set A. In FVC2000, the acquisition conditions 
were different for each database [24]. In FVC2002, the 
acquisition conditions were the same for each database [25]. 
Interleaved acquisition of different fingers causes differences 
in the finger placement. FVC2004 and FVC2006 databases 
were collected with the aim of creating a more difficult 
benchmark [26, 27].  
 
3.2 Modified FVC Databases 
 

During the emergency situation, the victim fingerprint 
cannot be placed in the same direction with the enrolled 
(registered) image. The collected fingerprint images can have 
variations such as wet finger, dry finger and the image 
acquisition style. Therefore, the input fingerprint images are 
modified in our work as proposed in [28] to create these three 
conditions. The fingerprint image brightness is changed to 
reduce the brightness by 70% (denoted B (-70) and to 
increase the brightness by 35% (denoted B (+35)). The 
fingerprint image is rotated clockwise by 5 degrees (denoted 
CW5)) and the fingerprint image is rotated clockwise by 10 
degrees (denoted CW10). The fingerprint image is rotated 
counter clockwise by 5 degrees (denoted CCW5) and the 
fingerprint image is rotated counter clockwise by 10 degrees 
(denoted CCW10).  Tab. 2 shows the samples modified 
fingerprint image used in this work. 
 

Table 2 Samples of fingerprint images in modified sub-data sets  
B (−70) B (+35) CW5 CW10 CCW5 CCW10 

      
 
3.3 Minutiae-based Bit-strings CB 
 

Minutiae-based bit-strings CB is proposed in [13] which 
the generation of the fingerprint template was performed by 
mapping the minutiae in the 3D array in order to remove the 
pre-alignment of the fingerprint requirement. The 
transformed fingerprint template is generated by mapping the 
minutiae in the 3D array and stored as bit-strings.  

After scanning the finger and receiving the fingerprint 
image, the minutiae were extracted from the image and used 
as inputs in the template protection method. A 3D array 

which consisted of cells was created and mapped the 
minutiae into the cells based on the position and the 
orientation of the reference minutiae. One of the minutiae 
was chosen as the reference minutia. The position of the 
reference minutia was at the centre of the 3D array. 1D bit-
string was generated by sequentially visiting the cells in the 
3D array by setting the cells in the 3D array.  If there is more 
than one minutia in the cell, set ‘1’ and otherwise ‘0’. 
Random permutation was applied on the bit-string using the 
user specific PIN.  

Matching queried template with the enrolled template is 
performed by computing the similarity between them.  Both 
local similarity and global similarity are computed. Local 
similarity is performed by comparing the values of the bit-
strings of the query template with that of the enrolled 
template. Practically, two 1-D bit-strings generated from the 
same reference minutiae are the same. However, it cannot 
know which 1-D bit-strings are generated from the same 
reference point. Therefore, each bit-string of the query 
template is compared with that of the enrolled template. The 
similarity score between the enrolled bit-strings and the 
query bit-strings is computed by finding the number of 
common one between them with a bit-wise AND operator. In 
global similarity, the maximum of local similarity values is 
compared with the (decision) threshold. If the maximum 
local value is greater than or equal to the threshold, this local 
similarity value is picked for global similarity. Otherwise the 
value of the global similarity is set as '0'. The final similarity 
value is obtained. The sum of global similarity values is 
divided by the number of non-zero values of the global 
similarity. Finally, whether to accept or reject is decided by 
comparing the final similarity with the (decision) threshold. 
 
3.4 Modified Minutiae-based Bit-strings CB 
 

The process of the modified minutiae-based bit-strings 
CB fingerprint template generation is shown in Fig. 3. The 
idea is first introduced in [16]. The main idea is to use the 
similar process to generate the bit-string of the minutiae 
except the calculation of the reference point which is influent 
by [29]. Under the modified minutiae-based bit-strings CB, 
the minutiae are firstly extracted from the input fingerprint 
image. The template generation is performed by measuring 
the average distance of all the minutiae from the reference 
minutia and calculating the geometric information of the 
minutiae. One of the minutiae is selected as the reference 
minutia. For each of the reference minutia, the Euclidean 
distance is calculated with the other minutiae. Among these 
distances, the distance of the farthest minutia is selected. A 
line segment is drawn in the direction of the orientation of the 
reference minutia. The length of the line is the average 
distance. The horizontal direction is set as the reference 
direction. The slope of the line and its perpendicular is 
calculated. The transformed fingerprint templates are 
generated by checking the minutiae under the line or above 
the line. The generated template is permuted with the user pin 
which is the transformation key and used as the seed value to 
generate the cancellable fingerprint templates. The matching 
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process is done exactly as same as the minutiae-based bit-
strings CB method. 
 

 
Figure 3 Modified minutiae-based bit-strings CB 

 
3.5 Experimental Settings 
 

The experiments are performed on Window 10, Intel (R) 
Core (TM) i7-8700U, 3.20 GHz processor and 8.00 GB RAM 
machine and implemented by using Matlab 2016a. The 
minutiae of every fingerprint are extracted and formatted 
according to the ISO standard by using the VeriFinger SDK 
10.0 (trail version) of Neurotechnology [30]. The 
performance of the proposed method is evaluated by using 
the public fingerprint data set FVC2002DB1_B and 
FVC2002DB2_B [25] and their six modified data sets as 
described in the modified FVC database section. Tab. 3 
shows the information of each data set used in this work.  

For each fingerprint data set, three experiments are 
conducted. The first experiment aims to measure the 
accuracy of the same finger by matching the fingerprint 
impression and its modified images. The second experiment 
aims to measure the accuracy of the fingerprint impression 
against itself, its different fingerprint impressions and the 

modified image of each fingerprint impressions. Thus, there 
are 640 comparisons for each data set. The third experiment 
aims to measure the accuracy of the fingerprint impression 
against only its different fingerprint impressions. Thus, there 
are 560 comparisons for each data set.  
 

Table 3 Information of Each Data Set  
FVC2002 Sensor Type  Image Size  Resolution 
DB1_B Optical Sensor 388×374  500 dpi 
DB2_B Optical Sensor 296×560  569 dpi 

 
4 EXPERIMENTAL RESULTS AND DISCUSSIONS 
 

Tab. 4 presents the accuracy performance of both 
methods on matching the same fingerprint image with its 
modified fingerprint image. Minutiae-based bit-strings CB is 
denoted CB1 while the modified minutiae-based bit-strings 
CB is denoted CB2. According to the results, the modified 
minutiae-based bit-strings CB (CB2) performs well on the 
FVC2002DB2_B data set. For the FVC2002DB1_B, 
minutiae-based bit-strings CB (CB1) performs poorly on the 
rotated images of 10 degrees both clockwise and 
anticlockwise direction.  
 
Table 4 Accuracy of each method when comparing the same fingerprint image with 

its modified images  

Image FVC2002DB1_B FVC2002DB2_B 
CB1 CB2 CB1 CB2 

B (-70) 100% 98.75% 100% 100% 
B (+35) 98.75% 98.75% 100% 100% 

CW5 100% 100% 87.50% 100% 
CW10 86.25% 96.25% 71.25% 100% 
CCW5 93.75% 98.75% 86.25% 100% 
CCW10 87.50% 96.25% 73.75% 100% 

 
Tab. 5 presents the accuracy performance of both 

methods on matching the fingerprint impression against 
itself, its different fingerprint impressions and the modified 
image of each fingerprint impressions. According to the 
results presented in Tab. 5, the modified minutiae-based bit-
strings CB (CB2) outperforms the minutiae-based bit-strings 
CB (CB1) in all cases for both data sets. The modified 
minutiae-based bit-strings CB (CB2) also provides a higher 
accuracy on FVC2002DB2_B than that of FVC2002DB1_B. 
Interesting finding is that the modified minutiae-based bit-
strings CB (CB2) seems to have an issue with a fingerprint 
impression of a dry finger B (+35) for both data sets.  
 

Table 5 Accuracy of each method when comparing the fingerprint image with 
modified images of all impressions  

Image FVC2002DB1_B FVC2002DB2_B 
CB1 CB2 CB1 CB2 

Origin 41.41% 96.56% 35% 100% 
B (−70) 38.13% 96.41% 35.94% 100% 
B (+35) 37.97% 95.63% 34.69% 99.84% 

CW5 41.41% 96.56% 25.63% 100% 
CW10 35.16% 96.41% 22.81% 100% 
CCW5 35% 96.41% 25.31% 100% 
CCW10 33.44% 95.31% 22.81% 100% 

 
Tab. 6 presents the accuracy performance of both 

methods on matching the fingerprint image with different 
impressions of the same finger and the modified different 
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impressions of the same finger. As expected, the modified 
minutiae-based bit-strings CB (CB2) outperforms the 
minutiae-based bit-strings CB (CB1) in all cases for both data 
sets. The modified minutiae-based bit-strings CB (CB2) also 
provides a higher accuracy on FVC2002DB2_B than that of 
FVC2002DB1_B.  
 
Table 6 Accuracy of each method when comparing the same fingerprint image with 

different impression of the same finger and its modified images  
Image FVC2002DB1_B FVC2002DB2_B 

CB1 CB2 CB1 CB2 
Origin 28.91% 84.06% 25.71% 100% 

B (−70) 25.63% 84.06% 26.79% 100% 
B (+35) 28.91% 84.06% 25.36% 99.82% 

CW5 24.38% 84.06% 16.79% 100% 
CW10 24.38% 83.91% 15.89% 100% 
CCW5 23.28% 84.06% 16.61% 100% 
CCW10 22.50% 83.28% 15.54% 100% 

 
From all experimental results, minutiae-based bit-strings 

CB (CB1) performs poorly on both data sets in comparison 
with that of the modified minutiae-based bit-strings CB 
(CB2). The fingerprint template generation in CB1 was 
dependent not only on the size of the image but also on the 
number of minutiae. The minutiae information in the 
modified images are different from that of the original 
images.  

The modified minutiae-based bit-strings CB (CB2) is 
more robust when the image quality and the rotation is 
changed. This causes by the information collected by the 
CB2 in the minutiae because CB2 collects the distance and 
the geometric information of the minutia. Even the direction 
of the minutiae is changed, the Euclidean distance between 
the two minutiae remains the same. Moreover, the fingerprint 
images in FVC2002DB2_B are high resolution images. 
Therefore, the modified minutiae-based bit-strings CB (CB2) 
obtains a better matching accuracy on FVC2002DB2_B than 
that of FVC2002DB1_B.  

Another interesting finding is that the minutiae-based 
bit-strings CB (CB1) results in a better performance on the 
modified images when the fingerprint image brightness is 
decreasing (i.e., B (−70)). This event is caused by the fact 
that most of the non-matched images of the origin images are 
collected in lighted or partial images. Fig. 4 shows the sample 
modified images in FVC2002DB2_B.   
 

 
Figure 4 Sample B (−70) modified images in FVC2002DB2_B  

 
According to the sample modified images, when the 

fingerprint image brightness is decreasing some minutiae 
points appear. Thus, more minutiae points can be extracted 
than that of the original images. The increasing number of 
minutiae points results in the increasing similarity values. 
 

5 CONCLUSIONS 
  

In the traditional fingerprint-based authentication system 
without any template protection, an unknown original 
fingerprint image can be reconstructed from the stored 
minutiae template. Obtaining minutia templates is the loss of 
biometrics forever. If a few templates in the database are 
compromised, a re-enrolment of all the users may be 
necessary and will cost lot of time and money.  Therefore, a 
protected fingerprint template has been used instead.  

In the real situation, the quality of the fingerprint images 
may not be as expected for example during an emergency 
situation. Different qualities of fingerprints are created 
according to environmental conditions during an emergency, 
such as wet or dry fingers and a disoriented angle of 
fingerprint images. These fingerprint images are used for 
evaluating two cancellable fingerprint template approaches. 
The two cancellable fingerprint template approaches have 
been selected because their techniques include the geometric 
information of the fingerprint into the minutiae. As a result, 
the two approaches have a high potential to be robust to the 
disoriented angle of the fingerprint images.  

The experimental results have shown that the modified 
minutiae-based bit-strings CB performs well on all 
conditions during an emergency situation by achieving the 
matching accuracy between 83% and 100% on 
FVC2002DB1_B data set and between 99% and 100% on 
FVC2002DB2_B data set. The result of this work will be 
further used for proposing an improved fingerprint feature 
transformation approach for personal health record users 
during emergency situation as introduced in [31] under the 
framework proposed in [32].  
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