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ABSTRACT

ARTICLE INFO

Maritime industry is one of the most globally connected industries that include transportation
of numerous types of goods and documents across the world. With that said, it is safe to say that
abundance of financial and paper-trail transactions are made every day in order for goods to be
transported from one place to another. The scope of this paper is to show that by implementing
blockchain technology savings in time and money could be generated. This paper presents costs
of container freights and rates in the last few years and assumes possible future costs of container
freights and rates if blockchain based technology is implemented. Additionally, by using comparative
method economical and time value of “traditional” bill of lading is compared with a blockchain bill
of lading solution. It is also important to mention the potential impact of the blockchain technology
on the world environment and ecology by reducing global paper consumption and emissions
from vehicles that are used in the transportation process. This paper also gives a descriptive and
comprehensive overview of current and future applications of blockchain technology in maritime
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industry.

1 Introduction

Blockchain is an innovative technology that promises
to disrupt applications and use-cases across most industry
sectors, including the maritime industry. It is a platform
that can transform many existing business processes and
enable new ones. It has now been recognized as a prag-
matic solution to different business problems [8].

This paper will argue that the use of blockchain tech-
nology in maritime industry will enable faster, safer and
more efficient business. The paper will also show that the
amount of capital and time saved by using this technol-
ogy is significant compared to current expenses in mari-
time industry. Blockchain technology has the potential to
transform the maritime industry by improving different
aspects of processes and workflows currently in use by
governments, maritime institutions, ship owners and oth-
er stakeholders in maritime industry. Blockchain technol-
ogy, and new applications enabled by it, are steadily but

surely being introduced in various industries. There are
a number of possibilities for this type of technology [8]
[11]. Several well-known companies have already carried
out the necessary business changes in order to implement
this technology. A relevant example being the joint venture
formed by IBM and Maersk for the adoption of blockchain
based solutions in maritime transport.

In the next chapter the blockchain technology is ex-
plained in detail sufficient to understand it's relevance
to applications in maritime industry. The core properties
and principles on which the technology is based are men-
tioned and discussed, giving fundamental meaning to the
technology and a starting point to future users.

The third chapter further explains the possibilities of
implementing the blockchain technology in maritime in-
dustries and in the process of transporting goods from
one place to another. In particular, the chapter considers
the advantages of using the blockchain technology for
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processing the documents that have to be issued with the
cargo during the whole transport process resulting in in-
creased efficiency and time and cost savings.

2 Blockchain technology

The blockchain is a distributed database that does
not need a central authority and eliminates the need for
3rd party verification [21]. It was first introduced for the
Bitcoin cryptocurrency [26] [21] as a public ledger to keep
count of all the transactions.

The idea of blockchain is a simple one: to avoid the
need of mediation by using a distributed ledger that every-
body agrees upon. Instead of placing trust in the authority
or an intermediary, the trust is shifted to a computer code.
However, the implementation of this simple and powerful
concept and the technology behind it is actually very com-
plex. In a blockchain implementation, this code runs in
computers connected in a public or private network that
communicate in a peer-to-peer-fashion. These computers,
called nodes, are always ready to accept connections from
other nodes and users of the same blockchain network.
Each computer holds an identical copy of the database, a
distributed ledger shared and synchronized across the en-
tire network so there is no single point of failure.

The users can interact with the blockchain using sim-
ple software clients available for all common computer
types, platforms and operating systems including smart-
phones and browser plugins. The data sent to be written
to the blockchain is mathematically encrypted and dig-
itally signed. It gets aggregated in blocks which are ap-
pended and cryptographically linked to a previous block,
thus forming a chain of blocks, a growing ledger of histori-
cal records. Once the data is written and accepted by the
nodes, no deletions or modifications are allowed, making
the blockchain practically immutable.

The difficulty that was solved with the introduction of
the Bitcoin cryptocurrency was to accomplish the above
even in the presence of malicious nodes that do not fol-
low the rules. A consensus protocol called Proof-of-Work
was introduced to validate a new block of data with all
other participants before it can be appended to the chain
of blocks [18]. The description of the Proof-of-Work and
other consensus protocols that have been proposed in the
meantime is out of scope of this paper. What is important
to know is that reaching a consensus between the majority
of honest nodes on the contents of this distributed ledger
means that everybody agrees upon the state of the data-
base and thus prevents double spending and fraud with-
out any need for a trusted party and central authority.

2.1 Blockchain properties and fundamental
principles

By organizing the data in this way, the blockchain real-
izes some important properties:

¢ Decentralization: Data is replicated in a distributed
network of nodes thus eliminating several risks that
are present when data is stored centrally. There is no
single point of failure;

e« Tamper resistance: A consensus protocol used to
validate the blocks of data appended to the ledger and
the decentralized nature of the blockchain makes it
extremely difficult for anyone to tamper with the data
stored;

e Security: In addition to the security of the data in the
form of immutability gained from the distributed con-
sensus, blockchains use digital signatures and strong
cryptographic primitives to sign and verify the data
submitted to the network. Each user uses a private key
to generate a signature for each blockchain transaction.
This signature is used to confirm that the transaction
came from that particular user and allows to verify its
validity. The signature cannot be altered since it has
been already issued [24]. All the data which makes up
a blockchain is thus encoded. In order to perform some
operations on data, you need to be in possession of the
private key corresponding to that data, thus proving
that you are entitled to make the operation, otherwise
the blockchain node that received the request will sim-
ply discard it as invalid.

Blockchain also realizes the following additional fun-
damental principles:

¢ Openness: Blockchain is open and accessible to any-
one. In public blockchains this means literally anyone
can participate in the development and maintenance
of the blockchain code or a decentralized application
on top of it, in running a node and validating transac-
tion (for a reward), or just simply using it to store in-
formation, verify documents and/or make any kind
of a transactions allowed by the particular blockchain
network. In blockchains run by an organization for in-
ternal use, blockchain is accessible to anyone who has
been given permission to view it. This means that any-
one on the network can monitor the shared ledger for
changes. Blockchain code in particular is regularly re-
leased as open source to increase the trust in the sys-
tem by providing transparent view on how the code
works. The security is also increased allowing the code
to be verified by many developers and making it less
susceptible to bugs and malicious modifications. The
open nature of blockchain reduces the barriers to en-
ter, fosters growth of the ecosystem and is inclusive to-
wards start-ups, business companies and individuals;

¢ Transparency: Blockchain makes the data open and
transparent. All the network participants can view the
data and the transactions stored in the shared ledger in
real-time. They can access the information of interest
using tools like block explorers that search the blocks
of a blockchain and index their contents. A consensus
on the blockchain contents guarantees that all the par-
ticipants share the same view, even if they do not trust
each other;
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¢ Network integrity: The integrity is embedded in every
step of the process and distributed in system, so it does
not depend on one individual or institution. This prin-
ciple implies that the network is decentralized, and all
the users together maintain the integrity of the net-
work. The trust comes from within, from the individu-
als who use the network. The members of the network
can share data through the network considering that
the other side will also follow this principle [7];

o Distributed power: There is no central point of con-
trol in a completely decentralized peer-to-peer net-
work. It means that no individual or organization can
shut down the network. If someone tries to overpower
the blockchain, the costs of it would exceed the finan-
cial benefits [7];

¢ Value: The value of blockchain comes from its users and
technology. In public blockchains the users are incentiv-
ized to participate in the network (running full nodes
and validating transactions) by being rewarded for it in
a form of the underlying cryptocurrency [9] [26].

The value of the cryptocurrency comes from the fact
that its supply, as encoded in source code of the block-
chain, is limited. It is a scarce resource that can be used
as a payment method and can be transferred electroni-
cally between two users that do not trust each other
directly, without mediation of the financial institutions.
Blockchain is often called Internet of Value because
it enables attaching value to information that is ex-
changed between parties. In this regard, blockchain is
as revolutionary as was the Internet for the global ex-
change of information;

e Privacy: Privacy is a principle which states that indi-
vidual alone ought to be the owner of their informa-
tion. Nowadays a lot of institutions and companies
are collecting data about different individuals or other
companies and institutions without their knowledge or
consent. Since data written to blockchain is permanent
and accessible to all, a special care to safeguarding pri-
vacy is necessary. Sensitive data is therefore never di-
rectly stored on blockchain. Instead a hash, i.e. a digital
fingerprint of the data is encrypted, signed and stored
on blockchain. This is sufficient to verify the docu-
ment authenticity, provenance and the exact moment
when it was stored (when the hash was included in the
blockchain). The document can be safely and privately
stored elsewhere. This gives rights to the individual to
decide which information will be allowed for usage by
institutions or other persons. For example, proving the
possession of knowledge, the authenticity of a docu-
ment and/or the moment of its creation are often all
that is necessary, without having to reveal the contents.

2.2 Types of blockchain networks

In general, blockchain networks are classified as pri-
vate or public depending on the degree of openness of the
system to participants.

In a public blockchain anyone can participate both as
a user and as a developer of applications that run on top
of the blockchain. The code and the rules coded within
are fully transparent. Anyone can publish and validate
transactions and any node can join the network without
permission. All the transactions can be observed by all
the nodes in the network. In public blockchains the par-
ticipants that run the nodes and validate transactions
are typically incentivized to run the nodes and validate
transactions in the form of the underlying cryptocurrency.
Examples of public chains that run on open peer-to-peer
networks are Ethereum and Bitcoin.

In private blockchains there is an administrator that
regulates the access to the blockchain. Private chains run
on a single node operated by the administrator or multiple
nodes operated by the participants that were granted that
right from the administrator. All the users of the block-
chain have to trust the administrator. Due to the presence
of a single blockchain regulator, the model that private
blockchains provide is not that far from a distributed da-
tabase in a cloud. Private blockchains do not have to in-
centivize the participants to run the nodes and validate
transactions. Complex consensus protocols like those used
in public blockchains are not necessary to agree on the
transactions to include in the block, so these blockchains
are highly performant and scalable, which is often re-
quired for industrial applications. This type of blockchains
are common in industrial environments where the par-
ticipants to the network are well-known. When a group of
owners operate the blockchain these are also called con-
sortium or federated blockchains. Examples of blockchain
software projects that are often used by the companies
and consortiums to deploy a private blockchain include
Hyperledger Fabric [13] and Multichain [17].

Depending on permissions, the blockchains are also
classified as permissionless or permissioned. In per-
missionless blockchains all the users are equal and can
perform the same operations without any need for ad-
ministration. Again, most popular blockchains of this type
are Bitcoin and Ethereum, but also many others like Dash,
Litecoin, Zcash, etc. Permissioned blockchains are those
typically used in private blockchains where the adminis-
trator controls which operations are allowed for each user
of the blockchain.

2.3 Smart contracts and automation

Smart contracts were introduced by [22] as computer
protocols that facilitate, verify, or enforce the negotiation
or performance of a contract. In blockchain they take the
form of a computer program which can automatically exe-
cute transactions on the blockchain, i.e. the terms of a con-
tract, when an event or condition has occurred. This can
be done automatically, without human intervention and
without the need for a third party [4]. The conditions to
which smart contracts react can be internal to the block-
chain network, like the occurrence of a transaction of cer-



I. Peronja et al. / Scientific Journal of Maritime Research 34 (2020) 178-184 181

tain properties, or may depend on external services, called
oracles, that take data from the real world and store them
into the blockchain. An oracle could, for example, monitor
for the arrival of a package and record the information on
blockchain thus enabling the smart contract to trigger the
execution of the corresponding code.

Smart contracts provide the ability to directly track
and execute complex agreements between parties without
the need for contractual clauses or people to get involved
in their execution. On the other hand, smart properties are
agreements whose ownership is controlled via the block-
chain, using contracts. Smart contracts can automate iden-
tity and asset verification, proving who an asset belongs to
and eliminating many potential hurdles, inefficiencies and
legal disputes [3].

Smart contracts add further strength to the devel-
opment of decentralized applications on blockchain.
Applications that are able to track and store transactions
from multiple users and devices in near real-time, operat-
ing on a highly transparent, secure and robust platform
like blockchain are extremely interesting to businesses
and individuals. Business logic can be embedded in the ap-
plication to automate workflows and increase efficiency.
Furthermore, since the smart contract is simply encoded
as a source code, the contract’s performance and the busi-
ness relationships encoded in it can be simulated and
tested before the actual deployment and execution in a
real-world business environment.

2.4 Blockchain challenges

Being a new and disruptive technology the block-
chain technology also faces some important challenges.
Some are more technical in nature, related to the ener-
gy efficiency of the consensus algorithms like Proof-of-
Work, the inability to scale the number of nodes and to
achieve the required performance in terms of transaction
throughput under high load and to guarantee the time to
finality required in some applications. Other challenges
are related to the lack of standards and regulation by
the authorities and law, and to the early phase of experi-
mentation with new models of decentralized governance
that are being introduced with public blockchains. These
challenges are being addressed and it is likely that they
will be overcome as the technology matures and the
adoptions widens.

3 Blockchain in maritime industry

The enormous impact that blockchain technology
could have on the maritime industry follows from the
above mentioned blockchain properties and principles
that govern its usage. In the maritime industry the block-
chain technology provides a mechanism to verify the ac-
countability of partners, suppliers, service providers and
authorities and to add trust in the authenticity of the col-
lected data in the transactions between the participants

[14]. The maritime companies are increasingly realizing
the potential of this technology for maintaining a certi-
fied history of information and the ability to automate
the execution and reporting of transactions between par-
ticipants. It can potentially reduce the cost of everyday
business in the industry and also be time-efficient due
to the technology that has relevant details encrypted on
blockchain. Maritime companies and other organizations
could share their information faster about their produc-
tion process, maintenance and delivery programme, sta-
tus of their deliveries, status and condition of vessels,
crew changes, etc. [10]. The number of vital documents
in terms of shipping could be reduced to being paperless,
for instance bill of lading which must be issued for every
cargo.

3.1 Blockchain in shipping

Shipping industry is still a traditionally oriented indus-
try despite numerous technological revolutions. Current
transportation includes large number of paper docu-
ments, including contracts, bills of lading, port authority
documents and other documents related to shipping and
cargo [20]. Many of the technological solutions from the
information systems used by the shipping companies are
outdated and most of the shipping companies are using
expensive and time-consuming couriers for transportation
of their valuable documents [15].

Blockchain technology can be used for tracking the
cargo and providing an end-to-end supply, recording in-
formation on the vessel, and the usage of smart contracts
and marine insurance policies. This leads to automati-
zation and digitalization in the term of processing the
documents which results in reducing the cost for clear-
ance and movement of the cargo [25]. Blockchain tech-
nology is paving the path for new possibilities in all
industries as well as maritime industry. Some maritime
companies, such as Maersk, CMA-CGM, Hapag-Lloyd and
MSC Mediterranean Shipping Company, have noticed the
benefits of blockchain and are trying to implement the
TradeLens, blockchain based digital shipping platform, in
their operations [23].

Implementations on experimental and prototype levels
have already been done and that includes smart contract
bill of lading, known as CargoX. Another positive impact
that could potentially be derived from using the block-
chain technology is taking care of the environment. In the
perspective of maritime industry, large amount of paper
contracts and other paperwork could be replaced with
blockchain technology and consequently reduce paper us-
age [6]. It is also important to mention that several cou-
riers and their land, air or naval vehicles have to be used
in order complete the transportation process of the docu-
ments alone. Since shipping and maritime industries are
global industries, considerable amount of fossil fuel usage
and emission could be reduced by implementing this kind
of digitalization.
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3.2 Smart contract - Bill of Lading

The bill of lading is one of the most significant and valua-
ble document in the shipping industry. It acknowledges that
the cargo has been shipped and can contain details such as
quantity, descriptions, weight, loading and discharge port
of the cargo and shipping marks. International trade and
maritime industry involves numbers of actors which still
continue to rely on paper documents. For example, in 2014
Maersk shipping company followed a refrigerated container
sailing from Kenya to Netherlands to track the number of
physical transactions needed in order to complete the trade.
The researchers found out that there are around 100 indi-
viduals involved with more than 200 interactions required
to complete the voyage and shipment. The documents
needed 10 days to be processed [12].

Smart contracts can enforce a set of rules that every
participant involved in the process is in agreement with.
In the moment that predefined conditions encoded in the
rules occur, the contract is automatically executed. In this
way the execution time is shortened from a few days to just
a few minutes. This is a significant amount of time saved
when we take in consideration all the cargo being shipped
and the amount of issued bill of ladings. Smart contract is
the simplest type of decentralized automatisation.

Taking into consideration the distributed nature of the
blockchain and its properties and principles described in
the previous chapter, it is clear that a blockchain solution
is preferred to simply modernizing the business process.
The main drivers of using Blockchain in the maritime in-
dustry come from the fact that it is almost impossible to
temper the information or data connected to bill of lading,
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freights or any other variable data that is used in maritime
industry. On the other hand, centralized systems have a
single point of failure, for example a server where all the
data is stored. All it takes is one human error, security
breach, technical malfunction or some other unexpected
event to change or destroy that data.

It is hard to predict the price of container freight rates,
but it is possible to expect that a company that starts using
digital bill of lading will reduce their costs up to USD 300
and compared to other companies they will grab bigger
market share and earn more profits [25]. The gap between
amount of money saved is mostly dependent on the route
the vessel is taking. The longer the route the bigger the save.

If we take the average for the last 4 years, we can as-
sume that with the use of digital bill of lading companies
using it will reduce prices by a minimum of USD 100 [5].
This makes a large difference if calculated in percentage
which is particularly relevant for companies with a large
number of ships.

It is easy to conclude that companies that will use digit-
al bill of lading using the blockchain technology and smart
contracts will be able to charge their costumers less and
that way take a bigger part of the market and with more
profits improve their fleet as well as services.

In the Table 1 in the column “Future without block-
chain” formula used was average from years 2014, 2015,
2016 and 2017. Shaded column “Future with blockchain”
is average from years 2014, 2015, 2016 and 2017 minus
USD 100. Although this analysis and predictions are far
from perfect, the difference of USD 100 between price
with and without smart contracts can be considered mini-
mum amount that could be saved. The amount saved can

Table 1 Container freight markets and rates with and without implementation of blockchain [25]

Future with Future
Freight market 2014 2015 2016 2017 blockchain without'
blockchain

Trans-Pacific (Dollars per 40-foot equivalent unit)
Shanghai-United States West Coast 1970 | 1506 1272 | 1485 145825 | 1558.25
Far East-Europe (Dollars per 20-foot equivalent unit)
Shanghai-Northern Europe 1161 629 690 876 739 839
Shanghai-Mediterranean 1253 739 684 817 773.25 873.25
North-South (Dollars per 20-foot equivalent unit)
Shanghai-South America (Santos) 1103 455 1647 2679 1371 1471
Shanghai-Australia/ New Zealand (Melbourne) 678 492 526 677 493.25 593.25
Shanghai-West Africa (Lagos) 1838 1449 1181 1770 1459.5 1559.5
Shanghai-South Africa (Durban) 760 693 584 1155 698 798
Intra-Asian (Dollars per 20-foot equivalent unit)
Shanghai-South-East Asia (Singapore) 233 187 70 148 59.5 159.5
Shanghai-East Japan 273 146 185 215 104.75 204.75
Shanghai-Republic of Korea 187 160 104 141 48 148
Shanghai-Hong Kong SAR 65 56 55 — * *
Shanghai-Persian Gulf/ Red Sea 820 525 399 618 490.5 590.5
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Table 2 Traditional Bill of lading and CargoX Bill of lading - comparison of costs

Traditional Bill of Lading

CargoX Bill of Lading

Time to prepare the documents

120 - 170 minutes N/A

Transit time

Up to 10 days, dependable on conditions

Instant, as soon as uploaded on the Blockchain

Courier costs

USD 35-100

USD 0

Cargo costs

General cargo USD 350 USD 15 for all types of Cargo
Refrigerated Cargo USD 500 USD 15
Hazardous Cargo USD 500 USD 15
All Other Cargo USD 350 USD 15

Source: Authors

make a significant advantage and companies that imple-
ment it possibly can take over most of the market.

The Table 2 compares traditional, paper Bill of lad-
ing with CargoX Bill of lading which represents the smart
contract. Time to prepare all the necessary documenta-
tion for traditional bill of lading is somewhere between
120 and 170 minutes [1]. The time is related to effec-
tiveness of the staff of the maritime company as well as
their stakeholders from which they have to gather vital
data to prepare the bill of lading. Also, the delivery time
for conventional bill of lading can be up to seven days
or even more in some extreme cases. The delivery time
depends on several factors, some of which are: handling
of the courier company, weather, transportation sys-
tem, holidays or some contingencies. It is notable to say
that in many cases delivery of bills of lading is done by
courier companies. The price to deliver several pieces
of documents, including valuable bill of lading, is argu-
ably around USD 100. The courier costs and transit time
for CargoX bill of lading does not exists, because it can
be issued instantly and transferred to the legal owner of
the goods by excluding couriers [5]. According to online
transportation service, charges for cargo for bill of lading
can vary depending on type of cargo. As seen below, the
price can reach up to USD 500 [19]. The cost of issuing a
CargoX bill of lading is significantly lower than traditional
paper bill of lading and that concerns all types of cargo.
According to CargoX company, the price for issuing one
bill of lading would be USD 15. That price is only 15% of
the usual price for a paper bill of lading document [2].

3.3 Technological solutions

Some companies saw the opportunity in this new tech-
nology and started investing their profits in research for
possible applications. Supply chain is almost a perfect
example for the use of blockchain especially with a lot of
companies involved in shipping. Global shipping market
has a lot of inefficient procedures and a lot of paper has
to be used to fulfill all the procedures. Human error is
common thing and it is hard to exclude possible manipu-

lations. Many companies are aware of this and are trying
to be the first that will implement some new process that
will change the shipping industry. The amount of new pat-
ents and inventions registered in supply chain today is at
levels when shipping container was introduced [16].

Some of the blockchain based technological solutions
are [16]:
¢ TradeLens -blockchain platform for ports and shipping
companies made by Maersk and IBM,

e CargoX Smart bill of lading tested between Shanghai
and Koper, Slovenia,

e 300cubits made first transaction of money using
Ethereum Blockchain,

o Silsal platform made as cooperation of Abu Dhabi port
and Maqta Gateways to track the shipment and reduce
the amount of administration connected to import and
export of goods,

e Port of Antwerp developed documentation for working
with logistics connected with fitosanitary certificates
and certificates of origin.

4 Conclusion

Maritime and shipping industry are cautiously and
steadily embracing innovative and modern technologies.
New trend of digitalization is affecting the whole world and
industries with it. Maritime industry and its stakeholders
are trying to implement those technologies in their busi-
ness operations in order to beat the competition. Modern
technologies can be quite expensive to implement but if the
possibilities of it have been researched thoroughly, steady
financial benefits can be grasped. Necessary caution is re-
quired to prevent financial losses or even bankruptcies.

Blockchain technology offers a new and reliable system
for maritime industry. It can be concluded that future of
maritime and transportation industry will be intertwined
with blockchain based technology because it incorporates
several criteria for facilitating fast, secure, transparent,
cost-effective and reliable transport. When the number of
users of this technology increases and governments, insti-
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tutions and business sector adapt to blockchain technol-
ogy, we can expect new innovations in terms of logistics,
transport and financial technology. Regulations ought to
be created on global scale for using blockchain technology
to prevent misuse and increase interoperability.

United Nations Conference on Trade and Development
indicated that blockchain technology could save USD
300 just from custom clearances for each consignment.
It could also potentially generate USD 5.4 million in sav-
ings. Savings are related to a vessel that has a capacity of
18,000 TEUs [25]. Joined venture of companies Maersk
and IBM showed that administrative burden has dropped
down several percent respective to the value of shipped
goods. A lot of time also could be saved due to digitaliza-
tion that blockchain technology offers. Documents and
information could be transferred through blockchain in a
matter of seconds instead of using couriers for documents
transport which can take several days.

To conclude with, this paper showed that by implement-
ing blockchain technology great progress and achievements
can be made. Also, savings can be made related to costs and
time with transparent manner. Transportation documents
such as bill of lading and information related to transporta-
tion process could be facilitated faster with less errors and
delays.
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