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Abstract: Cryptography is one of the common approaches to secure private data and cryptanalysis involves breaking down a coded cipher text without having the key. 
Cryptanalysis by brute force cannot be accepted as an effective approach and hence, metaheuristic algorithms performing systematic search can be applied to derive the 
optimal key. In this study, our aim is to examine the overall suitability of Artificial Bee Colony algorithm in the cryptanalysis of polyalphabetic cipher. For this purpose, using 
a number of different key lengths in both English and Turkish languages, basic Artificial Bee Colony algorithm (ABC) is applied in the cryptanalysis of Vigenere cipher. In 
order to improve the ABC algorithm's convergence speed, a modified binomial crossover based Artificial Bee Colony algorithm (BCABC) is proposed by introducing a binomial 
crossoverbased phase after employed bee phase for a precise search of global optimal solution. Different keys in various sizes, various cipher texts in both English and 
Turkish languages are used in the experiments. It is shown that optimal cryptanalysis keys produced by BCABC are notably competitive and better than those produced by 
basic ABC for Vigenere cipher analysis. 
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1 INTRODUCTION 
 

Secure communication ensures unauthorised 
individuals not to be able to gain access to private data. 
This security is delivered through cryptography which 
generates an encrypted form of a given text with a key and 
facilitates confidentiality, message availability and 
integrity. Cryptanalysis deals with retrieving plain text 
and/or key from a cipher text, without the permission of the 
communicating parties or knowledge on the key [1]. 

Classical ciphers are categorized into substitution 
ciphers in which letters undergo systematic replacement 
across the course of the message for other letter and 
transposition ciphers in which the original text is broken 
down into blocks with a previously outlined size, 
depending on the permutation. Classical ciphers remain 
valuable and important owing to the fact that the majority 
of the widely utilised modern ciphers make use of classical 
ciphers in their basis. In actuality, the majority of the 
complex algorithms are created through combining 
transposition and substitution ciphers [2, 3]. Depending on 
the key, a cryptosystem may be divided into two systems: 
symmetric and asymmetric cryptosystems [2, 3]. 
Symmetric cryptosystems may be divided into two 
subgroups as monoalphabetic in which each character is 
substituted for another with a fixed substitution of another 
alphabet letter [2] and polyalphabetic cryptosystems in 
which an alphabet letter can be replaced without a fixed 
structure to a different letter depending on its plaintext 
position [3].The possible set of keys being the set of all 
potential alphabet permutations in the space of 26 letters 
by Monoalphabetic Substitution Ciphers equals more than 
403 septillions which takes 12 trillion years to check all 
potential keys at a rate of a million keys per second [4]. 
Vigenere Cipher is a polyalphabetic cipher which encodes 
the text by replacing a plain-text character with another 
letter with the use of alphabet rows in a table, which are 
changed in line with the code word letters' indices [5]. In 
message encryption, the plain text and the key are 
formulated as integer sequences and divided into groups 
depending on key length. Let P = (P1, P2, P3, ..., Pn) a plain 
text block, K = (Kl, K2, K3, ..., Kn) key; and cipher text block 

C = (C1, C2, C3, ..., Cn). Eq. (1) is used for encryption and 
Eq. (2) is used for decryption. 
 
Ci = (Pi + Ki) mod 26                                                        (1) 
 
Pi = (Ci − Ki) mod 26                                                            (2) 
 

In Vigenere cipher, with regard to a key of size m, the 
key space is in the size of 26m for English alphabet [6]. In 
this case, cryptanalysis by brute force is not practical due 
to its computational cost and stochastic optimization 
methods performing a systematic search based on 
randomization and previous experience are directed 
towards identifying the optimal key of classical cipher. In 
this study, one of the successful optimization algorithms in 
numerical optimization, Artificial Bee Colony algorithm 
(ABC) [7] was applied in cryptanalysis of polyalphabetic 
Vigenere cipher. The ABC algorithm in the class of swarm 
intelligence simulates the foraging behaviour of honey 
bees. It gained a success on many problems in various 
research fields [8]. ABC algorithm is a powerful search 
algorithm which makes it a potentially good candidate in 
finding cipher key.  ABC algorithm has been applied to 
substitution cipher successfully [9, 10].This encourages 
further work into ABC application in Vigenere cipher 
cryptanalysis and this is the first time ABC algorithm is 
applied to cryptanalysis problem. In order to enhance 
convergence speed, ABC algorithm was modified by 
employing a binomial crossover phase between employed 
bee and onlooker bee phases. The binomial crossover 
produces the trial elements randomly by taking elements 
either from the mutation vector or from the exist elements, 
as described in Eq. (3). 
 

 if  or j
i jj

i j
i

x R CR j K
B

y otherwise

   


                                          (3) 

 
where B refers to the mixing results of the exist element, xi, 
and that produced by mutation, yi, Rj refers to a random 
value produced randomly for each j in range of (0, 1), CR 



Arkan Kh Shakr SABONCHI, Bahriye AKAY: A Binomial Crossover Based Artificial Bee Colony Algorithm for Cryptanalysis of Polyalphabetic Cipher 

1826                                                                                                                                                                                                    Technical Gazette 27, 6(2020), 1825-1835 

crossover rate which is randomly selected in range of (0, 
1), and k is a randomly chosen from {1, …, n}, to include 
the whole elements from the mutation vector. The 
proposed approach is referred as Binomial Crossover based 
Artificial Bee Colony algorithm (BCABC) which 
integrates the advantage of ABC in exploration phase and 
a crossover operator in exploiting the information of 
neighbours. In the first part of this study, the parameter 
sensitivities of the basic ABC algorithm and BCABC 
algorithm are investigated and some values for the control 
parameters are recommended. By the best parameter 
configurations, the results produced by two algorithms are 
presented and compared based on statistical tools. The 
paper is organized as follows: In Section 2, related works 
on cryptanalysis using stochastic algorithms are presented, 
in Section 3, a brief description of ABC algorithm is 
explained, and the details of the proposed algorithm are 
given in Section 4. In Section 5, the experiments are 
explained, and the results are discussed. Finally, the last 
section is dedicated to the conclusion. 
 
2 RELATED WORK 
 

Some nature-inspired stochastic algorithms have been 
utilised in the cryptanalysis of classical cryptosystems. 
Spillman et al. [11] implemented a Genetic Algorithm 
(GA) to attack a Monoalphabetic Substitution Cipher. 
Furthermore, a GA system was adopted by Matthews [12], 
known as GENALYST, to break the transposition cipher. 
Clark [13] applied GA, Tabu Search (TS) and Simulated 
Annealing (SA) to cryptanalysis of substitution cipher. 
Moreover, Clark et al. [14] applied GA to attack on a 
polyalphabetic substitution cipher. Clark and Dawson [15] 
enhanced the work by integrating parallelism. Moreover, 
Clark and Dawson [16] presented a comparison among SA, 
GA and TS on the cryptanalysis of simple substitution 
ciphers. As a result, Dimovski and Gligoroski [17] 
highlighted three optimisation heuristics that could be 
applied in order to achieve transposition cipher breaking, 
namely SA, GA and TS. In the study of Verma et al. [18], 
a mono-alphabetic substitution cipher based on GA and TS 
for cryptanalysis was presented and subsequently 
compared the overall efficiency of such algorithms. An 
automated approach based on GA, TS and SA for the 
cryptanalysis of transposition cipher was developed by 
Song et al. [19] and Garg [20]. In addition, Omran et al. 
[21] developed a GA with the aim of attacking the 
Vigenere Cipher. Moreover, Bhateja and Kumar [22] 
devised an approach for the cryptanalysis of Vigenere 
cipher through GAs adopting elitism with a novel fitness 
function. In this regard, Boryczka and Dworak [23] 
considered the way in which evolutionary algorithms, 
including GAs, may be directed towards increasing the 
speed with which the cryptanalysis process of the 
transposition cipher can be increased. Further, Boryczka 
and Dworak [24] discussed the way in which evolutionary 
algorithms, including GAs, may be able to achieve the 
optimisation of the more complex cryptanalysis function. 
In addition, Uddin & Youssef [25] applied ACO in order 
to attack simple substitution ciphers. In the work carried 
out by Bhateja et al. [26], the suitability of the Cuckoo 
search algorithm (CS) in the cryptanalysis of the Vigenere 
cipher was investigated, whilst Luthra and Pal [27] directed 

their efforts towards examining the integration of mutation 
and crossover with the FA for cryptanalysis of the Mono-
alphabetic cipher. In the study of Li et al. [28] which 
focused on presenting a hybrid of TS and GA, the aim was 
to break classical and modern ciphers, with the findings 
emphasising that the hybrid algorithms were most 
influential in regard to the transposition cipher, with a 
minimal effect witnessed on the hill cipher, and the 
Advanced Encryption Standard (AES) cipher 
demonstrating the lowest level of effect across all three 
algorithms. Ali and Mahmod [29] introduce a hybrid 
technique of Bees Algorithm (BA) SA for the cryptanalysis 
of simple substitution cipher. In the work which is carried 
out by Din et al. [30], they introduced some of the 
theoretical parts of stochastic algorithms and provided 
detailed cryptanalysis problems such as Stream ciphers and 
Block ciphers. In addition, Civicioglu and Besdok [31] 
analyzed statistically the numerical optimization problem 
successes of the CS, PSO, DE and ABC algorithms. Most 
of the techniques in the literature are unable to produce 
satisfactory results in the analysis of the Vigenere cipher 
when the key size exceeds 15 characters. 
 
3 ARTIFICIAL BEE COLONY ALGORITHM 
 

The Artificial Bee Colony algorithm defined by 
Karaboga [7] simulates the foraging behaviour of honey 
bees. In a bee colony, there are three different groups of 
bees, namely employed, onlooker and scout. Each 
employed bee exploits the food source in her memory and 
returns to the hive where their information is shared 
through communicative dancing whose frequency is 
related to the food source quality. The onlooker bees 
observe the dances, gain information, and accordingly 
decide which food source to fly and exploit. This type of 
communication allows more onlooker bees to be attracted 
by high quality sources. Importantly, if the nectar of a 
source is exhausted, the source is then abandoned and its 
employed bee becomes a scout. The scouts are not given 
any guidance when seeking out food; rather, they complete 
their own searches, exploring new areas to find new 
sources. 
 
The ABC algorithm encompasses a number of key 
stages, highlighted as follows: 
 
Initialization of control parameters, the number of food 
sources (SN), abandonment limit parameter (L), 
maxCycle:maximum Cycle Number, problem specific 
values: number of decision variables (D),decision variables 
(lower ( min

jx ) and upper ( max
jx ) bound). 

 **Initialization Phase** 
1. The food source population (xij) is initialized by Eq. 

(4) and evaluated fi(xij). 
 

m in m ax m in(0 , 1)( )ij j j jx x rand x x                           (4) 

 
where i = 1, 2, ..., SN, j = 1, 2, ..., D. 

2. cycle = 1 
3. repeat 

**Employed Bee Phase** 
4. for i = 1 to SN do 
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Produce a new solution ( newsource
ijx ) by Eq. (5) and 

evaluate fi(xij): 
 

n e w s o u rc e ( )i j i j i j i j k jx x x x                              (5) 

 
where i = 1, 2, ..., SN, j = 1, 2, ..., D, k ≠ i, and randomly 
chosen from {1, 2, ..., SN}, and Øij is a random real 
number in the range of (−1, 1). 
if fi( newsource

ijx ) > fi (xij), then, (xij) = ( newsource
ijx ), counter 

(i) = 0 
5. else counter (i) = counter (i) + 1; end if; end for 
6. The probability values for solutions are calculated and 

determined by Eq. (6). 
 





foodsource

i
iii fitnessfitnessp

1

/
                                       (6) 

 
where fitnessi represents the food source fitness 
values. 
**Onlooker Bee Phase** 

7. for t = 1 to SN do 
8. if U(0, 1) < pi, then a new solution ( newsource

ijx ) is 

produced by Eq. (5) and evaluated fi( newsource
ijx ). 

9. if fi( newsource
ijx ) > fi(xij), then, (xij) = ( newsource

ijx ), 

counter (i) = 0 
10. else counter (i) = counter (i) + 1; end if; end if; end 

for 
**Scout Bee Phase** 

11. if counter (i) of the abandoned solution > L, then 
Replaced the abandoned solution with a new random 
solution (xij) generated by Eq. (4) and evaluated fi(xij), 
counter (i) = 0; end if 

12. cycle = cycle + 1 
13. Until (maxCycle is reached). 
 
4 BINOMIAL CROSSOVER BASED COMBINATORIAL 

ARTIFICIAL BEE COLONY ALGORITHM (BCABC) 
 

In the collective knowledge leading to swarm 
intelligence, the most critical aspect is social learning. In 
the case of the ABC algorithm, this is predominantly 
achieved by the unsupervised interaction among bees in the 
employed and the onlooker bees phases. In basic ABC 
algorithm, an information exchange occurs in each local 
search by changing one randomly chosen dimension based 
on the information coming from a random neighbour. In 
some cases, when the information exchange remains 
limited to one dimension, it may slow down the algorithm's 
convergence. In the proposed model, we integrated a 
binomial crossover phase after employed bee phase is 
completed to enhance local search ability of basic ABC 
algorithm. There are some studies in the literature in which 
a binomial crossover was used: Zaharie [32] analyzed a 
theoretical and a numerical point of the crossover variant 
on the behavior of the DE. In addition, Weber and Neri [33] 
compared the binomial crossover used in the DE with a 
variant binomial crossover, the results showed that this 
variant of the binomial crossover increases significantly 
the execution speed of the DE, especially in higher 
dimension problems. In the work carried out by Islam et al. 

[34], they proposed a new mutation strategy for the 
binomial crossover of the DE. Moreover, Lin et al. [35] 
presented theoretical analysis and comparative study for 
two new crossover methods, binomial crossover and 
exponential crossover. 

Moreover, there are some studies in the literature in 
which ABC algorithm was integrated with crossover 
operators [36-40]. Some of them used crossover operator 
placed in the employed bee, onlooker bee or scout bee 
phase. Others used the crossover operator, with other 
improvements in the structure of the original ABC. Others 
used it with mutation operator as a separate phase. And 
others used real coded crossover operator as a separate 
phase after employed bee. Unlike previous studies, this 
study is characterized by performing binomial crossover as 
a separate phase between employed and onlooker bee 
phases. The binomial crossover is given below: 
 

The pseudo code of Binomial crossover. 
 

 Input crossover rate (CR); 
 Select two parent in same length (x, y); 
 for i = 1 to D do 

o if U(0,1) ≤ CR then 
 The new individual (i) = y(i); 

o else 
 The new individual (i) = x(i); 

o end 
 end 

 
As shown in Fig. 1, two parents Xi and Yi are selected, 

then a random uniform number U is created in the range of 
(0, 1). If (U > CR) "1" that means successful experiment, 
but "0" means unsuccessful experiment (U ≤ CR). The 
child C is taking an elements C, M, U and T from Xi, and I, 
O, A and L from Yi. 
 

 
Figure 1 Binomial crossover 

 
Main steps of BCABC algorithm are given below: 
Values for control parameters are set and initial 

population is generated by Eq. (4). 
Repeat (for all food source/solutions) 
a. Employed Bee Phase 
b. Binomial Crossover Phase 
c. Onlooker Bee Phase 
d. Scout Bee Phase 
Until (the satisfaction of the requirements is 

completed). 
 
5 EXPERIMENTS 
 

In order to adapt the algorithms to cryptanalysis of 
Vigenere Cipher, first cipher text, key size and relative 
character frequencies are given to the algorithm. The 
algorithm generates alternative decryption keys which 
maximizes the cost function defined based on the relative 
frequencies specific to the language used in texts. Each 
food source which is assumed to be a key is initialized by 
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random selection by Eq. (4), with a random uniform 
sample from integers 0 (lower bound) to 25 (upper bound) 
in case English language is used. In order to establish 
viability of the key, each solution is evaluated in the cost 
function defined using frequency analysis in which the aim 
is making a comparison between frequencies in the 
decrypted text with those identified in target literature of 
the text (English, Turkish, etc.). The difference between the 
most frequent number of bigram and unigram of the 
decrypted text and that of the corresponding bigram and 
unigram frequencies in normal language used (English or 
Turkish) is used as fitness function. In the present work, a 
fitness function in Eq. (7) [22, 26] has been applied which 
depends on the unigram and bigram statistics of the 
language used. 
 

1 2
1 1

( ) ( ) ( ) ( ) ( )
unigram bigram

i i

f K . |OFM i EFM i | |OFB i EFB i | 
 

                 (7) 

 
where K is the key applied, OFM(i) and EFM(i) are 
identified and the expected frequencies of each unigrams 
while OFB(i) and EFB(i) are identified and expected 
frequencies of each bigram. λ1 and λ2 are weights assigned 
to unigram and bigram statistics, respectively. We adopted 
the values λ1 = 0.23 and λ2 = 0.77 suggested as the best 
values in [41]. 

The expected values of unigram and bigrams in 
English were derived from approximately 4.5 billion 
characters of English text [42] and given in Appendix Tab. 
A1 to Tab. A2. Similarly, those in Turkish were taken from 
the work of [43] and given in Appendix Tab. A3 to Tab. 
A4. In the case of unigram, all 26 letters of the English 
alphabet and 29 letters in Turkish alphabet were 
considered. Regarding the bigrams, the most frequent 30 
bigrams for both English and Turkish literature were 
utilised. In the first part of the experiments, various values 
are set for the control parameters of ABC and BCABC and 
the suitable parameter values yielding the best values are 
determined to be used in the next part of the study. In the 
second part of the experiments, the results of the algorithms 
on the cryptanalysis of Vigenere cipher are presented, ABC 
and BCABC algorithms are compared to analyse the 
efficiency of the proposed method over the basic ABC 
algorithm based on a statistical analysis. In all experiments, 
key sizes in {5, 10, 15, 20, 25} and varying sizes of 
Vigenere cipher text in {250, 500, 750, 1000} from both 
English and Turkish plain text files are employed. 

In this study, as hardware 48 number Acer-Veritton 
Processor is used: Intel Core i7-2600K CPU @3.40 GHZ 
× 4 RAM: 3.8 GB Memory, Display Card: NVIDIA 
Corporation GF (GeForce GT 430), Disk Space: 500 GB 
and Windows 7 Professional, and as software MATLAB 
2014 program is used. 
 
5.1 Experiment 1: Parameter Tuning of the Metaheuristics 
 

In the first part of the experiments, sensitivity of the 
algorithms against the values of control parameters is 
investigated. The same maximum evaluation number 
(30000) is utilised by ABC and BCABC algorithms as 
termination criterion. The search space is bounded with the 
range (0, 25) for English text and (0, 28) for Turkish text. 
The values {10, 20, 30, 40, 50, 100, 150, 200, 250} are 

analysed for the number of food sources (SN), key sizes (D) 
{5, 10, 15, 20, 25} and Vigenere cipher text sizes {250, 
500, 750, 1000} each from the English and the Turkish. 
Therefore, 9 × 5 × 4 = 180 different test cases for each 
algorithm (ABC and BCABC) are used to determine the 
best population size. For each of the test cases, each 
experiment is repeated 30 times with different random 
seeds. Moreover, ABC and BCABC algorithms, 
experiments are repeated for five different values (SN × D 
× 0.1, SN × D × 0.25, SN × D × 0.50, SN × D × 0.75, SN × 
D × 1) of the parameter limit (L), with 5 × 4 × 5 = 100 
different configurations tested and for each algorithm 
(ABCand BCABC). Each different case is repeated 30 
times with different random seeds. In addition, 
experiments are repeated for three different values (0.1, 
0.2, 0.5) of the parameter crossover rate (CR) hence related 
to BCABC algorithm, 3 × 4 × 5 = 60 different 
configurations tested, and each different case is repeated 
30 times with different random seeds. The parameter 
values tested in Experiment 1 are listed in Tab. 1. 

The best and mean values of the fitness values for 
various population values, different cipher sizes and 
various cipher text lengths are shown in Fig. 2 and Fig. 3, 
respectively. From the Figures, ABC algorithm produces 
better fitness values within (50 - 100) values of the 
population size while BCABC algorithm does that with a 
population size of (150 - 200). Fig. 4 and Fig. 5 show the 
best and mean fitness values obtained with different limit 
parameters, different cipher sizes and various cipher text 
lengths. It is seen that good results are obtained when the 
limit parameter is within (0.5 × SN × D – 1 × SN × D) for 
both ABC and BCABC algorithms. Within these ranges, 
we observe that the best results are obtained with the 
control parameter values in Tab. 2. Fig. 6 and Fig. 7 show 
the best and mean fitness values obtained with different CR 
parameters, different cipher sizes and various cipher text 
lengths. It is seen that good results are obtained when the 
CR is 0.2 for BCABC algorithms. Within these ranges, we 
observe that the best results are obtained with the control 
parameter values in Tab. 2. 
 

Table 1 The parameter ranges used in Experiment 1 
Control arameters ABC BCABC 

Food Sources (SN) 
10, 20, 30, 40, 50, 
100, 150, 200, 250 

10, 20, 30, 40, 50, 
100, 150, 200, 250 

Limit: (L) 

SN × D × 0.1, SN × D 
× 0.25, SN × D × 

0.50, N × D × 0.75, 
SN × D × 1 

SN × D × 0.1, SN × D 
× 0.25, N × D × 0.50, 
SN × D × 0.75, SN × 

D × 1 
Crossover rate (CR)  0.1, 0.2, 0.5 

 
Table 2 The recommended values for the control parameters of each algorithm 

Control parameters ABC BCABC 
Food Sources (SN) 100 200 
Limit (L) 0.75 0.1 
Max generations: 300 75 
CR  0.2 

 
5.2 Experiment 2: Comparison of ABC and BCABC 

Algorithms 
 

In the second part of the experiments, the results of the 
algorithms run with the control parameter values in Tab. 2 
for the key sizes (D) {5, 10, 15, 20, 25} and Vigenere 
cipher text sizes {250, 500, 750, 1000} each from the 
English and Turkish are extracted and compared to each 
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other. Tab. 3 and Tab. 4 present the results of ABC 
algorithm in case English and Turkish alphabets, 
respectively and Tab. 5 and Tab. 6 present the results of 
BCABC algorithm for English and Turkish alphabets, 
respectively. from Tab. 3 to Tab. 6 reports the statistics of 
the number of key letters recovered correctly and fitness 
value statistics according to different cipher text lengths 
and key sizes. When the cipher text size equals 250 
characters, the minimum and maximum number of key 
letters recovered correctly, is less than the minimum and 
maximum number of key letters recovered correctly in 
solving a cipher text of size 500, 750, 1000. As the cipher 
text length gets longer, the number of correct key letters 

increases as well because the approximation to expected 
values is more precise and the overall reliability in fitness 
is higher. Hence, when the cipher text is short (≤ 250 
character) or key length is high, it requires a higher number 
of cycles. Besides, the results obtained using Turkish 
alphabet are better than those obtained using English 
alphabet when the cipher text length was small. Tab. 7 
provides a comparison of ABC and BCABC algorithm 
based on the statistics of the number of key letters 
recovered correctly while Tab. 8 gives a comparison of the 
algorithms based on the statistics of fitness values for both 
English and Turkish cases. 

 

 
Figure 2 The best values of the fitness values for different SN values, various key sizes and cipher text sizes using ABC and BCABC algorithms 

 

 
Figure 3 The mean values of the fitness values for different SN values, various key sizes and cipher text sizes using ABC and BCABC algorithms 

 

 
Figure 4 The best values obtained with different limit parameter using different lengths of cipher text using ABC and BCABC algorithms 
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Figure 5 The mean values obtained with different limit parameter using different lengths of cipher text using ABC and BCABC algorithms 

 

 
Figure 6 The best values obtained with different CR parameter using different lengths of cipher text using BCABC algorithm 

 

 
Figure 7 The mean values obtained with different CR parameter using different lengths of cipher text using BCABC algorithm 

 
Table 3 The number of key letters recovered correctly from different length of English cipher text via ABC algorithm, NKR: The number of key letters recovered correctly. 

Cipher text 
length 

Key Size 
Minimum 
of NKR 

Maximum 
of NKR 

Mean of 
NKR 

Standard 
deviation of 

NKR 

Minimum 
fitness 

Maximum 
fitness 

Mean of fitness 
Standard 

deviation of 
fitness 

250 

5 0 4 2.5333 0.8996 52.5114 64.0267 56.4020 2.7069 
10 0 0 0.0000 0.0000 50.5857 53.3889 51.5362 0.7267 
15 0 1 0.1000 0.3051 49.8574 53.0608 50.9561 0.8027 
20 0 1 0.0333 0.1826 49.0367 50.7284 49.8444 0.4811 
25 0 3 0.3667 0.7649 48.5052 51.7278 49.8536 0.9141 

500 

5 3 5 3.9667 0.4138 143.4218 205.8708 167.5250 12.4580 
10 3 5 4.2667 0.5208 130.4588 151.6807 138.8680 5.3378 
15 2 5 3.5333 0.9371 118.0250 129.3112 123.3281 3.2605 
20 1 6 4.2667 1.2576 110.1442 118.0029 114.1279 1.9824 
25 1 9 4.0667 1.5960 108.9989 127.9195 113.3820 3.6811 

750 

5 3 5 4.0333 0.3198 250.3419 342.4439 283.6307 17.2920 
10 4 7 4.9667 0.6687 219.5141 259.3519 234.3092 8.5797 
15 3 6 4.4333 0.6261 191.8620 225.1796 202.9465 6.7211 
20 3 7 4.7000 0.8769 181.6796 202.4107 188.8577 4.2668 
25 3 7 4.7333 0.9803 177.3535 189.7726 181.5711 3.3355 

1000 

5 4 5 4.1333 0.3457 380.3119 472.2756 400.8530 28.6436 
10 4 6 5.1000 0.6618 300.5131 359.7419 321.9401 14.3074 
15 4 7 4.6667 0.7581 268.1845 306.3119 282.6832 8.0079 
20 3 8 5.0333 1.2452 252.4580 282.1519 265.3535 7.0368 
25 3 7 5.5667 1.1943 247.9509 272.2407 254.6403 5.3756 

 



Arkan Kh Shakr SABONCHI, Bahriye AKAY: A Binomial Crossover Based Artificial Bee Colony Algorithm for Cryptanalysis of Polyalphabetic Cipher 

Tehnički vjesnik 27, 6(2020), 1825-1835                                                                                                                                                                                                       1831 

Table 4 The number of key letters recovered correctly from different length of Turkish cipher text via ABC algorithm, NKR: The number of key letters recovered correctly 

Cipher text length 
Key 
Size 

Minimum 
of NKR 

Maximum 
of NKR 

Mean of NKR 
Standard 

deviation of 
NKR 

Minimum 
fitness 

Maximum 
fitness 

Mean of 
fitness 

Standard 
deviation of 

fitness 

250 
 

5 3 5 3.9667 0.4138 66.6567 87.6893 75.4893 4.7468 
10 0 5 2.2000 1.4479 54.7390 62.8773 57.0546 2.0074 
15 0 5 1.5667 1.6333 51.2920 59.3545 53.6795 1.6610 
20 0 5 2.4667 1.4077 50.6885 55.7378 52.9640 1.1948 
25 0 5 1.6000 1.5222 49.7042 56.7146 51.7996 1.4357 

500 
 

5 4 5 4.4667 0.5074 174.7537 208.7812 194.2237 14.1103 
10 4 6 5.0667 0.5833 138.3754 159.5398 146.1941 5.4336 
15 4 7 5.1667 0.7915 121.9972 136.7473 127.1416 3.4820 
20 2 7 4.6000 1.1626 117.4816 129.8581 123.3861 2.9602 
25 2 7 4.4667 1.4320 114.3958 122.3029 118.7351 2.1761 

750 
 

5 4 5 4.4333 0.5040 282.2977 332.4877 305.5313 24.0569 
10 4 6 5.1000 0.6074 215.8774 250.6668 231.1823 8.3609 
15 4 7 5.5333 0.8193 195.0175 217.4108 204.5360 5.2829 
20 3 8 5.2333 1.2229 190.1940 217.3559 196.5783 5.7820 
25 3 8 4.6667 1.0933 184.1261 194.2468 187.5224 2.5900 

1000 
 

5 4 5 4.5333 0.5074 384.5208 459.2877 427.2798 34.8339 
10 4 7 5.2667 0.6397 297.7808 353.7408 320.6774 13.5416 
15 4 7 5.2333 0.8172 272.4056 296.9508 284.0453 6.6736 
20 3 8 5.5000 1.2247 258.9538 278.1714 267.7404 4.5597 
25 4 8 5.2667 0.9803 252.1442 277.3108 260.0149 5.0598 

Table 5 The number of key letters recovered correctly from different length of English cipher text via BCABC algorithm, NKR: The number of key letters recovered correctly 

Cipher text 
length 

Key Size 
Minimum 
of NKR 

Maximum 
of NKR 

Mean of NKR 
Standard 

deviation of 
NKR 

Minimum 
fitness 

Maximum 
fitness 

Mean of 
fitness 

Standard 
deviation 
of fitness 

250 

5 0 5 1.6000 1.7340 54.1025 86.6142 58.6266 6.9267 
10 0 0 0.0000 0.0000 53.9846 57.6774 56.2596 0.7367 
15 0 0 0.0000 0.0000 56.8034 60.7787 58.0226 0.9434 
20 0 0 0.0000 0.0000 56.5081 62.9036 60.0210 1.4739 
25 0 1 0.2667 0.4498 58.1778 64.0077 60.9069 1.3047 

500 

5 5 5 5.0000 0.0000 205.8708 205.8708 205.8708 0.0000 
10 8 10 9.5333 0.6814 168.3519 205.8708 199.2021 10.1564 
15 6 12 9.6667 1.6259 135.6376 186.1697 168.8796 13.2430 
20 4 19 12.8333 3.7516 126.8753 205.9255 165.6999 21.1167 
25 19 24 21.7667 1.5687 181.6719 207.9439 198.6383 6.6743 

750 

5 5 5 5.0000 0.0000 342.4439 342.4439 342.4439 0.0000 
10 9 10 9.9333 0.2537 311.7009 342.4439 340.4158 7.7185 
15 10 15 13.1000 1.3734 273.3619 342.4439 314.6871 19.9249 
20 18 20 19.7667 0.5040 320.8149 342.4439 339.4815 6.3839 
25 23 25 24.5667 0.7739 316.0656 342.4439 338.9197 7.0481 

1000 

5 5 5 5.0000 0.0000 472.2756 472.2756 472.2756 0.0000 
10 10 10 10.0000 0.0000 472.2756 472.2756 472.2756 0.0000 
15 11 15 13.5667 1.1943 397.4719 472.2756 442.1973 23.9817 
20 19 20 19.9333 0.2537 456.8319 472.2756 471.3437 3.5673 
25 22 25 24.2000 0.9965 425.2619 472.2756 461.1489 14.2026 

 
Table 6 The number of key letters recovered correctly from different length of Turkish cipher text via BCABC algorithm, NKR: The number of key letters recovered correctly. 

Cipher text 
length 

Key Size 
Minimum 
of NKR 

Maximum 
of NKR 

Mean of 
NKR 

Standard 
deviation of 

NKR 

Minimum 
fitness 

Maximum 
fitness 

Mean of 
fitness 

Standard 
deviation of 

fitness 

250 

5 5 5 5.0000 0.0000 87.6893 87.6893 87.6893 0.0000 
10 0 7 2.5667 2.6611 58.8406 81.0350 64.5094 6.0581 
15 0 9 3.4667 1.9070 60.4729 75.4298 67.5728 3.4528 
20 1 13 7.9000 3.1878 61.0676 83.5661 70.3603 5.6505 
25 3 13 7.9333 2.4202 64.3895 79.3419 71.1128 4.2436 

500 

5 5 5 5.0000 0.0000 208.7812 208.7812 208.7812 0.0000 
10 9 10 9.9333 0.2537 192.6834 208.7812 207.7491 3.9313 
15 15 15 15.0000 0.0000 208.7812 208.7812 208.7812 0.0000 
20 16 20 19.6333 0.8503 197.3783 208.7812 207.1740 3.2498 
25 22 25 23.7333 0.6915 200.2268 209.5443 208.5595 1.9624 

750 

5 5 5 5.0000 0.0000 332.4877 332.4877 332.4877 0.0000 
10 10 10 10.0000 0.0000 332.4877 332.4877 332.4877 0.0000 
15 14 15 14.9667 0.1826 316.1677 332.4877 331.9437 2.9796 
20 19 20 19.9333 0.2537 321.7077 332.4877 331.9257 2.2260 
25 24 25 24.7333 0.4498 323.7808 332.4877 331.4456 2.3060 

1000 

5 5 5 5.0000 0.0000 459.2877 459.2877 459.2877 0.0000 
10 10 10 10.0000 0.0000 459.2877 459.2877 459.2877 0.0000 
15 14 15 14.9000 0.3051 437.1108 459.2877 457.3342 6.0000 
20 18 20 19.8333 0.4611 431.1108 459.2877 456.7755 6.8726 
25 24 25 24.8000 0.4068 444.9677 459.2877 457.7653 3.6525 
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Table 7 Correct key-based comparison of algorithms for English texts 
  English Turkish 

Cipher text 
length 

Key 
Size 

Best value Mean value Standard deviation Best value Mean value Standard deviation 
ABC BCABC ABC BCABC ABC BCABC ABC BCABC ABC BCABC ABC BCABC 

250 

5 4 5 2.5333 1.6000 0.8996 1.7340 5 5 3.9667 5.0000 0.4138 0.0000 
10 0 0 0.0000 0.0000 0.0000 0.0000 5 7 2.2000 2.5667 1.4479 2.6611 
15 1 0 0.1000 0.0000 0.3051 0.0000 5 9 1.5667 3.4667 1.6333 1.9070 
20 1 0 0.0333 0.0000 0.1826 0.0000 5 13 2.4667 7.9000 1.4077 3.1878 
25 3 1 0.3667 0.2667 0.7649 0.4498 5 13 1.6000 7.9333 1.5222 2.4202 

500 

5 5 5 3.9667 5.0000 0.4138 0.0000 5 5 4.4667 5.0000 0.5074 0.0000 
10 5 10 4.2667 9.5333 0.5208 0.6814 6 10 5.0667 9.9333 0.5833 0.2537 
15 5 12 3.5333 9.6667 0.9371 1.6259 7 15 5.1667 15.0000 0.7915 0.0000 
20 6 19 4.2667 12.8333 1.2576 3.7516 7 20 4.6000 19.6333 1.1626 0.8503 
25 9 24 4.0667 21.7667 1.5960 1.5687 7 25 4.4667 23.7333 1.4320 0.6915 

750 

5 5 5 4.0333 5.0000 0.3198 0.0000 5 5 4.4333 5.0000 0.5040 0.0000 
10 7 10 4.9667 9.9333 0.6687 0.2537 6 10 5.1000 10.0000 0.6074 0.0000 
15 6 15 4.4333 13.1000 0.6261 1.3734 7 15 5.5333 14.9667 0.8193 0.1826 
20 7 20 4.7000 19.7667 0.8769 0.5040 8 20 5.2333 19.9333 1.2229 0.2537 
25 7 25 4.7333 24.5667 0.9803 0.7739 8 25 4.6667 24.7333 1.0933 0.4498 

1000 

5 5 5 4.1333 5.0000 0.3457 0.0000 5 5 4.5333 5.0000 0.5074 0.0000 
10 6 10 5.1000 10.0000 0.6618 0.0000 7 10 5.2667 10.0000 0.6397 0.0000 
15 7 15 4.6667 13.5667 0.7581 1.1943 7 15 5.2333 14.9000 0.8172 0.3051 
20 8 20 5.0333 19.9333 1.2452 0.2537 8 20 5.5000 19.8333 1.2247 0.4611 
25 7 25 5.5667 24.2000 1.1943 0.9965 8 25 5.2667 24.8000 0.9803 0.4068 

 
Table 8 Fitness-based comparison of algorithms for English and Turkish texts 

  English Turkish 
Cipher 

text 
length 

Key 
Size 

Best value Mean value Standard deviation Best value Mean value Standard deviation 

ABC BCABC ABC BCABC ABC BCABC ABC BCABC ABC BCABC ABC BCABC 

250 

5 64.0267 86.6142 56.4020 58.6266 2.7069 6.9267 87.6893 87.6893 75.4893 87.6893 4.7468 0.0000 
10 53.3889 57.6774 51.5362 56.2596 0.7267 0.7367 62.8773 81.0350 57.0546 64.5094 2.0074 6.0581 
15 53.0608 60.7787 50.9561 58.0226 0.8027 0.9434 59.3545 75.4298 53.6795 67.5728 1.6610 3.4528 
20 50.7284 62.9036 49.8444 60.0210 0.4811 1.4739 55.7378 83.5661 52.9640 70.3603 1.1948 5.6505 
25 51.7278 64.0077 49.8536 60.9069 0.9141 1.3047 56.7146 79.3419 51.7996 71.1128 1.4357 4.2436 

500 

5 205.8708 205.8708 167.5250 205.8708 12.4580 0.0000 208.7812 208.7812 194.2237 208.7812 14.1103 0.0000 
10 151.6807 205.8708 138.8680 199.2021 5.3378 10.1564 159.5398 208.7812 146.1941 207.7491 5.4336 3.9313 
15 129.3112 186.1697 123.3281 168.8796 3.2605 13.2430 136.7473 208.7812 127.1416 208.7812 3.4820 0.0000 
20 118.0029 205.9255 114.1279 165.6999 1.9824 21.1167 129.8581 208.7812 123.3861 207.1740 2.9602 3.2498 
25 127.9195 207.9439 113.3820 198.6383 3.6811 6.6743 122.3029 209.5443 118.7351 208.5595 2.1761 1.9624 

750 

5 342.4439 342.4439 283.6307 342.4439 17.2920 0.0000 332.4877 332.4877 305.5313 332.4877 24.0569 0.0000 
10 259.3519 342.4439 234.3092 340.4158 8.5797 7.7185 250.6668 332.4877 231.1823 332.4877 8.3609 0.0000 
15 225.1796 342.4439 202.9465 314.6871 6.7211 19.9249 217.4108 332.4877 204.5360 331.9437 5.2829 2.9796 
20 202.4107 342.4439 188.8577 339.4815 4.2668 6.3839 217.3559 332.4877 196.5783 331.9257 5.7820 2.2260 
25 189.7726 342.4439 181.5711 338.9197 3.3355 7.0481 194.2468 332.4877 187.5224 331.4456 2.5900 2.3060 

1000 

5 472.2756 472.2756 400.8530 472.2756 28.6436 0.0000 459.2877 459.2877 427.2798 459.2877 34.8339 0.0000 
10 359.7419 472.2756 321.9401 472.2756 14.3074 0.0000 353.7408 459.2877 320.6774 459.2877 13.5416 0.0000 
15 306.3119 472.2756 282.6832 442.1973 8.0079 23.9817 296.9508 459.2877 284.0453 457.3342 6.6736 6.0000 
20 282.1519 472.2756 265.3535 471.3437 7.0368 3.5673 278.1714 459.2877 267.7404 456.7755 4.5597 6.8726 
25 272.2407 472.2756 254.6403 461.1489 5.3756 14.2026 277.3108 459.2877 260.0149 457.7653 5.0598 3.6525 

 
Table 9 Statistical comparison results for English and Turkish cases 

Cipher text length Key Size 
English Turkish 

p Values h Values p Values h Values 
BCABC & ABC BCABC & ABC BCABC & ABC BCABC & ABC 

250 

5 0.42457 0 1.581e−11 1 - BCABC 
10 2.9654e−11 1 - BCABC 2.6695e−09 1 - BCABC 
15 3.0199e−11 1 - BCABC 3.0199e−11 1 - BCABC 
20 3.0199e−11 1 - BCABC 3.0199e−11 1 - BCABC 
25 3.0199e−11 1 - BCABC 3.0199e−11 1 - BCABC 

500 

5 1.6373e−11 1 - BCABC 5.2692e−06 1 - BCABC 
10 1.4411e−11 1 - BCABC 2.3657e−12 1 - BCABC 
15 3.0104e−11 1 - BCABC 1.2118e−12 1 - BCABC 
20 3.0199e−11 1 - BCABC 7.8787e−12 1 - BCABC 
25 2.9972e−11 1 - BCABC 1.4325e−11 1 - BCABC 

750 

5 1.2428e−11 1 - BCABC 2.1691e−06 1 - BCABC 
10 2.3638e−12 1 - BCABC 1.2118e−12 1 - BCABC 
15 2.971e−11 1 - BCABC 1.7203e−12 1 - BCABC 
20 6.4789e−12 1 - BCABC 2.3657e−12 1 - BCABC 
25 9.3936e−12 1 - BCABC 9.3352e−12 1 - BCABC 

1000 

5 1.8741e−10 1 - BCABC 2.711e−05 1 - BCABC 
10 1.2118e−12 1 - BCABC 1.2118e−12 1 - BCABC 
15 2.8628e−11 1 - BCABC 3.1602e−12 1 - BCABC 
20 2.3657e−12 1 - BCABC 4.111e−12 1 - BCABC 
25 2.1128e−11 1 - BCABC 6.4697e−12 1 - BCABC 
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From Tab. 7 and Tab. 8, ABC algorithm is efficient 
when Vigenere cipher uses a smaller length of key while 
when dealing with longer key lengths, it is not so efficient. 
On the other hand, BCABC is more efficient than ABC, 
specifically when the key size is up to 25, with cipher text 
size greater than 250 characters. Through some instances, 
the number of key letters recovered correctly, or the 
maximum fitness value was equal; nonetheless, we 
performed a statistical analysis to see whether these 
differences are significant. Non-parametric Wilcoxon rank 
sum test were applied to check whether the algorithms have 
equal median values since the runs failed in normality tests. 
BCABC algorithm was selected as control algorithm and 
the p-values and h-values are calculated for all instances as 
in Tab. 9. For English texts, BCABC algorithm was found 
better in 19 cases and worse in 1 case while for Turkish 
texts, BCABC algorithm was better in all cases. 
 
6 CONCLUSION 
 

Because the Vigenere cryptosystem key space is 
highly dimensional, neither brute force is practical in real 
time cryptosystems nor statistical approaches are useful 
when the key size is large. The objective of this paper was 
to analyse the overall applicability of ABC algorithm and 
propose a more efficient BCABC algorithm as a 
cryptanalysis method of traditional crypto systems 
focusing on Vigenere cipher. 

The results are examined using statistical tools and it 
can be concluded that ABC is successful in recovering the 
whole key of Vigenere Cipher for keys of small size while 
BCABC has the ability to recover all of the letters for keys 
up to 25 letters with cipher text of more than 250 
characters. This shows that the binomial crossover 
integrated to ABC algorithm improved the exploitation 
capability of the algorithm and BCABC is superior in terms 
of the accuracy in cryptanalysis of Vigenere cipher 
compared to ABC algorithm. With regard to the frequency 
based fitness function, it is not efficient in short messages 
but is better applicable to longer messages. However, it can 
be said that BCABC increases the time complexity 
compared to basic ABC algorithm. 

Tailoring new fitness functions efficient for every 
different key size, text length, and language used is our 
future work. 
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Appendix: 
 

Table A.1 English unigram frequencies are as follows (in percent %) 
No Unigram Frequencies No Unigram Frequencies No Unigram Frequencies 
1 A 8.55 11 K 0.81 21 U 2.68 
2 B 1.60 12 L 4.21 22 V 1.06 
3 C 3.16 13 M 2.53 23 W 1.83 
4 D 3.87 14 N 7.17 24 X 0.19 
5 E 12.10 15 O 7.47 25 Y 1.72 
6 F 2.18 16 P 2.07 26 Z 0.11 
7 G 2.09 17 Q 0.10    
8 H 4.96 18 R 6.33    
9 I 7.33 19 S 6.73    
10 J 0.22 20 T 8.94    

 
Table A.2 English bigram frequencies are as follows (in percent %) 

No Bigram Frequencies No Bigram Frequencies No Bigram Frequencies 
1 TH 2.71 11 EN 1.13 21 NG 0.89 
2 HE 2.33 12 AT 1.12 22 AL 0.88 
3 IN 2.03 13 ED 1.08 23 IT 0.88 
4 ER 1.78 14 ND 1.07 24 AS 0.87 
5 AN 1.61 15 TO 1.07 25 IS 0.86 
6 RE 1.41 16 OR 1.06 26 HA 0.83 
7 ES 1.32 17 EA 1.00 27 ET 0.76 
8 ON 1.32 18 TI 0.99 28 SE 0.73 
9 ST 1.25 19 AR 0.98 29 OU 0.72 
10 NT 1.17 20 TE 0.98 30 OF 0.71 

 
Table A.3 Turkish unigram frequencies are as follows (in percent %) 

No Unigram Frequencies No Unigram Frequencies No Unigram Frequencies 
1 A 11.82 11 Y 3.42 21 Ç 1.19 
2 E 9.00 12 U 3.29 22 H 1.11 
3 İ 8.34 13 T 3.27 23 Ğ 1.07 
4 N 7.29 14 S 3.03 24 V 1.00 
5 R 6.98 15 B 2.76 25 C 0.97 
6 L 6.07 16 O 2.47 26 Ö 0.86 
7 I 5.12 17 Ü 1.97 27 P 0.84 
8 K 4.7 18 Ş 1.83 28 F 0.43 
9 D 4.63 19 Z 1.51 29 J 0.03 
10 M 3.71 20 G 1.32    

 
Table A.4 Turkish bigram frequencies are as follows (in percent %) 

No Bigram Frequencies No Bigram Frequencies No Bigram Frequencies 
1 AR 0.02273 11 İR 0.01282 21 İL 0.00870 
2 LA 0.02013 12 Bİ 0.01253 22 Rİ 0.00860 
3 AN 0.01891 13 KA 0.01155 23 ME 0.00785 
4 ER 0.01822 14 YA 0.01135 24 Lİ 0.00782 
5 İN 0.01674 15 MA 0.01044 25 OR 0.00782 
6 LE 0.01640 16 Dİ 0.01021 26 NE 0.00738 
7 DE 0.01475 17 ND 0.00980 27 RI 0.00733 
8     EN     0.01408 18 RA 0.00976 28 BA 0.00718 
9 IN 0.01377 19 AL 0.00974 29 Nİ 0.00716 
10 DA 0.01311 20 AK 0.00967 30 EL 0.00710 
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