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Abstract

The European Union promotes collaboration between authorities and the private sector, and the providers of the most
critical services to society face security related obligations. In this paper, critical infrastructure is seen as a system of
systems that can be subject to cyber-attacks and other disturbances. Situational awareness (SA) enhances preparations for
and decision-making during assessed and unforeseen disruptive incidents, and promoting Cyber effective situational
awareness (CSA) requires information sharing between the different interest groups. This research is constructive in
nature, where innovative constructions developed as solutions for domain-specific real world problems, while the research
question is: “How can cyber situational awareness protect critical infrastructures?” The Observe – Orient – Decide – Act
(OODA) loop is examined as a way to promote collaboration towards a shared situational picture, awareness and
understanding to meet challenges of forming CSA in relation to risk assessment (RA) and improving resilience. Three
levels of organizational decision-making are examined in relation a five-layer cyber structure of an organization to provide
a more comprehensive systems view of organizational cyber security. Successful, crisis-management efforts enable
organizations to sustain and resume operations, minimize losses, and adapt to manage future incidents, as many critical
infrastructures typically lack resilience and may easily lose essential functionality when hit by an adverse event. Situation
awareness is the main prerequisite towards cyber security. Without situation awareness, it is impossible to systematically
prevent, identify, and protect the system from cyber incidents.
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1. Introduction

One strategic area in Finland´s Cyber Security Strategy 2019 is promoting collaboration between authorities and
companies to support the continuity of infrastructure and services that are critical to society (Tke Security Committee,
2019).

The European Union (EU) Network and Information Security (NIS) Directive (European Commission, 2016) increases the
demand for collaboration between authorities and the private sector (Public Private Partnership, PPP) in the important field
of cyber security. Most crucial service providers (critical industries such as energy, transport, health and financing) and
digital service providers (online marketplaces, search engines and cloud computing) of society are put under security
related obligations, and the application of the directive imposes security and information requirements on the
aforementioned operators of critical infrastructure. The goal is to improve situational awareness and information sharing.
Critical infrastructure consists especially of crucial service providers defined in the NIS Directive.

The supply chains of critical infrastructure organizations are complex systems of systems characterized by a
conglomeration of interconnected networks and interdependencies. The general networks and work processes involved in
the operation of an organization can be illustrated as a logistical framework comprising of interconnected parts: a supplier
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network, production process, client network, and information and material flows. According to the European Commission
(EC) the Information and communication technology (ICT) sector is vital to all segments of society. ICT systems are part
of the infrastructure of critical organizations and thus constitute a significant part of the operations that support the core
processes of the organization. Corporate-level ICT systems are related to the administration and management of
information and the material flows in the network, and on the production level are industrial automation systems
(industrial control systems, ICS) (Edwards, et al., 2016) (EU Commission, 2009).

Weed (2019) applies a systems view to describe the structure of critical infrastructure as a complex whole comprised of
several separate organizations (or systems). Critical infrastructure can thus, be seen as a system of systems, and such
structures are subject to disturbances, e.g. cyber-attacks. Reacting to cyber disruptions is ultimately based on how society
and its organizations can adapt to complexity and to the insecurity that it brings; Weed (2019) stresses the importance of
understanding the technologies, risks and actors, and the growing cyber security needs of the complex environment of
critical infrastructure.

Developing better situational awareness (SA) requires information sharing between the different interest groups and
enhances the preparation for and management of incidents. The arrangement is based on drawing correct situation-specific
conclusions and, when needed, on sharing critical knowledge in cyber networks. The target state can be achieved with an
efficient process that includes a three-level—strategic, operational and technical/tactical—operating model to support
decision-making and utilizing national and international strengths. Strategic agility and speed are needed to prepare for
incidents in dynamic cyber environments (Pöyhönen, et al., 2019).

The research question of this study is: “How can cyber situational awareness protect critical infrastructures?”

2. Methods and Structure of the Paper

This is a constructive research. When using the constructive research approach, innovative constructions or artefacts (e.g.
processes, practices or tools) are created as solutions for domain-specific real world problems (Crnkovic, 2010). In
constructive research, both theoretical and practical components should be considered and the problem as well as the
solution should be tied with the theoretical comprehension. Four elements: practical relevance, practical functioning,
theory connection and theoretical contribution should be included in problem solving constructs of constructive research
(Lehtiranta, et al., 2015).

The following sections look at the cyber structures and decision-making levels of critical infrastructure organizations, and
a systems approach is applied to organizational cyber security. The Observe – Orient – Decide – Act (OODA) loop is
examined as a possible tool to promote shared situational picture and awareness. Challenges of forming cyber situational
awareness are also examined in relation to risk assessment and improving resilience. The final section are discussion and
conclusions.

3. The Cyber Structure of Organizations

Libicki (2007) structures the cyber world based on the idea of the Open Systems Interconnection Reference Model (OSI).
The OSI model groups communication protocols into four layers. Each layer serves the layer above it and is served by the
layer below it. The Libicki cyber world model has the following four layers: physical, syntactic, semantic and pragmatic.

Cyber security professor from the University of Jyväskylä, Martti Lehto (Lehto & Neittaanmäki, 2018) has updated the
Libicki four layers cyber world model by adding a fifth layer in order to consider the networking needs of an organization.
The five-layer cyber structure of an organization is described in figure 1.
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Figure 1. The five-layer cyber structure of an organization (modified from Lehto & Neittaanmäki, 2018)

As seen in figure 1, in the case of the five-layer model structure, the physical layer contains the physical elements of the
communications network, such as network devices, switches and routers as well as wired and wireless connections. The
syntactic layer is formed of various system control and management programs and features, which facilitate interaction
between the devices connected to the network, such as network protocols, error correction, handshaking, etc. The semantic
layer contains the information and datasets in the user’s computer terminals as well as different user-administered
functions, such as printer control. The service layer is the heart of the entire network. It contains such as administrative
services, ICT-services, security services, IT based manufacturing services, supply and logistics services. The cognitive
layer portrays the user’s information-awareness environment: a world in which information is being interpreted and where
one’s contextual understanding of information is created.

Protecting the ICT-systems against threats implies measures taken based on risk assessment (RA), and they ensure the
availability of primarily digital information in the operating processes being examined. The measures are highly significant
for the overall availability of the systems that support the business processes of the organization. Availability plays a key
role in achieving business results and promoting the reliability of activities. Further central goals include the reliability and
content integrity of information within the processes and used by the processes. Overall trust should be built from these
starting points, based on the target organization’s realistic idea of its own capabilities to reliably manage the challenges
involved in operations within the cyber world. The following section addresses the significance of trust in the cyber
environment for the operations of an organization. Moreover, trust-enhancing measures applicable to an organization are
mapped.

3.1 Decision-making Levels and System View

We have integrated the three decision-making levels of an organization to the five-layer cyber structure in order to have a
more comprehensive system view of the cyber security environment of the organization. This applies a systems approach
to organizational cyber security subsect and subject, the principle of which is described in figure 2.
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Figure 2. System level view to organizational cyber security (modified from Lehto & Neittaanmäki, 2018)

4. The OODA Loop for better Cyber Situational Awareness

Tikanmäki and Ruoslahti (2019) conclude that to build shared situational awareness organizations need information from
the environment to notice the events surrounding them, and to understand their impact on their activities. The Observe –
Orient – Decide – Act (OODA) loop, used e.g. in project ECHO (ECHO, 2019), is a framework that can provide structure
to the collaboration aiming to better Cyber Situational Awareness (CSA).

The OODA loop assumes continuous improvement; repeating the process allows for learning from previous experiences.
Lessons learned that are fed to the loop activate better performance, and ideally this occurs every time the four steps are
completed. Zager and Zager (2017) find that the faster the completion of the cycle of the OODA loop enhances decision-
making, which may suggest models for faster decision-making processes and improvements in the information syntheses
quality.

According to Pahi, Leitner and Skopik (2017) the OODA loop focuses on the human aspects of crisis situations. The
OODA loop model is often used for decision making and cyber defense actions. The basic form of the OODA loop stands
for a cycle including four phases: observation, orientation, decision, and action. Originally, it has been implemented for
decision making in air operations. The OODA-model in cyber defense works in phases: during the observation phase,
sensor information concerning the infrastructure and assets are gathered; during the orientation phase, that information are
analyzed to find out what is happening; during the decision phase, the countermeasures, incident response, mitigation and
recovery activities are chosen; and during the action phase, these chosen activities are employed; and a new loop cycle
begins with a new observation phase (Kokkonen, 2016).

As seen below in figure 3, the OODA loop decision cycle depends completely upon tactical, operational, and strategic
agility. “Without OODA loops we can neither sense, hence observe, thereby collect a variety of information for the above
processes nor decide as well as implement actions in accord with those processes. Without OODA loops embracing all the
above and without the ability to get inside other OODA loops (or other environments), we will find it impossible to
comprehend, shape, adapt to, and in turn be shaped by an unfolding, evolving reality that is uncertain, ever changing,
unpredictable.” (Boyd, 1995)
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Figure 3: Decision making in complex environments (ECHO project, 2019)

According to Pahi, et al. (2017) one key success factor in establishing CSA is promoting cooperation between the public
and private sector. The OODA loop, in figure 3 above, may be one way of creating structure to do this. SA for
organizations is established on both a technical and organizational level, while on a national level information is collected
and analyzed to support national decision-making note Pahi, et al. (2017). Exchanging and analyzing information between
organizations may enable collecting information both on organizational and network levels to enhance continuity planning
and resilience on both levels.

The State Security Networks Group Finland coordinates the KRIVAT service, an information-sharing and cooperation
framework specifically designed for the management of disturbances. Resilience and preparedness is enhanced by
supplementing existing preparedness and disturbance- management activities of critical infrastructure operators during
major disturbances. KRIVAT responds to a recognized need for clearer communication structures and better situational
awareness between critical infrastructure organizations (Ruoslahti, et al., 2018). Project ECHO – European network of
Cybersecurity centres and competence Hub for innovation and Operations – aims to establish a coordinated network of
cyber security specialists and service providers on a European level (ECHO project, 2019).

5. Challenges to have SA in the ICT Systems of an Organization

Successful, crisis-management efforts enable organizations to sustain and resume operations, minimize losses, and adapt to
manage future incidents (Linkov, et al., 2013a). Effective response to disturbances and collaboration during those
disturbances depend heavily on shared situational awareness. According to Linkov, et al. (2014) many critical
infrastructures typically lack resilience and they may easily lose essential functionality when hit by adverse events. The
city of Baltimore, for example, suffered a ransomware attack that disrupted its critical services for weeks. To handle
critical functions city officials were forced to implement manual procedures, and Baltimore spent more than $18 million on
recovery efforts (Fortinet, 2019).

Ruoslahti, et al. (2018) promote resilience event management cycles (plan or prepare, absorb, recover, adapt and learn, and
self-modify) should be taken into account in relation to Cyber Physical Systems (CPS), which are composed of cyber,
technical, social and ecological systems. Known best practices and earlier experiences of CPS and critical infrastructure
sectors can be used to design and maintain resilience.

Industrial fields that critical to society are increasingly CPS in nature. Critical infrastructure use resilience and business
continuity planning practices and standards to guide their planning and preparedness; risk assessment, business impact
analysis, and business continuity planning are used commonly by critical infrastructure industries (Ruoslahti, et al., 2018).

Risks in collaboration in and among networks can only be reduced, not avoided. Organizational resilience provides tools
and conditions to understand and reduce these risks and mitigate crises (Vos, 2017). To build resilience in networks, and
also to guide connected stakeholder networks Gustafsson, et al. (2012) find that co-creation requires interaction among
various actors and knowledge creation processes. According to Pirinen (2017) situational intelligence is needed to build
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resilience, and that the key factors in network collaboration are the roles, engagement, responsibility, and the mutual
interactions and impacts of the actors. Resilience requires cooperation by and between social networks and communication
is co-constructed by the multiple stakeholders, even while they most likely have different interests and various
interdependencies (Vos, 2017).

5.1 Cyber Risk Review

The definition of strategy derived from the organizations cyber security vision guides the actions taken in order to achieve
the goals. In the first stage, it is most practical to facilitate the definition of strategy by performing risk analysis on cyber
threats. If an organization is familiar with the factors affecting the operation of processes, their most vulnerable points in
the cyber world and the cyber-attack methods that most probably threaten the processes, it possesses the most relevant
information for creating protective plans for potential treats. Vulnerability analysis against attack methods is a systematic
tool for identifying and assessing risks related to process operation as well as for choosing the most suitable measures to
enhance cyber security. By adding three decision-making levels to the five-layer cyber structure, in order to have a
comprehensive system view of organizational cyber security environments, the risk analysis can be practical. The NIST
standards could be utilized to support the risk based cyber security assessment and comprehensive system view from
organization cyber world. For example NIST 800-39 (2011) publication places information security into the broader
organizational context of achieving mission/business success, and according to NIST 800-39 the aim is to:

Ensure that senior leaders/executives recognize the importance of managing information security risk and establish
appropriate governance structures for managing such risk;

Ensure that the organization’s risk management process is being effectively conducted across the three tiers of
organization, mission/business processes, and information systems;

Foster an organizational climate where information security risk is considered within the context of the design of
mission/business processes, the definition of an overarching enterprise architecture, and system development life
cycle processes; and

Help individuals with responsibilities for information system implementation or operation better understand how
information security risk associated with their systems translates into organization-wide risk that may ultimately
affect the mission/business success.

Linkov et al. (2014) note that resilience can be enhanced by studying and improving the interconnectivity of the relevant
critical infrastructure networks, and according to O’Rourke and Briggs (2007) also enhancing the surrounding social
networks is an important component of societal resilience.

5.2 Cyber Resilience Review

Trust can be developed by utilizing preparedness planning. Linkov et al. (2013a) introduce a resilience matrix framework
(later: “Linkov model”) that can be used for this planning. It combines the four stages of a system 1) plan/prepare, 2)
absorb, 3) recover and 4) adapt with the four domains of a system 1) physical, 2) information, 3) cognitive and 4) social.
Later on Linkov et al. (2013b) apply their model further to cyber systems. Their purpose is to develop efficient metrics to
measure the resilience of cyber systems.

In case of cyber systems, the cells of the resilience matrix can be interpreted as follows: How capable the system is to
prepare/absorb/recover/adapt in case of a cyber disturbance executed within the physical/information/cognitive/social
domain? Adding one metric to a certain domain often requires adding metrics to other domains too. Resilience metrics are
used for recognizing and prioritizing the needs, for tracking progression and for sharing resources. Thus, they constitute an
essential part of planning and decision-making (Linkov et al., 2013b).

The Linkov model and its different stages are especially suited for the operational and technical-tactical level preparedness
planning, and that way for ensuring the continuity of operations. Considering the structure of the previously described
system level view to organization cyber security, it is possible to find those targets from the operation of an organization
that have a central position in preparedness planning. The company-specific content of operations has to be based on the
present state analysis carried out before using the Linkov model, and on the situational awareness, in the form of target
organization’s strengths, weaknesses, possibilities, threats and their mutual relations. Based on the analysis, the related
needs of each organization can be planted on the planning stages of Linkov’s model. Table 1 describes an example of
actions structured according to the Linkov model from a previous case study (Pöyhönen, et al., 2018).
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Table 1: Research results (Pöyhönen, et al., 2018) structured to the Linkov model (Linkov et al., 2013a).
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The contents of table three are based on a previous case study (Pöyhönen et al, 2018), where the findings indicate that:

The following operations of the planning and absorb stages within the physical domain of Linkov’s model were
recognized: taking care of the functionality, supervision and control of the technology, planning of the system
isolation and needed operational segments, and planning of the alternative networks and routes. In case of a
disturbance situation, firstly, the situational awareness of the incidence, its nature, distribution and scope are
clarified, as well as its impact. After that, the plans are put to use for their needed parts. In the recovery stage, the
cleanliness and functionality of the systems is ensured for all of their parts. Then, the comprehensive ramp-up of the
machines is guided through. The adaptation stage is determined by the experiences got from the incident, but at least
the technical protection operations must be considered carefully.
The documentation planning is emphasized in the operations of information domain, by paying attention to the
situation-specific documentation itself, and the critical operations and related requirements has to be documented
already in the planning stage. The aforementioned documentation both serves the operation in a disturbance situation
and enables the information documentation during the disturbance situation and in a recovery stage, so that the
utilization of situation-specific experiences and learning in the adaptation stage is made possible. The informing of
essential stakeholders and different authorities must also be included in each stage.
In our case study, the plan of cognitive domain grew the most of all domains. Thus, it can be seen very significant in
both management, in building the situational awareness, in continuity management, in prioritizing the operations,
and in managing and controlling different resources, including services. All these operations play a decisive role in a
disturbance situation, in the recovery stage and in the adaptation stage when utilizing the knowledge gained from the
previous stages.
The planning stage of the social domain consists of more specific communication plans than in the information
domain, including the named contact persons, and both internal and external interest groups. The wide scale
situation-specific informing in the different stages results from the planning of the social domain. In addition, the
planning of the social domain includes the whole staff training in managing all the different stages.

6. Conclusions

The overall target of cyber security is that all systems and infrastructures are resilient. Situation awareness is the one of the
main prerequisites towards cyber security. Without situation awareness, it is impossible to systematically prevent, identify,
and protect systems from cyber incidents and if, for example, a cyber-attack happens, to recover from the attack. Situation
awareness involves being aware of what is happening around your system to understand how information, events, and how
your own actions affect the goals and objectives, both now and in the near future. It also enables to select effective and
efficient countermeasures, and thus, to protect the system from varying threats and attacks. Information exchange between
organizations becomes essential in creating and up keeping CSA, while the protection of critical infrastructure calls for risk
assessment, preparation and resilience on a single organization level.
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