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Privatnost kao pravni koncept nezaobilazan je dio modernog demokratskog drustva
i prepoznato je kao jedno od temeljnih ljudskih prava svakog gradanina. Pravo na
privatnost i zastitu osobnih podataka zajamceni su medunarodnim dokumentima o
ljudskim pravima. U knjiznicarskoj se djelatnosti pravo na privatnost i zastitu osobnih
podataka takoder garantira u dokumentima medunarodnih knjizni¢arskih udruzenja
u kojima se jasno naglasava da su knjiznicari u svom radu obvezni da $tite privatnost
i osobne podatke svojih korisnika. Privatnost i osobne podatke je danas sve teze za-
stititi, jer je pristup podacima jednostavniji i laksi zbog koriStenja razli¢itih i novih
informacionih tehnologija, elektronskog komuniciranja, drustvenih mreza, elektron-
skih baza podataka itd. Osobna se prava garantiraju medunarodnim dokumentima o
zastiti osobnih podataka, a stite se nacionalnim zakonima o zastiti osobnih podataka.
Glavni ciljevi rada su: problematizirati definiranje pojma privatnosti iz nekoliko per-
spektiva; problematizirati znacaj prava na privatnost i zastitu osobnih podataka u kon-
tekstu knjiznicarske profesije; dati pregled znacajnijih medunarodnih dokumenata u
podrucju ljudskih prava u kojima se garantira i pravo na privatnost i zastitu osobnih
podataka; naciniti osvrt na znacajnije medunarodne dokumente kojima se garantira
pravo na zastitu i tajnost osobnih podataka; i na kraju rad ¢e dati pregled dokumenata
medunarodnih knjiznicarskih udruzenja koji u svojim tekstovima ukazuju na znacaj
privatnosti i zastite osobnih podataka u knjizni¢noj djelatnosti.

Privacy as a legal concept is an unavoidable part of a modern democratic society and
is recognized as one of the fundamental human rights of every citizen. The right to
privacy and the protection of personal data are guaranteed by international human
rights documents. In librarianship, the right to privacy and protection of personal
data is also guaranteed in the documents of international library associations, which
clearly emphasize that librarians are obliged in their work to protect the privacy and
personal data of their users. Privacy and personal data are increasingly difficult to
protect today, as access to data is simpler and easier due to the use of different and
new information technologies, electronic communication, social networks, electronic
databases, etc. Personal rights are guaranteed by international documents on pro-
tection of personal data and protected by national personal data protection laws.
The main objectives of the paper are: to problematize the definition of the concept
of privacy from several perspectives; problematize the importance of the right to pri-
vacy and protection of personal data in the context of the library profession; provide
an overview of significant international documents in the field of human rights which
also guarantee the right to privacy and protection of personal data; make a review
of important international documents guaranteeing the right to protection and con-
fidentiality of personal data; and finally, the paper will provide an overview of docu-
ments of international library associations that in their texts indicate the importance
of privacy and protection of personal data in the library business.




Uvod — O pojmu privatnosti

Da bismo problematizirali pojam privatnosti u §to
Sirem kontekstu, potrebno je da se nakratko vratimo
jos u anticko doba gdje koncept privatnosti svoje
uporiste ima u filozofskim raspravama grckog mi-
slioca Platona. On porucuje “neka potraze mjesto u
drzavi gdje bi bilo najbolje udariti tabor, odakle bi
najlaksSe drzali na uzdi drzavljane ako se tko ne bi
htio zakonima pokoravati” (Platon 2009, 163; pre-
ma Pavuna 2019, 5) i da nitko ne bi trebao imati
“stana ni takve riznice u koje ne bi mogao ulaziti
svatko tko ¢e htjeti” (Platon 2009, 165; prema Pa-
vuna 2019, 5). U tom je smislu ideja drzave takva
da “pretpostavlja potpunu transparentnost nasuprot
privatnosti u svrhu ostvarivanja ideje pravednosti
i dobra” (Pavuna 2019, 5). Kako navodi Pavuna,
klju¢ni momenat u razvoju privatnosti bio je “pre-
tvaranje filozofskog koncepta, objektivnog prava u
subjektivno pravo koje pripada svakom gradaninu”
(Pavuna 2019, 6). Tako se u 18. stolje¢u privatnost
pojavljuje kao “pravo privatnog vlasnistva” (Pa-
vuna 2019, 6, 7), Sto potvrduje Povelja o pravima
Sjedinjenih Americkih Drzava iz 1791. koja u 4.
amandmanu gradanima jam¢i “nepovredivost vla-
stite osobe, mjesta stanovanja, dokumenata i imo-
vine od neosnovanih pretraga i zapljena” (Pavuna
2019, 7). Moderno poimanje privatnosti kao “pra-
va” na privatnost zapo¢inje krajem 19. stolje¢a kada
su dva mlada bostonska odvjetnika, Samuel Warren
1 Louis Brandeis, u Harvard Law Reviewu 1890.
objavili ¢lanak pod naslovom The right to privacy
(“Pravo na privatnost”, v. Warren i Brandeis 1890)
u kojem sintagmom right to be let alone (“pravo biti
ostavljen na miru”) privatnost opisuju kao uobica-
jeno pravo koje je sadrzavalo zastitu “nepovrjedive
osobnosti” svakog pojedinca. To bi znacilo da svaki
pojedinac ima pravo odabrati da li ¢e s drugima po-
dijeliti ili ne informacije o svom privatnom zivotu
(navikama, postupcima) i na taj nacin zastititi svoj
psiholoski integritet vrSeci kontrolu nad informa-
cijama koje uti¢u na individualnost, osobnost tog
pojedinca. Clanak mnogi nazivaju “rodenjem” pra-
va na privatnost, koji je stoljece poslije ugraden u
ameriCko pravosude kao i u zakone mnogih europ-
skih drzava. Brojni sudovi su usvojili obrazlozenja
Warrena i Brandeisa, iako postoje i oni koji kazu da
su Warren i Brandeis zapravo samo prepisali ono
Sto je vec postojalo kao dio opée zakonske regulati-
ve (prema Glancy 1979).

Prema pisanju R. Clarka (2016) privatnost je interes
koji pojedinci imaju u odrzavanju “osobnog prosto-
ra”, bez uplitanja drugih ljudi i organizacija. Bitna je

Introduction — About the concept of privacy

In order to problematize the concept of privacy in
the broadest possible context, it is necessary to brief-
ly go back to ancient times where the concept of pri-
vacy has its stronghold in the philosophical discus-
sions of the Greek thinker Plato. He says “let them
look for a place in the state where it would be best to
pitch their camp, from where it would be easiest to
keep the citizens in check if someone do not want to
obey the laws” (Plato 2009, 163; quoted from Pavu-
na 2019, 5) and that no one should have “residence
nor such treasury that anyone who wants could not
enter” (Plato 2009, 165; quoted from Pavuna 2019,
5). In this sense, the idea of the state is such that it
“presupposes complete transparency versus privacy
for the purpose of realizing the idea of justice and
property” (Pavuna 2019, 5). According to Pavuna,
the key moment in the development of privacy was
“the transformation of the philosophical concept, ob-
jective law into subjective law that belongs to every
citizen” (Pavuna 2019, 6). Thus in the 18" century
privacy appeared as “the right of private proper-
ty” (Pavuna 2019, 6, 7), which is confirmed by the
Bill of Rights of the United States of America from
1971, which in 4" Amendment guarantees citizens
“to be secure in their persons, houses, papers, and
effects, against unreasonable searches and seizures”
(Pavuna 2019, 7). The modern notion of privacy as
a “right” to privacy began in the late 19" century
when two young Boston lawyers, Samuel Warren
and Louis Brandeis, published an article in the Har-
vard Law Review in 1890 entitled The right to pri-
vacy (Warren i Brandeis 1890) in which by syntagm
right to be let alone describe privacy as a customary
right that included the protection of the “inviolable
personality” of each individual. This would mean
that each individual has the right to choose whether
or not to share with others information about their
private life (habits, actions) and thus protect their
psychological integrity by controlling information
that affects the individuality, personality of that in-
dividual. The article is called by many the “birth” of
the right to privacy, and a century later was incorpo-
rated into the America’s judiciary as well as into the
laws of many European countries. Numerous courts
have adopted the reasoning of Warren and Brandeis,
although there are those who say that Warren and
Brandeis actually only transcribed what already ex-
isted as part of the general legislation (quoted from
Glancy 1979).

According to R. Clarke (2016), privacy is the inter-
est that individuals have in maintaining ‘personal
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iz nekoliko perspektiva: filozofske, psiholoske, soci-
oloske, ekonomske, politicke. S tim u vezi isti autor
(Clarke 2016) navodi kako filozofska perspektiva
ustvari dotic¢e pitanja koncepta “ljudskog dostojan-
stva”, integriteta, individualne autonomije i samo-
odredenja. U nekim tradicijama i jurisdikcijama, to
su ideje koje podupiru pojam i znacaj ljudskih prava.
Psiholoska perspektiva definira misao da je ljudima
opcenito potreban privatni prostor. To se odnosi i
na “javnost”, kao i na ono $to se dogada iza “zatvo-
renih vrata”. Socioloski, ljudi moraju biti slobodni
druziti se s drugima, biti podlozni Sirokim drustve-
nim obi¢ajima, ali bez stalne prijetnje da ¢e ih se u
tim akcijama promatrati. U ekonomskoj perspekti-
vi, Clarke (2016) navodi da je zastraSujuc¢i ucinak
koji nadzor nad privatnos$¢u sa sobom donosi, gu-
Seci “inovacije”. U tom smislu inovatori odstupaju
od normi i smatraju se ugrozenima ako im nedostaje
privatnog prostora u kojem bi mogli eksperimenti-
rati. I na kraju, politicki, ljudi moraju biti slobodni
razmisljati, raspravljati i djelovati. Isti autor (Clarke
2016) tvrdi da privatnost niposto nije jednodimenzi-
onalna, nego visestruka, sveobuhvatna, pa razliku-
je: privatnost osobe, privatnost osobnog ponasanja,
privatnost osobne komunikacije, privatnost osobnih
podataka (Cesto oznacenu i kao privatnost podataka
— data privacy 1 informacijsku privatnost — informa-
tion privacy), privatnost osobnog iskustva (v. vise u
Clarke 2016). Negdje na tom tragu i autorica Horvat
(Horvat i Zivkovié 2012, 29) definiraju privatnost
kao intimu ¢ovjeka, njegov osobni i obiteljski Zivot,
a pravo na privatnost pravo je ¢ovjeka da bude sam
kad Zeli i1 da podatke o sebi ne mora dijeliti s drugi-
ma. Autorica navodi i to da pravnici privatnost pro-
matraju s razlicitih aspekata te tako razlikuju pro-
stornu, informacijsku i komunikacijsku privatnost
(v. vise u Horvat i Zivkovié 2012).

Kada govorimo o informacijskoj i komunikacijskoj
privatnosti, neophodno je naglasiti da se informacij-
ska privatnost odnosi upravo na “osobne podatke o
pojedincu koji se prikupljaju, obraduju i koriste u ra-
zli¢ite svrhe” (Horvat i Zivkovié¢ 2012, 30), a uredu-
je se zakonima o zastiti osobnih podataka. U osob-
na se prava izmedu ostalih ubraja i pravo na Cast i
ugled, odnosno “postovanje dostojanstva covjeka”,
koje je u digitalnoj sredini dobilo na vaznosti jer ga
je teZze zastititi nego ikad ranije (Horvat i Zivkovié
2012, 31) s obzirom na sve vece prisustvo drustve-
nih mreza u svakodnevnom zivotu, raznovrsnost in-
formacionih tehnologija koje koristimo, dostupnost
digitalnih medija i sl. Nadalje, medu osobnim pra-
vima tu su, po Horvat (Horvat i Zivkovié 2012), jo§
i pravo na vlastitu sliku (lik), pravo na identitet itd.

space’, without the interference of other people and
organizations. It is important from several perspec-
tives: philosophical, psychological, sociological,
economic, and political. In this connection, the same
author (Clarke 2016) states that the philosophical
perspective actually touches on the issues of the
concept of “human dignity”, integrity, individual au-
tonomy and self-determination. In some traditions
and jurisdictions, these are ideas that support the
notion and significance of human rights. The psy-
chological perspective defines the idea that people
generally need private space. This also applies to
the “public”, as well as to what is happening behind
“closed doors”. Sociologically, people must be free
to associate with others, be subject to broad social
customs, but without the constant threat of being
observed in these actions. From an economic per-
spective, Clarke (2016) states that the intimidating
effect that privacy control brings with it is stifling
“innovation”. In this sense, innovators deviate from
the norms and are considered vulnerable if they lack
a private space in which they could experiment. And
finally, politically, people must be free to think, dis-
cuss and act. The same author (Clarke 2016) claims
that privacy is by no means one-dimensional but
multiple, comprehensive, so he distinct: privacy of
a person, privacy of personal conduct, privacy of
personal communication, privacy of personal data
(often referred to as data privacy and information
privacy), privacy of personal experience (see more
in Clarke 2016). Somewhere on this trail, the author
Horvat (Horvat and Zivkovié 2012, 29) also defines
privacy as a person’s intimacy, his personal and fam-
ily life, and the right to privacy is a person’s right to
be alone when they want, and not to have to share in-
formation about themselves with others. The author
also states that lawyers view privacy from different
aspects, and so distinguish between spatial, infor-
mational and communication privacy (see more in
Horvat and Zivkovié 2012).

When we talk about information and communica-
tion privacy, it is necessary to emphasize that in-
formation privacy refers to “personal data about an
individual that is collected, processed and used for
various purposes” (Horvat and Zivkovi¢ 2012, 30),
and is governed by personal data protection laws.
Among other things, personal rights include the
right to honor and reputation, i.e. “respect of hu-
man dignity”, which has become important in the
digital environment because it is harder to protect
it than ever before (Horvat and Zivkovi¢ 2012, 31)
given the growing presence of social networks in
everyday life, the variety of information technolo-



Privatnost je s druge strane vazan element “i u auto-
nomiji individualnosti” (McMenemy 2016, 1). Bez
prava na privatnost, kako to definira McMenemy
(2016, 1), nismo u mogucnosti biti potpuno svoji.
Mnogo onoga §to nas Cini ljudima dolazi iz nasih
interakcija s drugima u nasoj privatnoj sferi gdje
pretpostavljamo da nas nitko ne promatra. Privat-
nost se tako odnosi na ono $to kazemo, uradimo,
a mozda cak i na ono Sto osje¢amo (McMenemy
2016, 1, 2). Privatnost je i “pravo biti slobodan od
neopravdanog zadiranja (...)” (Law 2015), a neop-
hodna je i za “slobodu, neovisnost i ljudsko dosto-
janstvo” (Schneier 2015, 273).

Jos je prije 50-ak godina Alan Westin, jedan od naj-
znacajnijih autora u podrucju privatnosti, istakao
njenu vaznost u svojoj knjizi Privacy and Freedom
iz 1967. te je napravio detaljan povijesni pregled ra-
zvoja pojma privatnosti u okviru politicke misli na
zapadu, naglasavajuci da je privatnost zapravo mo-
gucnost svakog pojedinca da za sebe odredi na koji
¢e nacin, kada, kome i do koje mjere biti prezenti-
rani podaci o njemu (Westin 1967, 7; prema Pavu-
na 2019, 18). U tom smislu, privatnost je i pravo
svakog pojedinca da bude zasticen od nedopuste-
nog uplitanja u njegov osobni zZivot, posao, obitelj,
objavljivanjem informacija o njemu ili neposred-
nim fizickim mjerama (Michael 1994). Privatnost
u kontekstu demokracije i gradanskih prava, prema
Cohen (2016), “stiti nasu subjektivnost od svepri-
sutnih komercijalnih napora i vladinih aktera da
pojedince i zajednice, ucine transparentnima i pred-
vidljivima. Privatnost je neizostavna znacajka de-
mokracije u kojoj pojedinac zadrzava svoj identitet
pridonose¢i njegovoj gradanskoj duznosti.” (pre-
ma: IFLA. The right to privacy in the digital age, 1).

Pravo na privatnost i zastitu osobnih podataka u
knjiznici

cen e

ven s

een e
cen s

cen .

cen e

trebaju stititi? To su prvenstveno osobni podaci, koji
se u skladu sa zakonima o zastiti osobnih podataka
definiraju kao oni podaci, odnosno one informacije
na temelju kojih se identificira odredeni pojedinac,
fizicka osoba. To npr. prema Brezaku (1997) mogu
biti ¢injeni¢ni osobni podaci (ime, adresa, dob, spol

gies we use, the availability of digital media, etc.
Furthermore, among personal rights there are, ac-
cording to Horvat (Horvat and Zivkovi¢ 2012), the
right to one’s own image (character), the right on
identity, etc.

Privacy, on the other hand, is also “an important
element in the autonomy of the individual” (Mc-
Menemy 2016, 1). Without the right to privacy, as
defined by McMenemy (2016, 1) we are unable to
be completely our own. Much of what makes us hu-
man comes from our interactions with others in our
private sphere where we assume no one is watching
us. Privacy thus refers to what we say, do, and per-
haps even how we feel (McMenemy 2016, 1, 2).
Privacy is also “the right to be free from unjusti-
fied interference (...)” (Law 2015), and it is also
necessary for “freedom, independence and human
dignity” (Schneier 2015, 273).

As far back as 50 years ago, Alan Westin, one of
the most important authors in the field of privacy,
emphasized its importance in his book Privacy and
Freedom from 1967 and made a detailed historical
overview of the development of the concept of pri-
vacy within political thought in the West, empha-
sizing that privacy is actually the ability of each
individual to determine for themselves how, when,
to whom and to what extent information about them
will be presented (Westin 1967, 7; quoted from
Pavuna 2019, 18). In that sense, privacy is also the
right of every individual to be protected from un-
authorized interference in the personal life, work,
family, by publishing information about them or by
immediate physical measures (Michael 1994). Pri-
vacy in the context of democracy and civil rights,
according to Cohen (2016) “protects our subjectiv-
ity from the pervasive efforts of commercial and
government actors to render individual and com-
munities fixed, transparent and predictable. Privacy
is an indispensable feature of a democracy where an
individual maintains his identity while contributing
to their civic duty” (quoted from: IFLA. The right to
privacy in the digital age, 1).

The right to privacy and protection of personal
data in the library

In librarianship, defining privacy is actually “a vital
ethical area that we must seek” (McMenemy 2016,
3) in the library profession, which means that librar-
ians in their work have an obligation to protect the
privacy of their users. This is confirmed by [FLA’s
Code of Ethics for Librarians and other Information
Workers, many documents and statements that were
issued by international library associations. But
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i sl.), podaci o nekoj osobi koji sadrze vrijednosne
sudove (napredovanje, preporuke, misljenje) i po-
daci o namjerama korisnika podataka (prema: Hor-
vat i Zivkovié¢ 2012, 47).

Svrha zastite osobnih podataka je zastita privatnog
zivota pojedinca u okviru temeljnih ljudskih prava
i sloboda vezanih za prikupljanje, obradu i prijenos
osobnih podataka na temelju dokumenata Ujedinje-
nih nacija, Europske unije, Vije¢a Europe itd. Kako
navodi Horvat (2002) zastita osobnih podataka
utemeljuje se na nekoliko osnovnih nacela, a to su
medu prvima da se osobni podaci moraju prikuplja-
ti na zakonit nacin i za opravdanu svrhu; da moraju
biti relevantni, ne preopsirni, to¢ni i redovito osu-
vremenjivani. “Svaki pojedinac mora imati pravo
uvida u svoje podatke i ima pravo zatraziti njihov
ispravak, ako smatra da nisu to¢ni. Podaci moraju
biti zasti¢eni tako da se sprijeci uvid neovlastenih
osoba ili potpun gubitak podataka” (Horvat 2002).
U tom smislu, osobni su podaci zasti¢eni zakoni-
ma u kojima se ujedno mora zajamciti i sigurnost i
tajnost osobnih podataka. Naravno, zadaca knjizni-
Cara je da u svojoj praksi zagovaraju, ali i provode
mjere zastite osobnih podataka.

S ciljem da podigne svijest javnosti o zastiti privat-
nosti 1 osobnih podataka, prikazujuci dobre prakse
iz te oblasti, Vijece Europe je 28. sijeCanj proglasilo
Europskim danom zastite osobnih podataka, koji
prvi put po€inje da se obiljezava 2006, $to nam do-
datno potvrduje Cinjenicu da je zastita privatnosti

cen e

een s

samo zastite nego i zagovaranja privatnosti u “digi-
talnom dobu”.

S obzirom na to da zakoni o zastiti osobnih podata-
ka definiraju to da se ti podaci sakupljaju u odrede-
ne svrhe za koje je nositelj tih informacija dao do-
zvolu, osobni se podaci ne bi smjeli koristiti mimo
tih odredbi, mada su zlouporabe u podru¢ju osob-
nih podataka itekako prisutne. S tim u vezi, koje ¢e
(osobne) podatke knjiznica traziti od korisnika pri
upisu, knjiznica odlucuje sama, ali za sve podatke
koje knjiznica sakuplja, mora postojati razlog za-
Sto su trazeni, odnosno u koje svrhe ¢e se koristiti
(obi¢no su to podaci 0 imenu i prezimenu, datumu
rodenja, zanimanju, adresi, broju telefona, e-mailu
i sl.). Podaci o posudbi grade (npr. o najtrazenijim
naslovima) sakupljaju se uglavnom u statisticke
svrhe, radi planiranja nabavne politike. Pretraziva-
nja koja korisnici obavljaju na ra¢unarima u knjiz-
nicama takoder ostaju zabiljezeni pa ih je s vremena

the question arises: What is the data that librarians
need to protect? These are primarily personal data,
which in accordance with the laws on personal data
protection are defined as those data, i.e. those infor-
mation on the basis of which a certain individual,
natural person is identified. For example, according
to Brezak (1997), this can be factual personal data
(name, address, age, gender, etc.), data on a person
that contain value judgments (promotion, recom-
mendations, opinion) and data on the intentions of
data users (quoted from Horvat i Zivkovié 2012, 47).

The purpose of personal data protection is to protect
the private life of an individual within the framework
of fundamental human rights and freedom related to
the collection, processing and transfer of personal
data based on documents of the United Nations,
the European Union, the Council of Europe, etc.
According to Horvat (2002), the protection of
personal data is based on several basic principles.
The first is that personal data must be collected in a
lawful manner and for a justified purpose; they must
be relevant, not too extensive, accurate and regularly
updated. “Every individual must have the right to
access their data and have the right to request their
correction if they believe that they are inaccurate.
Data must be protected in such a way as to prevent
unauthorized access or complete loss of data” (Horvat
2002). In that sense, personal data are protected by
laws in which the security and confidentiality of
personal data must be also guaranteed. Of course, the
task of librarians is to advocate in their practice but
also to implement measures to protect personal data.

In order to raise public awareness about the pro-
tection of privacy and personal data, showing good
practices in this area, The Council of Europe de-
clared 28 January as a European Data Protection
Day, which begins to be celebrated for the first time
in 2006, that further confirm to us the fact that the
protection of privacy is one of the fundamental val-
ues of the library profession, and today, with the
latest technological and social achievements, the
work of librarians is shaped in the segment of not
only protection but also in advocacy of privacy in
the “digital age”.

As personal data protection laws define that this data
is collected for certain purposes which the holder of
this information has given permission for, personal
data should not be used outside these regulations,
although abuses in the field of personal data are
very present. With this in connection, which (per-
sonal) data the library will ask from the user when
enrolling, the library decides for itself, but for all



na vrijeme potrebno brisati (Horvat 2002). Uz po-
datke o korisnicima, u knjiznici se cuvaju i podaci o

cen e

torima itd. (Horvat 2002).

U nekim je drzavama prikupljanje osobnih podataka
uredeno zakonskim propisima koji se ticu i knjizni-
ca, kao npr. u Norveskoj, gdje postoji posebno tijelo
drzavne uprave koje mora dati dopustenje narodnim
knjiznicama da uz utvrdene uvjete smiju prikupljati
podatke o korisnicima. U Velikoj Britaniji je Zakon
o zastiti podataka na snazi od 1984., i odnosi se i
na knjiznice. Prema njemu je svaki voditelj neke
ustanove koja prikuplja odredene podatke u stroj-
no ¢itljivom obliku duzan prijaviti da se ti podaci
prikupljaju. U Sjedinjenim Americkim Drzavama
postoje “propisi o tajnosti podataka o posudbi”, i
ne samo to nego se ¢ak “jam¢i i tajnost korisnickih
pitanja” (Horvat 2002).

Iz navedenog mozemo zakljuditi da je tajnost po-
dataka o korisnicima i podataka o koristenju grade
i informacija vazna iz prakti¢nih i moralnih razlo-
ga, s obzirom na to da je u danasnje vrijeme zbog
jednostavnijeg pristupa podacima uvodenjem novih
informacijskih tehnologija i postojanja razli¢itih
elektronskih baza podataka, privatnost ugrozenija
nego ikad prije (Gorman 2000, 151). “Pojedinac se
stoga moze s pravom bojati da bi mu neovlasteni
uvid u njegove osobne podatke mogao onemogu-
¢iti dobivanje neke usluge, povlastice itd. Takoder
se moze pretpostavljati da podaci ne moraju uvi-
jek biti to¢ni ili ne moraju biti to¢no protumaceni
odnosno da se mogu tumaciti na Stetu pojedinca”
(Horvat 2002). S druge strane i “drzave se posebno
boje da moguénosti da velik broj osobnih podataka
o njihovim gradanima bude prenesen izvan njihovih
granica” (Horvat 2002).

Jasno je da bez povjerljivosti osobnih podataka o
pojedincu nije moguca ni zastita ¢ovjekove privat-
nosti (Injac 2008, 36). Svaki korisnik knjiznice ima
pravo na privatnost, to mu garantiraju medunarodni
kako kaze Injac (2008), koliko ¢e njegova privat-
nost uistinu biti zasticena i1 poStovana, uvelike ovi-

ven o

mediji i ostali trazitelji ili prenositelji informacija
(Injac 2008).

Zanimljivo je kako Bowers (2006, 377) tumaci od-
nos povjerenja i privatnosti u knjiznici. On kaze da,
ako osoba nema osjecaj sigurnosti da ¢e njegovi
zapisi u knjiznici biti ¢uvani u povjerljivosti, to ¢e

data collected by the library, there must be a reason
why they are requested or for what purposes they
will be used (usually data on name and surname,
date of birth, occupation, address, telephone num-
ber, e-mail, etc.). Data on material borrowing (e.g.
on most requested titles) are collected mainly for
statistical purposes, in order to plan the acquisition
policy. Searches performed by users on computers
in libraries also remain recorded and need to be de-
leted from time to time (Horvat 2002). In addition
to user data, the library also stores data on library
staff, data on suppliers, donors, etc. (Horvat 2002).

In some countries, the collection of personal data
is regulated by legislation concerning libraries,
such as in Norway where there is a special public
administration body that must give permission to
public libraries to collect user data under certain
conditions. In the United Kingdom, the Data Pro-
tection Act has been in force since 1984, which also
applies to libraries, and according to which every
head of an institution that collects certain data in
machine-readable form is obliged to report that
this data is collected. In the United States, there are
“regulations on the confidentiality of loan informa-
tion”, and not only that, but even “guarantees the
confidentiality of user questions”. (Horvat 2002)

From the stated we can conclude that the confiden-
tiality of user data and data on the use of materi-
als and information is important for practical and
moral reasons, whereas today, due to easier access
to data through the introduction of new information
technologies and the existence of various electronic
databases, privacy is more compromised than ever
before (Gorman 2000, 151). “An individual may
therefore rightly fear that unauthorized access to
their personal data may prevent them from obtain-
ing a service, privilege, etc. It can also be assumed
that the data may not always be accurate or may not
be accurately interpreted i.e. they may be interpret-
ed at the expense of the individual” (Horvat 2002).
On the other hand, “states are particularly afraid of
the possibility that large number of personal data
about their citizens may be transferred beyond their
borders” (Horvat 2002).

It is clear that without the confidentiality of person-
al data about an individual, the protection of human
privacy is not possible (Injac 2008, 36). Every li-
brary user has the right to privacy, which is guaran-
teed by international documents and principles of
library work, but as Injac (2008) says, how much
their privacy will truly be protected and respected,
depends greatly on the professional ethics of librar-
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ga mozda obeshrabriti da istrazuje, Cita ili trazi in-
formacije zbog straha od osude okoline u kojoj zivi
ili osude drustva u cjelini (prema Sutlieff i Chelin
2008, 11). Zato je vazno da knjiznice §tite privatnost
svojih korisnika, podatke o njihovim pretrazivanji-
ma, posudbi grade itd. da bi uistinu opravdale svoju
ulogu “edukatora privatnosti” (Coombs 2004; Shu-
ler 2004, prema Sutlieff i Chelin 2008, 12) koji bi
trebali da u svom poslu poticu i razvijaju svijest ko-
risnika o privatnosti, istiCu vaznost zastite osobnih
podataka, i ne samo to nego i da dijele s korisnicima
informacije o najboljim praksama u podrucju privat-
nosti 1 zastite osobnih podataka i u svakom smislu
budu u sluzbi zakona i potreba svojih korisnika.

Pravo na privatnost kao osnovno ljudsko pravo u
europskim i medunarodnim dokumentima

Privatnost je i subjektivno pravo koje pripada sva-
kog gradaninu u demokratskoj drzavi i zajamceno
je medunarodnim dokumentima o ljudskim pravi-
ma. Sintagma “pravo na privatnost” je moderno
poimanje privatnosti kao pravnog koncepta, a ujed-
no je i odmak od onoga §to je privatnost bila sko-
ro do kraja 19. stolje¢a, vise filozofski ili moralni
koncept. Upravo se ta teznja o pravu na privatnost,
kao osobnom pravu svakog pojedinca, istice ve¢ u
temeljnom dokumentu o modernom poimanju ljud-
skih prava Opcoj deklaraciji o ljudskim pravima'
iz 1948. u ¢lanu 12 koji glasi: “Nitko ne smije biti
izvrgnut samovoljnom mijeSanju u njegov privatni
zivot, obitelj, dom ili dopisivanje, niti napadima na
njegovu Cast 1 ugled. Svatko ima pravo na zakonsku
zastitu protiv takvog mijesanja ili napada.”
Polovinom 20. stoljeca, to¢nije godine 1950., usvo-
jena je i Europska konvencija za zastitu ljudskih
prava i temeljnih sloboda* koja ¢lanom 8.1 §titi
pravo svakoga pojedinca na postovanje privatnog i
obiteljskog zivota, doma i dopisivanja, i u kojoj se
naglasava da se javna vlast ne¢e mijeSati u ostvari-
vanje tog prava, osim u interesu javne sigurnosti,
sprje¢avanja kaznenih djela i sl.

Medunarodni pakt o gradanskim i politickim pravi-
ma® iz 1966. godine u ¢lanu 17 takoder vrlo sli¢no
potvrduje da “Nitko ne smije biti podvrgnut samo-
voljnom ili nezakonitom mije$anju u njegov pri-
vatni zZivot, obitelj ili dopisivanje, niti nezakonitim
napadima na njegovu Cast ili ugled.”

! Deklaracija usvojena i proglasena na Skupstini UN-a Rezolucijom
217/111.

Konvencija potpisana u Rimu, 4. 11. 1950. od strane zemalja ¢lanica
Vije¢a Europe, stupila na snagu 1953.

* Usvojen Rezolucijom 2200A (XXI) Generalne skupstine 16. 12.
1966., na snagu stupio tek 23. 3. 1976.

ians. Therefore, it is very important that the rights
to personal data protection are known not only to
librarians, but also to all users, media and other
seekers or transmitters of information (Injac 2008).

It is interesting how Bowers (2006, 377) interprets
the relationship of trust and privacy in the library.
He says that if a person does not have a sense of
security that their records in the library will be kept
in confidentially, it may discourage them from re-
searching, reading or seeking information for fear
of the condemnation of environment in which they
live or condemnation of society as a whole (quoted
from Sutlieff and Chelin 2008, 11). That is why it is
important for libraries to protect the privacy of their
users, their search data, material borrowing, etc. in
order to truly justify their role as “privacy educators”
(Coombs 2004; Shuler 2004; quoted from Sutlieff
and Chelin 2008, 12) who should encourage and de-
velop users’ awareness of privacy in their work, em-
phasize the importance of personal data protection,
and not only that, but also share with users infor-
mation on best practices in the field of privacy and
personal data protection and in every sense be in the
service of the law and the needs of its users.

The right to privacy as a basic human right in Eu-
ropean and international documents

Privacy is also a subjective right that belongs to
every citizen in a democratic state and is guaranteed
by international human rights documents. The syn-
tagm “right to privacy” is a modern notion of priva-
cy as a legal concept, and at the same time a detach-
ment from what privacy was almost until the end
of the 19™ century, more a philosophical or moral
concept. This aspiration about the right to privacy,
as a personal right of every individual, is already
emphasized in the basic document on the modern
understanding of human rights in the Universal
Declaration of Human Rights' from 1948, in Article
12, which reads: “No one shall be subjected to arbi-
trary interference with his privacy, family, home or
correspondence, nor to attacks upon his honour and
reputation. Everyone has the right to the protection
of the law against such interference or attacks.”

In the middle of the 20™ century, more precisely in
1950, The European Convention for the Protection
of Human Rights and Fundamental Freedoms® was
also adopted. The Article 8.1 of this Convention
protects the right of every individual on respect for

! The declaration was adopted and promulgated by the UN Assembly
in a Resolution 217/I11.

The Convention, signed in Rome on November 4, 1950 by the mem-
ber states of the Council of Europe, entered into force in 1953.
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Intenzivnija pitanja tajnosti i zastite osobnih poda-
taka pocinju se postavljati od 70-ih godina dvadese-
tog stoljeca. Posebno je znacajna 1974. godina kada
je generalni sekretar Ujedinjenih nacija pripremio
cjeloviti izvjestaj na temu Human rights and scien-
tific and technological development (“Ljudska pra-
va i1 znanstveno-tehnoloski razvoj”). U zakljucku
ovog izvjestaja onim se drzavama koje nemaju za-
konom uredenu zastitu osobnih podataka preporu-
Cuje da to $to prije ucine. Pri tome procesu UN pre-
poruca i tri nacela koja bi ¢lanice trebale uvazavati,
a to su: nacelo odredenosti, nacelo obavjestavanja
i nacelo pristanka. Nacelo odredenosti kaze da se
mogu sakupljati samo oni osobni podaci koji su
nuzno potrebni da bi se postigao cilj zbog kojega se
sakupljaju. Nacelo obavjestavanja govori o potrebi
da se pojedinca prethodno obavijesti koji se osobni
podaci o njemu sakupljaju, a nacelo pristanka kaze
da se mogu sakupljati samo oni osobni podaci za
koje je pojedinac pristao da se sakupljaju.
Postovanje privatnog i obiteljskog zivota, doma i
komuniciranja ponovno se aktualizira ¢lanom 7. u
Povelji o temeljnim pravima EU* iz 2000. godine,
koja je obuhvatila i Citav niz gradanskih, ekonom-
skih 1 politickih prava gradana EU. U c¢lanu 8 po-
tvrduje se da “svatko ima pravo na zastitu osobnih
podataka (...)” i da se takvi podaci moraju posteno
obradivati i u odredene svrhe, na temelju pristanka
osobe na koju se ti isti podaci odnose. Povelja istice
da svatko ima pravo pristupa podacima koji se na
njega odnose, kao i pravo na njihovo ispravljanje.
Potpisivanjem Ugovora iz Lisabona’ 2009. postala
je pravno obvezujué¢i dokument.

Generalna je skupstina UN-a tokom prosinca 2013.
usvojila Rezoluciju A/RES/68/167 i revidiranu Re-
zoluciju u 2014. pod nazivom The right to privacy
in the digital age (“Pravo na privatnost u digitalnom
dobu”, United Nations 2013) i pozvala sve drzave
da postuju i Stite pravo na privatnost ukljucujucéi i
ono u digitalnoj komunikaciji, te da poduzimaju
mjere za zaustavljanje krSenja tih prava, kao i da
usklade vlastita zakonodavstva s tim pravom. Tra-
zeno je da se imenuje posebni izvjestitelj, povjere-
nik UN-a za ljudska prava u podrucju privatnosti.
Povjerenik je trebao pripremiti izvjestaj o pravu na
privatnost u digitalnom dobu. Ovom Rezolucijom,
Generalna skupstina prepoznaje globalnu i otvore-

4 Prvi put donesena 7. 12. 2002. Nekoliko puta revidirana. Navedeno

prema: Povelja Europske unije o temeljnim pravima 2016/C 202/02
i prema: Priru¢nik o europskom zakonodavstvu o zastiti podataka:
izdanje iz 2018, 2020.

Ugovor je potpisan 13. prosinca 2007., stupio na snagu 1. prosinca
2009. Vidi vise u Sokolska i Pavy 2020.

private and family life, home and correspondence,
and it is emphasized that there shall be no interfer-
ence by a public authority with the exercise of this
right except in the interests of public safety, for the
prevention of disorder or crime, etc.

The International Covenant on Civil and Political
Right® from 1966 in Article 17 also very similar-
ly confirms that “No one shall be subjected to ar-
bitrary or unlawful interference with his privacy,
family, home or correspondence, nor to unlawful
attacks on his honour and reputation.”

More intense questions of confidentiality and pro-
tection of personal data are beginning to be asked in
the 1970s. The year 1974 was especially significant
when the Secretary-General of the United Nations
prepared a comprehensive report on the subject Hu-
man rights and scientific and technological devel-
opment. In conclusion of this Report, those states
that do not have statutory protection of personal
data are encouraged to do so as soon as possible. In
this process, the UN also recommends three princi-
ples that members should respect, and those are: the
principle of certainty, the principle of notification
and the principle of consent. The principle of cer-
tainty states that only those personal data which are
needed to achieve the purpose for which they are
collected may be collected. The principle of notifi-
cation speaks of the need to inform the individual in
advance what personal data is being collected about
them, and the principle of consent states that only
those personal data for which the individual has
agreed to be collected may be collected.

Respect for private and family life, home and com-
munication is reaffirmed in Article 7 of the EU
Charter of Fundamental Rights* from 2000, which
included a whole range of civil, economic and po-
litical rights of EU citizens. Article 8 confirms that
“everyone has the right to the protection of personal
data (...)” and that such data must be processed fair-
ly and for certain purposes, with the consent of the
person to whom the same data relates. The Charter
emphasizes that everyone have the right of access to
data relating to them, as well as the right to have it
rectified. With the signing of the Lisbon Treaty® in
2009, it became a legally binding document.

3 Adopted by General Assembly Resolution 2200A (XXI) on 16 De-
cember 1966, it entered into force on 23 March 1976.

First adopted on December 7, 2002. Revised several times. Quoted
according to: Povelja Europske unije o temeljnim pravima 2016/C
202/02 and: Priru¢nik o europskom zakonodavstvu o zastiti podata-
ka: izdanje iz 2018, 2020.

The treaty was signed on December 13, 2007, and entered into force
on December 1, 2009. See more in Sokolska and Pavy 2020.
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nu prirodu Interneta i brzinu napretka u informa-
cijskim i komunikacijskim tehnologijama. Takoder,
Rezolucijom se potvrduje to da ista prava koja ljudi
imaju 1 izvan mreze moraju biti zasti¢ena i na mre-
71, ukljucujuci 1 pravo na privatnost. Vijece za ljud-
ska prava Rezoluciju RES/28/16 (United Nations
2015)° usvaja u travnju 2015. i odluéuje imenovati
na tri godine povjerenika za pravo na privatnost.
Povjerenik se upucuje na to da podnosi izvjestaje
o krSenjima prava na privatnost kao i ostale kljuc-
ne probleme. Drzave se pozivaju na punu suradnju
s povjerenikom. Rezolucije o pravu u digitalnom
dobu revidiraju se i donose 1 2016. 1 2017. godine.

Zastita osobnih podataka u medunarodnim doku-
mentima

Prve preporuke na podrucju zakonskih legislativa o
zastiti privatnosti i osobnih podataka nastale su 80-
ih godina 20. stoljeca u okviru OECD-a (Organisa-
tion for Economic, Co-operation and Development
— Organizacija za ekonomsku suradnju i razvoj) i
Vije¢a Europe. OECD je 1980. donio Smjernice o
za$titi privatnosti i medunarodnom prijenosu osob-
nih podataka (OECD 1980)" (revidirane 2013.), a
Vije¢e Europe 1981. Konvenciju br. 108 o zastiti
pojedinaca pri automatskoj obradi osobnih poda-
taka. Smjernice OECD-a su istovremeno omogu-
¢ile 1 zaStitu privatnosti i prijenos podataka preko
granica zemalja Clanica. Konvencija br. 108 (108
Konvencija o varstvu posameznika glede na avto-
matsko obdelavo osebnih podatkov;_v. 1 Prirucnik o
europskom zakonodavstvu o zastiti podataka 2020,
26) postala je normom, odnosno “vrijednosnim kri-
terijjumom za informacijske politike zemalja koje
su potpisale tu konvenciju” i razvijenim europskim
zemljama omogucila postovanje privatnosti. Kon-
vencija je takoder definirala neka od temeljnih na-
Cela u zastiti osobnih podataka pojedinaca. Nacela
se odnose na kvalitetu osobnih podataka, posebne
vrste osobnih podataka, osiguranje tih podataka itd.
S tim u vezi, osobni podaci koji se obraduju auto-
matski moraju biti prikupljeni na zakonit nacin, po-
hranjeni u odredene svrhe, prikladni, primjereni i ne
pretjerani s obzirom na svrhe za koje su pohranjeni.
Moraju biti to¢ni, pohranjeni u obliku koji dopusta
identifikaciju pojedinca na kojega se ti podaci od-

® Vidi i Prirucnik o europskom zakonodavstvu o zastiti podataka: iz-
danje iz 20138, 2020.

Ovdje ¢emo 1 kratko upozoriti na gresku koja se autorici ovog rada
potkrala u neto¢nom navodu godine OECD Smjernica u prethodnom
radu “Pravo na slobodan pristup informacijama u knjiznicama u
okvirima medunarodnih dokumenata: izmedu javnosti i privatnosti®,
objavljenog u Bosniaca 24 (19), str. 14, gdje umjesto 1981. treba da
stoji 1980. godina.
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In December 2013, the UN General Assembly
adopted Resolution A/RES/68/167 and a revised
Resolution in 2014 entitled The right to privacy in
the digital age (United Nations 2013) and called on
all states to respect and protect the right to privacy,
including the one in digital communication, and to
take measures to stop violations of these rights, and
to harmonize their own legislation with this right.
It was requested that a special rapporteur, the UN
Commissioner for Human Rights in the field of pri-
vacy, be appointed. The Commissioner was to pre-
pare a report on the right to privacy in the digital
age. With this Resolution, the General Assembly
recognizes the global and open nature of the Inter-
net and the speed of progress in information and
communication technologies. Also, the Resolution
confirms that the same rights that people have of-
fline must be protected online, including the right to
privacy. The Human Rights Council adopted Reso-
lution RES/28/16 (United Nations 2015)® in April
2015 and decides to appoint a Commissioner for the
Right to Privacy for three years. The Commissioner
is instructed to report violations of the right to pri-
vacy as well as other key issues. States are called
upon to cooperate fully with the Commissioner.
Resolutions on the law in the digital age are being
revised and passed in 2016 and 2017.

Protection of personal data in international
documents

The first recommendations in the field of legislation
on the protection of privacy and personal data were
made in the 80s of the 20th century within the OECD
(Organisation for Economic, Co-operation and De-
velopment) and the Council of Europe. In 1980, the
OECD adopted the Guidelines on the Protection of
Privacy and Transborder Flows of Personal Data’
(revised in 2013), and in 1981 the Council of Eu-
rope, Treaty No. 108, Convention for the Protection
of Individuals with regard to Automatic Processing
of Personal Data. The OECD guidelines have at
the same time enabled the protection of privacy and
the transfer of data across the borders of member
countries. Treaty No. 108 (108 Konvencija o varst-
vu posameznika glede na avtomatsko obdelavo
osebnih podatkov; see also Prirucnik o europskom

¢ See also: Prirucnik o europskom zakonodavstvu o zastiti podataka:
izdanje iz 2018, 2020.

7 Here we will briefly point out the mistake that the author of this
paper made in the incorrect citation of the year of OECD Guidelines
in the previous paper “The right to free access to information in li-
braries within the framework of international documents: between
the public and privacy*, published in Bosniaca 24 (19), p. 14, where
instead of 1981, 1980 should be written.



nose i to onoliko dugo koliko je potrebno za svrhe
za koje su pohranjeni.

Direktiva 95/46/EZ Europskog parlamenta i Vijeca
EU o zastiti pojedinaca pri obradi osobnih poda-
taka i slobodnom protoku takvih podataka donije-
ta je 1995. godine. S ovom Direktivom trebali su
se uskladiti zakoni pojedinih zemalja ¢lanica EU i
smatra se najznacajnijim zakonodavnim aktom o
zaStiti osobnih podataka u Uniji. Njen je cilj osi-
gurati pravo na zastitu osobnih podataka i slobodan
protok tih podataka medu drzavama c¢lanicama. U
tom smislu, Direktiva 95/46/EZ zahtijeva od drza-
va Clanica zastitu temeljnih prava i sloboda fizickih
osoba, a posebno njihovih prava na privatnost pri
obradi osobnih podataka, kako bi se osiguralo i slo-
bodno kretanje osobnih podataka u Zajednici.

Dvije godine kasnije donosi se Direktiva 97/66/EZ
(Directive 97/66/EC) Europskog parlamenta i Vije-
¢a od 15. prosinca 1997. o obradi osobnih podata-
ka 1 zastiti privatnosti u sektoru telekomunikacija.
Ovom se direktivom osigurava jednaka razina za-
Stite temeljnih prava i sloboda, posebno prava na
privatnost, s obzirom na obradu osobnih podataka
u telekomunikacijskom sektoru, i osigurava se slo-
bodno kretanje takvih podataka u Zajednici. Ova
je direktiva prenijela nacela navedena u Direktivi
95/46/EZ u pravila za podrucje telekomunikacija. U
Direktivi se naglasava da je potrebno donijeti zako-
ne kojima ¢e se regulirati i prava korisnika i prava
onih koji nude odredene usluge.

Donosenjem Uredbe (EZ) br. 45/2001 Europskog
parlamenta i Vije¢a EU o zastiti pojedinaca u vezi s
obradom osobnih podataka u institucijama i tijelima
Zajednice i o slobodnom kretanju takvih podataka,
Stite se ponovno temeljna prava i slobode fizickih
osoba, posebno njihovo pravo na privatnost u vezi
s obradom osobnih podataka. Slobodno kretanje
osobnih podataka ne smije se ograniciti niti zabra-
niti, a Uredbom se osniva 1 Nadzorno neovisno ti-
jelo koje prati primjenu odredbi ove uredbe i uvodi
sankcije za prekrsitelje odredbi.

Ovdje ¢emo spomenuti i dvije direktive posebno
aktualne u podrucju elektronickih komunikacija i
javnih komunikacijskih mreza, a to su Direktiva
2002/58/EZ 1 Direktiva 2006/24/EZ Europskog par-
lamenta i Vijeéa. Direktiva 2002/58/EZ od 12. srpnja
2002. o obradi osobnih podataka i zastiti privatnosti
u podrucju elektroni¢kih komunikacija (tzv. Direk-
tiva o privatnosti i elektronickim komunikacijama
ili Direktiva o e-privatnosti) “zahtijeva od drzava
Clanica da osiguraju prava i slobode fizi¢kih osoba
u vezi s obradom osobnih podataka te posebno nji-

zakonodavstvu o zastiti podataka 2020, 26) has be-
come the rule, i.e. “criteria value for the informa-
tion policies of the signatory countries” and gave
an opportunity to developed European countries to
respect privacy. The Convention also defined some
of the fundamental principles in the protection of
personal data of individuals. The principles relate to
the quality of personal data, special types of person-
al data, security of such data, etc. Regarding this,
personal data that are automatically processed must
be collected lawfully, stored for certain purposes,
adequate, appropriate and not excessive in relation
to the purposes for which they are stored. They
must be accurate, stored in a form that allows the
identification of individual to which this data relates
and for as long as is necessary for the purposes for
which they are stored.

Directive 95/46/EC of the European Parliament and
of the Council on the protection of individuals with
regard to the processing of personal data and on the
free movement of such data was adopted in 1995.
This Directive was intended to harmonize the laws
of individual EU Member States and is considered
to be the most important piece of legislation on the
protection of personal data in the Community. Its
aim is to ensure the right to the protection of per-
sonal data and the free flow of such data between
Member States. And in that sense, Directive 95/46/
EC requires Member States to protect the funda-
mental rights and freedoms of natural persons, and
in particular their right to privacy with regard to the
processing of personal data, in order to ensure the
free movement of personal data within the Commu-
nity.

Two years later, Directive 97/66/EC of the Europe-
an Parliament and of the Council of 15 December
1997 concerning the processing of personal data
and the protection of privacy in the telecommuni-
cations sector was adopted. This Directive ensures
an equal level of protection of fundamental rights
and freedoms, in particular the right to privacy,
with regard to the processing of personal data in
the telecommunications sector and ensures the free
movement of such data within the Community. This
Directive transposed the principles laid out in Di-
rective 95/46/EC into rules in the field of telecom-
munications. The Directive emphasizes the need to
enact laws to regulate both the rights of users and
the rights of those offering certain services.

Regulation (EC) No 45/2001 of the European Par-
liament and of the Council on the protection of in-
dividuals with regard to the processing of personal
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hova prava na privatnost, kako bi se osigurao slobo-
dan protok osobnih podataka unutar Zajednice”. U
ovoj su se direktivi zapravo prevela nacela Direktive
95/46/EZ u konkretna pravila za sektor elektronickih
komunikacija. Druga Direktiva 2006/24/EZ od 15.
ozujka 2006. o zadrzavanju podataka dobivenih ili
obradenih u vezi s pruzanjem javno dostupnih elek-
tronickih komunikacijskih usluga ili javnih komuni-
kacijskih mreza i o izmjeni Direktive 2002/58/EZ,
donosi set mjera koje su “zakonodavne mjere kojima
bi se osiguralo da se podaci pohranjeni u skladu s
ovom Direktivom prosljeduju nadleznim nacional-
nim tijelima samo u skladu s nacionalnim zakono-
davstvom i uz puno postivanje temeljnih prava pred-
metnih osoba”. U tekstu ove Direktive naglasava se
da se ona “ne primjenjuje na sadrzaj elektronicke ko-
munikacije kao ni na informacije do kojih se dolazi
koristenjem elektronicke komunikacijske mreze, ali
se osigurava da podaci budu dostupni u svrhu istra-
ge, otkrivanja i progona teskih kaznenih djela”.

Okvirna odluka Vije¢a EU 2008/977 PUP donesena
je 27. studenog 2008., a radi se o zastiti osobnih po-
dataka obradenih u okviru policijske i pravosudne
suradnje u kaznenim stvarima, ¢ija je svrha “osigu-
rati visoku razinu zastite temeljnih prava i sloboda
fizickih osoba, a osobito njihova prava na privatnost,
u pogledu obrade osobnih podataka u okviru policij-
ske 1 pravosudne suradnje u kaznenim stvarima, uz
istodobno jamcenje visoke razine javne sigurnosti”.

Dokument novijeg datuma u podrucju zastite poda-
taka jeste prije svega Uredba (EU) 2016/679 Eu-
ropskog parlamenta i Vijec¢a od 27. travnja 2016. o
zastiti pojedinaca u vezi s obradom osobnih podata-
ka i o slobodnom kretanju takvih podataka te o stav-
ljanju izvan snage Direktive 95/46/EZ, poznata jo$
i kao Opca uredba o zastiti podataka (engl. General
Data Protection Regulation — GDPR). Uredba je
u primjenu krenula tek 2018., a njome se utvrduju
pravila koja su povezana sa zastitom pojedinaca u
vezi s obradom i kretanjem osobnih podataka, te se
Stite temeljna prava i slobode pojedinaca (poseb-
no pravo na zaStitu osobnih podataka). Uredba se
primjenjuje na osobne podatke koji se automatski
obraduju te na “neautomatiziranu obradu osobnih
podataka koji ¢ine dio sustava pohrane ili su nami-
jenjeni biti dio sustava pohrane”.

Protokol o izmjeni Konvencije 108 Vijec¢a Europe

za zaStitu osoba glede automatizirane obrade osob-
nih podataka (ETS br. 108)* dodatni je protokol o

8 Prijedlog Odluke Vije¢a o ovlas¢ivanju drzava ¢lanica da u interesu
Europske unije ratificiraju Protokol o izmjeni Konvencije Vije¢a Eu-
rope za zastitu osoba glede automatizirane obrade osobnih podataka.

data by the Community institutions and bodies and
on the free movement of such data, protects funda-
mental rights and freedoms of natural persons, in
particular their right to privacy in connection with
processing of personal data. The free movement of
personal data may not be restricted or prohibited,
and the Regulation also establishes an Independent
Supervisory Body that monitors the application of
the provisions of this Regulation and introduces
sanctions for violators of the provisions.

Here we will mention two directives that are par-
ticularly relevant in the field of electronic communi-
cations and public communication networks, name-
ly Directive 2002/58/EC and Directive 2006/24/
EC of the European Parliament and of the Coun-
cil. Directive 2002/58/EC of 12 July 2002 on the
concerning the processing of personal data and the
protection of privacy in the electronic communica-
tions sector (the so-called Directive on privacy and
electronic communications or the e-Privacy Direc-
tive) “requires Member States to ensure the rights
and freedoms of natural persons with regard to the
processing of personal data, and in particular their
right to privacy, in order to ensure the free flow of
personal data in the Community”. This directive has
in fact translated the principles of Directive 95/46/
EC into specific rules for the electronic communi-
cations sector. The Second Directive 2006/24/EC of
15 March 2006 on the retention of data generated or
processed in connection with the provision of pub-
licly available electronic communications services
or of public communications networks and amend-
ing Directive 2002/58/EC lays down a set of meas-
ures that are “legislative measures to ensure that
data retained under this Directive are provided to
the competent national authorities only in accord-
ance with national legislation in full respect of the
fundamental rights of the persons concerned”. The
text of this Directive emphasizes that it “shall not
apply to the content of electronic communications,
including information consulted using an electronic
communications network, but ensures that the data
are available for the purpose of the investigation,
detection and prosecution of serious criminal of-
fences”.

Framework Decision of the EU Council 2008/977/
JHA was adopted on 27 November 2008 and con-
cerns the protection of personal data processed in
the framework of police and judicial cooperation in
criminal matters, the purpose of which is “to ensure
a high level of protection of the fundamental rights
and freedoms of natural persons, and in particular
their right to privacy, with respect to the processing



prekogranicnom prijenosu podataka u drzavama
koje nisu ¢lanice EU i na neki se nacin ovim pro-
tokolom modernizira Konvenciju s pocetka 80-ih.
Trazi se od zemalja Clanica da u svoja nacionalna
zakonodavstva uvrste vecu razinu zastite podataka
koja je ve¢ osigurana Konvencijom 108, a ovim
bi se dodatnim protokolom obuhvatile i sve vrste
obrade podataka u okviru nadleznosti stranaka u
javnom i privatnom sektoru.

Interesantan je i podatak da je i clanom 16. UFEU-a
(Ugovora o funkcioniranju Europske unije)’ na neki
nacin ozakonjeno pravo na zastitu osobnih podataka
jer se u tom ¢lanu navodi da “svatko ima pravo na
zastitu svojih osobnih podataka”. S druge strane u
¢lanu 15. stav 3. UFEU-a svakoj se fizickoj ili prav-
noj osobi u drzavama ¢lanicama daje pravo na pri-
stup dokumentima institucija, tijela i agencija EU.

Moze se reci da je razlog nastanka navedenih doku-
menata ustvari bila spoznaja “da masovna obrada
osobnih podataka predstavlja objektivnu opasnost
za sigurnost informacijske privatnosti pojedinca”
i da se drzave s pravom mogu bojati neovlastenog
pristupa i prijenosa osobnih podataka. S tim u vezi,
posebno je opasna velika sposobnost racunarskih
sustava i tehnologija koji omogucavaju pohranji-
vanje velikog broja podataka, lak pristup tim po-
dacima te njihovu brzu i jednostavnu reprodukciju.
Jasno je da iz toga proizlazi generalni stav o tome
koliko je zastita privatnosti i osobnih podataka vaz-
na i potrebna danas, ali i koliko ¢e jos vise nastaviti
biti potrebna i u buducnosti.

Privatnost i osobni podaci u knjiznicama u okviru
medunarodnih dokumenata knjiZznicarskih
udruzenja

Knjiznice imaju iznimno znacajnu ulogu u promo-
ciji i zaStiti privatnosti s obzirom na to da se njihovo
djelovanje zasniva na dugoj tradiciji iskustva u radu
s informacijama u svim oblicima i raznim profili-
podataka vitalni dio Sire digitalne pismenosti — spo-
sobnost izvlac¢enja najboljih moguénosti koje nude
digitalne tehnologije i servisi.” (prema: IFLA. The
right to privacy in the digital age, 3) Knjiznice ta-
koder promoviraju najbolje prakse u odredivanju
koji su to korisnicki podaci koji se prikupljaju i
kakva su ogranicenja u tom procesu (v. IFLA. The
right to privacy in the digital age, 3).

venw o

se financira iz javnih sredstava s jedne strane poziva

? ProciS¢ene verzije Ugovora o Europskoj uniji i Ugovora o funkcio-
niranju Europske unije (2016/C 2020/01).

of personal data in the framework of police and ju-
dicial cooperation in criminal matters, while guar-
anteeing a high level of public safety”.

A more recent document in the field of data protec-
tion is primarily Regulation (EU) 2016/679 of the
European Parliament and of the Council of 27 April
2016 on the protection of natural persons with re-
gard to the processing of personal data and on the
free movement of such data, and repealing Direc-
tive 95/46/EC also known as General Data Protec-
tion Regulation — GDPR. The Regulation did not
enter into force until 2018, and it lays down rules
related on the protection of natural persons with
regard to the processing of personal data and on
the free movement of such data, and protects the
fundamental rights and freedoms of natural persons
(especially the right to protection of personal data).
This Regulation applies to the automated process-
ing of personal data and to the “processing other
than by automated means of personal data which
form part of a filing system or are intended to form
part of a filing system”.

Protocol about amending the Council of Europe
Convention 108 for the Protection of Individuals
with regard to Automatic Processing of Personal
Data (ETS No. 108)® is an additional protocol on
cross-border data transfer in non-EU countries and
in a way this protocol modernizes the Convention
from the early 80’s. Member States are required to
incorporate into their national legislation a higher
level of data protection already provided in Con-
vention 108, and this additional protocol would
cover all types of data processing within the compe-
tence of the parties in the public and private sectors.

Information is also interesting that with Article 16
of TFEU (the Treaty on the Functioning of the Eu-
ropean Union)® in some way legitimized the right to
protection of personal data because that article states
that “everyone has the right to the protection of per-
sonal data concerning them”. On the other hand, Ar-
ticle 15 (3) TFEU gives every natural or legal person
in the Member States the right to access documents
of the EU institutions, bodies and agencies.

It can be said that the reason for the creation of
these documents was in fact the realization “that the
mass processing of personal data poses an objec-
tive threat to the security of information privacy of

8 Proposal for a Council Decision authorising Member States to ratify,
in the interest of the European Union, the Protocol amending the
Council of Europe Convention for the Protection of Individuals with
regard to Automatic Processing of Personal Data.

Consolidated versions of the Treaty on European Union and the Tre-
aty on the Functioning of the European Union (2016/C 2020/01).
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na slobodan pristup informacijama u skladu s
nacelom javnosti, dok s druge strane u pristupu tim
informacijama ipak postoje ograni¢enja spomenuta
ve¢ u IFLA-inoj izjavi Knjiznice i intelektualna
sloboda" iz 1999, u kojoj se kaze da korisnici
knjiznica imaju pravo na privatnost i anonimnost, a
identitet korisnika ili koriStene grade trecoj osobi.
U tom smislu, pravo na privatnost u knjiznicama i

cen s

ven e

zakonima, uredbama itd.

“Knjiznice i informacijske sluzbe trebaju postivati
privatnost svojih korisnika te povjerljivost izvora
kojima se sluze”, kratko potvrduje i IFLA u Mani-
festu o internetu iz 2002. (IFLA 2002a) iako se do-
kument u sustini bavio nacelima slobode u pristupu
informacijama. Ali to nam opet potvrduje koliko su
ova dva segmenta zapravo neodvojivo povezana.

1 EBLIDA (European Bureau of Library Informati-
on and Documentation Associations) u svojim Pre-
porukama za knjiznicno zakonodavstvo i politiku u
Europi' iz 2000. jasno isti¢e da knjiznice trebaju
postovati korisnicka prava ukljucujuci i pravo na
povjerljivost i privatnost pri koriStenju elektronic-
kih izvora i sluzbi.

Sekcija IFLA-e za slobodan pristup informacijama i
slobodu izrazavanja objavila je 2002. 1 zvani¢ni do-
kument pod nazivom Deklaracija o bibliotekama,
informacionim servisima i intelektualnoj slobodi'*
u kojem kaze da knjiznice i informacijski servisi
moraju da garantiraju svakom korisniku tajnost i
postovanje privatnog Zivota, “bilo da se radi o in-
formacijama koje korisnik trazi ili dobiva, o doku-
mentima koje koristi, pozajmljuje, nabavlja ili ih
predaje”.

Zastita privatnosti i osobnih podataka kao jedan
je i u IFLA-inom Etickom kodeksu za knjiznicare i
druge informacijske djelatnike (IFLA 2012) prema
Stitu osobnih podataka, a upravo se odnos knjiznice
i korisnika zasniva na povjerljivosti tih podataka.

cen e

duzimaju prikladne mjere kako bi osigurali da se

10 Izjavu je odobrio Izvr$ni odbor IFLA-e¢ 25. ozujka 1999. (IFLA
1999)

I Tekst Preporuka usvojio je Odbor za kulturu Vije¢a Europe u listo-
padu 1999, a Vijece za kulturnu suradnju odobrilo ga je u sije¢nju
2000.

12 Deklaraciju je odobrio Upravni odbor IFLA-e 27. 3. 2002., na sa-
stanku u Hagu, a usvojena je na drugom sastanku Savjeta IFLA-
e koji je odrzan 23. 8. 2002. u Glasgowu. Navedeno prema IFLA
2002b.

the individual” and that states may rightly fear of
unauthorized access and transfer of personal data.
With this in regard, the great ability of computer
systems and technologies that allow the storage of
large amounts of data, easy access to this data, and
their quick and easy reproduction is especially dan-
gerous. It is clear that this is a general view of how
important and necessary the protection of privacy
and personal data is today, but also how much more
will continue to be needed in the future.

Privacy and personal data in libraries within the
international documents of library associations

Libraries have an extremely important role in the
promotion and protection of privacy, given that
their activities are based on a long tradition of expe-
rience in working with information in all forms and
various user profiles. “Librarians agree that data
privacy is a vital part of broader digital literacy —
the ability to get the best out of the opportunities
that digital technologies and services offer” (quoted
from IFLA. The right to privacy in the digital age,
3). Libraries also promote best practices in deter-
mining what user data is being collected and what
the limitations in this process are (see: IFLA. The
right to privacy in the digital age, 3).

The library profession as a public service and one
financed from public funds on the one hand calls
for free access to information in accordance with
the principle of publicity, while on the other hand
in access to this information there are restrictions
mentioned in IFLA’s statement Libraries and In-
tellectual Freedom' from 1999, stating that library
users have the right to privacy and anonymity, and
that librarians and other library staff must not dis-
close the identity of users or materials used to third
parties. In that sense, the right to privacy in librar-
ies and the confidentiality of personal data become
the obligations of librarians in accordance with the
ethics of the library profession, in accordance with
laws, regulations, etc.

“Libraries and information services should respect
the privacy of their users and recognize that the re-
sources they use should remain confidential”, brief-
ly confirms IFLA in the Infernet Manifesto from
2002 (IFLA 2002a) although the document essen-
tially dealt with the principles of freedom of access
to information. But this again confirms to us how
inseparably these two segments are actually con-
nected.

10 The statement was approved by the IFLA Executive Board on March
25,1999 (IFLA 1999).



podaci korisnika koriste iskljuc¢ivo u za to predvi-
dene svrhe, ¢ime se jasno $tite korisnicki podaci od
zlouporaba.

Koliko je privatnost i zastita osobnih podataka sve-
i Cinjenica da je IFLA 2015. godine objavila Izja-
vu o privatnosti u knjiznici® (IFLA Statement on
Privacy in the Library Environment, IFLA 2015) u
kojoj vrlo precizno podcrtava da knjiznice 1 infor-
macijske sluzbe trebaju ne samo posStovati nego i
unaprjedivati privatnost svojih korisnika, da mogu
odlucivati koje ¢e osobne podatke o korisnicima
prikupljati, na koji ¢e ih nacin pohranjivati, dijeliti
1 Cuvati 1 svakako brinuti o sigurnosti tih podataka.
Takoder, Izjavom se knjiznice obvezuju na zagova-
ranje pitanja vezanih za zastitu osobne privatnosti i
digitalnih prava na svim razinama (medunarodna,
drzavna, lokalna). Knjiznice trebaju odbaciti svako
nezakonito prac¢enje i prikupljanje osobnih podata-
ka kao i podataka o trazenim informacijama koje bi
ugrozilo privatnost korisnika, te poduzeti mjere za
ograniCavanje prikupljanja osobnih podataka o ko-
risnicima i uslugama koje korisnici koriste. Knjiz-
nicare treba obrazovati uz nacela i praksu o zastiti
podataka i privatnosti u umrezenom okruzenju, a
oni trebaju upoznati korisnike s njihovim pravima
vezanim za zastitu privatnosti i osobnih podataka te
s posljedicama ugrozavanja te iste privatnosti.

Umjesto zakljucka

cen e

radu neupitno podrzava pravo na privatnost kao je-
dan od vitalnih etickih segmenata struke, promovi-
rajuci najbolje prakse u zastiti privatnosti i osobnih
podataka. Pravo na privatnost i zastita osobnih po-
dataka zajamceni su medunarodnim dokumentima
1 prepoznati kao dio osnovnih ljudskih prava. Me-
znaju vaznost i znacaj prava na privatnost i zaStitu
osobnih podataka, pa u svojim dokumentima vrlo
obvezni da §tite u svom radu i koja se u skladu s
tajnos$¢u osobnih podataka ne smiju otkrivati tre¢im
osobama, a smije ih se prikupljati samo za odredenu
svrhu.

Prepoznajuéi privatnost kao “pravo”, odnosno prav-
ni koncept, a ne samo kao “filozofsku”, odnosno
“moralnu distinkciju”, omogucuje se promatranje
privatnosti kao nezaobilaznog segmenta u razvoju
modernog demokratskog drustva i globalne mreze
ljudskih prava za svakog gradanina.

13 Dokument je usvojio Glavni odbor IFLA-¢ 14. 8. 2015.

EBLIDA (European Bureau of Library Information
and Documentation Associations) in their Guide-
lines on Library Legislation and Policy in Europe"!
from 2000 also clearly states that libraries should
respect users’ rights, including the right to confiden-
tiality and privacy in the use of electronic resources
and services.

The IFLA Section for Free Access to Information
and Freedom of Expression also published an offi-
cial document in 2002 entitled Declaration on Li-
braries, Information Services and Intellectual Free-
dom' which says that libraries and information ser-
vices must guarantee every user secrecy and respect
for privacy, “with respect to information sought or
received and resources consulted, borrowed, ac-
quired or transmitted”.

The protection of privacy and personal data as one
of the most important library postulates is also high-
lighted in IFLA’s Code of Ethics for Librarians and
other Information Workers (IFLA 2012) according
to which librarians should respect the privacy and
protection of personal data, and it is the relationship
between the library and the user that is based on
the confidentiality of this data. The Code also states
that librarians should take appropriate measures to
ensure that user data is used exclusively for its in-
tended purpose, clearly protecting user data from
misuse.

How ubiquitous and important is privacy and per-
sonal data protection in the library profession, tells
also the fact that IFLA published in 2015 Statement
on Privacy in the Library Environment (IFLA
2015) which emphasizes very precisely that librar-
ies and information services should not only respect
but also improve the privacy of their users, that they
can decide what personal information about users
should be collected, how to store it, share and keep
it and also take care of the security of this data. Also,
with the Statement libraries commit to advocate the
issues related to the protection of personal privacy
and digital rights at all levels (international, nation-
al, local). Libraries should reject any illegal moni-
toring and collection of personal data as well as data
on requested information that would endanger the
privacy of users, and take measures to restrict the

1" Text of Guidlines was adopted by Committee for Culture at the Co-
uncil of Europe in October 1999, and Council for Cultural Co-ope-
ration approved it in January 2000.

12 Declaration was approved by the Governing Board of IFLA on 27
March 2002 at the meeting in Hague, but was proclaimed by on the
second meeting of Council of IFLA which was held on 19 August
2002 in Glasgow. Quoted from IFLA 2002b.

'3 The document was adopted by the IFLA Main Board on August 14,
2015.
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S obzirom na sve vece prisustvo modernih tehnolo-
gija 1 interneta u svakodnevnom zivotu, privatnost
i osobne podatke postaje sve teze zastititi. Osobni
se podaci stite zakonima o zastiti osobnih podataka,
Sto potkrjepljujemo pregledom medunarodnih do-
kumenata o zastiti osobnih podataka i u ovom radu.

Mozemo re¢i da je pravo na privatnost i zastitu
osobnih podataka u knjiznicama ustvari moguce
promatrati negdje na razmedu medusobnog odnosa
u trijadi privatnost — osobni podaci — knjiznica.

collection of personal data about users and servic-
es used by users. Librarians should be educated in
accordance with the principles and practices of data
protection and privacy in a networked environment,
and they should inform users about their rights re-
lated to the protection of privacy and personal data
and the consequences of compromising the same
privacy.

Instead of a conclusion

By all accounts, the library profession unquestion-
ably supports the right to privacy in its work as
one of the vital ethical segments of the profession,
promoting best practices in the protection of priva-
cy and personal data. The right to privacy and the
protection of personal data are guaranteed by inter-
national documents and recognized as part of basic
human rights. International librarians’ associations
also recognize the importance and significance of
the right to privacy and protection of personal data,
and in their documents state very precisely that
these are rights that librarians are obliged to protect
in their work, and which must not be disclosed to
third parties and may only be collected for a specific
purpose.

Recognizing privacy as a “right” or legal concept,
and not just as a “philosophical” or “moral distinc-
tion”, allows us to view privacy as an indispensable
segment in the development of a modern democrat-
ic society and a global network of human rights for
every citizen.

With the growing presence of modern technologies
and the Internet in everyday life, privacy and per-
sonal data are becoming increasingly difficult to
protect. Personal data is protected by personal data
protection laws, which we support by reviewing in-
ternational documents on personal data protection
in this paper as well.

We can say that the right to privacy and protection
of personal data in libraries can actually be observed
somewhere at the crossroads of the relationship in
the triad privacy — personal data — library.
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