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Abstract  

The article subject is cyberbullying and cyber-

mobbing. The emphasis is placed on the legal 

practice of combating cyberbullying and cyber-

mobbing issues in developing countries, since 

these phenomena are still insufficiently studied. 

The developing countries legislation is compared 

with doctrinal and practical developments in the 

fight against the studied problem in developed 

countries of the West and former USSR. 

Experiment was conducted to determine the 

methods effectiveness to combat cyberbullying 

using the social networks built-in extensions. 40 

random accounts were taken in equal parts 

related to "male" and "female" representatives, 

from 18 to 30 years old. The article indicates 

cyber-mobbing and cyberbullying concepts and 

their varieties, existing in modern world. The 

study examines statistical data, programs and 

measures of different states in fight against 

cyberbullying and cyber-mobbing. Experiments 

results showed that Instagram users are aware of 

the built-in extensions availability of the social 

network to protect against cyberbullying and use 

them relatively frequently. With that, female 

segment of Instagram users is more concerned 

about comments content under their photos than 

the male one. Measures have been developed to 

prevent and counteract cyberbullying and cyber-

mobbing, introduction of which into the states 

Sažetak 

Tema članka je cyber maltretiranje i cyber 

mobing. Naglasak je stavljen na pravnu praksu 

borbe protiv cyber bullyinga i cyber mobinga u 

zemljama u razvoju, budući da su ti fenomeni još 

uvijek nedovoljno proučeni. Zakonodavstvo 

zemalja u razvoju uspoređuje se s doktrinarnim i 

praktičnim dostignućima u borbi protiv 

proučavanog problema u razvijenim zemljama 

Zapada i bivšeg SSSR-a. Eksperiment je 

proveden kako bi se utvrdila učinkovitost 

metoda za borbu protiv internetskog nasilja 

pomoću ugrađenih proširenja društvenih mreža. 

Uzeto je 40 slučajnih računa u jednakim 

dijelovima koji se odnose na "muške" i "ženske" 

predstavnike, stare od 18 do 30 godina. Članak 

ukazuje na koncepte cyber-mobinga i cyber 

bullyinga i njihove sorte koji postoje u 

modernom svijetu. Studija istražuje statističke 

podatke, programe i mjere različitih država u 

borbi protiv cyber bullyinga i cyber mobinga. 

Rezultati eksperimenata pokazali su da su 

korisnici Instagrama svjesni ugrađenih 

proširenja dostupnih na društvenoj mreži kako bi 

se zaštitili od internetskog zlostavljanja i koriste 

ih relativno često. Uz to, ženski segment 

korisnika Instagrama više brine sadržaj 

komentara ispod njihovih fotografija nego muški. 

Razvijene su mjere za sprečavanje i suzbijanje 

cyber maltretiranja i cyber mobinga, čije 
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policies might help in the fight against these 

social phenomena. 

 

uvođenje u politike država može pomoći u borbi 

protiv ovih društvenih pojava. 
 

1. Introduction 

The development of modern information and 

communication technologies has expanded the 

capabilities of cybercriminals /1/, /2/, /3/, /4/.  

According to the research of the University of 

Bedfordshire /5/, cyberbullying has become 

more common in recent years than physical 

harassment. In scientific works, cyber-mobbing 

and cyberbullying are most often identified as 

the use of modern information and communi-

cation technologies to harass individuals or 

groups of people. Namely, systematic, psycho-

logical violence applied to the victim of perse-

cution: humiliation of his/her honor and dignity 

due to the dissemination in the virtual space of 

knowingly false information, rumors, gossip 

and incriminating materials containing: – ridi-

cule; – provocation; – direct insults; – intimida-

tion; – threats; – violence. All the mentioned is 

a continuous repetitive activity of cyber-perse-

cutor /6/, /7/, /8/. For children and young people 

of the E-generation, cyber-mobbing is not only 

a tool for finding information or a means of en-

tertainment, but also an increasingly important, 

and sometimes the main and autonomous so-

cial environment for functioning /9/. As follows 

from the results of a survey conducted in Euro-

pean countries by the London School of Eco-

nomics and Political Science, within the frame-

work of the EU Kids Online project, the use of 

the Internet today is an integral part of the daily 

life of children. 50% of children aged 6-7 years 

old know what the Internet is and regularly use 

it. This percentage is higher in older age groups 

and in the age category of 12 to 13 years states 

94%. On average, 92% of young internet users 

in Europe use the Internet at least once a week, 

and 57% – daily or almost daily. In Poland, 

these figures are even slightly higher – 96% of 

young people use the Internet at least once a 

week, and 72% – daily /10/. In developing coun-

tries, the problem of cyber-mobbing is not so 

acute due to the low level of development of in-

formation technology and the lack of global In-

ternet access. In the countries of Central Asia, 

the high cost of the Internet is observed, and not 

everyone can afford it /11/. According to 2016 

data, in Tajikistan the ratio of the cost of a sub-

scription to access 1 Mb/s to GDP (gross domes-

tic product) per capita was 48%, in Kyrgyzstan 

– 11%, in Uzbekistan – 10%, in Kazakhstan – 1%. 

For comparison: in the Russian Federation this 

indicator, characterizing the availability of In-

ternet services, was at the level of 0.09%, and in 

the USA – at the level of 0.02% /12/. Currently, 

only a quarter of the population of Afghanistan 

(25.7%) have access to a worldwide network. 

The main problems of users in this country boil 

down to the high cost of the Internet and its 

poor quality /13/. Thus, with the existence of 

problems with access to the Internet, the prob-

lem of cyberbullying can affect only those seg-

ments of the population that can afford to use 

it. However, cyber-mobbing is a universal prob-

lem that has affected cultures and countries 

around the world. All information societies 

have encountered this phenomenon /14/. Ac-

cording to "Cyberbullying and Online Teens" 

polls, conducted by Pew Internet & American 

Life Projects 2007, one in three American teen-

agers (32%) claims to have been or is a victim of 

cyber-mobbing /15/. However, the latest statis-

tics have a tangible error. This is due, in partic-

ular, to the lack of a common understanding of 

cyberbullying and different methodological ap-

proaches to conducting surveys. Most studies 

estimate that between 6% and 30% of adoles-

cents experience some form of cyber-mobbing, 

while the number of people who admit cyber-

bullying others at least once ranges from 4% to 

20% /16/. With regard to statistics in developing 

countries, there is a very small amount of rele-

vant data on bullying, since international or-

ganizations conduct little research in these 

countries, and there is no internal statistics in 

these countries as well. UNICEF study has 

found that in Kazakhstan, nearly 2% of children 

are victims of cyberbullying, and often only 

0.4% are harassed on the Internet. Only 0.9% of 

respondents have admitted that they have used 

the Internet or a mobile phone to send SMS or 

pictures to intimidate or disgrace another child, 

and only 0.1% of respondents have admitted 

that they do this often /17/. It can be understood 
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that these data do not cover the entire diversity 

of child bullying on the Internet, and there are 

probably more cases of cyberbullying. The dan-

ger of such a phenomenon as cyberbullying is 

that even though the persecution itself takes 

place on the Internet, its consequences can be 

very different, including tragic, since insults re-

ceived in the virtual world have consequences 

in the real world /18/. Children usually do not 

realize how offensive online activities can be, 

and cyber-mobbing victims, being alone with 

the problem, often experience loneliness, threat, 

doom and exclusion /19/. Cyberbullying can be 

carried out on different grounds. According to 

UNESCO, the most common topics are: appear-

ance, gender or sexual orientation, as well as 

ethnic and national characteristics /20/. Similar 

to other forms of violence, the victim of cyber-

mobbing needs help and emotional support 

from adults. However, unlike physical violence, 

cyber-mobbing does not leave marks on the 

body and thus cannot be easily detected. It is of-

ten difficult for parents and teachers to notice 

the situation when a child is exposed to bully-

ing through electronic media, especially when 

they do not have sufficient knowledge and ex-

perience in using media /21/. Thus, the purpose 

of this study is to determine the legally relevant 

characteristics of cyberbullying, which have 

been conceptualized recently on a global scale, 

and have spread to developing countries. The 

article considers cases of cyberbullying in each 

specific country. The purpose of the study can 

be achieved by solving the following tasks: – an-

alyzing the legislation of developing countries 

and legislative measures of developed coun-

tries in the fight against cyberbullying; – identi-

fying the main trends of this social phenome-

non in order to find the most effective ways and 

means of dealing with it; – finding methods to 

prevent the growth of cyberbullying in devel-

oping countries. The novelty of the research is 

reflected in the analysis and identification of 

patterns, forming understanding about the re-

lation of legal and non-legal measures to com-

bat cyberbullying and cyber-mobbing used in 

developing, developed countries and the coun-

tries of the former Soviet Union, and how this 

relationship affects the practice to combat these 

phenomena. The scientific relevance of the 

study is primarily expressed in the determina-

tion of the degree of importance given to the is-

sues of cyberbullying and cyber-mobbing coun-

teraction in developing, developed countries 

and the former USSR states as well as defining 

the legal approaches to counteract such phe-

nomena. This study is intended to contribute to 

the proper understanding of the need to coun-

ter cyberbullying and cyber-mobbing as the 

phenomena that violate fundamental human 

rights. 

 

2. Material and Methods 

 

2.1. Research Design 

The methodological foundations of studying 

the legal practice of different countries regard-

ing the fight against cyberbullying are statistics, 

advanced trends in legislation, as well as a com-

parative analysis of legal doctrine in different 

countries. In order to obtain additional data re-

garding the effectiveness of built-in extensions 

of social networks (based on Instagram exam-

ple) to combat cyberbullying, the study in-

volves an experiment. The problem in this 

study is that even the most relevant statistical 

surveys cannot give an exact result regarding 

the prevalence of cyber-mobbing. This is partly 

due to conflicting definitions as well as the di-

versity of methodological approaches. For ex-

ample, even in this article, “cyberbullying” and 

“cyber-mobbing” are used as a definition of the 

same phenomenon in order to widely study this 

problem and its distribution in different sectors 

of society. At the same time, not all scientists 

agree on this. Both phenomena are a way of 

manifesting aggression on the Internet, how-

ever, the concept of cyberbullying is used in re-

lation to this phenomenon among children and 

adolescents, while cyber-mobbing is also com-

mon among adults /22/. For the correct under-

standing of cyberbullying and cyber-mobbing 

as antisocial phenomena, it is convenient to 

study ordinary bullying, the concept of which is 

already disclosed in the legislation and research 

of developed countries /23/, /24/. Although 

most research in the field of cyber-harassment 

is devoted to this phenomenon among young 

people, the factors that contribute to this as well 

as countermeasures are not very different in 
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other age groups. In this study, the following 

factors are taken into account: the similarity in 

the behaviour of cyberbullies and the factors 

that influence their upbringing, as well as the 

issue of cyber victimization and the behaviour 

of a cyberbullying victim. In addition, since the 

emphasis of the study is on developing coun-

tries, the authors also take into account cultural 

values, traditions, ways and methods of raising 

children, attitude to religion, and level of edu-

cation. 

 

2.2. Sample 

For this purpose, 40 random accounts were 

taken in equal parts related to "male" and "fe-

male" representatives, presumably from 18 to 

30 years old, with the number of subscribers 

from 500 containing photos with offensive com-

ments. 

 

2.3. Data Analysis 

Research data show that the traditional role-

playing structure of bullying is undergoing sig-

nificant changes due to the mediation of bully-

ing by information and communication tech-

nologies that transform social interaction. The 

role structure in the conditions of the Internet 

space becomes more flexible and dynamic than 

offline, allows inversions and combination of 

several roles, and gives more opportunities for 

impact. 

 

2.4. Research Limitation 

This study examines countries in Asia, Europe, 

and North America. Based on the results of the 

previous studies (i.e. Pew Research Center, Ip-

sos Global Advisor studies), this paper consid-

ers mainly the age group of 18-29 years. Com-

plexity and overhead analysis of the issue are 

determined by the difficulties in obtaining com-

prehensive statistics, due to the fact that the fear 

of ridicule or persecution by other people can 

prevent victims from telling about the problem 

or trying to solve it. The study suggests that 

cyberbullying issues in many of the countries 

examined (including Russia, Kazakhstan, Uz-

bekistan) are not considered to be among the 

priorities in the formation of legal policy in the 

field of human rights protection /25/.  

The experiment conducted in this paper is lim-

ited to evaluating the use by social network pro-

file owners of the technical capabilities of social 

network extensions to counter cyberbullying. 

Other forms of experimenting on cyberbullying 

without prior notice should take into account 

the ethical context and level the value of the ex-

perimental data. In the frame of this work, the 

experiment has an auxiliary role and is not the 

main goal of the study. 

 

2.5. Experiment 

The experimental component of the current 

study covered the use of artificial intelligence 

(AI) as a tool to prevent cyberbullying. It has 

been planned to determine whether the built-in 

extensions of social networks (using Instagram 

as an example) are applied to protect social net-

work users from cyberbullying. Given the exist-

ence of the “Hide Offensive Comments” func-

tion in Instagram extensions, the study has at-

tempted to determine whether Instagram users 

apply this function to prevent negative com-

ments. This experiment was supposed to reveal 

the fact of awareness of Instagram users on is-

sues of combating cyberbullying with the help 

of artificial intelligence. 

The complexity of the experiment consists in es-

timating the age of the account owner and the 

reliability of the person behind the account due 

to the novelty of the approach in this kind of re-

search. The result revealed a comparative 

awareness of social network users in the fight 

against cyberbullying using AI. 

 

2.6. Ethical Issues 

From an ethical point of view, the experiment 

does not pose any public threat and does not in-

clude the processing of personal data. By mak-

ing his/her profile public, the owner implies the 

ability to comment on its content. In practical 

terms, the experiment is not expressed in any 

consequences for account owners. 

 

3. Results and Discussion 

The first definition of cyberbullying was given 

by Bill Belsay, treating this phenomenon as an 

electronic form of traditional bullying, which is 

accompanied by the features of virtual commu-

nication: anonymity, lack of empathy, uncon-

trollability and long-term storage of traumatic 
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information /26/. For cyberbullying and cyber-

mobbing the following means are used:– mobile 

communications;– instant messengers;– e-

mail;– forums and chats;– social networks;– 

webcams;– video hosting services;– gaming 

sites and virtual worlds /27/. The main types of 

cyberbullying are the following: Cyber-mob-

bing – psychological violence in the form of bul-

lying a person with the use of electronic com-

munication to insult, threaten and humiliate. 

Cyber-mobbing on the Internet is usually initi-

ated by a group of people, harassing one of the 

members of their group or a random user /28/. 

Cyberbullying – one of the forms of harassment, 

intimidation, psychological harassment of ado-

lescents, less often young children, using infor-

mation and communication technologies – the 

Internet, mobile phones and other digital de-

vices. Sometimes for this purpose whole web-

sites are created that contain incriminating ma-

terials on the person being persecuted. There 

are also online slam-books – virtual notebooks 

where pupils and students publish ratings and 

comments about their peers, both positive and 

sharply negative, offensive /29/. Cyberstalking 

– the use of the Internet for the systematic delib-

erate persecution of an individual, group of 

people or organization. Most often, cyberstalk-

ers use obsessive monitoring of the victim, they 

monitor the victim's activities in the virtual 

space, collect confidential information and steal 

the victim’s identity in order to intimidate, 

blackmail and make claims. The longest rec-

orded cyberstalking duration is 20 years /30/. 

Cyber harassment is a psychological cyberat-

tack that is repeated and aimed at an interlocu-

tor on the Internet, manifested by stubborn in-

sults, harassment, claims, and virtual aggres-

sion. It is usually expressed in the form of nu-

merous messages, intrusive round-the-clock 

calls and conversations of a humiliating and of-

fensive nature /31/. Cyber-grooming (sexting) – 

in accordance with the Council of Europe Con-

vention on the Protection of Children against 

Sexual Exploitation and Sexual Abuse, concerns 

                                                 
1 Council of Europe Convention on the Protection 

of Children against Sexual Exploitation and Sexual Abuse. 

Lanzarote, 25 Oct 2007. Available at  

sexual abuse against children, commercial sex-

ual exploitation, etc.1 These are unlawful acts of 

an adult aimed at establishing, by communi-

cating via the Internet, a trusting relationship 

with a minor in order to induce him/her to have 

sexual intercourse /32/. Trolling – one of the 

forms of social aggression in cyberspace, which 

is manifested in severe social provocation, the 

creation of conflict situations, the involvement 

of virtual interlocutors in a polemic in order to 

foment a scandal in network communication. 

Trolling can exist exclusively in virtual commu-

nities, it has specific development mechanisms, 

and it is expressed in avalanche-like aggression, 

which instantly spreads to all participants in the 

conflict. One of its types – RIP-trolling – publi-

cation of mocking content on memorial pages of 

people who have died, in order to evoke nega-

tive emotions in their relatives /33/. Griefing – 

in-game hooliganism – intentional infliction of 

moral and material damage on the participants 

of computer games. The griefers subject the in-

dividual players to harassment, damaging their 

characters, blocking the game’s functions and 

creating unbearable conditions for the network 

team as a whole. The griefers set other team 

members against that individual player to elim-

inate this player from the game /34/. Assisted 

Cyber Suicide – one of the forms of psychologi-

cal abuse of a person by another person who 

brings the victim to suicide as a result of psy-

chological manipulations or psychological pres-

sure (for example, in “death groups”), and 

which controls his/her actions via the Internet 

/35/, /36/, /37/. People who engage in cyberbul-

lying and its varieties have gone very far in their 

methods of bullying in cyberspace. Most meth-

ods are characterized by their sophistication, 

cruelty and cynicism. In terms of youth, rela-

tionships between teenagers and parents di-

rectly affect cyberbullying among adolescents. 

Teenagers' attachment to their parents to some 

extent prevents behavior associated with cyber 

regression /38/. In Asian countries, teens who 

are less attached to their parents are more prone 

https://rm.coe.int/CoERMPublicCom-

monSearchServices/DisplayDCTMContent?documen-

tId=090000168046e1da 

 



Alexander Vasyaev, Viktor Shestak: CYBERBULLYING AND CYBER-MOBBING: ISSUES IN LEGAL  

PRACTICE OF DEVELOPING COUNTRIES 

                                                                               Informatol. 53, 2020., 3-4                                                                                               145 

ISSN 1330-0067                                                                                                                            Coden: IORME7 

 

 

to cyberbullying /39/. In addition, cases of pa-

rental violence and abuse are directly related to 

cyberbullying /40/. A 2018 Ipsos Global Advisor 

study, carried out in 28 countries, has found 

that global awareness of cyberbullying is in-

creasing, up to 9 percentage points from 2011. 

Although global awareness of cyberbullying is 

high (75%), a quarter of adults have never heard 

of it. The awareness level is highest in Sweden 

and Italy (91% each) and in South Africa (88%) 

and the lowest in Saudi Arabia (37%) /41/. Ac-

cording to the Pew Research Center, 40% of 

adult American Internet users have experi-

enced some form of cyberbullying (online har-

assment). It is said that the main risk group is 

people aged 18 to 29: 65% of users in this group 

have been victims of Internet invectives /42/. 

Based on the Ipsos Global Advisor study 2018, 

the Figure 1 shows the percentage of respond-

ents who are aware of cyberbullying, the num-

ber of countries with anti-bullying laws, and re-

spondents who believe that current laws are 

enough to handle cyberbullying cases /43/.  

 

Figure 1. Insight into cyberbullying from a global scale, including percentage of respondents who are aware of 

cyberbullying, number of countries with specific anti-bullying laws, respondents who believe current laws are 

enough to handle cyberbullying cases. Source /44/ 

 

 

The problems of legal regulation of cyberbully-

ing and cyber-mobbing in developing countries 

are connected, first of all, with the fact that these 

concepts are not legally defined in all countries, 

and, therefore, the prosecution procedure and 

compensation of damage remain most often 

outside the legal field /45/. The authors consider 

the situation in the developing countries of the 

Central Asian region. For example, in the legis-

lation of Kazakhstan, there is no legal definition 

of cyberbullying, cyber-mobbing and bullying. 

However, such cyberbullies can be put to justice 

by qualifying their actions as slander (one of the 

varieties of cyberbullying) – for this, criminal li-

ability is provided for in accordance with Arti-

cle 130 of the Criminal Code of the Republic of 
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Kazakhstan.2 At the same time, one can defend 

his/her rights by filing a lawsuit to refute infor-

mation that discredits person’s honor, dignity 

or business reputation in accordance with Arti-

cle 143 of the Civil Code of the Republic of Ka-

zakhstan. A citizen in respect of whom infor-

mation is distributed defaming his/her honor, 

dignity or business reputation, is entitled, along 

with the refutation of such information, to de-

mand compensation for losses and non-pecuni-

ary damage caused by such a dissemination.3 In 

addition, article 131 of the Criminal Code of the 

Republic of Kazakhstan provides for punish-

ment for insulting, humiliating the honor and 

dignity of another person.4 Thus, it is possible 

to resist cyberbullying and cyber-mobbing 

(namely their individual forms), but this is not 

the effective method of dealing with these phe-

nomena. 

While investigating this problem in Uzbekistan, 

it was not possible to find any statistics on bul-

lying and cyberbullying, cyber-mobbing. Ac-

cording to article 10 of the law “On guarantee-

ing the rights of the child”,5 every child has the 

right to protection from infringement of his/her 

honor and dignity. However, effective mecha-

nisms for such protection, especially with re-

gard to bullying and cyberbullying are not pro-

vided for. Punishment for slander that is pro-

vided for in article 40 of the Code of the Repub-

lic of Uzbekistan on administrative responsibil-

ity can be considered as a punishment for one 

of the mentioned earlier types of cyberbullying 

– misinformation. Thus, slander is the dissemi-

nation of deliberately false fabrications, dishon-

oring another person.6 As regards the protec-

tion of one's honor and business reputation in 

civil proceedings, the legislation of Uzbekistan 

does not differ from Kazakhstan in this. 

Criminal liability for slander, including 

through information and telecommunication 

                                                 
2 The Criminal Code of the Republic of Kazakhstan as of 3 

Jul 2014 No. 226-V. Available from https://online.za-

kon.kz/Document/?doc_id=31575252 
3 The Civil Code of the Republic of Kazakhstan as of 27 Dec 

1994 No. 269-XII. Available at https://online.zakon.kz/doc-

ument/?doc_id=1006061#pos=1877;-54 
4 The Criminal Code of the Republic of Kazakhstan as of 3 

Jul 2014 No. 226-V. Available at https://online.za-

kon.kz/Document/?doc_id=31575252 

technologies, is provided for in article 132 of the 

Criminal Code of Turkmenistan.7 However, as 

in mentioned countries, there is no notice of the 

concepts of “bullying”, “mobbing”, and, ac-

cordingly, mechanisms to prevent these phe-

nomena. 

Russian legislation also does not contain the 

concepts of “bullying”, “cyberbullying”, and 

“cyber-mobbing”. This is despite the fact that 

information and legislative technology in the 

Russian Federation is developing much faster 

than in Central Asia. The introduction of re-

sponsibility for bullying in schools and its vari-

eties is only at the stage of initiatives of various 

public organizations /46/. 

Among the countries of the former USSR, 

Ukraine has advanced a little in the fight 

against bullying. The Code of Administrative 

Offenses divides the entities that are liable for 

cases of bullying. Thus, responsibility comes for 

bullying, that is, actions of participants in the 

educational process, which consist in psycho-

logical, physical, sexual violence, including the 

use of electronic communications. These actions 

are committed against a minor, or by such a mi-

nor in relation to other participants in the edu-

cational process. As a result of such actions, the 

mental or physical health of the victim could or 

could have been inflicted. The offender 

him/herself bears responsibility in case of 

reaching 16 years of age. If bullying is commit-

ted by a minor under 16 years of age – the of-

fender's parents will bear responsibility. In ad-

dition, administrative responsibility is pro-

vided for the head of the educational institution 

if he/she fails to report to the authorized unit of 

the National Police of Ukraine about cases of 

5 The law of the Republic of Uzbekistan “On guaranteeing 

the rights of the child” as of 23 Nov 2007. Available at 

http://www.lex.uz/docs/1297318 
6 The Code of the Republic of Uzbekistan on administrative 

responsibility (Approved by the Law of the Republic of Uz-

bekistan as of 22 Sep 1994, No. 2015-XII. Entered into force 

on 01 Apr 1995). Available at http://www.lex.uz/acts/97661 
7 The Criminal Code of Turkmenistan as of 10 May 2010, 

No. 104-IV. Available at 

http://minjust.gov.tm/ru/mmerkezi/doc_view.php?doc_id=

8091 
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bullying of a participant in the educational pro-

cess.8 Thus, the Ukrainian legislator compe-

tently approached the problem of bullying and 

cyberbullying, providing for a liability. 

It should be noted that the responsibility for 

bullying (cyberbullying) should be borne by 

children, parents as well as teachers of educa-

tional institutions and the administration. After 

all, it is their negligence that often causes the 

child to become an online bully. Since in the leg-

islation of developing countries a single concept 

of cyberbullying has not yet been formed, it is 

necessary to develop a state program to combat 

this antisocial phenomenon. 

In 2013, a survey of teachers was conducted on 

methods to combat cyber-mobbing. Answering 

open questions, the teachers could indicate an 

arbitrary number of prevention proposals, 

which were divided into four groups. The re-

sults of this analysis are shown in Table 1. 

 

 
Table 1. Methods of counteracting cyber-mobbing 

 

Methods of counteracting cyber-mobbing Quantity Quantity, in % 

Parental control of sites 58 43.28 

Campaigns for children, parents and teachers regarding the dan-

gers of the phenomenon and raising awareness 

32 23.88 

Control or block some websites 26 19.40 

Reporting cases of cyber-mobbing to the police and other authori-

ties 

18 16.44 

Source: Bochnyarts and Grabovich /47/ 

 

Overwhelming majority of teachers recognize 

that the most effective method of counteracting 

cyber-mobbing is the monitoring of websites by 

parents (58 mentions). Meanwhile, according to 

surveys conducted by "EU Kids Online" in 2010 

among 9-16 years old children and their par-

ents, parents often do not realize the problems 

of cyber-mobbing. 90% of Polish parents and 

56% of parents in Europe believe that their chil-

dren have never received any malevolent, abu-

sive messages from peers via the Internet. 

While, at the same time, children have stated 

that they have received such messages /48/. 

According to the surveyed teachers, various ac-

tions and public initiatives also play an im-

portant role among the methods of countering 

cyber-mobbing. The main purpose of such ac-

tions and initiatives is to raise the awareness of 

the main stakeholders, that is, children, parents 

and teachers (32 mentions). In such actions, at-

tention should be paid to etiquette, i.e. good 

manners in the virtual world. It is important to 

talk with all subjects about how to behave in the 

Internet community, what is possible and what 

                                                 
8 The Code of Ukraine on Administrative Offenses as of 07 

Dec 1984 № 8073-Х. Available at https://za-

kon.rada.gov.ua/laws/show/80731-10 

is prohibited. Children must learn that the re-

sentment experienced in the virtual world can 

be just as painful as the resentment inflicted in 

the real world. Although the Internet creates the 

illusion of anonymity, one must be responsible 

for his/her behavior. In addition, special atten-

tion should be paid to raising the level of aware-

ness of parents and teachers in the field of 

cyber-mobbing. Parents and teachers should be 

provided with educational tools to familiarize 

themselves with the negative experiences of 

children on the Internet and more accurately as-

sess such experience and methods of dealing 

with it. Countering cyber-mobbing is not an 

easy task and requires familiarization with 

technological innovations and places of chil-

dren's activity on the Internet. 

Highly developed countries have long recog-

nized cyberbullying as a problem and are ac-

tively fighting it. For example, cyberbullying is 

recognized as one of the most pressing public 

health problems in the United States /49/ and is 

widely defined as a digital version of peer ag-

gression. Thus, schools are encouraged to take 

https://zakon.rada.gov.ua/laws/show/80731-10
https://zakon.rada.gov.ua/laws/show/80731-10
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measures to reduce both cyberbullying and bul-

lying inside and outside the school. However, 

schools that are suing students suspected of 

cyberbullying may face difficult lawsuits /50/.  

In Canada, cyberbullying can be considered un-

der civil or criminal law, depending on the sit-

uation. For example, such type of cyberbullying 

as slander (when a bully damages someone’s 

reputation by spreading false information 

about this person) can be resisted by filing a 

claim for damages. Schools are required to pro-

vide a safe environment for their students and 

staff. Therefore, a school may punish a student 

for his/her online behavior, which makes it dif-

ficult for other students to learn in a safe envi-

ronment. In Ontario, the Safe Schools Act has 

been amended and now it includes online be-

havior as well: students can now be suspended 

or expelled for cyberbullying, even if it happens 

outside of school /51/. 

At the same time, cyberbullies can be prose-

cuted under criminal law. For example, respon-

sibility for persecution is provided – this is 

when something that a person says or does 

makes someone afraid for his/her safety or the 

safety of others. Even if the perpetrator did not 

intend to scare anyone, he or she can be charged 

with prosecution if the target feels threatened. 

Criminal prosecution shall be punishable by 

deprivation of liberty for a term of up to 10 

years. The publication of intimate images with-

out consent was added as an offense in 2015. 

This includes both the intentional distribution 

of the image “in which a person is naked, ex-

poses his or her genitals, or engages in explicit 

sexual activity”, and “imprudence as to 

whether this person has given his/her consent 

to such behavior” /52/. 

In the UK, Internet aggression can be prose-

cuted, under which cyber-mobbing and cyber-

bullying can be considered. For example, online 

hate crimes have recently attracted media atten-

tion. Sources indicate that the Crown Prosecu-

tion Service (the UK) will begin to apply stricter 

penalties for abuses committed on the Internet 

through social networks Twitter and Facebook. 

The Director of Public Prosecutions has said the 

UK criminal justice system should start consid-

ering hate crimes online as seriously as real-life 

crimes /53/. In the UK, traditional and online 

bullying often overlap, so it is important that 

schools include cyberbullying in their anti-bul-

lying policies. Thus, the current legislation of 

the United Kingdom states that anti-bullying 

policies should be clearly defined in all schools 

/54/. In addition, the Education and Inspections 

Act (2006) gives teachers the power to regulate 

student behavior at school, including the ability 

to confiscate personal information and commu-

nication tools /55/.  

In France, over the past few years, many actions 

have been taken to combat cyberbullying. In 

2014, a law was passed with penalties for bully-

ing in schools. Besides, cyberbullying is consid-

ered an aggravating circumstance (art. 41222-

33-2-2 of the Penal Code, law n°2014-873, 

4/08/2014) /56/. 

An active fight against cyberbullying is being 

waged in Europe. The Threat Assessment of 

Bullying Behavior in Youth (TABBY) /57/ – an 

Internet program that was originally developed 

in 2010 and implemented in 2011-2013 in Italy 

and four other EU countries (Bulgaria, Greece, 

Cyprus and Hungary). Then, it was conducted 

in three EU countries (Spain, France and Po-

land) with new opportunities. The program 

was developed based on what the scientific 

community knew about reducing cyberbully-

ing and raising awareness about cyber risks. 

In Italian law, cyberbullying has a legal defini-

tion: “any use of the Internet for an insult, 

threat, abuse, blackmail, slander and identity 

theft of minors”. The law also provides some 

useful tips to prevent and reduce the spread of 

cyberbullying among young people and intro-

duces some important innovations, such as 

criminalizing the misuse of the Internet to in-

sult, defame, threaten, or steal a minor’s iden-

tity. In fact, minors (over 14 years old) who 

cyberbullied another minor could be warned by 

the police commissioner. The warning proce-

dure is to provide the minor and his/her parents 

(or another person carrying out parental re-

sponsibility) with a subpoena from the police 

commissioner. In addition, the law allows 

cyber-victims and/or their parents to request 

website hosts and social media platforms to re-

move and block offensive content within 48 

hours /58/. 
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Regarding the central role of schools and teach-

ers in preventing and reducing cyberbullying 

among students, the law clearly points out the 

need for: 

– training school personnel; 

– identifying and appointing a teacher to deal 

with cyberbullying initiatives and encourage 

students to take an active role in preventing 

cyberbullying /59/. 

In order to build a well-thought-out concept for 

combating cyberbullying, cyber-mobbing and 

their varieties, one needs to take into account 

their features, methods of commission and the 

speed with which technologies are developing. 

Hence, in doctrinal developments and govern-

ment programs, the following features of cyber-

persecution are reflected: 

– round-the-clock interference with the victim’s 

privacy through the use of hardware and soft-

ware; 

– the use of spyware and hacker programs to 

crack accounts and mailboxes, theft of pass-

words for access to accounts and personal infor-

mation of the victim stored on his/her devices; 

– tracking the victim's IP address in order to 

monitor his/her network activity and obtain ge-

olocation data about his/her whereabouts and 

movement /60/; 

– no temporal or geographical restrictions of 

cyberbullying; 

– the anonymity and impunity of a cyberbully; 

– unlimited quantity of bullying observers; 

– the lack of control on the Internet for the place-

ment by a cyberbully of photos, videos, audio 

and text materials that insult, humiliate and in-

timidate the victim, and the inability to neutral-

ize or exclude these materials from the Internet 

/61/; 

– the complexity of filtering messages contain-

ing aggressive and offensive meaning; 

– cyberspace information dissemination pace 

/62/; 

– the use of digital technologies and special pro-

grams for processing visual (photo and video 

editing) and audio (audio editing) information 

in order to create content that offends the victim 

(for example, collages or videos) /63/; 

– involvement of a victim in illegal and unlaw-

ful activities via the Internet through deception, 

intimidation and blackmail; 

– identity theft by a stalker with the aim of in-

sulting and harming a third party, allegedly on 

behalf of the victim; 

– creating clones and fake accounts to enhance 

the psychological cyberattack on the victim; 

– making purchases of an intimate nature (for 

example, sex toys), issuing subscriptions to por-

nographic magazines and ordering intimate 

services in the name of the victim with the de-

livery of orders to the place of his/her work or 

study /64/. 

 

3.1. Obstacles and Prospects for Countering 

Cyberbullying and Cyber-Mobbing 

The fight against cyberbullying and cyber-mob-

bing cannot give instant results, since children, 

adolescents and many adults are prone to ag-

gression, as well as self-assertion at the expense 

of others. An important aspect in this context is 

the need to study the procedural side of cyber-

bullying in its dynamics and development - 

what changes happen to the participants in the 

cyberbullying situation, how the duration and 

means used for bullying are changed, how the 

ideas and ways of responding to all participants 

in the cyberbullying situation with the accumu-

lation of experience change. Taking into ac-

count the opportunities provided by the Inter-

net and specific features of cyberbullying, there 

is a need to study the role structure of cyberbul-

lying. Special attention is to be paid not only to 

the “aggressor” and “victim”, but also to “wit-

nesses of aggression”, “observers” and possible 

transformations of the roles and options for 

their combination. Among users aged from 18 

to 24, about 65% at least once in their lives were 

humiliated online, while about 60% of the vic-

tims did not take any retaliatory steps to some-

how stop the offender. Perhaps, following this 

trend, adolescents consider humiliation and 

bullying on the Internet a common occurrence, 

and it is difficult for them to identify themselves 

as victims of cyberbullying or offenders /65/. 

Bullying differs from situational aggression by 

its frequency, intention of humiliation and the 

offender’s desire to dominate in order to 

strengthen his/her position in the group. As in 

other forms of violence, the victim is powerless 

to resist and has poor control over the situation. 

These features are inherent in all types (physi-

cal, social and verbal) and forms (face to face, in 
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the virtual space) of bullying. It should be em-

phasized that the destructive consequences of 

adolescent bullying for personality develop-

ment are inherent not only to victims, but also 

to offenders and bullying witnesses. 

However, cyberbullying has a number of signif-

icant differences. Thus, in a situation of cyber-

bullying, the offender remains relatively anon-

ymous, and a wider audience that has access to 

the posted information becomes witnesses of 

violence. The victim’s anxiety intensifies be-

cause he/she cannot determine where and who 

attacks him/her. In addition, anonymity can 

cause the phenomenon of offenders’ permis-

siveness with the absence of a threat of punish-

ment. In the case of cyberbullying, violence is 

not limited in time and space and can occur at 

any time. The lack of direct contact between the 

offender and the victim can lead to a distortion 

of feedback, and the participants in communi-

cation may not be aware of this /66/. 

In the era of artificial intelligence, social net-

work developers recognize the importance of 

fighting cyberbullying and use technology to 

combat this phenomenon. For this purpose, in 

particular, the architecture of social networks 

implements algorithms for determining the cor-

responding elements in the user comments. 

If the application detects suspicious features in 

the comments of a person, it will prompt the 

user to correct its text. For example, Instagram 

tests showed that some users in such a situation 

abandoned their intention to insult or otherwise 

offend the “interlocutor”. 

There was an experiment related to the identifi-

cation of Instagram users’ awareness of the use 

of artificial intelligence to combat cyberbullying 

and spread of offensive comments. It was found 

that out of 40 profiles, 5 "male" and 10 "female" 

profiles used built-in extensions. Extensions 

block new comment below the photo if it con-

tains offensive expressions. At the same time, 

when trying to leave a comment of neutral con-

tent, the extension functions are not involved. It 

has been experimentally confirmed that such an 

effect can only be created by personal participa-

tion when setting up the “Hide Offensive Com-

ments” function (Figure 2). 

 

 
Figure 2. Illustration of commenting photo ban 

 

In addition, it has been found that in some 

cases, the built-in Instagram algorithms can in-

dependently block messages as potentially dan-

gerous (Figure 3). Thus, in 5 cases, the AI has 

reported that post goes against the community 

guidelines (Figure 4). 
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Figure 3. Illustration of commenting photo ban. 

 

 
Figure 4. Comparison of the “male” and “female” profiles based on the use of protecting built-in Instagram exten-

sions 

 

 

When trying to repeat the same actions, an 

identical result was achieved. The experiment 

gives reasons to conclude that Instagram users 

are aware of the availability of built-in exten-

sions of the social network to protect against 

cyberbullying and use them relatively fre-

quently. At the same time, it can be assumed 

that the female segment of Instagram users is 

more concerned about the content of the com-

ments under their photos than the male one. 

Considering the above-stated, the authors can-

not exclude the fact that soon the fight against 

cyberbullying will be available through the 

means of the artificial intelligence based on syn-

thetic data /67/, /68/. Even now users of some 

social networks can turn on a setting that uses 
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artificial intelligence, which automatically fil-

ters and hides mocking comments aimed at in-

sulting or offending people. Moreover, soft-

ware developers can offer special anti-cyberbul-

lying applications such as Qustodio Parental 

Control, Kaspersky Safe Kids, etc /69/. 

It can be assumed that the algorithms used in 

the Kinect family of devices (associated with 

video processing), which have a neural network 

as their component, as well as multimedia event 

detection (MED) technologies, can be used in 

the future to counter cyberbullying /70/. 

Among recent developments in the field of elec-

tronic counteraction against cyberbullying, 

there already exists a neural network trained to 

recognize toxic comments, and chatbots that 

can warn and block users (for example, PyTidor 

bot). Bots can be added to the dialogue and au-

tomatically recognize aggression, insults and 

even respond to them. The main idea of the 

technology –independent detection and pre-

vention of cyberbullying /71/. Deep learning ap-

proaches, such as convolutional neural net-

works (CNNs), can serve as a necessary tool for 

promising developments in this direction /72/, 

/73/. 

Developed as well as developing countries are 

currently taking measures to prevent and com-

bat cyber aggression. Such measures can be 

quite effective if they are introduced gradually, 

methodically, taking into account specifics of 

cyberspace and each specific country (its cul-

ture, customs, social environment). It is impos-

sible to limit the Internet neither for children 

nor for adults, as it is a storehouse of knowledge 

and an endless resource that helps to learn and 

develop, gain new knowledge regardless of 

person’s location. It is hardly possible to com-

pletely eradicate cyberbullying and cyber-mob-

bing, however, it is possible to find measures, 

and first of all legislative ones, to influence 

these phenomena. 

 

4. Conclusions 

While studying the problem of cyberbullying 

and cyber-mobbing in developing countries, it 

is necessary to recognize that with all the ad-

vantages of the Internet, there is as well a prob-

lem of cyberbullying. Unfortunately, the situa-

tion in developing countries with the legislative 

regulation of the fight against cyberbullying is 

not as pleasant as in Western states, but this 

phenomenon in developing countries is not so 

widespread either. To prevent cyberbullying 

and cyber-mobbing, first of all, a normative def-

inition of these concepts should be established. 

Thus, it is important to adopt laws on combat-

ing cyberbullying in the school environment, 

which would introduce, among other things, re-

sponsibility for children, parents, and, in some 

cases, teachers. It is also important to develop a 

government strategy to combat and prevent 

cyberbullying. It is necessary to create compe-

tent bodies that would keep statistics of cyber-

bullying and cyber-mobbing cases, study the 

most common ways of their manifestation, in-

teract with Internet providers, and thereby 

eradicate this problem in a cooperative manner. 

In addition to creating competent authorities, it 

is necessary to introduce responsibility for 

cyberbullying and cyber-mobbing. While in-

cluding the concept of “bullying” in the legisla-

tion, it should be interpreted in such a way so 

that it can apply to cyberbullying as well. It 

might be advisable to introduce administrative 

responsibility for: 

– students, who have reached the age of admin-

istrative responsibility; 

– parents (in case a cyberbully has not reached 

the age of administrative responsibility); 

– administration of the school and teachers 

(when bullying occurs within the walls of the 

school, and the negligence of administration 

and/or teachers has directly led to bullying 

among students). 

In addition to the above actions, the following 

should be implemented at the level of education 

legislation: 

1) Raising public awareness: 

A) The dissemination of information about the 

safety of using the Internet. Raising people's 

awareness of cyberbullying, as well as the neg-

ative consequences for both bullies and victims. 

B) Facilitating the exchange of information, ex-

perience and best practices between stakehold-

ers at the national level and between states. 

2) Enhancing the role of teachers and school 

staff in preventing cyberbullying: 
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A) To educate teachers about cyberbullying, 

prevention, management and resolution of con-

flicts. Teacher training could be the first step in 

effective reduction and prevention of this phe-

nomenon. 

B) Trained teachers can use their experience to 

make students think about their risky behavior 

on the Internet. Supporting students to discuss 

and share their online habits can be a good ploy 

to make them think about the risks and pitfalls 

they face in cyberspace. 

3) Improving the school climate: 

A) Each school should adopt clear rules regard-

ing the use of the Internet and mobile phones. 

Regarding computer use, virtual learning envi-

ronments and Internet access, schools need to 

use filtering and tracking software on all com-

puters. 

B) Each school should have clear and under-

standable rules for combating cyberbullying. 

Rules against bullying should be read and dis-

cussed with students and their parents. All stu-

dents should be aware that not a single cyber-

bullying incident will be ignored: victims will 

be supported, and bullies will deal with the con-

sequences of their actions. 

C) Increasing the willingness of students to re-

port cyberbullying to teachers and school lead-

ers. Students should be aware that each com-

plaint will be carefully reviewed by trained 

teachers. 

The state is obliged to intervene in this problem 

by allocating funds for the creation of experi-

mental programs to combat cyberbullying. 

When it comes to the health of the younger gen-

eration, states should not spare the budget for 

activities to combat cyberbullying and cyber-

mobbing. Adding amendments to the adminis-

trative, criminal legislation, legislation on the 

education and protection of the rights of the 

child should positively affect the problem of the 

spread of cyberbullying and cyber-mobbing. 
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