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Abstract: Information system auditing can reveal the quality of such systems, and standard audit items are crucial elements of system and audit quality. Blockchain
technology is currently being applied to various areas including the financial, manufacturing, healthcare, distribution, and public sectors, and an increasing number of systems
that apply such technologies are also being developed.The current audit model is insufficient for application in the field, and the auditing of systems applying new technologies,
such as blockchain, has not been given sufficient attention. Furthermore, it is difficult to evaluate the relative levels of audited systems using audit results. Existing studies
have only examined the auditing of systems that apply blockchain. Although the Korea Association of Information Systems Audit has suggested a checklist for systems
applying blockchain, it has yet to be adopted. To address this problem, 50 existing audit result reports and technical data were collected, from which sixteen factors of four
audit quality properties consisting of blockchain system, technology compliance, software quality, and document were derived. Furthermore, an audit maturity model was
presented after evaluating the priorities of the 16 derived factors. The results of the evaluation of the priorities of audit items indicated that auditors give a higher importance
to technology-based than document-based audits of information systems. This study contributes to the literature by deriving field-oriented audit items including blockchain
technology, thus enabling practical audits to be conducted in a short time. Further, this study enables the maturity of systems to be compared based on audit results by

presenting audit maturity.
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1 INTRODUCTION

An information system audit system has been
implemented in South Korea, and public organisations are
required to undergo an audit when they execute an IS
development project that costs 500 million won (KRW) or
more [1, 2]. The National Information Society Agency
(NIA) established the latest Information System Audit and
inspection framework in 2013 and proposed standard audit
items with which auditors are required to comply when
they perform audits. However, the current standard audit
items suffer from the following problems [3, 25].

First, they do not reflect rapid changes in information
technology (IT). For example, system developments that
apply technologies such as artificial intelligence (Al), big
data, and blockchain, are not considered as the main targets
of standard inspection items because they have been
actively applied only since 2013. Therefore, new audit
items should be included to facilitate proper audits of
system establishment projects that apply blockchain
technology based on the current characteristics of the
technology [3, 23, 24, 25].

Second, the number of standard audit items is
excessive. IS audits are generally conducted over a period
of 5 to 10 days in proportion to the cost of the development
of the system. As shown in Tab. 2, given that 68 audit items
are examined in an object-oriented model, it is unlikely that
the audit will be completed within the given amount of
time.

Third, system development requirements such as
conditions on software (SW) security codes and data
standardisation, are not reflected in the standard audit
items. The system development requirements are as
follows:

* Guidelines for database standardisation in public
institutions (Article 50 of the Electronic Government Act
and Article 59 of the Enforcement Decree of the Electronic
Government Act) [2, 30];

* Guidelines for web content accessibility (Article 32 of
the Framework Act on National Information (Guaranteeing

Access to and Use of Information by Persons with
Disabilities and Aged Persons), Article 21 of the Act on the
Prohibition of Discrimination against Persons with
Disabilities, Remedy against Infringement of their Rights,
etc. (Duty to Provide Legitimate Convenience in
Information and Communications, Communication, etc.),
and Article 14 of the Enforcement Decree of the Act on the
Prohibition of Discrimination against Persons with
Disabilities, Remedy against Infringement of their Rights,
etc. (Phased Range and Details of Legitimate Convenience
Provided in Information and Communications,
Communication, etc.)) [30-33];

* Compliance guidelinesfor compatibility with electronic
government services (Article 50 of the Electronic
Government Act) [2];

* According to the guidelines for the construction and
operation of an IS in administrative agencies and public
institutions, to develop safe SW, 20 coding rules should be
followed in the design stage and 47 coding rules in the
implementation stage (Paragraph 3 of Article 45 of the
Electronic Government Act and Articles 51, 52, and 53 of
Chapter 6 of the Act) [2];

* Compliance with standards on personal information
according to encryption, destruction, and access record
preservation (Paragraph 2 of Article 23, Paragraph 3 of
Article 24, and Article 29 of the Personal Information
Protection Act) and standards on technical and
administrative personal information protection measures
(Act on Promotion of Utilisation of Information and
Communications Network) for personal information
protection and system development [34].

Fourth, it is difficult to assess the level of IS audits and
compare the level between different systems.

The results of a system audit are difficult to assess to
make relative comparisons between systems because there
is no criterion for determining the extent to which one
system is superior to the other. In other words, relative
assessment between systems is difficult.

To solve these issues regarding the standard inspection
items, this study extracted the minimum unit of problems
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from audit reports published over the past decade and re-
classified the minimum unit of problems into system-
specific  characteristics, SW  quality  properties,
documentation, and technical perspectives. The final 16
audit items were prioritised through the analytic hierarchy
process (AHP) and grouped based on the proximity of
these items to develop a blockchain system audit maturity
model (AMM).

The scope of this research was limited to system
development projects with permissioned blockchain
technology, and the audit area was excluded from the
project management area and limited to the application
system, database, and system architecture areas. In
addition, expert reviews involving techniques, such as
secure coding, were included in the scope of the study and
the permissionless blockchain system was not considered.

The structure of this paper is as follows. Section 1
describes the necessity of this study. Section 2 discusses
previous research related to IS audits and details of
blockchain technologies and AHP to provide background
information. Section 3 presents the design of the AHP
model. Section 4 describes an analysis of the AHP model
and its results. Section 5 details the proposed blockchain
AMM based on the AHP analysis results. Section 6
discusses the value of this study and future work. Finally,
Section 7 summarises the findings of this study and
presents concluding remarks.

2 BACKGROUND KNOWLEDGE AND RELATED WORKS

This section introduces concepts related to IS auditing,
blockchain technology, and AHP that may be unfamiliar to
help readers better understand this paper and briefly
reviews existing studies on IS auditing.

2.1 Background

This section covers the IS system audit introduction
and procedures, the IS audit framework, and audit
inspection items. In addition, the concept of blockchain
technologies, DLT-Reference Architecture, and AHP are
briefly introduced.

2.1.1Information System Audits

An IS audit is conducted in three stages-requirements
definition, audit design, and termination.

In principle, the scope of IS audits is established
according to the details of the project types and audit points
stated in the Information System Supervision and
Inspection Framework v3.0. As shown in Fig. 1, the
Framework consists of three pillars based on the
conceptual model: business type/audit point, audit area,
and inspection standard.

When auditing the application system area of the
analysis/design phase, auditors perform the audit according
to the detailed inspection items in Tab. 1 below [1].

The first heading in Tab. 1 is the code, which refers to
business types, development models
(structural/information engineering model 1, object-
oriented/component-based model 2), audit points
(requirements 1, design 2, implementation 3), and audit
areas (system architecture 1, application 2 and database 3).

Therefore, Tab. 1 is a system development project type,
SW  development methodology is an object-
oriented/components-based model and is a detailed
inspection item used to check the application system area
at the time of completion of the implementation phase.

System Development/ SD
Object-oriented/Component-based / 2
Implementafion phase / 3
Application System / 2

Project type / Audit point

Efrion  Infoantiztion System Dase SsEm Main-
Tefroogy SteyPhrre  Development Contutn Opestion tenance
: Sy, MIa)

Audit Area

Quatty Quaiity

Figure 1 Information system supervision and inspection framework v3.0 [1]

Table 1 Detailed inspection items [1]

Code Detailed inspection items

01. Have all the analysed and designed functions been
properly implemented?

- Adequacy of the implemented function according to

requirements and previous cases
- The flow of the function according to task flow
- Integrity of the implemented function
02. Do the functions and screening of the implemented
system ensure sufficient user convenience?

- Understanding the user, learnability, and usability
03. Has the interface of internal and external systems
been accurately implemented?

- Adequacy and completeness of function
implementation in linked systems
- Appropriateness of linked data, cycles, and methods,
and implementation
04. Have details of user access restriction and security
been properly implemented?

- Access rights and audit functions according to each
user, group, and task
- Application of security technologies according to
requirements and security policies

SD23-2-Al

SD23-2-Bl

SD23-2-Cl

SD23-2-D1

05. Has a test been conducted according to a unit test
plan on the components? Have improvements based on
test and evaluation results been properly applied?

- Integrity of separate functions of components
- Application of scenarios for exceptional situations
- Accuracy of data input and output by the user
according to task regulations
- Error improvement according to the test results and test
result management

SD23-2-E1l

2.1.2 Blockchain Technologies

A blockchain is a decentralised distribution system

that has technical characteristics that differ from existing
centralised transaction systems in the following aspects.
* Encryption: Transactions recorded in a blockchain are
encrypted based on the pairing of public and private keys.
* Real-time procedure: Transactions are stored in a
blockchain as soon as they occur. Therefore, a
reconciliation of accounts can be applied based on real-
time transaction records.
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* Smart contract hosting: A blockchain includes both a
programming code and a smart contract. These programs
are used to execute a transaction and form a corresponding
ledger item when a certain contract condition is satisfied.

* Blockchains are classified into permissioned blockchains
that can be used by everyone and include bitcoins and
permissionless blockchains that can be accessed only by
certain participants. In permissionless blockchains,
participants manage the same blockchain and continuously
synchronise all copies to ensure the transparency,
accuracy, and recentness of data and reach an agreement.
In permissioned blockchains, only certain participants can
obtain partial copies. Moreover, certain participants and
information can be restricted according to the access
control configuration.

According to the TTA technical report [35], the reference
architecture of distributed ledger technologies (DLT)
consists of seven layers: infrastructure, DLT platform,
interface, DLT application, non-DLT systems, other-DLT
system, and the operation management layer. The
following figure shows the layer and function elements for
DLT-reference architecture.

@ DLT (5) Non-DLT (7) Operation
application systems Layer ® :;:&:ELT management

Layer DLT Oracles | Odﬁi Layer Ly
- edger
Now-DIT appl )| data

(3 Interface Layer

ther- DLT
{ User API H Admin API ] Non-DLT I/F :yst:ﬂ \F

() DLT Platform Layer

Consensus inter-Nade
Smart Contract N
Mechanism communication

Security
Crytograph Ledger Membership Management
Management Management
(@ Infrastructure Layer

communication computational [ Storage ]
Network [ Capability °

Policy
Management

Development
Management

Monitoring

Figure 2 Distributed ledger technologies-Reference architecture [35]
2.1.3 The Analytical Hierarchy Process

The AHP proposed by Saaty [6] is a structured
technique that is used to analyse complex decisions. The
AHP compares each factor in pairs and then estimates its
importance [7]. As the AHP is based on pairwise
comparisons and can identify the most significant factor, it
can reflect the intuitive, rational, and irrational decisions of
experts. However, such comparisons require an
individual's intuitive decisions; therefore, the consistency
of the survey must be reviewed. The AHP includes the
consistency index and the consistency ratio (CR). In
general, a survey is considered to be valid if its CR is less
than 0.1 [7]. This study devised a new matric analysis
method to utilise in the audit model in order to analyse the
AHP factors from multiple angles.

2.2 Related Works

Research topics on IS audits can be classified into three
main categories: determining the priority of each audit,
audit automation, and audit model proposals for
technologies not in the standard IS audit framework.
However, scarce research has been conducted on audit
models for systems using blockchain technologies.

2.2.1 Research on Problems of Existing Audit Systems

The NIA recognised that the existing audit system was
inefficiently operated regardless of the size and types of
information-oriented projects and that a method for
enhancing the system should be developed. Thus, the NIA
introduced an audit reference model (plan) in a report
published in 2016.

In this report, the following reasons highlighting why
existing auditing systems are inefficient were discussed.
Audits are difficult to conduct because the inspection items
are not specific. The system development project consists
of information engineering/structural and object-
oriented/component-based models, which do not reflect the
three-step audit of the task performance activities and IS
audit standards stipulated in the Enforcement Decree of the
Electronic Government Act. It is difficult to determine
whether the document is identical or similar because the
name of the document is given in a random and
inconsistent manner. Finally, it is used as an unofficial
individual guide other than the six types of businesses
included in the current audit framework.

To address these problems, a new Supervision and
Inspection Framework was proposed in 2016 as a business
type-based inspection system and a  business
characteristics-based inspection system [8]. However, the
audit model is yet to be changed as of 2020. Fig. 3 shows
the revised Supervision and Inspection Framework.

Information system audit standards

A guidelines for execution of information system audits

Standard inspection items according to types of information-oriented projects
l

Audit and inspection framework

Ainspection system based on
project characteristica

Inspection system based on
project type

A Inspection model ‘

i A Inspection model

Guidelines on audit area

Inspection ltems

Inspection guidelines
on audit area

Guidelines according to
project characteristics

Inapection ltems

A audit system based
on project characteristics

Figure 3 Revised audit and inspection framework [8]

As indicated above, inspection items and guidelines
have failed to keep pace with rapidly changing IS
technology. Moreover, problems related to the inspection
items in the existing Supervision and Inspection
Framework have not been analysed sufficiently. Therefore,
this study first examined problems in applying existing
inspection items to the latest IS technologies.

Standard audit items according to system development
project types are shown in Tab. 2. Two types of inspection
items based on development methodologies are object-
oriented and component-based models and structural and
information engineering models. This study reviewed
inspection items during the stages of requirement analysis,
analysis and design, and implementation for object-
oriented and component-based models. The audit areas
were limited to application systems and databases. A total
of 26 inspection items were considered for application
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systems, including five during the requirement analysis
stage, 15 during the analysis and design stage, and six
during the implementation stage according to the lifecycle
stages. Among them, 17 inspection items were considered
for databases, including three during the requirement
analysis stage, 10 during the analysis and design stage, and
four during the implementation stage according to the
lifecycle stages.

Table 2 Number of audit inspection items for system development (unit:

items)
System
Model Phase Architecture Appl. | DB
Object- Requirement analysis 4 5 3
oriented  and Analysis and design 5 15 10
component-
based models Implementation 3 6 4
Structural and Analysis 5 5 8
1nf0-rmat%on Design 4 6 8
engineering
models Implementation 3 6 4
Test activities 9
Operation preparation 4

2.2.2 Studies on Information System Audit ltem Extraction

Previous studies of audit item extraction have mainly
focused on system characteristics and system development
methodologies that have not been considered in the
existing audit framework. These studies include the
following:

A study [9] on the improvements of an [S-based audit
model for Agile testing conducted in 2014 by TaecyongEom;

A study [10] by Dong-ah Park and Mangon Park on
the quality improvement of IS auditing for Agile
Methodology published in the Journal of Korea
Multimedia Society in 2017,

A study [11] on inspection item identification based on
Structured Query Language (SQL) for ensuring the
timeliness of the data quality and a study [9] on auditing
focusing on choice and concentration through an analysis
of inspection item prioritisation;

A study [12] proposing enhanced review items for
increasing the quality of IS development projects based on
the data of IS audit projects and risk occurrence projects
conducted for four years;

A study [13] examining the current database security
auditing and proposing a new database security audit
framework and a study [14] analysing database error types
and domain integrity and proposing a database quality
certification system for increasing data quality; and

Studies on data modelling suggested standardised
audit conditions proposed based on data models.

2.2.3 Studies on Analysing Inspection Iltem Prioritisation

Studies on analysing the inspection item prioritisation
include the following:

A study [15] by Taewon Kyung and Sangkuk Kim
proposing system audit evaluation standards considering
the difference in perspectives from audit request groups,

audit groups, and audit target groups, and numerically
prioritizing the developed indices based on the Fuzzy-AHP
method,;

A study [16] by Boohyung Lee and Heejoon Cho on
analysing the priority of basic audit inspection items and
their relevant weights based on the hierarchical decision
model (HDM) and a constant-sum method to provide a
valid foundation for adjusting and changing the audit
standards and increasing audit quality;

A 2013 study [17] by Boo-Hyung analysing the
priority of inspection items and the weights between them
based on the standard audit checklist through the
application of AHP and MOGSA decision-making
techniques for increasing audit quality according to
changes in the standard audit checklist.

2.2.4 Studies on Audit Automation

Audit automation tools were used in a study [4] on
SQL tuning [18] and a study [5] on data quality analysis.
These studies analysed the database structure, inspected
the effects of logical and physical data consistency and the
data structure on the performance of SQL tuning and a data
quality analysis, and proposed measures to improve
performance through the application of audit automation
tools.

3 RESEARCH DESIGN AND METHODOLOGY
3.1 Research Design
3.1.1 Software Quality Properties

ISO 9126 is an international standard that defines the
characteristics of SW quality and the metrics for an SW
quality evaluation, given that users, evaluators, and
developers require guidelines for evaluating the quality of
SW products. Fig. 4 below indicates six quality properties
according to ISO/IEC 9126.

external and
Interral
quality

\
I I I I
fmcﬁomlityl reliabilityl usability | efficiency | maintairwlityl portabilityl

Figure 4 External and internal quality properties of software

3.1.2 Determination of Audit Quality Properties

For empirical audit activities, it is important to analyse
problems and improvements derived from many existing
audit results reports rather than standard audit items to
determine audit quality factors. This study on blockchain-
based audit methods classified four elements of the upper
level of audit quality factors: blockchain characteristics,
documents, SW quality, and technology, which are
referred to as audit quality properties.

The audit quality factor is determined by grouping the
problems of the minimum units extracted from the audit
results report into properties, and the audit quality factors
are included in the audit quality properties.

Finally, 16 audit factors according to audit quality
properties were obtained, as shown in Tab. 4.
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3.2 Research Methodology

The methodology of this study is presented in this
section. Fig. 5 shows the proposed model composed of
three stages. In the first stage, 50 IS audit result reports that
were published within the last 10 years were collected. The
criteria for selecting audit reports were defined as follows:
the audit target is the IS development project, and within
the audit report, the audit area selected an application,
database, and system architecture. The audit point included
the requirement phase, the design phase, and the
termination phase. The project size is more than 1 billion
won. These reports were analysed to extract the terms they
employed. Accordingly, an ontology applying a bottom-up
approach was formed based on the extracted terms.
Moreover, specific improvement suggestions were
enumerated and grouped according to topic. Audit quality
factors based on the grouping results were then derived and
selected. An expert survey applying the Delphi method was
conducted, and the survey results were considered for audit
quality factor selection. In the second stage, the four
quality factors selected were subdivided through a top-
down approach. Subsequently, an AHP hierarchical model
was established and a survey was conducted. During the
third stage, the priority of consistent measurement data was
examined, and the prioritisation results were re-classified.
During the final stage, 16 factors were classified according
to weight, and a five-stage AMM based on the
classification results was proposed.

Stage 1: extraction of system quality properties based
on blockchain [19]:

The following items are extracted from audit result
reports.

Al.extraction of an ontology applying a bottom-up
approach

A2.extraction of audit items according to audit
quality factors

The following shows pseudo-code for STAGE 1.

STAGE 1: pseudo-code

INPUT: Existing IS Audit reports, technical documents

OUTPUT: Auditing items list classified with audit properties, factors

I REPEAT (i=1;i=1<=50)

2 WHILE (EOF) {

3seno=i++;//i=1

4 READ an audit report

5 LIST sentence FROM each paragraph

6 EXTRACT TOPIC-WORD FROM sentence

7 GET aproblem FROM TOPIC-WORD

8 IF the problem is related to 'blockchain', then

9 property ='B'

10 ELSE IF the problem is related to 'DOCUMENT", then

11 property ='D'

12 ELSE IF the problem is related to 'SW QUALITY", then

13 property ='S', DECIDE the factor

14 ELSE

15 property = 'T' // Other than 'B', 'D", 'S'

16 END IF

17 SAVE serial number, problems, audit property, factor, sentence
TO database //database name is DD1)

18 } // end WHILE

19 END REPEAT

20 OPEN database DD1

21 SELECT DISTINCT FACTOR FROM table DD1;

22 SUMMARY RESULT of SELECT

Stage 2: establishment of an AHP hierarchical model
[20, 22]:

B1. setting of a goal of a blockchain-based system
audit

B2. establishment of an AHP hierarchical model
for a blockchain system

B3. Completion of questionnaires and initial
verification

The following shows the pseudo-code for the
algorithm in stage 2.

STAGE 2: pseudo-code

INPUT: 16 Audit Factors

OUTPUT: AHP MODEL & SURVEY

1 SET goal of the AHP hierarchy model

2 DEFINE four audit quality properties with specifications
3 DEFINE 16 factors with specifications and references

4 CREATE a three-stage AHP Hierarchy model

5 SET survey target

6 CONDUCT & collect survey

Stage3: result analysis:
Cl:survey execution and consistency verification
C2:an analysis of the priority of data according to
its level of importance
C3:classification based on the prioritisation result
The following shows the pseudo-code for the
algorithm in stage 3.

STAGE 3: pseudo-code

INPUT: 60 questionnaires (questionnaire responses of 60
respondents)

OUTPUT: Questionnaires with CR < 0.1

1FORi=0:i<60:i++

2 COMPUTE CR for each questionnaire

3 IF CR <0.1 THEN

4 adopt as analysis data

5 COMPUTE L-weight

6 ELSE excluded from analysis data

7 END FOR

10 COMPUTE L-weight, G-weight by each factor (The weight of each
factor is calculated).

11 COMPUTE the priority for the audit factors with the G-weight
value.

Final: Five-stageAMM:

The five-stage AMM was proposed by grouping 16
factors based on similar prioritisation scores.

The following shows the pseudo-code for the
algorithm in the stage 4.

STAGE 4 (Final): pseudo-code

INPUT: Priorities and G-weights of audit factors

OUTPUT: Audit Maturity Mode

1 SORT Audit factors in descending order by G-weight

2 Create a baseline in units of 0.02.

3 Replace each G-weight with the nearest baseline-value

4 DEFINE the audit maturity level by the highest value of G-
weight as 1 level. (The audit maturity level is defined with the
maximum value of G-weight as level 1)

5 Repeat until the smallest G-weight value is reached

6 The N-level AMM is completed

The next section describes the detailed method for
extracting an ontology applying a bottom-up approach.
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3.2.1 An Ontology Extraction Method Applying a Bottom-Up
Approach [19]

An ontology refers to a set of concepts based on words
used in a certain field. It has been used in the fields of
machine translation for natural language processing and
Al It has recently received significant attention as a
method for Internet resource management in a next-
generation web environment called the semantic web [26-
29]. The stages for extracting an ontology applying a
bottom-up approach are as follows.

Stage 1. Determination of the ontology domain and

range:
This study established the fields of application systems,
databases, and system structure as the domains of an IS
audit ontology. The range of the ontology was limited to
words used in audit result reports except for standard audit
items for an ontology formation.

Stage 2. Core word extraction:

Core words used in the IS audit field were extracted.
Examples of words extracted are as follows: secure coding,
essential, recommendation, short-term, long-term,
importance, status and problems, improvement direction,
application system, database, system structure, project
management, quality management, general review,
improvement recommendation, web compatibility, web
standard, personal information protection act, encryption,
data structure, domain integrity, and web vulnerability.

Stage 3. Arrangement of repeated or ambiguous words
and identification of synonyms or similar words:

During this stage, repeated or ambiguous words were
identified. Synonyms or similar words were also noted, as
shown below.

Table 3 Details of identification of repeated words, synonyms, and similar

words
Before
No (Various terms with the same After
. (A unified term)
meaning)

managing institution, ordering
institution, customer

demand definition stage,
2 |requirement stage, requirement
detail definition stage

medium stage, design stage
inspection standards, examination
standards

key integrity, primary key integrity | Primary key integrity
use case, use cases Use case

secure coding, SW security code | Secure coding

A managing institution

A requirement definition
stage

A design stage

Inspection standards

<[ N || AW

Stage 4. Class definition:
The following classes were derived through the application
of the bottom-up approach to the arranged core words
indicated above.

1) Function accuracy , user convenience , response
speed ==> SWquality.

2) Traceability, integrity, quality ==> outputs
(documents).
3) Web vulnerability, secure coding, personal

information protection, encryption => Compliance on
technology.

4) Data standards, web accessibility, web standards, web
compatibility => Standards.

5) Security, standards => Compliance with standards
Fig. 6 presents these classes.

Compliances
Secure— -
Managmg
busmess

Application

Project
managelnem

Database

(a) Class Indentification
Figure 6 Class identification

Output
(Document]

Accu racy
Res ource

SW Quality

Res ponse
Funcuonal P eed
Accuracy

Resource

Efﬁclencv

Security

Web
Compatibility

Coding
Standards
Web

Accessibility

Web
Vulnerability

Personal
Information
Protection

(b) Class hierarchy structure

Figure 7 Class hierarchy structure

System
Stability

Technology
Legal
International Regulations
Standards
Domestic Standards
- Standards
Web
‘Compatibility
o
Standards
Web
Accessibility

Secure-coding
Personal

Information
Protection Act

(c) Advanced class hierarchy structure

Figure 8 Advanced class hierarchy structure

Classes derived based on core words were grouped to
form a hierarchy of classes. Fig. 7 and Fig. 8 show the
hierarchy of the classes formed.
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Stage 5. Definition of the hierarchy structure:
The ontology was completed by defining the relations and
properties of the classes. The relations of synonyms and
similar words were also defined. Concepts were connected
to each other based on their interrelations in the ontology.

3.2.2 Analytic Hierarchy Process Hierarchy Model

The hierarchy model used for the AHP analysis
consists of three stages, as shown in Fig. 9. The ultimate
goal of this study, that is, the development of empirical
audit measures for blockchain-based systems, was

achieved in the first stage.

Table 4 Definition of 16 factors composing audit quality properties

Property | Factor Definitions Reference
Node .\ -
B, configuration Adequacy of peer composition Distributed ledger technology standard
B MSP Members'hlp service provider and right to access the Distributed ledger technology standard
. blockchain platform
Blockchain I -  the ad o | —
B; Channel setting nspect_lon of the adequacy of channe composition Distributed ledger technology standard
according to institutions and tasks
Personal . . . . -
B, . . Confirmation of personal information storage in a ledger | Distributed ledger technology standard
information
Guidelines for database standardisation in public
T Data Standard term use, column name consistency, data type | institutions (Article 50 of the Electronic Government
! standardisation | consistency for the same column Act and Article 59 of the Enforcement Decree of the
Electronic Government Act)
Guidelines for the construction and operation of an IS in
administrative  agencies and public institutions
T, Secure coding | SQL injection, cross-site script, session control, etc. (Paragraph 3 of Article 45 of the Electronic Government
Act and Articles 51, 52, and 53 of Chapter 6 of the Act)
GDPR
Personal Implementation of resident registration number | W3C,
. replacement system, revision of agreement procedure on | Paragraph 2 of Article 23, Paragraph 3 of Article 24, and
Ts Information X . . . X . . .
. personal information, personal information encryption, | Article 29 of the Personal Information Protection Act
Protection Act . .
DB encryption, network encryption, etc.
gschnology W3cC,
Compliance A guideline for web content accessibility (Article 32 of
P the Framework Act on National Informatisation
(Guaranteeing Access to and Use of Information by
Persons with Disabilities and Aged Persons,) Article 21
. o, . . of the Act on the Prohibition of Discrimination against
Convenient recognition and operation, readability, . e . .
. ] Persons with Disabilities, Remedy against Infringement
compliance with standards (e.g., non-text content), . . . >
Web . . . . of their Rights, etc. (Duty to Provide Legitimate
Ty s convenient management (info and relationships, use of . . . =
accessibility colour), three flashes, or below threshold Convenience in Information and Communications,
’ ? ’ Communication, etc.), Article 14 of the Enforcement
Decree of the Act on the Prohibition of Discrimination
against Persons with Disabilities, Remedy against
Infringement of Their Rights, etc. (a Phased Range and
Details of Legitimate Convenience Provided in
Information and Communications, Communication,
etc.)).
s, Function Inspe_ctlon of functlopal error apd performance of a use ISO/TEC 9126
accuracy case in accordance with its original purpose.
s, Usability Inspef:tlon of convenient search, convenient navigation, ISO/IEC 9126
and display of user messages.
SW Quality . .
S5 Efficiency Speefi at wh1-0h @rrespondmg results are shown after a ISO/IEC 9126
certain function is requested.
S, Portability Cf)nvement platform version adJustIpent, connection ISO/IEC 9126
with other systems, and server expansion.
D, Specification The status of contents described easily and specifically Framework for audit inspection
in a document.
Tracing of a document in the stages of requirement
D, Traceability definition, design, and implementation and formation of | Framework for audit inspection
b reasons.
ocument - -
Ds Completeness A §taFus of necessary contents fully input without Audit reports
omission.
Document Compliance with standards, convenient document
Dy wali search, table of contents, history of changes, and status | Audit reports
quality of high readability.

In the second stage, four factors of blockchain
characteristics (B), technology (7), SW quality properties

(S), and documents (D), which are a hierarchy of classes
derived through the process of ontology formation, were
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included. In the third stage, 16 sub-factors of four
properties shown in the second stage were applied. These
sub-factors included blockchain characteristic factors (Bj,
B, B3, and Bs), technology factors (7', T», T3, and T4.), SW
quality factors (Si, S2, S3, and S4), and document factors
(D], Dz, D3, and D4).

B1: Configuration of Modes
B2: Membership Service
B3: Channels Setting

B4: Personal Information

B
— [Permissioned
Blockchain Property)

T1: Data standards

T2: Secure coding

T3: Personal Information
Protection Act

T4: Web Accessibility
51: Functionality

52: Usability

53: Efficiency

54: Portability

T
(Technology Factor)

5
1 (SW Quality Property)

A stable and efficient audit
of information systems

D1: Specification
D2: Traceability
D3: Completeness
D4a: Quality

Figure 9 AHP hierarchymodel

D
— (Document Property)

000 1]

3.2.3 Data Collection and Measurement

An expert survey was conducted based on 60
questionnaires distributed to experts working in fields
related to an IS. Descriptions of the survey method were
provided to enable survey respondents to independently
analyse and answer the questionnaires. Survey respondents
included industrial and academic experts who represent
their respective IS fields, such as professional data
processing engineers, IS auditors, and blockchain experts.

Table 5 Status of questionnaire distribution

Number of
Classification Target questionnaires

distributed

An audit request | Those who have experience 10

group related to auditing or blockchains.
Academic circles | Blockchain researchers. 10
. Those who have experience
An auditor group related to auditing or blockchains. 40

4  ANALYTIC HIERARCHY PROCESS ANALYSIS AND
RESULTS
4.1 Survey and Consistency Verification Results

An expert survey was conducted based on blockchain
experts, audit ordering entities, and IS auditors for three
weeks from October to November 2020. A total of 60
questionnaires were distributed, 56 of which were
collected. After the first survey, 29 questionnaires that
maintained logical consistency in all five groups were used
for the analysis of the results. With regards to the
questionnaires that did not maintain logical consistency,
most experts who completed the questionnaires expressed
consistent opinions in their professional fields. However,
some experts provided inconsistent responses on the audit
property group, which was not their professional field.
Thus, this study selected only 29 questionnaires that
maintained logical consistency after the first survey under
the assumption that those who completed the selected
questionnaires were professionally informed about IT in
general. Tab. 6 indicates the number of questionnaires

distributed and collected as well as the status of
consistency verification. The consistency ratio (CR) of a
survey refers to the reliability of responses during the AHP
analysis. Saaty [20], who developed the AHP analysis
method, stated that responses can be evaluated as valid
only when their CR score is 0.1 or less. Therefore, the CRs
of the questionnaires were examined, and only
questionnaires with CRs of 0.1 or less were used in the
analysis.

Table 6 Number of questionnaire responses according to CR
Used Unused

Classification | Number
Lessthan0.1 | 0.1-02 |02-0.3| Morethan0.3

Total 56 29 21 5 1

4.2 Importance and Priority of Analysis Results

A three-stage hierarchical model including four
properties (i.e.,permissioned blockchain, technology, SW
quality, and document (BTSD)) and 16 factors in its lower
class was established, and the development of empirical
audit measures for blockchain-based systems was set as the
ultimate goal [22]. The hierarchical model consisted of five
4 x 4 matrices and 30 paired comparison questions. Each
matrix included four components, and vector values (r)
were generated for six comparison pairs. Eq. (1) shows
paired comparison matrices M1 and M2 formed during the
second and third stages of the proposed model.

L rgp rgg rpp

Irg L rg rp
MI 5

I'sg Tsp O

fpg Tor Tps 1 (1)
! "mB,  TmiBy  TBiBy
7, 1 r, 7,
By B B)B3 BBy
M?2=
r8381 rB3Bz 1 rB3B4
Tg,B, Ty, VByB3 1

The results of the analysis of the importance of the
components in the second stage indicated that the expert
group evaluated the importance of the BTSD properties as
0.32519 (32%), 0.360074 (36%), 0.214815 (21%), and
0.102296 (10%), respectively. Although this study focused
on the audit of blockchain-based systems, the audit quality
properties of technology accounted for a higher proportion
than that of the audit quality properties of blockchain
characteristics. By contrast, the audit quality property of
documents accounted for the lowest proportion.

Blockchain
0.4

0.3

Technology Document

Quality
Figure 10 Importance of audit quality properties during the second stage
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The results of the analysis of the importance of the
components in the third stage indicate that among the
technology factors, 75 is most closely related to the
personal information protection act, showing the greatest
importance of 0.1626, followed by B; among the factors of
blockchain characteristics, showing an importance of
0.1527; S among the factors of SW quality, showing an
importance of 0.1123; 7> among the technology factors,
showing an importance of 0.0833; B, among the factors of
blockchain characteristics with an importance of 0.0783;
and data standards (77) among the technology factors with
an importance of 0.072. Thus, two factors (B) of
blockchain characteristics, three factors (7) of technology,
and a factor (S) of SW quality were included as six upper-
class factors with an importance of 0.070 or greater. In
particular, technology factors, such as encryption, were
found to exhibit significant importance. By contrast, three
document factors were included in four lower-class factors
and exhibited a significantly low importance.

The results of the analysis were presented based on the
importance (G-weight) of the upper-class factors applying
the weight and importance (L-weight) of independent
factors according to the BTSD properties. Tab. 7 and Fig.
11 indicate the importance of the analysis results.

Table 7 BTSD-AHP analysis results

This figure was rotated and lines were drawn on the
weight closest to the corresponding factors, as shown
below.

Summary of IS Audit Factors
0.18

016 = —— — = = = = = = — — — —— — — — — — -

0.14

012 W= ——— - —m e ———— — -
0.1

oos AR B @ — — — — —

- ||HHHHHHT.

T3 B1 51 T2 B2 T1 B3 D1 T4 52 B4 53 54 D2 D3 D4
Figure 12 Selection of weight closest to the corresponding factors

4.3 Importance and Priority of Analysis Results

The following table contextualises our work by
comparing it to other studies. We commissioned five
experts, who evaluated our study as excellent in all four
criteria.

A: Fuzzy-AHP [15], Taewon Kyung and Sangkuk Kim.

B: HDM [16], Boohyung Lee and Heejoon Cho.
Property | CR Weight | Factor | CR L-weight | G-weight C: AHP and MOGSA decision making technique,
Boo-Hyung Lee [17].
B1 0.4735 0.1527 yung [ ]
B2 0.2427 0.0783 i
B 03225 0.0327 . Table 8 Comparative test
B3 0.1553 0.0501 Criterin 1e8 A B C Ours
B4 0.1282 0.0413 -
Blockchain L L e s
Tl 0.2014 0.0725 technology
T 0.3600 12 0.0162 0.2315 0.0833 Agile/core auditing + + + ++
T3 0.4516 0.1626
T4 0.1153 | 0.0415 N‘g?“ber of proper - + + ++
0.0289 audit items
S1 0.5229 | 0.1123 Comparison between _ _ __ ++
D 0.1927 0.0413 two systems AMM
S 0.2148 0.0248 (Legend) + +: Excellent, +: Good, —:Poor, — —: Very poor
S3 0.1675 0.0359
s 01168 | 0.0251 5 BLOCKCHAIN-BASED SYSTEM AUDIT MATURITY
DI 0.4599 | 0.0470 MODEL
D2 0.2328 0.0238
D 0.1022 D3 0.0351 02159 | 0.0220 To develop the AMM for blockchain-based systems,
the result of the analysis of the AHP model was classified
D4 0.0912 0.0093 . .
into five levels based on K-means clustering. Tab. 5 shows
. 1S Audic Fact the final result.
vmmary ot i> Audit ractors The priority of factors derived through the AHP
1] 0.02 0.04 0.06 0.08 0.1 0.12 0.14 0.16

T3
B1
51
T2
B2
T1
B3
D1
T4
52

53
54
D2
D3
D4

Figure 11 Relative importance for IS audit factors

method was classified into five groups. A value closest to
a certain weight was established as a classification
standard.

Consequently, the set of factors close to 0.16 {73, Bi}
was classified as Level 1, the set of factors close to 0.12
{S1} was classified as Level 2, the set of factors close to
0.08{T%, B>, T\} was classified as Level 3, the set of factors
close t0 0.04 {Bs, D1, T4, S>, B, S} was classified as Level
4, and the set of factors close to 0.02 {Ss, D2, D3, D4} was
classified as Level 5. The following table summarises the
results.
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Table 9 Classification results of factors according to weight

Msgiilty Weight Factors

B T N D
Level 1 0.16 B, T
Level 2 0.12 S
Level 3 0.08 B, T, Ty
Level 4 0.04 B, By n S5, S3 D,
Level 5 0.02 S le? »

6 DISCUSSION

In summary, three lower-class factors among the 16
factors of audit quality properties for blockchain-based
system audits were found to be document-related factors
exhibiting insignificance. Three technology factors, two
blockchain characteristic factors, and a SW quality factor
were evaluated as upper-class factors in the order of T3
(technology related to the Personal Information Protection
Act), B; (node configuration), S; (function accuracy), 7>
(secure coding), B> (MSP setting), and 7; (data standards).
Technology factors also exhibited significance.

These results indicate that IS audits should focus on
technology-based inspection that applies technologies and
blockchain characteristics rather than document-based
inspection.

However, although IS auditors placed importance on
technology-based audits, auditors actually performed
document-based inspections in the field. This indicates that
document audits are also important; audit items should
include all factors.

A maturity model was created using the results of the
AHP technique and was reviewed by five experts who
evaluated the model as appropriate. If there are numerous
problems in the document, the maturity of the system can
be judged as low. More research is required regarding
whether the system can be evaluated as a well-founded
system if fewer problems are found in the technology audit.

The audit level of a blockchain-based system can be
determined according to its maturity level. It is necessary
to study the causal relationship to determine whether the
maturity of the audit can represent the maturity of the
system when it is audited.

The numbers in Tab. 2 represent the numbers of codes
in Tab. 1. In this study, the contents of Tab. 1 were changed
to those used in the field and the numbers were simplified.

In some cases, duplicate inspections were necessary
because there are many inspection items in Tab. 2, and the
contents of Tab. 1 do not need to be inspected or their
boundary with other items is ambiguous. The number of
inspection items was reduced by removing unnecessary
inspection items and grouping detailed items by inspection
unit. The core matters can be audited in a short time by
using audit items that have been used in the field. It can
thus be considered that audit efficiency has improved.

Future studies must investigate the automation of audit
items so that inspection items can be continuously
improved and quickly applied to the field based on the
audit reports applied to the field. If audit items can be
automated, the audit model and audit maturity can be
updated quickly even if new technologies emerge.

7 CONCLUSION

The development of systems applying blockchain
technology is increasing. However, as the current IS audit
model is inefficient and inappropriate for auditing new
technologies, such as blockchain, auditors create and use
informal audit items.

There is a need for an audit model that is applicable to
new technologies like blockchain and can audit core
matters within a short timeframe.

To address this issue, problems were extracted from
technical data and 50 audit reports and regrouped to create
16 audit items of four audit quality properties (blockchain,
SW quality, technology,and document). Their priorities
were then determined using the AHP technique. A five-
stage AMM was then proposed by grouping the audit items
based on the results.

This study proposed practical audit items that can
contribute to the stabilisation of ISs. Furthermore, this
study proposed audit maturity that can be used to evaluate
systems based on audit results.
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