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This paper outlines an extensive analysis of the case of Montenegro’s maritime surveillance
system becoming integrated within the European Common Information Sharing Environment
(CISE). Threats to secure maritime borders across Europe are ever-present and regularly demand
coordinated efforts between the member states to tackle and prevent them, e.g. illegal immigration
across the Mediterranean. Administration for Maritime Safety and Port Management (AMSPM) in Key words:
Montenegro is a member of the ANDROMEDA EU project that seeks to facilitate deployments and Maritime surveillance
demonstrations of CISE trials across the European regions, towards their endorsement readiness. CISE

AMSPM is now at the forefront of assessing and deploying the CISE components in Montenegro. It Cost-benefit analysis
thus appropriately evaluates the operational aspects, observes the CISE implementations in some Economic growth
European states, formulates the impact for other national stakeholders, as well as the very prospect New technologies

of the resulting augmented maritime surveillance in the country. This substantiates the content of

this paper as the feasibility of the CISE deployment in Montenegro, supported by a snapshot of the

cost-benefit analysis. We aspire to offer novel perspectives and insights that could be a universally

useful experience to different CISE implementation initiatives, especially for countries or regions of

similar smaller sizes and coastal area.

1 Introduction

Efficient border security within the realm of independ-
ent states as well as in the wider context of the European
Union (EU) remains an enormous and cumbersome task.
Each EU member state holds responsibility for its own
border security but adheres to organised and coherent ap-
proaches conducted under multi-lateral agreements such
as Schengen. There is a substantial complexity in organ-
ising border security efforts as there are 17 EU countries
with almost all of them having an external border seg-
ment, either maritime or land, towards non-EU countries.
The migration crisis of 2015 was a clear indication of the
magnitude and risks associated with unsecured European
borders. Illegal border crossings soared to unprecedented

numbers: 1.8 million across the borders of Europe [1].
Remedy actions that followed included EU measures for
effective management of similar situations, strengthening
internal security and cross-border cooperation between
the member states.

This paper is constituted on the efforts towards aug-
mentation of the maritime surveillance capabilities with
future work potentially including the land border situ-
ations. European maritime borders are vast with a long
length, many islands and insufficient resources to cover
and patrol all areas. There is a continuous emergency
of the novel types of vessels and a large volume of lei-
sure traffic that is relatively unrestrained all adding to
the surveillance challenges. Of particularly interest is the
Mediterranean region, from the Iberian Peninsula to the
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Middle Eastern border stretching across the areas be-
tween southern Europe and north Africa. Apart from the
incursion risks by illegal migration there are many addi-
tional threats requiring expedited coordinated surveil-
lance efforts: piracy, narcotics trafficking, smuggling of
illicit good and arms, illegal fishing, environmental crimes
and maritime accidents and disasters. Alleviating these
maritime surveillance threats is specifically critical as
Europe continuously depends on safe commerce by sea
and via maritime affairs.

There is evidently a great necessity for further coor-
dination between European and national (government)
authorities and maritime stakeholders by cross-border
and cross-sectoral cooperation. Experience has shown
that threats to maritime cybersecurity are diverse and
most of the data acquired in the process tends to be ro-
bustly protected within the maritime authorities [2]. Past
efforts in sporadic and unstandardized sharing of data
between the trusting and collaborating maritime authori-
ties in different states, have often led to data collection
replications, asynchrony, and inconsistent availability
in the maritime areas of interest. In 2010, the European
Commission and EU/EEA member states laid out a road-
map towards the maritime Common Information Sharing
Environment (CISE), aiming to make it fully operational
by 2020, as a ubiquitous facilitator of technical and se-
mantic interoperability [3]. This initiative has been jointly
developed by various EU member states and institutions
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through numerous EU funded projects and support of rel-
evant agencies (e.g. FRONTEX, EMSA, EFCA etc.). The CISE
builds upon the previous initiative of the European Border
Surveillance System - EUROSUR [4] of a lesser scope,
which had the main objective of augmented situational
awareness and reaction capability at external EU borders,
focusing on southern maritime and eastern land borders.
This is taken further in the CISE, which aims to make dif-
ferent maritime systems interoperable by facilitating
exchanges of relevant maritime surveillance data and
services by reusing the existing standards and their vocab-
ularies. Importantly, a design principle formulated in the
constituent CISE initiative states that no changes would be
needed in present legacy systems. Hence, the existing sur-
veillance systems and networks are effectively to become
integrated through sharing of information needed in their
operations across EU borders. Such an environment be-
ing instantiated through the CISE network is political, or-
ganizational and legal and spans across the seven relevant
sectors and user communities: transport, environmental
protection, control of fisheries and borders, general law
enforcement, customs and defence.

The content of the paper originates from the H2020
ANDROMEDA project [5] that commenced in 2019, which
in essence aims to unlock the capabilities of the CISE by
both enhancing the maritime CISE models and extend-
ing the scope to land surveillance. The project is heavily
inclined towards demonstrating the CISE features in sev-
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eral trial use-cases being conducted across the borders
of Europe. The trials are showing CISE compatibility, ex-
changes and interconnections with existing Command
& Control (C2), Data Fusion (DF) and Decision Support
(DS) systems in the involved European maritime and land
agencies. The ANDROMEDA adopted CISE architecture is
shown in Figure 1, where the specific surveillance systems
deployed in each partner’s country (Socrates in Spain,
Engage in Greece, GeoC2 in Portugal, Smart in Italy) all
connect to the EU CISE network using the CISE Adaptors
and facilitate the interconnections through CISE Nodes
(or CISE Gateway if the functionalities are more basic
and relate to solely facilitating the network connections).
AMSPM is involved in the ANDROMEDA project (as an End
User) in a specific arrangement of the collaborative CISE
development through a “restricted” research and imple-
mentation membership. One of the demonstration trials
in the project is in the Ionian-Adriatic seas region that oc-
curred in March 2021. The trial’s aim was rendering of the
common operational picture instances between the Greek,
Italian and Montenegrin (i.e AMSPM) partners involved
for detection of human trafficking, common interventions
during maritime accidents, improved detection of threats
and shortening of the existing C2 and DS timelines. The
technical framework for the AMSPM'’s participation in
the CISE trial is shown in [6]. Furthermore, experience in
proxying the AMSPM connection to the CISE during the
Ionian-Adriatic trial over a high-level operational C2 sys-
tem: Socrates (provided by GMV, Spain www.gmv.com/en/
Products/socrates/), is documented in [7].

We dedicate a few words on the motives for this re-
search and the main contributions of the paper. The un-
derlining working assumption applied in this paper is that
the process of EU accession of Montenegro, currently an
EU candidate member state, will be successfully resolved
in the following years. Desirably, there will be a prior deci-
sion to allow unrestrained modality of operation within the
EU CISE network in the meantime. This is currently being
sought after by AMSPM acting as the national stakeholder,
which is associated with and conforms to the mutual agree-
ments with the national ministerial bodies and specific ex-
ecutive maritime security and safety institutions: Border
Police sector and Navy (with Army). The current situation
with the EU position on the CISE expansion is stated by the
CISE governance structure specifying that during the cur-
rent transitional stage of CISE, only EU member states can
participate either as active participants or as observers.
It is colloquially conveyed that the transitional phase of
CISE is temporary and that the EU, together with its CISE
Stakeholder Group, is working rigorously to extend the
CISE initiative further. This work reflects and supports the
foundational processes required in assessing and pursu-
ing the CISE implementations. These are motivated by the
Montenegro initiate but deemed as relevant to any similar
considerations. Participations in the CISE are voluntary and
collaborative. It is most fittingly decided upon and planned
by any stakeholder if there is a comprehension of all impli-

cations of the immediate use of the CISE, as well as implicit
and long-term projections of its benefits as a technology in-
vestment. To the best of our knowledge, such an analysis is
currently absent in the literature.

Content of this paper is organised as follows. Section
2 gives a justification for the CISE adoption in the country.
Section 3 then explains the models of interconnections both
with the EU CISE network and internally in Montenegro.
Section 4 outlines a feasibility analysis at this stage of pon-
dered deployment and Section 5 concludes the paper.

2 Justifying adoption of CISE in Montenegro

2.1 Drafting a case for CISE implementation

Currently, maritime situational picture or Common
Operational Picture (COP) is provided by the stand-alone
conventional maritime surveillance systems and coop-
eration mechanisms running between the countries (e.g.
Vessel Traffic Service - VTS). One such system is run by
AMSPM and operationally centred close to the port of Bar
with additional three remotes sites, several boats and vari-
ous equipment distributed along the comparably small
coast of Montenegro stretching over 294 km. This system
is able to trace, track, enquire and inspect vessels crossing
South Adriatic region and uses the Vessel Traffic Monitoring
Information System (VTMIS) as the interface for visibility
and exchange of data (e.g. AlS, radar, meteo) over a dedi-
cated set of legacy information exchange protocols, e.g. IVEF
- Inter-VTS Exchange Format. Integrated maritime surveil-
lance is one operational segment within the responsibili-
ties in the Montenegrin national maritime joint operations.
These are combined with executive powers of the Border
Police and the Navy, and, under governance of the national
ministerial bodies. In specific cases of the joint operations
such as Search and Rescue at sea and/or sea pollutions,
AMSPM coordinates activities at the sea, and the rest of the
institutions’ assets (e.g. boats) are at its disposal, command
and coordination. The CISE features would extensively aug-
ment the situational awareness by detailing and ubiqui-
tously extending the reach of the national coverage and by
improving the regional interconnections.

Analysis presented in this paper commences with a
comprehensive awareness and assessment of the mari-
time surveillance requirements in Montenegro especially
highlighting the country’s small size and its current sys-
tems. As inherent in the CISE definition and subject to its
potential deployment in Montenegro, the common envi-
ronment for information exchange would include the fol-
lowing specific features regarding maritime surveillance
and operations:

1) Increased volume and richness of information retrieval
and awareness in the maritime domains.

2) Installation of a technological platform for advancement
of the capabilities in wide-ranging related fields in mari-
time surveillance and affairs.
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3) Extending the CISE features such as to land border
surveillance.

Increased surveillance visibility in the maritime re-
gions (see 1)) in the Adriatic (and lonian) would mean an
augmented view of the country’s waters and bordering
sea regions, via interconnections with neighbouring coun-
tries, i.e. Italy, Albania, Croatia. These CISE-enabled capa-
bilities come through implementations of its functional
components such as CISE Gateways, Nodes and Adaptors.

In addition to the increase in visibility of objects such
as vessels, CISE would increase the volume and context
of information shared per each instance, i.e. resolution
of information, details, accuracy etc. Namely, informa-
tion entities/objects would increase compared to what is
monitored currently as CISE Data and Service models are
continuously being extended to include information con-
text such as: anomalies, incidents, documents and com-
prehensive improvements to the situational awareness in
maritime surveillance. The original CISE Data Model com-
position of data entities is depicted in Figure 2 (UID stands
for Unique Identifier) initially defined in FP7 EU project
CoopP (Cooperation Project Maritime Surveillance) [8]. It
is constantly being perfected [9] and extended as conduct-
ed in the ANDROMEDA project [5] with new data entities
that describe further surveillance situations and details
being observed.

Organi-
zation
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The CISE enables extending the interconnections in-
side a country by allowing ubiquitous information flows
for creating a truly common national environment for in-
formation sharing, retrieval and interpretations. National
support for CISE implementation would ensure intercon-
nections of different organisations and their legacy sys-
tems via the adaptation features and through a suitably
developed national CISE architecture model interfaced
with the European CISE network. Accordingly, information
richness and situational awareness throughout the coun-
try would increase. Such a transcending country-wide ca-
pability between the organisations dealing with segments
of maritime surveillance in Montenegro is non-existent at
the moment, i.e. there is a lack of a common maritime dig-
ital environment between the security, military, transport,
tourism, fisheries, commercial sectors etc.

In the first stage of CISE implementations, the primary
objectives are the translations and exchanges of data, and,
facilitation of the basic services between different organisa-
tions and their legacy systems. This means that the full-scale
national CISE network, data and service model implementa-
tions, as envisaged, might not be the immediate objective
for joining organisations such as AMSPM or police. Their
legacy systems are already operational within the current
scope. The CISE offers controllable and gradual augmenta-
tion of the existing capabilities (see 2)), via collaborations,
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Figure 2 The original CISE Data Model

Source: [8]
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interconnections and translational features towards ulti-
mately establishing it as a full-scale solution. Thus, CISE de-
ployment follows a top-down approach that initially needs
to be spurred, envisaged and planned as a strategic invest-
ment on the national and regional scale. Its wide-reaching
economic benefits emanate upon it becoming (fully) collab-
orative as a universal technological platform (similar to the
Internet model) for maritime surveillance.

The translational features between legacy systems and
CISE are to enable linking, interpreting and sharing infor-
mation at the national and cross-border/EU levels in both
directions of data exchanges and subject to a variety of de-
ployment scenarios. It is reiterated that being part of the
CISE means that the maritime surveillance features from
the EU CISE network and bordering countries become part-
ly available in Montenegro contributing to the effectiveness
and value of their proxy capabilities inside the country. The
same condition applies to the reversed benefit to all mem-
bers/neighbours in the EU CISE network. In fact, one of the
foundational design principles of the EU CISE network es-
tablished in the pioneering project EUCISE2020 [10] is the
“Responsibility to Share”. In simple terms, this means that
when connected to the EU CISE network, a member ought to
equally provide as well as receive information. Very impor-
tantly, being part of CISE for Montenegro would also mean
an open working facility for extending the existing features
in maritime surveillance (see 3)), as plugins for existing
legacy tools for: translations design, web service, DF, DS and
C2. The CISE is a work-in-progress initiative, with continu-
ous extensions of data models, services and opportunities
for local and EU-wide development projects and initiatives.
In several EU research and innovation projects including
the recent MARISA [11] and the ANDROMEDA [5] projects,
services are being developed along the idea of constructing
the advanced service layer of the CISE Node. Furthermore,
the running EFFECTOR EU project develops generic data
processing tools to augment the CISE network interconnec-
tions [12]. Adapting to and keeping up with these upgrades
facilitates growth of the local skills and knowledge in areas
related to operations and maintenance, engineering, re-
search, administration, data processing and many more.

The CISE is being extended for land border surveillance
(see 3)) thought the current EU project driven process
(ANDROMEDA project [5]). Such a deployment environ-
ment would necessitate repeating the above analytical
processes as conducted for the maritime surveillance and
replacing some of the organisations at both the national
and regional levels. In the analysis conducted in this paper,
we remain focused on maritime surveillance being the ob-
jective of the existing CISE specifications and the current
functioning of the EU CISE network.

2.2 Framework for feasibility and cost-benefit analysis

Analysis of the CISE deployment feasibility/cost-ben-
efits in Montenegro can consider two distinct realisation
stages:

1) Initial, AMSPM-anchored, ANDROMEDA implementa-
tion, with CISE translations and link up with the EU CISE
network.

2) Fully-fledged country-wide CISE network implementa-
tion in Montenegro, with internal CISE interconnections
and a common national CISE environment, in addition to
also being a part of the EU CISE network.

Subject to these thresholds in the extent of the CISE im-
plementations, a practical deployment strategy and asso-
ciated assessments need to accompany the feasibility and
cost-benefit study. These practical considerations can ba-
sically assess several technical and economic prerequisites
and the CISE features towards shaping of the deployment
scenario(s):

- Scale of the CISE network in Montenegro, subject to set-
ting up of the scenarios of deployment in the country.

- Resolving the objectives behind the two realisation
stages: a) only as the transitional feature connecting
to the EU CISE network and as a limited bridging facil-
ity between various legacy systems and organisations
nationally, and/or, b) as a stand-alone open network
backbone service to grow into a country-wide system
with comprehensively integrated CISE services and
data models. The latter feature would ultimately allow
visibility and data exchanges via standalone CISE tools
progressively embedded in organisations rather than
via adaptations of internal legacy systems used in each
organisation involved.

- Numbers and interconnections of CISE entities with-
in the country and with the EU network: CISE Node/
Gateway (forming the CISE network) and CISE Adaptors
(towards legacy systems) (i.e. also called Andromeda
Hubs in the ANDROMEDA project as they facilitate
translations of the newly added features to the existing
CISE network through the project [5]) would follow the
previous point. This constitutes the practical scale of the
network, its purpose and sets up a path for its evolution.
Engineering know-how is required for solving the
translational features of each CISE Adaptor and the
structure, syntax and many accompanying protocol
features of the legacy information protocol used within
each organisation. E.g. IVEF-to-CISE translations are
XML (Extensible Markup Language) - like structure
and syntax translation processes. These achieve pars-
ing and transferring of AMSPM’s VTS system data mod-
el and associated meanings to and from the EU CISE
network (e.g. AIS and radar data). In the ANDROMEDA
project, a trial with AMSPM’s IVEF-to-CISE translation
is planned off-the-premises at GMV’s cloud in Spain
where the CISE Adaptor is located with a direct con-
nection to IVEF [13] source in Montenegro. The con-
nection is appropriately “firewalled” at both endpoints
in Montenegro and Spain by specific filters that enable
total control over the shared information and its des-
tination [6][7]. No hardware nor significant software
upgrades are required at AMSPM. E.g. the adaptation/
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translation process means a transformation from one 3 Options for commencing the CISE deployment

standard such as IVEF to the CISE standard and vice in Montenegro
versa. This might mean a field-by-field translation ' ' o o
process making the correlations [6]. In some cases, The main starting objective of the initial CISE deploy-

for example with data class - Type (enumeration) the =~ Ment in Montenegro is twofold: facilitate interconnec-
translations would need to be ‘forced’ as the values  tions with the existing EU CISE network, while realising
might not exactly match. An example is IVEF construc-  CISE services inside the country at AMSPM, and, gradu-
tion that contains: ally integrate other national stakeholders/organisations
LloydsShipType = “70”>< / Construction>, where value through it. Foundational work on CISE architectural de-
70 corresponds to AIS description “Cargo, all ships of ployment frameworks inside EU member states have for-
this type”. The CISE Data models specify many ranges of mulated several mod.els. These are constiFuted arou.nd
Cargo data entity descriptions under Cargo Core Entity, ~ the setup of the CISE interconnectivity provider(s) inside
including numerous Cargo Type class descriptors such @ country and facilitation of the link up with the EU CISE

as LARGE FREIGHT CONTAINERS, PALLETIZED etc. with ~ network [15][16] (see Figure 3). From these options, the
corresponding description for each of them [14]. most convenient foundational model that practically suits

a small country of the size and maritime costal region

- Decisions on information exchange frequencies and  of Montenegro is the “Single National Provider of CISE
responsiveness, real-time requirements for data vis-  geryices” [15]. Such a model would be formed around a
ibility, security, control and administration are all frag-  pational authority, or authority-appointed stakeholder
ments that determine the scale and complexity of the  that manages the CISE services inside the country and to-

deployment. Naturally, they are linked to deployment  \ards the EU CISE network, i.e. AMSPM.

scenarios in the country. Having a single focal position for the CISE deployment

- Small coastal countries have limited human resources  is quite suitable for a small country. It allows easy estab-
and infrastructure related to maritime affairs requir-  lishment of the CISE functionalities (i.e. data models and
ing a calculated verdict on the viability of the CISE  services) that initially need to be translated and bridged
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edge and skills required for implementing these system
components would be focused and would consequently
accommodate for potential expansion of stakeholders and
user communities.

As formulated in the foundational CISE architecture
visions [15][16], the initial single provider model, or in
fact even the other models specified that are based on
multiple providers and user communities, could all even-
tually transform into a “hybrid architecture” with differ-
ent setup of stakeholders. In this paper, intention is to
analyse the related aspects when CISE deployment starts
from scratch in Montenegro for which case the most fitting
starting model is based on the “Single National Provider
of CISE Services”. AMSPM would duly obtain the national
support for commencing the CISE deployment, e.g. via
Ministry of Transport appointment and support of other
involved national authorities. Accordingly, CISE facilitated
Montenegro maritime situational picture (also adding
the neighbouring countries’ CISE partners’ data besides
the current exchanges) would be rendered and main-
tained by AMSPM either partly by the restricted informa-
tion available to AMSPM, or, in a comprehensive manner
by gathering the information from other national maritime
authorities/stakeholders in the country. This is condi-
tional to the agreement(s) between the national authori-
ties on sharing and ownership of the information. This
Montenegro maritime situational picture is to be shared
with the CISE EU partners according to the “Responsibility
to Share” design principle and access rights matrix [17].
At the national level, some of the involved maritime sur-
veillance organisations with their legacy systems, which
can ultimately play a part in the CISE interconnections via
the single national provider/AMSPM are: police, customs,
navy, army, fisheries, tourist organisations, all national
and commercial ports, universities (for research, trialling,
knowledge and educational purposes), ministries, govern-
ment, and, (if allowed) associated companies. Recently, a
similar nationwide involvement of stakeholders/institu-
tions in Montenegro [18] was pondered upon in the EU
COMPASS2020 project’s model dealing with a deployment
of novel maritime surveillance assets [19].

From the general technical point of view, the archi-
tecture is constructed around the placement of typi-
cally one CISE Node, which is practically the immediate
point of entry into the CISE network. Since AMSPM is to
be the starting provider of the CISE services in the coun-
try, it is primarily the question of how the starting linkup
with the EU CISE network is achieved that subsequently
draws upon various implementation issues and analysis.
There are already several models of architecture visons
and their framework instantiations [15][16] and organi-
sational structures. These are based on the pivotal CISE
Node’s location, ownership and connections from the side
of the joining state and its stakeholders with their legacy
systems. Relevant organisational structures, copied from
[16], are shown in Figure 3 organised around the CISE
Node placement:

i. (top left) a single stakeholder connects directly to
the CISE network (e.g. AMSPM connects to EU CISE
Network) by adapting its legacy system and owning a
CISE Node.

ii. (top right) several stakeholders connect to the CISE
network by using a single CISE Node owned by one of
the stakeholders (e.g. AMSPM as the owner proxying
connections for other stakeholders).

iii. (bottom left) the country establishes a shared
National (CISE+) Node owned by one of the stake-
holders and having access rights and information con-
trol for access to and from the EU CISE network and
national interconnections (e.g. AMSPM as the owner
manages and proxies connections for other national
stakeholders).

iv. (bottom right) using a Regional/European Node and/
or proxy owned external CISE Node to connect to
the CISE Network (e.g. AMSPM can be a gateway for
connection to CISE Network through an external EU
partner).

Evidently, at the initial stage of implementation, one
of the main operations in launching the CISE services is in
adaptation of legacy system(s) towards the CISE network.
This requires translations of data models and meanings
to and from the CISE network and bridging each of these
legacy systems inside the country with an appropriate lev-
el of security [17]. At the time of the writing of this paper,
EMSA (European Maritime Safety Agency) [16] is drafting
a common contract model for information sharing inside
the CISE consortium, which would replace the current ap-
proach of the bilateral contracts.

4 Initial feasibility considerations

We can draw parallels with a similar starting feasibil-
ity consideration conducted for National Maritime Single
Window (NMSW) [20][21] implementation in Montenegro
also facilitated via its anchoring at AMSPM and involving
many maritime stakeholders. Although related to a rather
non-overlapping segment of maritime affairs, this example
further strengthens the candidacy of AMSPM as the na-
tional authority stakeholder being technically and admin-
istratively suitable for carrying out the implementation of
the linkage to the EU CISE network. Operational coupling
of the single or hybrid national CISE provider models with
NMSW provider was hinted at early in the architecture
visions for CISE deployments [15]. Besides, these initial
feasibility considerations can provide much support to
AMSPM in negotiations with the national authorities and
other CISE stakeholders in Montenegro. Similar to the ex-
ample of the extent of the Montenegro maritime situation-
al picture that would be shared with the outside EU CISE
network members as mentioned in the previous section,
AMSPM is the anchoring entity in distributing informa-
tion from CISE network internally to other stakeholders
in Montenegro. E.g. a cargo vessel that departs from a
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Mediterranean port with destination to Montenegrin port
of Bar is approaching the port and is visible through the
CISE network on its approach. There are other authori-
ties interested in the CISE data about the vessel (customs,
police, military etc.) that would extract the relevant CISE
data entities’ content that are embodied in the CISE Vessel
Service for the particular vessel.

Another important distinguishing feasibility consid-
eration is related to the top-down property of each CISE
implementation strategy as the facilitating technologi-
cal platform for maritime surveillance. Business model
perspective is void of an immediate revenue generating
component such as application of fees used in NMSW [20].
Deployments of CISE features are applied towards evolu-
tions of operational capabilities, not as an immediate ca-
pacity to attract customers or charge CISE connections
and service deployment (e.g. to vessels or connecting
stakeholders). It is therefore important to initially observe
the implementation of CISE as a national (and European)
master plan mandated to AMSPM in Montenegro. The cost
and benefits can therefore be seen as both immediate and
long term investment returns especially if the fully-fledged
country wide CISE implementation is ultimately achieved
(see Section 2.2) in the same context of European CISE
network expansion and success.

4.1 Identifying the essential costs

At the initial stage of implementation, operational as-
pects that constitute the foundation for feasibility analysis
are:

a. Investment costs of setting up of the CISE features
and adapting and interconnecting the legacy system(s)
(quite analogous to conventional CAPEX expenses):

- Initial hardware and software (HW/SW) installa-
tions of the CISE technicalities and components.

- CISE features for interconnecting with the EU CISE
network, adaptation/translations with the legacy
system(s) and (optional at the start) national CISE
interconnections between the legacy systems.

- Trainings of personnel for conducing operational
tasks.

b. Maintenance costs of the operational runtime be-
ing dependent on the organisational structure of CISE
(similar to OPEX) that can involve several critical tasks
mostly related to personnel:

- Engineering costs of keeping up the operations of
hardware (e.g. CISE Node) and essential software
components.

- Continuous design and inspection of adaptation/
translation features between CISE and legacy
system(s) and facilitation of CISE interconnections
at national level.

- Overlooking the required changes and evolution of
the national CISE systems.

- Continuous education, monitoring, participation
and liaising with the European CISE development
activities and expansion of the network for mari-
time surveillance.

c. Dedicated expansion costs from a starting organisa-
tional structure and towards ultimately a fully-fledged
country wide CISE network implementation (section
2.2):

- Assuming that one standard national implementa-
tion of the CISE Adaptor features between the CISE
network and a legacy system is reasonably light in
terms of costs and effort (e.g. for top left organisa-
tional structure in Figure 3), applying the same for
each separate legacy system of the joining national
stakeholders is a multiplication of this task and not
a straightforward extension of the existing features
(e.g. software installation and maintenance costs)
as the legacy systems commonly differ in all rel-
evant technicalities to the adaptation process.

- Ultimately, as a long-term ambition, replacement
of (many) legacy systems data and service models.
This aspect partly includes replacements of obso-
lete parts of the legacy systems that cannot be fur-
ther upgraded/updated as the CISE components
expand (these could also be associated with the in-
vestment costs subject to a scenario).

- Dedicated or related research.

The actual figures behind each cost and weighing of
each one of them is proportional to the total cost and is
subject to the situation and pricing in each country. Hence,
the actual figures can vary as the overall costs are subject
to national contracts and the authorities and agencies in-
volved in the design, production and deployment of the
needed HW/SW and other components, as well as the way
in which the costs of personnel are calculated for each
stage and purpose of operations.

4.2 Discussion on the expected benefits

Expectedly, the CISE implementations start small and
expand gradually from an anchoring authority that in-
stalls the first instance of the CISE configuration. At the
current stage of realisation of the CISE systems at national
levels across Europe, even a large country of the size of
Spain has commenced the implementation via the single
provider model: The Spanish Navy has bridged and inter-
connected national stakeholders such as Customs, Border
Control, Fisheries, Defence and Maritime Surveillance
agencies and all companies associated with maritime sur-
veillance and Search and Rescue. At the time of the writ-
ing of this paper, the Spanish Navy operates the top right
configuration from Figure 3, as it owns the CISE Node
while the other legacy systems belonging to the connect-
ed national stakeholders have their CISE Adaptor at their
premises. Extent of the information sharing between the
stakeholder gets continuously agreed upon. Similarly, the
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Finnish CISE implementation opted for the same con-
figuration (also termed as CISE Configuration B [10]). In
Finland, the Finnish Border Guard is the stakeholder on
behalf of the Maritime Authorities Consortium (FIMAC)
in CISE. The FIMAC consist of Finnish Border Guard, Navy,
Transport and Communication Agency and Transport
Agency. The Transport and Communication Agency and
Transport Agency are actively sharing information in the
CISE network. Due the classification of the CISE network,
the Finnish Navy and Border Guard are not physically con-
nected to the CISE network. A breakdown of costs from
the recent Finnish CISE implementation and their brief de-
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composition into a useful approach and experience for the
CISE essential costs identified in the previous subsection,
are given in Table 1.

In a manner of observing the CISE benefits from a re-
versed perspective, when it would eventually become
implemented in a fully-fledged manner, the achieved ben-
efits are enormous at all levels (being the very intention
of the CISE development by EU). Stakeholders, states, re-
gions would benefit by simplified, standardised and con-
verged maritime surveillance capabilities and a manifold
reduction in human and equipment expenses required
for each legacy system (excluding opportunities via the

Table 1 Indication of Costs in the Finish example and general remarks

Investment Costs (CAPEX like)

HW/SW installations

Finnish case: Initially consisting of the CISE Adaptor/Gateway designs, productions and installations
and the VPN configuration. The CISE Adaptor design was the most expensive and time consuming,
amounting to approx. 100 000€.

Part of the CISE Adaptor design costs can be related to the next bullet/box.

Having the current knowledge and understanding, the CISE Adaptor cost could be reduced to upwards
from 40 000€.

Highly dependent on numbers and types of legacy systems to be connected on CISE, the services and
data provided/consumed etc.

CISE Gateway/Node design and VPN configuration were under the outsourced agencies’ service contract,
thus only estimated to around 20 000<€.

CISE Gateway/Node production and installation were approximately 6 000<€.

- Connection to EU CISE

- Adaptation/ translation
to legacy systems

- National CISE interc.

Finnish case: The deployment costs were approx. 10 000€ including the VPN maintenance and connections
to servers.

CISE network VPN configuration in Finland was initially part of an innovation and research project. Two
out of four involved authorities provided limited information to the CISE network sharing them via the
information Transport Agency’s CISE Gateway. Navy and Border Guards had their own CISE Adaptor (as
the Transport Agency) but due the public classification of the CISE network, these were not open and no
information were shared from them.

Personnel training for
operational tasks

Finish case: Personnel implicitly involved and trained as part of the CISE research and innovation
project. No dedicated personnel training.

Maintenance Costs (OPEX like)

Engineering HW/SW oper.

Finnish case: The maintenance is part of outsourced service agency contract costs.

Continuous design

and inspection of CISE
bridging with leg. sys. and
national CISE interc.

Finnish case: Configuring and running the VPN at the beginning was the most time consuming. The VPN
configuration includes both CISE network and RTI network (RTI installed/ deployed the CISE Gateway
software remotely).

This part can also relate to the Investments cost for the relevant components.

Overlooking the national
CISE changes and
evolution

Finnish case: The Finnish Maritime Authorities Consortium (FIMAC) decided the national evolution,
from the operational point of view. CISE is still a research and innovation initiative. In terms of the
practicalities of the technical changes and evolution, these are part of Transport Infrastructure Agency’s
service contract.

Continuous education,
monitoring, participation
and liaising with the EU

Finnish case: Assumed as the responsibility of each stakeholder. LAUREA - University of Applied Science
was part of CISE as a research institution. For any responsible involved stakeholder these costs can be
calculated indirectly as part of the research and innovation projects (national or European).

CISE develop.

Dedicated Expansion Costs
Expanding CISE adaptat. | General Comment: Subject to each countries’ extent of the CISE deployment and often independently
features handled by each stakeholder.

Replacement of legacy
systems’ data and models

General Comment: Relevant to enhancements of the CISE Adaptor and/or Node as legacy systems stay
unchanged due to the CISE design principles. Interconnections can be related to CISE networks, internal/
external, i.e. via VPN, e.g. in a Restricted or Confidential mode.

Research

General Comment: At this stage still indirect via participations in research projects. Likely, to be handled
by each stakeholder in the future. Can expand to academic and star-up related research.

Source: Authors
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equally auspicious land border surveillance in this analy-
sis for the time being upon its ultimate formulation via
the ANDROMEDA project). But this is the ultimate goal
and needs to be justified by the intermediate investments
and costs. As stated earlier there is no direct revenue gen-
erating mechanism and majority of the quantifiable ben-
efits are implicit or tangible in retrospective upon the
fully-fledged implementation. This is quite similar to the
basic view of the Internet model, being the facilitator for
a novel way of communications and opportunities. It was
originally reiterated that “CISE is not a system”! (EUCISE
project media presentation link in [10]), rather “it is a set
of agreed specifications for an interoperability layer which,
once implemented, will ease information exchange”. This
makes it very analogous to the OSI Presentation Layer fea-
tures extended to physical and cyber domains of maritime
surveillance, i.e. it builds upon XML/JSON compositions of
the CISE Data Models. Fitting to this general interpretation
of the CISE model would be a European or a country-wide
implementation of the CISE features over a cloud structure
for the relevant services. This is a possible outcome of the
CISE development in its mature stages.

The CISE Adaptor takes care of “translation” of the
shared information to and from the legacy systems. The
current implementations use the REST/SOAP APIs with
web services and conventional PULL, PUSH, SUBSCRIBE
communication patterns meaning that the translation
to and from CISE Data Models are underlying presenta-
tion layer processes within the mechanisms already used.
While envisaging that the future versions of some legacy
systems might include the CISE data model syntax and
structure, constant adaptations/translations are most
likely still inevitable requiring dedicated designers’ inter-
ventions. Thus, CISE Adaptor emerges as extremely im-
portant to the Montenegro case where its complexity or
customised features (e.g. solely focus on entities of interest
to AMSPM, such as vessels) might incur benefits, subject
to it being constantly updated with new CISE data mod-
els and services. In the case of Montenegro, the starting
models applied in Spain and Finland are equally applica-
ble, i.e. top right configuration from Figure 3, where there
are many CISE Adaptors connecting over a single CISE
Node. Following this discussion, it remains equally recom-
mendable to consider and deploy the bottom left configu-
ration from Figure 3 where all CISE Adaptor features are
centralized and facilitated over the CISE National Node,
to be run by AMSPM. For the small country of the size of
Montenegro this feature might reduce the cost of multiple
CISE Adaptors implementation, as the security and access
rights can be mandated to AMSPM and where all the adap-
tor/translation features are centrally placed making their
design, maintenance and customisation to requirements of
each legacy system in Montenegro conveniently manage-
able. Quantifying CISE benefits for all stages of implemen-

1 Although it is not misplaced to refer to it as a system in general de-
scriptions of it.

tation, for a small country such as Montenegro draws out
an immediate conclusion of a significant benefit: focusing
the knowhow and investments on a single CISE operation-
al model for all involved national stakeholders/organisa-
tions is especially suitable. The capabilities are increased
while comparably not losing much in readjustments of
systems and personnel in already small scale operational
and organisation capabilities and structure. It is expected
that such benefits are less emphasised for a larger country,
getting rid of a significantly larger and bulkier existing op-
erational infrastructure.

5 Conclusions

Use and advancements of the European initiative for
interoperability of the diverse legacy systems in mari-
time surveillance through a common shared environment
- CISE, is gaining momentum via many collaborative ef-
forts and real trails. Endorsements of the CISE technology
inside countries as an augmenting operational patch of
the exiting surveillance legacy systems is a well-informed
executive decision. It usually requires forethoughts be-
yond just extending the existing operational features. The
CISE commenced as a collaborative platform and a tool
for extending the surveillance capabilities by facilitating
interconnections between EU and national stakeholders.
As such, it is an investment choice and it necessitates a
combination of understanding of the deployment options,
together with opportunities in expanding each of their fea-
tures. It is generally assumed that if the CISE is realised at
each national and EU-wide level in a fully-fledged manner,
benefits would be far reaching and enormous at both the
technical and economic-impact levels. But to reach that
stage, many individual implementations need to assess
both the immediate benefits and feasibility of pursuing the
prospect of the CISE roadmap.

We analyse many technical prerequisites for introduc-
ing the CISE in Montenegro, subject to this being initially
executed through AMPSM as the Single Provider of the CISE
services. Three major costs are differentiated in this study:
investments, maintenance, and dedicated expansion costs,
each particularly relevant to an implementation stage of the
CISE deployment. Finally, we elaborate on the specific ben-
efits of the deployment options and technicalities (e.g. CISE
components) and progression of the CISE features inside
the county. To support the analysis, a recently conducted
Finish implementation is outlined and the costs incurred
are reviewed. It is concluded that the CISE feasibility is to
be ensured as a relatively modest commercial investment
in technology. However, it is a continuous process of gaining
skills and know-how, as the EU-level collaborations expand
and improve and these are appropriately reflected in the
national level implementations.
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