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ABSTRACT

With the of utilizing loT devices increasing recently, such devices are being infected with mali-
cious codes and being used to carry out DDoS attacks. In particular, there have been cases of
large-scale DDoS reflex attacks of 100GB or more using loT devices such as wireless sharing
devices, CCTVs and smart cars. There is a vulnerability that is being exploited for attacks through
Simple Service Discovery Protocol (SSDP) to search for [oT devices. This study examines different
types of loT devices used in DDoS attacks, and conducts experiments in which reflection DDoS
attacks are carried out on loT devices in order to measure the attack threat levels. This study also
suggests methods that loT service operators can employ to remove loT device vulnerabilities, as
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well as effective countermeasures that Internet service operators can apply to address reflection

DDoS attacks that exploit lIoT devices.

1. Introduction

It’s not surprising that the Internet of Things (IoT) mar-
ket continues to grow at a rapid pace. According to
a 2018 research report by Bain & Company, the IoT
market is expected to be worth USD 520 billion by
2021, which is twice the size of the 2017 market. This
means that connections for IoT devices are expected to
increase by 127 connections per second and, that such
connections areexpected to grow for years to come [1].

According to an analysis conducted by the Internet
and Television Association (NCTA), the number of IoT
devices is expected to surpass 50 billion by 2020 [2].
Since IoT devices are particularly vulnerable to hack-
ing, this increase in IoT devices gives attackers ample
opportunity to attack, letting them set up large-scale
botnets via malware-infected IoT devices and facilitat-
ing large-scale DDoS attacks [3]. According to research
conducted by Eurecom, hackers have already developed
anew type of malware specifically targeting IoT devices.
This development serves as further proof that the era of
IoT-based DDoS attacks is already upon us [4].

Additionally, some IoT malwares have already
become notorious around the globe. One example is
Mirai malware, which rendered several high-profile
websites such as Reddit and GitHub inaccessible [5].
According to the DDoS Weapon Report, published in
the 4th quarter of 2018, five of the top-ranking mal-
wares for IoT devices that are blocked by security sys-
tems belong in the Mirai category. Reported attacks on
Xbox Live and the PlayStation Network are from a sixth
type of malware [6].

Most of these IoT malwares are from the United
States, Italy, the United Kingdom, and Germany. Since
the use of wired/wireless routers, IP cameras, smart
home appliances, and other IoT systems and devices
is so widespread in these countries, they are almost
never safe from malware [7]. The threat of malware is
compounded by the fact that many IoT device man-
ufacturers still don’t take security vulnerabilities into
serious consideration when releasing their products in
the market. It has even been found that some devices are
extremely susceptible to outside attacks via their Tel-
net port, and attackers can simply download and run
malware on such devices [8]. At the very least, most
IoT devices are vulnerable to potential DDoS attacks at
anytime [9].

As ToT devices have become smaller, they have
become more vulnerable to attacks, and recently, there
have been increased reports of DDoS attacks that spoof
the source IP address of IoT devices [10]. DDoS attacks
using IoT devices are cyber attacks that cause band-
width overload by increasing traffic on the network
to make services unavailable. These types of attacks,
targeting national broadcasting, financial, and Internet-
based services, have been increasing. Recently, DDoS
attacks via SSDP (Simple Service Discovery Protocol),
used by IoT devices such as home appliances, wireless
routers, or CCTVs (Closed-Circuit Televisions), have
been increasing [11].

DDoS attacks that use the vulnerabilities of SSDP for
searching for IoT devices such as smart TVs, printers,
scanners, IP-based CCTVs, and wireless routers, which
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are major devices on a smart home network, have been
growing rapidly [12]. Unlike existing DDoS attacks,
which infect IoT devices using malware, this type of
DDosS attack exploits the vulnerabilities of the device’s
communication protocol [13]. South Korea is partic-
ularly vulnerable to DDoS attacks using IoT devices
as it has the third largest number of IoT-connected
devices in the world, after China and the United
States [14].

In this type of DDoS attack, the attacker intention-
ally exploits the vulnerabilities of SSDP for IoT devices
[15]. SSDP allows a device to search for and com-
municate with other devices connected to the same
network. The attacker constantly sends packets to the
system using the vulnerabilities of SSDP. These types
of attacks can easily generate over 50 gigabytes of
traffic [16].

This study is intended to present a multi-level
defense system for communication protocol L2 and L7
to counteract DDoS attacks using IoT devices. Addi-
tionally, this study presents a method to remove the
vulnerabilities of IoT devices to DDoS attacks, which
is necessary for the operation of a multi-level defense
system. Furthermore, this study demonstrates the sug-
gested method by using actual tests that apply DDoS
attack blocking patterns.

Additionally, the tests conducted as part of this study
showed that the multi-level DDoS countermeasures
proposed in this study can successfully protect actual
IoT devices against DDoS attacks. As such, this study
can contribute to the development of effective counter-
measures against the rapid increase of IoT device-based
DDoS attacks.

In Chapter 2 of this study, the features and char-
acteristics of SSDP—an IoT device searching proto-
col—and DDoS attacks are analyzed against the back-
drop of previous studies, and in Chapter 3, a multi-level
DDoS attack blocking measure and blocking patterns
are presented. In Chapter 4, actual methods used to
block DDoS attacks that target IoT devices and gener-
ate DDoS attack traffic are analyzed through tests. The
results of this study and final conclusions are presented
in Chapter 5.

2. Previous studies

DDoS attacks on IoT devices typically proceed as fol-
lows. The attacker identifies the type of IoT device on
the Internet, and then identifies the vulnerabilities of
the communication protocol used by the IoT device.
Finally, the attacker makes a service request to the
vulnerable IoT device, and concentrates the responses
of the device(s) on the target server to interrupt the
service. In order to identify the progression of DDoS
attacks, analyses have been conducted on UPnP mid-
dleware, which searches for IoT devices, and SSDP,
which exchanges IoT device information. Research has
also been conducted on the methods and characteristics
of DDoS attacks as they relate to SSDP [17].

Under normal circumstances, the SSDP protocol is
used to allow UPnP devices to broadcast their existence
to other devices on the network. For example, when a
UPnP printer is connected to a typical network, after it
receives an IP address, the printer is able to advertise its
services to computers on the network by sending a mes-
sage to a special IP address called a multicast address.
The multicast address then tells all the computers on
the network about the new printer. Once a computer
hears the discovery message about the printer, it makes
a request to the printer for a complete description of
its services. The printer then responds directly to that
computer with a complete list of everything it has to
offer. An SSDP attack exploits that final request for ser-
vices by asking the device to respond to the targeted
victim.

2.1. UPnP

Figure 1 UPnP (Universal Plug and Play) combines
TCP/IP, UDP, HTTP and XML technologies and has a
middleware structure that is connected using a Peer-
to-Peer method. In this structure, the device sends
notifications to itself via the UDP broadcast and reg-
isters the information of other nearby devices. This
type of technology is used by DLNA (Digital Living
Network Alliances), PlayStation, Xbox, printers, and
scanners [18].

UPNP vendor

UPNP Forum

P

UPNP Device Architecture

HTTPU/MU GENA

SOAP

SSDP

I

HTTP

}[ HTTP GENA

UDP

|

TCP

L

|

)
J
)
1
J
J

Figure 1. UPnP (Universal Plug and Play) middleware.
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Figure 2. SSDP (Simple Service Discovery Protocol).
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M-SEARCH * HTTP/1.1
Host:239.255.255.250:1900

ST:urn:schemas-upnp-org:devicelInternetGatewayDevice:l

Man:"ssdp:discover”
hMX:3

Figure 3. SSDP M-SEARCH request.

HTTP/1.1 200 OK

ST:upnp:rootdevice

SERVER: CustomJ/1.0 UPNP/1.0 Proc/ver
USN:uuid:b830cel0-7277-11e3-8730-

Figure 4. SSDP M-SEARCH response.

2.2. SSDP

Figure 2 SSDP (Simple Service Discovery Protocol) is a
protocol used to search services or information on the
same network. SSDP, which is a UDP-based HT TP, uses
HTTPU and communicates all data in text and takes the
UDP 1900 port for IP multicast address [19].

The multicast address for IPv4 is 239.255.255.25, and
that for IPv6 is generally ff0x::c. Generally, SSDP is used
when a UPnP device performs a network search [20].

As seen in Figure 3, the SSDP header field makes
a request for M-SEARCH *« HTTP/1.1 information to
Host: 239.255.255.250:1900, which is an IoT device that
is searched in the form of a general HT TP communica-
tion defined in RFC 2610.

As seen in Figure 4, the IoT device responds to
the HTTP/1.1 200 0K and provides information of
UPNP [21].

2.3. SSDP reflection attacks

IoT devices communicate with each other using SSDP,
which utilizes UDP as an underlying transport proto-
col. UDP does not require any authentication proce-
dures for communication, and for IoT devices, security
settings are generally not configured and/or default set-
tings are applied [22]. This renders any device that
uses SSDP vulnerable to reflection DDoS attacks. SSDP
for IoT devices uses a UDP/1900 port number, and

UDP is vulnerable in that it responds to communication
requests without any separate authentication proce-
dures. Therefore, an SSDP reflection attack that exploits
the vulnerabilities of IoT devices can proceed as shown
below in Figure 5 [23].

(1) The attacker transmits a command to multiple
zombie PCs through C&C (command & control).

(2) A zombie PC that has received a command from
the hacker spoofs the IP address of the original PC
as a target IP and makes a large-scale communica-
tion request to multiple IoT devices.

(3) The IoT devices that receive the communication
request respond to the spoofed IP address without
any separate authentication procedures, due to the
nature of UDP. The target server goes into a state of
service denial due to the large-scale response from
the IoT devices, and this eventually depletes the
network bandwidth.

2.4. Characteristics of SSDP reflection attacks

In an SSDP reflection attack, the source port is 1900,
which is taken by the device that is used for the attack.
Although UDP is used for this type of attack, an HTTP
header is included. UPnP Server information is also
included, and the size of the response varies depending
on the device being used for the attack [24].

The reason SSDP is often exploited for DDoS attacks
is because it is easy to spoof the source IP address using
UDP, and consequently, the attack is hard to track. Since
SSDP notifications can be sent by broadcast or multi-
cast, a single UDP packet can be sent throughout the
entire system, and even when a request is made, the



130 Y.-J. LEE ET AL.

UPNP devices(Reflector)
X.X.X.X : 1900
&
qp
®
[ EX > M * SEARCH * HTTP/1.1 ] [ EX > HTTP/1.1 200 OK
SSDP request SSDP response

SRCIP:2222

DST IP : X.X.X.X
- SRC PORT 2 XXXX

Attacker DST PORT : 1900

SRCIP : X.X.X.X
DSTIP:22.22
SRC PORT : 1900
DST PORT : XXXX

1.15:1:0

Zombies

\.4 \4 ~
=l gl

~

Victim 2222

Figure 5. SSDP reflection attacks procedures.

system must interpret the URL of the related device
using the location header, which leads the system into
a LooP, making it use up its CPU resources [25].

3. Response system to DDoS attacks that
exploit loT devices

In order to protect IoT devices from DDoS attacks, it is
necessary to set up a multi-level defense system with
multi-hierarchical security equipment. To effectively
defend against UDP and HTTP information exchange,
which is a key characteristic of IoT DDoS attacks, it
is necessary to establish security equipment for each
communication layer, and an integrated defense system
through data analysis specific to each level of the hier-
archy. A multi-level defense system should be set up
for the L3 hierarchy and the L7 hierarchy, and infor-
mation should be shared between these two hierar-
chies to ensure an effective defense against IoT DDoS
attacks [26].

3.1. Multi-level defense system against loT DDoS
attack

Figure 6 illustrates the concept of safeguarding against
IoT DDoS attacks using each level of the communica-
tion hierarchy. If a DDoS attack packet is identified, the
UDP defense is activated at L3, Stage 1, and the HTTP
defense is activated at L7, Stage 2 to reduce attack traffic.

In an L3 hierarchy defense, attacks on the L3 hier-
archy, mainly large-scale flooding, are neutralized.
Examples of attacks corresponding to the L3 hierar-
chy include TCP, UDP, ICMP, and IGMP flooding
attacks. The defense mechanisms used against these
types of attacks mainly include blocking large-scale
flooding [27]. Since IoT DDoS attacks involve UDP,
defense mechanisms are activated in the L3 hierarchy.

The multi-level defense mechanism is intended to
efficiently defend the upper levels of the hierarchy (L7)
from attack, and the defense mechanism against L3
attacks can be engaged prior to engaging the multi-
level defense mechanism [28]. The multi-level defense
mechanism blocks attacks in the optimal hierarchy,
where attacks can be neutralized the most effectively.
This study proposes procedures for a multi-level
defense mechanism as shown in Figure 7. Unlike TCP,
UDP packets are not connection-oriented, so thus
UDP communication sessions are stored in the system’s
memory from beginning to end to check communica-
tions. In UPD communications, the initial communi-
cation history can be stored, and the IP address can
be identified. If the IP address constantly generates
requests, this stored information can be used to deter-
mine whether the requests are part of a DDoS attack.
If traffic is continuously transmitted from the same IP
address, a threshold can be set to control the traffic [29].
It is also possible to defend against DDoS attacks
using SSDP HPPT codes. This method can be easily
implemented by reconfiguring the preference settings
of the web server. Using this method, if an IoT DDoS
attack is suspected, it is possible to check whether the
SSDP has been modified and to block the attack [30].

3.2. Countermeasures against loT DDoS attacks

» Countermeasures for IoT device vulnerabilities

As shown in Figure 8, many IoT device users don’t
change the default settings of their devices after pur-
chase.

If the IoT device manufacturer activates the UPnP
function and then releases the product to the market,
the UPnP function remains activated until the user
deactivates it. If this function remains activated, the
device can easily be exploited as a reflector for SSDP
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Figure 8. UPnP settings of an loT device.

reflection attacks. Therefore, the UPnP function for IoT
devices should be deactivated before the devices are
released into the market in order to prevent the devices
from being used as a reflectors for SSDP reflection
attacks [31].

The UPnP function can be deactivated using the
preferences or settings menu if the function is not nec-
essary for device utilization. If the UPnP function is
necessary for the use of the device, the settings should
be configured to allow only authorized users.

» Countermeasures for target of attack

To defend against IoT DDoS attacks, the service
provider can block traffic from the UDP port of ori-
gin (port 1900) among inbound traffic. Although SSDP
is essentially the same protocol as UDP, it uses HTTP,
which is a UDP-based HTTP protocol, as the HTTP
header is included in the packet. Using this feature,
it is possible to block SSDP reflection attacks. Among
inbound traffic, packets containing HTTP/1.1 2000k
strings can be blocked.
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For network administrators, a key mitigation is to
block incoming UDP traffic on port 1900 at the fire-
wall. Provided the volume of traffic isn’t enough to
overwhelm the network infrastructure, filtering traffic
from this port will likely be able to mitigate such an
attack [32].

« Countermeasure for ISP(Internet Service Providers)

Unused protocols in actual services can be blocked
in the ISP section when a large-scale attack occurs. The
ISP can respond to the DDoS attack by null-routing the
target IP address to prevent the network from being
affected. To respond to DDoS attacks, the ISP simul-
taneously uses multiple ISP lines via the CDN service
and distributes DDoS attacks using Anycast. Anycast
maintains services using the networks that are func-
tioning properly, even if one ISP or multiple networks
fail. This distributed countermeasure is the best way to
fight against attacks involving large volumes of traffic
[33].

ISP eliminates SSDP attacks by stopping all the attack
traffic before it reaches it’s target. UDP packets target-
ing Port 1900 are not be proxied to the origin server,
and the load for receiving the initial traffic falls on ISP’s
network. We offer full protection from SSDP and other
layer 3 amplification attacks. Although the attack will
target a single IP address, our Anycast network will
scatter all attack traffic to the point where it is no longer
disruptive.

4. loT device forged traffic detection test
4.1. Data preparation of vulnerable IoT devices

The term “reflector” refers to an IoT device that is
exploited for reflection DDoS attacks. IoT devices are
vulnerable to being used as reflectors since their secu-
rity settings or configurations do not employ SSDP,
DNS, NTP, or SMMP protocol for UDP services on the
Internet.

Not all IoT devices that use SSDP can be exploited as
reflectors for reflection DDoS attacks. If the IoT device
is connected to a private IP address, the device cannot
be accessed by outside parties, and therefore it cannot
be exploited as a reflector. If the user connects the IoT
device to a public IP address, an attacker can perform
a port scan to collect a list of IoT devices that are read-
ily accessible. It is highly probable that the attacker will
then use the exposed IoT devices as reflectors.

The IoT devices that can be exploited as reflectors
can be identified using a port scan, as seen in Figure 9.
The response packet of the SSDP reflection attack con-
tains a location header, and the information in the
header shows the path to the XML file, which has infor-
mation on the IoT device. The IP address in the location
header is set as private IP address, but if the address is
changed to a public IP address, it is possible for hackers
to gain access to the XML file containing information

Table 1. Types of loT devices exploited for SSDP reflection
DDoS attacks.

Number loT device Number of devices Proportion
1 Wired/Wireless Router 1,482 98.2%
2 Printer 8 0.5%
3 NAS 7 0.5%
4 ccrv 6 0.4%
5 Audio Player 2 0.3%
DVD Player 2
6 Receivers 1 0.1%
TV 1

Total 1,509 100.%
Table 2. Country distribution of loT’s IP.
Classification  Distribution by country ~ Number of devices  Proportion
1 South Korea 1,425 94.4%
2 Japan 32 2.1%
3 Taiwan 21 1.4%
4 United Kingdom 11 0.7%
5 United States 8 0.5%
6 Canada 5 0.4%
7 Tanzania 1 0.5%

Sweden 1

New Zealand 1

Ireland 1

Fiji 1

Denmark 1

China 1
Total 1,509 100.%

on the IoT device. Through this way, very detailed
information about IoT devices can be accessed.

As seen in Figure 10, when changing the private IP
address (192.168.0.1) in the path in the location header
below to the actual origin IP address (121.66.111.171),
it is possible to get detailed information about the IoT
device from the XML file of the device—this informa-
tion can then be used for reflection attacks.

This study analyzes reflection DDoS attacks on web-
sites while exploiting IoT devices.

As seen in Table 1, this study analyzed about 1,500
IoT devices. According to the analysis results, most
(98%) of the IoT devices exploited for reflection DDoS
attacks were wired and wireless routers, followed by
NAS and CCTVs. Electronic devices such as audio
players and TVs were also victims of attack [30].

As seen in Table 2, an analysis of IP addresses of [oT
devices exploited for reflection DDoS attacks showed
that, among the attacks that occurred in South Korea,
most of the attacks originated from within the country,
followed by attacks from Japan and Taiwan.

4.2. Design of scenario for SSDP reflection attacks

A test was conducted on 1,509 IoT device searches
using an attacking tool developed using Python.
The command format was as follows: ssdp.py Vic-
tim_IPVictim_portSSDPlist the number of threads,
attack duration. The reflection attack test was executed
with ./ssdp.py 1.1.1.80 ssdp_100.txt 10 10. As seen in
Figure 11, an attack was made on IoT devices using
SSDP search requests.
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<?xml version="1.0"?>
- <root xmins="urn:schemas-upnp-org:device-1-0">
- <specVersion>
<major>1</major>
<minor>0</minor>
</specVersion>
- <device>
<deviceType>urn:schemas-upnp-org:device:InternetGatewayDevice:1 </deviceType>
<friendlyName>EFM Networks ipTIME N604M </friendlyName>
<manufacturer>EFM Networks</manufacturer>
<manufacturerURL>www.iptime.co.kr</manufacturerURL>
<modelDescription>EFM Networks ipTIME N604M </modelDescription>
|<modeIName>ipTlME N604M</modelName>|
<modelNumber > L</modelNumber >
<modelURL>www.iptime.co.kr</modelURL>
<serialNumber>12345678 </serialNumber>
<presentationURL>http://192.168.0.1/ </presentationURL>
<UDN>uwuuid:fcT T fe<f/UDN>
- <servicelist>
- <service>
<serviceType>urn:schemas-dummy-com:service:Dummy:1</serviceType>
<serviceld>urn:dummy-com:serviceld:dummyl </serviceld>
<controlURL> /fdummy</controlURL>
<eventSubURL>/dummy</eventSubURL>
<SCPDURL>fetc/linuxigd/dummy. xmil</SCPDURL>
</service>
< fservicelList>

Figure 9. loT device information in the SSDP packet location header.

rStream Content

[NOTIFY * HTTP/1.1
HOST:239.255.255.250: 1900

Cache-cControl :max-age=1

Location:http://192. 168 0 1:4409/etc/1inuxigd/gatedesc. xml
SErver v NeET-0U5 O XX UPTWP/1.U

NT:upnp:rootdevice
USN:uuid:f 6: :upnp:rootdevice
NTS:ssdp:alive

NOTIFY * HTTP/1.1

HOST:239.255.255.250: 1900

cache-control :max-age=120

Location:http://192.168.0.1: 4409/etc/'|1nux1gd/gatedesc xml

server: Net-0S 5.xx UPNP/1

NT:urn:schemas-upnp-org: dev1ce InternetGatewayDevu:e 1

USN :uuid]:fc4 mmm £6: :urn:schemas-upnp-org:device:InternetGatewaybevice:1
NTS:ssdp:alive

NOTIFY * HTTP/1.1

HOST:239.255.255.250:1900

Cache-control :max-age=120

Location:http://192.168.0.1: 4409/etc/‘|1nux1gd/gatedesc xm1
server: Net-0S 5.XX UPNP/1

NT:urn:schemas-upnp-orq: device
USN : uuid : sy
NTS:ssdp:alive

WANCoONnnectionDevice:
IEPPEIIING : turn: schemas -upnp-org:device:wANConnectionDevice:1

Figure 10. Structure of the SSDP packet.

410 2012-02-15 23:37:32.307632 192.168.0.1 239.255.255.250 SSDP NOTIFY * HTTP/1.1
411 2012-02-15 23:37:32.311241 192.168.0.1 239.255.255.250 SSDP NOTIFY * HTTP/1.1
412 2012-02-15 23:37:32.314734 192.168.0.1 239.255.255.250 SSpP NOTIFY * HTTP/1.1
413 2012-02-15 23:37:32.318199 192.168.0.1 239.255.255.250 SSDP NOTIFY * HTTP/1.1
414 2012-02-15 23:37:32.321869 192.168.0.1 239.255.255.250 SSDP NOTIFY * HTTP/1.1
415 2012-02-15 23:37:32.325509 192.168.0.1 239.255.255.250 SsDP NOTIFY * HTTP/1.1
416 2012-02-15 23:37:32.329108 192.168.0.1 239.255.255.250 SSDP NOTIFY * HTTP/1.1
417 2012-02-15 23:37:32.332726 192.168.0.1 239.255.255.250 SSDP NOTIFY * HTTP/1.1
1530 2012-02-15 23:38:32.317420 192.168.0.1 239.255.255.250 SSDP NOTIFY * HTTP/1.1
1531 2012-02-15 23:38:32.321124 192.168.0.1 239.255.255.250 SSpP NOTIFY * HTTP/1.1
1532 2012-02-15 23:38:32.324664 192.168.0.1 239.255.255.250 SSDP NOTIFY * HTTP/1.1
1533 2012-02-15 23:38:32.328122 192.168.0.1 239.255.255.250 SSDP NOTIFY * HTTP/1.1
1534 2012-02-15 23:38:32.331844 192.168.0.1 239.255.255.250 SSDP NOTIFY * HTTP/1.1
1535 2012-02-15 23:38:32.335300 192.168.0.1 239.255.255.250 SSDP NOTIFY * HTTP/1.1
1536 2012-02-15 23:38:32.339037 192.168.0.1 239.255.255.250 SSDP NOTIFY * HTTP/1.1
1537 2012-02-15 23:38:32.342631 192.168.0.1 239.255.255.250 SSDP NOTIFY * HTTP/1.1
2559 2012-02-15 23:39:32.225129 192.168.0.1 239.255.255.250 SSDP NOTIFY * HTTP/1.1
2560 2012-02-15 23:39:32.228714 192.168.0.1 239.255.255.250 SSDP NOTIFY * HTTP/1.1
28R1 7MOI_NADP_1K 22.20+22 22022 102 1A N 1 220 28K 28K 28N | €cno |  NATTCV & HTTD /1 1
Figure 11. SSDP reflection DDoS attack request packet.

1900 10.4.0.110 10.4.0.2 55DP 136 M-SEARCH * HTTP/1.1
[1500 " 10.4.0.2 10.4.0.110 SSDP 376 HTTP/1.1 200 OK |
[1900 10.4.0.2 10.4.0.110 SSDP 448 HTTP/1.1 200 OK |
[1900 10.4.0.2 10.4.0.110 SSDP 444 HTTP/1.1 200 OK |
[1900 10.4.0.2 10.4.0.110 SSDP 424 HTTP/1.1 200 OK |
[1900 10.4.0.2 10.4.0.110 SSDP 456 HTTP/1.1 200 OK |
[1900 10.4.0.2 10.4.0.110 SsDP 438 HTTP/1.1 200 OK |
[1900 10.4.0.2 10.4.0.110 SSDP 440 HTTP/1.1 200 OK |
[1900 10.4.0.2 10.4.0.110 SSDP 440 HTTP/1.1 200 OK |
[1900 10.4.0.2 10.4.0.110 SSDP 428 JHTTP/1.1 200 OK |

Figure 12. SSDP reflection DDoS attack packet.
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Figure 13. Comparison of loT device DDoS attack volumes (BPS).
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Figure 14. Comparison of loT device-based DDoS attack volumes (PPS).

Table 3. Defense against DDoS attacks exploiting loT devices.

Attack number Attack type Attack volume (Gbps) Attack requests (pps) Number of loT devices attacked
1 SSDP and GET 1.9 1,846 79,107
2 SSDP and ICMP 1.6 11,229 76,423
3 SSDP and ICMP 25 76,819 269,625
4 SSDP, ICMP, and UDP 4.6 154,613 53,229
5 SSDP and ICMP 2.2 252,201 102,805
6 SSDPICMP, GET, and SYN 10.0 366,472 752,771
7 SSDP and UDP 1.2 252,201 152,751
8 SSDP and NTP 23 366,472 115,153

Figure 12 shows the responses of IoT devices to an
SSDP search request, from which a DDoS attack of the
target server was generated.

DDoS attack traffic was increased from 1 to 50
threads, while the number of IoT devices was increased
to 1,000—the increase in attack traffic was expressed
in BPS (Bytes Per Second). The results of these gener-
ated increases can be seen in Figure 13. In this part of
the analysis, it was found that a large-scale DDoS attack
equivalent to 1G was generated when the thread was set
to 50 for 1,000 IoT devices.

Figure 13 shows a comparison of DDoS BPS attack
volumes. As seen in the figure, DDoS attacks rapidly
increased to about 500 Mbps when the thread was set
to 10 with over 100 IoT devices.

When DDoS attack traffic was increased from 1 to 50
threads and the number of IoT devices was increased
to 1,000, the PPS (Packet Per Second) results were as
shown in Figure 14. In this part of the analysis, it was
found that about 36,000 requests were generated when
the thread was set to 50 with 1,000 IoT devices.

Figure 14 shows a comparison of DDoS PPS attack
volumes. As can be seen in the figure, DDoS attacks

rapidly increased to over 15,000 counts when the thread
was set to 10 with over 100 IoT devices.

4.3. Analysis of response results against loT DoS
attacks

In this study, a multi-level defense system for actual
DDoS attacks targeting IoT devices was developed and
tested.

As seen in Table 3, the system effectively protected
the devices from a total of eight IoT DDoS attacks.
Attack types included combinations of SSDP and ICMP
as well as SSDP and GET. The total attack volume
ranged from 1.6 Gbps to 10 Gbps, and the number
of attack requests increased from 1,846-366,472. The
number of exploited IoT devices ranged from about
80,000-750,000. The proposed mechanism successfully
protected the devices from the attacks.

It was also found that embedded Linux-based IoT
devices were more susceptible to DDoS attacks than
other IoT devices. Given that 127 new IoT devices are
registered per second, it is highly probable that the
scale and occurrence of DDoS attacks will continue to
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Figure 15. Ranking of countries by the number of loT devices exploited for DDoS attacks.

increase. Recently, an attack with a scale of over 1.6
Gbps occurred through amplified reflection. Amplified
reflection attacks use the attributes of UDP and spoof-
ing among servers. These attacks use SSDP, SNMP, and
UDP-based services.

SSDP is a protocol used for UPnP devices to share
data, and a certain part of the SSDP payload is generated
from unexpected ports. It is possible to disguise a port
using UPnP, and it is also possible to amplify and con-
duct reflection attacks using SSDP. UPnP devices can be
identified through rootDesc.xml, and these devices can
easily become the target of attacks.

As seen in Figure 15, We analyzed each countries
where the IoT devices was located. DDoS attacks target-
ing IoT devices are most often generated in the United
States, followed by China, South Korea, Canada, and
Russia.

5. Conclusion

SSDP for IoT devices has certain characteristics that
make it vulnerable to DDoS attacks. SSDP allows
devices to search for and communicate with other
devices connected to the same network. Attackers gen-
erate DDoS attacks using the vulnerabilities of SSDP.

To analyze the ways in which IoT devices are used
for DDoS attacks, we identified the types of IoT devices
being used online and the vulnerabilities of the com-
munication protocols of each IoT device. We also con-
ducted a test and made service requests to vulnerable
IoT devices, and concentrated the device responses on
the target server with the aim of shutting down the web
service. During tests, we were able to generate over 50
GBs of attack traffic.

This study presents a multi-level defense system
for communication protocol L2 and L7 to counter-
act DDoS attacks using IoT devices. Additionally, this
study suggests a method involving DDoS attack block-
ing patterns that can be used to remove IoT vul-
nerabilities in DDoS attacks, which is necessary for
the effective implementation of a multi-level defense
system.

Additionally, the tests conducted as part of this study
showed that the multi-level DDoS countermeasures
proposed in this study can successfully protect actual
IoT devices against DDoS attacks. As such, this study
can contribute to the development of effective counter-
measures against the rapid increase of IoT device-based
DDoS attacks.
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