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Abstract: Information security is related to efforts put in to avoid activities such as unauthorized usage, changing or disseminating of information by having access to these
pieces of information. This should not be only thought as capturing of information but also as avoiding the violation of particulars such as integrity, availability, and
confidentiality. Vulnerability that occurs in any one of these three basic elements will be evaluated as violation of information security. In this study with the aim to develop a
multi-level access control method, Improved Bell-LaPadula security model has been adopted to distributed systems and hence, it was aimed to show how the property of
confidentiality, being one of the three basic elements in information security, has been provided. The developed model proposed in the study has been applied on data
cluster which has been obtained from real life. Performance of the proposed model has been compared with the performances of Role Based Access Control and Traditional
Access Control models. As the obtained results were compared, it was observed that with the proposed model data were provided in @ more secure and rapid way to be

shared by the users.
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1 INTRODUCTION

Information security is defined as the avoidance of acts
such as having unauthorized access to information, and
using, changing or destroying the data, and it is composed
of certain basic elements, namely confidentiality, integrity
and availability [1]. Confidentiality is related to protection
of information against its being accessed and read or used
by unauthorized people. Integrity is related to avoiding the
changing of information by unauthorized people and
protecting its originality. Availability is the situation where
information is only accessible to and usable by authorized
people. We can generally state that many threats turn into
attacks by benefiting from security deficits or weaknesses,
and in order to prevent this type of attack damaging the
operating system it is highly desirable to provide all of the
above mentioned security elements. For this reason, no
matter how securely a system is protected, the important
issue is to determine the elements that can give rise to
attacks and to take the required measures [2].

So far, we have seen developed the security models
whose design has been specific to their application areas
[3]. However, traditional security models cannot meet the
requirements relating to the rapidly increasing numbers of
systems that are becoming increasingly more complex.
When the factors giving rise to this situation are examined,
it is seen that making it mandatory to conduct very tight
controls and inspections plays an important role in
environments where sensitive information is kept, where
inspection of information flow is not guaranteed, where
data is not able to be shared in a secure and fast way, and
where there is a significant loss of flexibility in the
application area [4].

This study discusses the problems of loss of flexibility
in access and of reduced allocation of resources among
users, which are among the most common problems in real
system applications [5]. The absence of an exceptionally
flexible approval mechanism in existing access control
models may impair the resource availability and work time
efficiency of current applications, and limit their growth
[6]. This study defines new security policies in addition to
the security policies offered by the Bell-LaPadula model.

With the proposed model, the aim was to increase the use
of resources with access controls in a controlled and safe
manner with the newly defined policies.

Distributed systems are different databases held in
different locations but interconnected by a computer
network. Many large-scale institutions and organizations
prefer these systems. In our study, a more functional and
suitable access control model has been developed by
considering the weak points of traditional security models
in real system applications. The main contribution of our
study is a model that can be adopted by distributed database
systems and that has been developed by defining new and
multi-level access control procedures in addition to the
security policies offered by the Bell-LaPadula model.
Especially with regard to distributed database systems, the
aim was to adopt the developed model to the real systems
in a more flexible and effective way to deliver the
requirements of confidentiality relating to data.

The remaining part of this study has been organized in
the following way: Relevant studies are covered in section
2, section three covers distributed database and security
models. Details of the proposed and improved, multi-level
security model for distributed systems are given in section
4, and the experimental study is shown in section 5.
Finally, the evaluation and conclusions are given in section
6.

2 RELATED WORKS

Security concerns related to databases and especially
distributed databases have been evaluated in various
studies [8]. In some of the studies in particular, security
problems relating to each of the two system types were
evaluated separately and were focused on the weak points
of each system with respect to security [7]. In these studies
it was emphasized that distributed database systems faced
various security problems, such as multi-level access
control, confidentiality, reliability, integrity and recovery
[8].

Naeem et al. [9] used a team-based access control
(TMAC) model and an extended role-based access
(RBAC) model in order to increase common sharing and to
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increase confidentiality of information. In the study on
confidentiality, sharing and rule-based metrics for both
models related to access control and privacy issues were
compared, and their results were evaluated.

In another study [10], protection of confidentiality and
security requirements relating to the role-based access
control (RBAC) security model have been examined. In
order to support secure health services, a health service
integration platform (u-HCSIP) was designed and an
RBAC-based security model was applied in this design.
The applicability of the RBAC-based u-HCSIP, which was
proposed by analyzing the work flow, was verified.

In current Distributed Control System (DCS)
environments, it is difficult to comply with the principle of
least privilege, since access control principles are
distributed among many heterogeneous systems [11]. In
some studies, the main difficulties in progress towards a
more complete and manageable access control model in
distributed systems have been mentioned [12]. In one
study, an access control architecture that could be adapted
by the Industrial Control System (ICS) community was
presented so that each access could be checked against the
policies complying with the principle of least privilege
[13]. In this proposed architecture, the aim was to protect
central policy management and every connected field
device. Bertolissi, C. and Fernandez, M. [14] defined a
metamodel for access control design taking into account
the special requirements of distributed environments. In
the study, a framework was proposed for the
implementation of access control policies that take into
account the local policies determined by each member of a
distributed system consisting of several sites, each of
which protects its own resources.

Dasgupta et al. [15] established an access control
graphic primarily based on mutual relationships between
employees and their roles within the organization.
Afterwards a series of approval mechanisms were
developed to approve the access request of a user at a
specific time. The proposed multi-user approval strategy
was evaluated with two empirical data clusters and the
reported outcomes showed the ability to select non-
repetitive approvers for user access under different
institutional and environmental constraints.

An access control mechanism was designed in the
cloud environment by considering the behavior of the
honey bees that prevents intruders from entering their hives
[16]. In the study, new attribute-based access control for
cloud security was introduced through the Bell-LaPadula
Model-inspired by the honey bee behavior [17].

In published literature, in recent years, various studies
using different techniques in line with the above-
mentioned goals have been conducted. In our study, unlike
those studies, the users' past actions, interactions between
individuals, trust values or users' requests for access were
not considered; special rights and powers were defined to
meet the requirements of users in accordance with the
changing commercial conditions, business requirements
and organizational structure. In this current study, the aim
was to dynamically change the security policies that were
initially decided on, and increase the availability and
sharing of resources in a safe and controlled manner by
giving users special rights and powers at different access
levels. The most important contribution of the study is that

it was based on providing flexibility to sector applications
by operating an exceptional multi-level approval
mechanism.

3 DISTRIBUTED DATABASE AND DATA SECURITY
3.1 Distributed Database

We call the system that can serve the users as a single
system by working in communication and coordination
among the servers, although data logically linked to one
another is distributed on different servers, as a distributed
database system [18]. Each one of the storage units shown
in Fig. 1 can be a computer and while these computers can
be present in the same environment, they can also be placed
at remote points that can communicate with computer net.
The place where the data being accessed is stored is not
known by the client. In Fig. 1, we also demonstrated the
communication between server and clients by integrating
database security into distributed systems.

Clients Server
[. read/fwrite transaction ‘ }

istanbul

T Database Security with
| Distributed Database Servers

Clients Server
D read i ransacian \ ]

— Bursa

Database Security

‘with Distributed
Database Servers

Clients server

[. read/write transaction ‘ }
— =

_ —_ =Sl Ankara

Database Security

with Distributed
Database Servers

Figure 1 Database security with distributed systems servers and clients

Two types of distributed database systems can be
defined, homogeneous database system and heterogeneous
database system [14].

3.1.1 Homogeneous Database System

In Fig. 2, all servers use the same Database
Management System (DBMS) product.

-
4 Communication \
~ Network W

Figure 2 Homogeneous Distributed Database System
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It is seen by the user as a single system. With this
approach it is enabled for a new site to be easily added to
distributed database management system and for more than
one site to benefit from parallel processing capacity [19].
Its usage, design and easy management are among its
advantages. Its disadvantage is that it is difficut for many
institutions to force the homogeneous environment.

3.1.2 Heterogeneous Database System

Fig. 3 shows the database system which integrates
different central DBMS types through one communication
net. It is not required for all sites to use the same DBMS
product. Each site can use different schemes and software.
Sites may not be aware of one another and they may
provide only limited opportunities for cooperation in their
processing. System contains different DBMSs that support
different data models (relational, hierarchical or network)
that operate in different computer systems such as main
computers and micro computers . Its advantage is that in a
global center big data coming from different data centers
can be stored, remote access can be made by using general
scheme, and different DBMSs are used in each node. Its
disadvantage is that its management and design are
difficult [20].

- Communication N
~ Network Py

Figure 3 Heterogeneous Distributed Database System

3.2 Security Models
3.2.1Role Based Access Control Model

Roles are defined according to the tasks and
responsibilities of users within an organization, and
authorization to have access to resources and its limitations
is shaped according to these roles. Users have certain
authorizations as per the roles being defined for them. In
this model with the roles of users that are shaped by being
correlated with their tasks, it is enabled to use expressions
such as 'Human resources specialist screens personal staff
files' instead of expressions such as 'X user has reading and
writing authorizations in relation to Y object'. Since roles
are limited with the tasks, in the model "minimum
authorization" principle is applied.

In Fig. 4, the relationship between users, roles and
authorizations is shown. Authorizations are the
transactions that can be applied on objects (systems,
servers, files, applications etc.) and they are defined for the
roles. By assigning roles to the users, it is enabled for them
to have certain authorizations. For each role authorization
is given for having access to one or more number of

sources and one or more number of roles are assigned for
each user.

Users Roles Permisions Resources

Figure 4 Role Structure
3.2.2 Traditional Access Control Model

Traditional access control models are shown in Fig. 5.
Traditional access control model is divided into two as
being 'mandatory access control' and 'Discretionary access
control'. In Mandatory Access Control Model, access of
users to the resources is controlled in accordance with
certain rules being predetermined by central authority [9].
This type of access control is widely observed in military
confidentiality classification. In the Discretionary Access
Control Model, users can give access authorizations to
other users within limits being assigned to them or they can
determine limitations (Fig. 5). This type of access control
is commonly seen in folder and file authorizations of
operating systems [9].

Users Permisions Resources

Figure 5 Traditional Authorization
3.2.3 Bell-Lapuda Model

Subjects define the users and systems in relation to
security. In this study subjects have been defined as user or
actor. Objects define all kinds of source data on which
processes such as reading, writing, erasing, and updating
can be done [21]. For each object and actor a specific level
of security has been defined. Actor can perform defined
processes on the objects that are available at the security
level which has been defined for the actor.

While a model for which more than one security level
has been defined can be used in various operating systems
to ensure confidentiality, it also comes out as being the
mandatory access model being required to be used to
ensure access control especially in public institutions
relating to security and in the military applications [22]. In
the model assets are composed of two types of classes
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being actors and objects. It is aimed to avoid actors to have
unauthorized access to objects requiring high level of
security and to avoid security violations. In order to
categorize assets, hierarchical classification methods
which we frequently encounter are used and assets are
qualified as per their security classes. For example to
classify the assets security classes such as top secret, the
secrets, confidential and unclassified, have been defined
meaning that each asset within the system has a security
label. Model tells which authorizations the actor has in
relation to which object as per security class and which
processes it can realize [22].

In the model shown in Fig. 6, authorizations of actors
in relation to objects are shown. With this shape the access
rights and authorizations of users in relation to classified
objects are being defined. In another way of expressing it,
while an actor can realize reading and writing operations
on the object at its own level, it can only realize reading
operations on the object that is below its own security level
(Maintaining the integrity of an upward report in the
hierarchy) [23]. In addition, an actor can only realize
additional operations to the objects that are above its own
security level (Such as not being able to change an
instruction but adding distribution areas).

Authority Levels For Users Object Level Security

leveli+2 levelit2

leveli+1 append access only leveli+1

leveli read - write access

00000...

(nbj ectsat level i)

leveli-1 read only access leveli-1

leveli-2 leveli-2

Figure 6 Access privileges between actor, object and this pair

Definition: Let 4 = {ai, a, a3, ..., a,} be the actor
cluster and let O = {01, 02, 03, ..., 0} be the object cluster.
Let two assets which are u and v, be any two assets that are
chosen from the combined cluster (u, v € A U O). If we
define the security level of an asset with gs() function: If
gs(u) > gs(v), we state that asset u is dominating over asset
v. Various security policies offered by Bell-LaPadula
model and security classes where actor or object will be
present have been mentioned below.

a) Security Policies:

Simple Security Property: An actor cannot realize
reading process on objects having high level of sensitivity
[24]. Security policies are shown in Fig. 7.An actor can
only realize reading operations on the objects which are at
its own security level or below its security level (Fig. 7).

Simple security property can only be defined with "No
Read Up" rule [24]. An actor can only read the objects
security class of which it dominates or the objects with
which it is at the same level (Fig. 11). But if the object is

dominating over the actor no reading can be done. For
example, ordinary personnel cannot read data which are at
confidential level.

WRITE

Top Secret

-
Object A

ol

5
Secret ——p| Object B

Figure 7 Simple Security Property

Unclassified

Star Property: An actor cannot realize reading
operation on the objects having low level of sensitivity
[24]. In Fig. 8, an actor can only realize reading operations
on the objects which are at its own security level and which
are above its own security level.

WRITE

Top Secret Object A

ol

Secret ——| Object B

Unclassified

T
kil
(o]
Figure 8 Star Property

In Fig. 8, star property can be defined with "No Write
Down" rule [25]. An actor can only write on the objects
which are dominating over its own security class or which
are at the same level (Fig. 10). But if the actor is
dominating over the object, no writing can be done. For
example, top secret data cannot be written on the
unclassified files (which the actors can read).

Strong Star Property: An actor cannot realize both
reading and writing operations on the objects which have
both low and high level of sensitivity [24]. In Fig. 9, an
actor can only realize reading and writing operations on the
objects which are at its own security level.

READ/WRITE
—

®

e
Secret <4—> | ObjectB

Figure 9 Strong Star Property

Top Secret

Unclassified

b) Security Policies:

Security policies are shown in Fig. 10. Security classes
where an actor or an object can be present define its
security level. The levels that are available within
classification are Top Secret, Secret, Confidental,
Unclassified (Fig. 10).
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Reading process is only possible for objects that are at
its own level or below it. Writing process is only possible
for the objects that are at the actor's level and above it. This
means that an actor can both read and write on an object
which is at its own level [26].

READ WRITE
TOP SECRET
SECRET
CONFIDENTAL
UNCLASSIFIED

"No Read Up" "Mo Write Down"
Figure 10 Security Classes

When these security policies are realized, it will be
avoided for sensitive information to pass to the objects at
lower level and in this way confidentiality will also be
provided [27]. Likewise, changes or additions will be
prevented when going up in the hierarchy in findings or
experimental results.

4 EXPANDING THE RECOMMENDED MULTILEVEL
ENCHANCED SECURITY MODEL TO DISTRIBUTED
SYSTEMS

In this section by applying our proposed enhanced
security model to distributed databases, we will realize the
steps for providing confidentiality property of data in
distributed systems, as well. Fig. 11 shows databases of an
institution in its branches that are located in different cities.
The situation of being able to carry out reading and writing
operations on objects stored in a database held by a branch
is limited with the rights and powers given to the
employees in that branch.

istanbul

P . /
I Communication \
\ etwror] 7

N Network v

Bursa

Figure 11 Distributed databases location of an institution

Cl

2
2 —
. \
Confidential
Unelassified
G

Figure 12 Assign security level to employees

In Fig. 11 for example, let Istanbul, Bursa, etc be the
cities where branches of a security institution are located
and let Ankara be the headquarters unit. In Fig. 12, a
security level is assigned to each employee in a branch

depending on his position. In Fig. 13, there are hidden
objects in the database which is stored at each branch and
a security level is assigned to the objects which are hidden
in this database. Security levels are classified under 4
categories: Top Secret, Secret, Confidential and
Unclassified.

N
N2>< -m
><
Confidential
. Unclassified
N,

Figure 13 Assign security level to objects

Branch workers of a company are shown in C = {C\,
(s, ..., Cy} cluster and objects are shown in N = {Ni, N,,
..., N} cluster.

4.1 Scenarios

x and y, define any two assets that are selected from ¢
and N clusters, respectively. Reading and writing
operations define R and W symbols and G() function
defines the security level.

Scenario 1 (S1): Each branch worker can only realize
reading operation on the objects that are assigned to the
security level which is equivalent to its own security level
or which is below (Simple Security Property), meaning that
if the security level of an employee (C,) is equal to the
security level of object to which it has access (N,) or if it is
below it, the employee can screen this object (Fig. 7).

G(x) < G(y) > Authorization[x] = {R}, (1)

Scenario 2 (S2): Each branch worker can only realize
writing operation on the objects being assigned for security
level which is equal to its own security level or above it
(Star Property) meaning that if the security level of an
employee (C) is equal to the security level of an object to
which it has access (&,) or if it is above it, the employee
can realize operations on this object (Fig. 8).

G(x) > G(y) = Authorization[x] = { W}, 2)

Scenario 3 (S3): Each branch worker can realize
reading and writing operations on the objects being
assigned to a security level which is equivalent to its own
security level, together (Powerful Star Property), meaning
that if the security level of an employee (C%) is equal to the
security level of object to which it has access (,), the
employee can screen that object and can realize operations
on that object (Fig. 9).

G(x) = G(y) > Authorization[x] = {R, W}, 3)
4.2 Private Rights and Authorizations

If no private arrangements are made, a branch worker
does not have authorization to realize operations on the
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objects belonging to another branch (such as the situation
where an employee at Bursa Branch cannot have access to
objects at Istanbul branch). But by being authorized by the
headquarters unit or by realizing an agreement (protocol)
between two units, a branch worker can also have certain
rights at the other branch. In Tab. 1, authorization levels of
employees are shown as per the branches. Those working
at Ankara unit have been gathered under groups of A1
(Ankara Top Secret), A2 (Ankara Secret), A3 (Ankara
Confidential) and 44 (Ankara Unclassified) according to
their security levels, those working at Istanbul branch have
been gathered under groups of /1 (Istanbul Top Secret), 12
(Istanbul Secret), I3 (Istanbul Confidential) and 14
(Istanbul Unclassified) according to their security levels,
and those working at Bursa branch have been gathered
under groups of B1 (Bursa Top Secret), B2 (Bursa Secret),
B3 (Bursa Confidential) and B4 (Bursa Unclassified)
according to their security levels.

Private Situation 1 (Ol: Between headquarters-
branch): Headquarters unit has the same authorizations at
other branches as in the headquarters (It is at the same level
as per the security level).

Table 1 New levels of authority for Special Case 1

Ankara Istanbul Bursa

Top Secret Al 11,41 Bl1, A1l
Secret A2 12,42 B2, A2
Confidential A3 13, A3 B3, A3
Unclassified A4 14, A4 B4, A4

In accordance, a headquarters employee has the rights
and authorizations of all branch workers having security
levels that are equivalent to its own security level. In Tab.
1, it is seen that as Ankara is the headquarters unit, all of
the workers in this unit are also classified in the group
where other branch workers having equivalent security
levels have been gathered.

Private situation 2 (O2: Between branch and branch):
By being authorized by the headquarters unit or by means
of a protocol being made, any branch worker has the rights
and authorizations of worker of another branch, having
security level which is equivalent to its own security level.
(For example let k be Istanbul worker and let i be Bursa
worker. If G(i) = G(k)i , k may have authorizations of ).

In Tab. 2, it is seen that a branch worker (/1) who is
part of Istanbul Top Secret (/1) group, is also part of Bursa
Top Secret (/1) group due to O2.

Table 2 New levels of authority for Special Case 2

Ankara Istanbul Bursa

Top Secret Al 11,41 Bl1, A1, 11,
Secret A2 12, A2 B2, A2
Confidential A3 13, 43 B3, 43
Unclassified A4 14, A4 B4, A4

Table 3 New levels of authority for Special Case 3

Ankara Istanbul Bursa

Top Secret Al 11, A1 Bl1, A1
Secret A2 12,42 B2, A2
Confidential A3 13, A3 B3, A3
Unclassified A4 14, A4, B3, B4, A4

Private Situation 3 (O3: Between branch-branch,
Severance difference): By being authorized by
headquarters unit or by means of an agreement that is made
between two units, worker of any branch can have the

rights and authorizations of another branch worker, having
a security level which is below its own security level. (For
example let Bursa employee be z and Istanbul employee be
y. If G(z) > G(), z may have authorizations of y).

In Tab. 3, it is seen that a branch worker (B3;) who is
part of Bursa Confidential (B3) group is also part of
Istanbul Unclassified (/4) group due to O3.

Table 4 New levels of authority for Special Case 4

Ankara Istanbul Bursa

Top Secret Al 11, A1 Bl1, A1
Secret A2 12,42 B2, A2, 13,

Confidential A3 13, 43 B3, 43

Unclassified A4 14, A4 B4, A4

Private Situation 4 (O4: Between branch branch): By
being authorized by headquarters unit or by means of an
agreement that is made between two units, worker of any
branch can have the rights and authorizations of another
branch worker, having a security level which is above its
own security level. (For example let Istanbul worker be x
and Bursa worker be t. If G(x) < G(f), x may have
authorizations of 7).

In Tab. 4, it is seen that a branch worker who is part of
Istanbul Confidential (/3) group is also part of Bursa Secret
(B2) group due to O4.

4.3 Application of Scenarios as per Defined Rules (Private
Situations)

A user can take part in the authorization lists of other
branches with an authorization that is equivalent to or
lower or higher than its authorization level at the branch
where he is positioned within frame of a private situation
or a protocol being concluded between the branches. User
access levels being determined by considering this
situation are shown in Tab. 5.

Table 5 User Access Level

Ankara Istanbul Bursa
Top Secret Al 11, A1 Bl1, A1, 11,
Secret A2 12,42 B2, A2, 13,
Confidential A3 13, A3 B3, A3
Unclassified A4 14, A4, B3, B4, A4

Private authorization levels which are assigned to
users as per the authorizations given by headquarters unit
or by means of an agreement that is concluded between two
units are kept in protocol files. Protocol files are defined
with PD symbol. Protocol files which have been created as
per Tab. 5 have been given in Tab. 6 and Tab. 7.

Table 6 Protocol file to be kept in Bursa branch (PD)

Istanbul Bursa
11 B1,11;
3 B2, 13,

Table 7 Protocol file to be kept in Istanbul branch (PD)
Istanbul Bursa
14, B3, B4

After authorization levels of each user within
communication net determined for the branch or branches,
list of users who will have access at security levels of Top
Secret, Secret, Confidential and Unclassified relating with
that branch will be kept in the files at each relevant branch.
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In these files which we name as access rights files,
information about users who can have access to each
security level of a branch and the branch to which the users
are connected with and their security levels at these
branches are stored. Access rights file is defined with E
symbol. Access rights file, which has been created for each
branch, is shown in Tab. 8, Tab. 9 and Tab. 10.

Table 8 User access rights file (EA) in the central unit

A, Aly, Al,, ..., A1,
A, A2y, 42, ..., 42,
As A3,,43,, ...,43
As A4y, A4, ..., A4,

Ar, Az, Az and Aa, represent the 1th, 2nd, 3rd and 4th
(Top secret, secret, confidential, unclassified). A1, A1,
..., A1, show all users at 4; authorization level. 42, 425,
..., A2,: A show all users at 4, authorization level. 43,
A3s, ..., A3s: A3 show all users at 43 authorization level.
A4y, A4, ..., A4, A4 show all users at A4 authorization
level.

In Fig. 14, for the access of a user located in Ankara
unit to the unit where he is present, access rights file
relating only to his own unit (£4) is controlled, while in
case of his having access to a different unit, both £, and
the access rights file being kept at the unit where he wishes
to have access (E; for Istanbul branch and/or E5 for Bursa
branch) are controlled. In Fig. 14, access control procedure
for the users in Ankara unit is shown. K4: shows all users
in Ankara unit.

Furthermore, it is decided whether the access rights
file is updated or not by reviewing the protocol files. If
there is a contradictory authorization situation in the
protocol file (PD) and access rights file (E), access request
of user is considered as being unauthorized and it is
rejected. In a contrary situation if there is an authorization
being defined for the user in access rights file and if this
authorization is being supported by the protocol file, the
user can have access to the relevant authorization level of
that branch. This control mechanism is valid for all
branches.

Istanbul

T
!
Ky —* Ea PD |

| L=

!
)

Figure 14 Access control procedure of users in the Ankara unit

Ankara

Table 9 User access rights file (El) in the Istanbul unit

I 1y, 1N, ..., 11, Al
L 21, 12,, ..., 12 A2
I 13,13, ..., 3., A3
JA 14, [4,, ..., I4,, A4, B3.

L, L, Iz and I represent 1th, 2nd, 3rd and 4th
authorization levels (Top secret, Secret, Confidential,
Unclassified). 111, 12, ..., Il, Al show all users at I
authorization level. 124, 12, ..., 12;, A2 show all users at I,

authorization level. 131, I3, ..., I3, A3 show all users at I3
authorization level. I41, I4,, ..., 44, A4, B3, show all users
at 14 authorization level.

In Fig. 15, while only E;access rights file is controlled
for accessing of a user located in Istanbul branch to his own
unit, in case of having access to a different unit both £; and
access rights file that is kept at the unit where he wishes to
have access (E4 for Ankara unit and E» for Bursa branch)
will be controlled. In Fig. 15 access control procedure for
users in Istanbul branch has been shown. K; shows all users
at Istanbul branch.

Bi, B, B; and B4 show 1th, 2nd, 3rd and 4th
authorization levels at Bursa branch (Top secret, Secret,
Confidential, Unclassified) by representation. B1y, Bl, ...,
Bl,, A1, I1;: show all users at B, authorization level. B2,
B2,, ..., B2 A2, I3, show all users at B, authorization level.
B31, B3,, ..., B3g, A3, B3 show all users at Bz authorization
level. B4,, B4,, ..., B4;, A4 show all users at By
authorization level.

E. — » Ankara

I

Kj E— Ei

l Ep |——

Bursa

istanbul I
PD

Figure 15 Access control procedure of users in the Istanbul unit

Table 10 User access rights file (EB) in the Bursa

B Bl,,Bl,, ..., Bl AL, I,
B B2,,B,, ..., B2, A2, 3,
B; B3,, B3, ..., B3, A3
B, B4\, B, ..., B4), A4

In Fig. 16, while only Eg access rights file is controlled
for accessing of a user located in Bursa branch the unit
where he is present, in case he will have access to a
different unit both Ep and access rights file that is kept at
the unit where he wishes to have access (E4 for Ankara unit
and E; for Istanbul branch) are controlled. In Fig. 16 access
control procedure for users at Bursa branch is shown. Kp
shows all users at Bursa branch.

E A — % Ankara

I
1

l Ei [——

Istanbul

Bursa I .
PD
Figure 16 Access control procedure of users in the Bursa unit
The privileges assigned to a unit with private

authorization or by means of an inter-branch protocol are
only valid for the workers in that unit. In another way of
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saying it, a user who is authorized at 1th, 2nd, 3rd or 4th
level in a different unit with private protocols cannot have
the private rights and authorizations of workers present at
the branch where he is authorized, as being valid for
another branch. As it is shown in Fig. 17, while a user (X))
present in X unit can have access to Y unit due to his having
an authorization in Y unit, and a user present in Y unit (¥;)
can have access to Z unit due to his having an authorization
at Z unit, since although ancak X birimindeki X; user in X
unit has an authorization at Y unit, this user will not have
the authorization of Y, user present at Y unit, regarding his
authorization being valid for Z unit, it can be stated that X;
user cannot have access to Z unit.

ERNEN

Figure 17 Authorization between X: and Y

As a conclusion, if we would interpret the
authorization levels given in Tab. 5 in accordance with
access procedures being explained above within the scope
of security policies introduced with the advanced security
model.

According to Scenario 1:

Istanbul worker at "Top secret" security level (/1), can
only realize reading operation on the objects being
available at all security levels at Bursa branch due to
Istanbul and O2 rule.

Istanbul worker at "Confidential" security level (13),
can only realize reading operation on objects available at
"Top secret", "Secret", "Confidential" and "Unclassified"
security levels at Bursa branch due to "Confidential" and
"Unclassified", O4 rules at Istanbul branch.

Bursa worker at "Confidential" security level (B3), can
only realize reading operation on the objects available at
"Unclassified" security levels at Istanbul branch due to
"Confidential" and "Unclassified", O3 rules at Bursa
branch.

According to Scenario 3:

Istanbul worker at "Top secret" security level (/1) can
only realize reading operation on objects available at "Top
secret" security level at Bursa branch due to Istanbul and
02 rule.

Istanbul worker at "Confidential" security level (/3),
can only realize reading operation on objects that are
available at "Secret" and "Top secret" security levels at
Bursa branch due to "Confidential", "Secret" and "Top
secret", O4 rule at Istanbul branch.

Bursa worker at "Confidential" security level (B3), can
only realize reading operation for objects that are available
at all security levels at Istanbul branch due to
"Confidential", "Secret" and "Top secret", O3 rule at Bursa
branch.

According to Scenario 3:

Istanbul worker at "Top secret" security level (/1), can
realize both reading and writing operations on the objects

that are available at "Top secret" security level at Bursa
branches due to Istanbul and O2 rule.

Istanbul worker at "Confidential" security level (/3),
can realize both reading and writing operations on objects
that are available at "Secret" security level at Bursa branch
due to "Confidential", O4 rule at Istanbul branch.

Bursa worker at "Confidential" security level (B3), can
realize both reading and writing operations on objects that
are available at "Unclassified" security levels at Istanbul
branch due to "Confidential", O3 rule at Bursa branch.

In all cases that may come out of the scenarios that are
specified above, it is not possible for users to have access
to objects and to realize operations on the objects.

As it can be seen, while standard policies being offered
by the model can be applied to distributed systems by
means of proposed security model that has been
determined for a system being established on distributed
database, it can be made possible for users being equipped
with private rights and authorizations to have access to
objects at levels above the existing security levels and to
transmit information to levels below existing security
levels in a controlled way.

5 EXPERIMENTAL STUDY

In this study, real data sets obtained from public
institutions providing health and justice services were
used, and the performance of the proposed access control
model and other methods were evaluated according to the
results obtained from each data set. Two data sets obtained
from different sectors used in the study were pre-
processed, and each user and object included in the data set
was classified according to their security parameters. The
classification process was based on the real classification
criteria of businesses. The data set obtained from the health
sector consisted of 430 users and 55,300 objects, and the
data set obtained from the justice sector consisted of 292
users and 72,988 objects. The data sets are expressed as the
Health Data Set and the Justice Data Set.

5.1 Experimental Analysis

Along with the proposed model, other access control
models were also run on a platform providing a real
distributed system, and all models were separately applied
to the three data sets. The performance levels of the
methods were analyzed by comparing the access level
results (reading, writing, reading and writing, etc.)
obtained for all models applied to each data set with the
access level results of the sector from which the data set
was obtained. The performance evaluation of the methods
applied to datasets was based on the accuracy of access
level and the access rate determination percentages of each
method.

5.2 Performance Results for the Proposed Model

The test results of the proposed model on the health
and justice data sets are presented in Tab. 11. With the
proposed model, the access level results were determined
correctly in 98.20% of cases for the health data set and in
97.82% of cases for the justice data set, and in addition, the
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access rate for both data sets was measured at 0.85 and 0.91
seconds, respectively.

When the results of the proposed model were
evaluated, it can be said that the proposed model provided
the correct access level to the data set of two different
sectors in 90% or more cases. Furthermore, it was observed
that the access rate to the object increased as the number of
objects in the data set increased.

Table 11Access level and access speed results

Dataset Used Model Accuracy Rate / % Access Speed / sec
Health Data 98.20% 0.85
Justice Data 97.82% 0.91

5.3 Performance Results for Traditional Access Control
Models

The test results of the Role-based access control,
Discretionary and Mandatory access control models on the
health and justice data sets are presented in Tab. 12, Tab.
13 and Tab. 14.

Table 12Access level and access speed results (RBAC)

Data Used Set Access Level / % Access Speed / sec
Health Data 91.10% 0.87
Justice Data 93.23% 0.95

Table 13Access level and access speed results (DAC)
Data Used Set Access Level / %) Access Speed / sec
Health Data 90.88% 0.87
Justice Data 90.52% 0.92

Table 14Access level and access speed results (MAC)
Data Used Set Access Level / % Access Speed / sec
Health Data 90.69% 0.85
Justice Data 91.96% 0.91

5.4 Performance Evaluation

It was observed that the proposed model provided
more successful results in determining the correct access
level and improved access rates compared to other
techniques, and as can be seen in Fig. 18 and Fig. 19, it
determined the correct access level rates in both data sets
in a higher percentage of cases compared to other models,
while its access rate performance was also higher. When
the results were evaluated, it can be said that the proposed
model provided a technique that was more consistent in
authorization and gave faster results in sharing information
compared to other existing techniques.

e N

access level rates

health data set | justice data set
m Suggested Model 98,20 97.82
mRBAC 96,10 97,23
DAC 90,88 90,52
m MAC 92,69 91,96

Figure 18 Access level accuracy rate as a percentage

access speed (second)

health data set | justice data set
m Suggested Model 0,85 0,91
mRBAC 0,87 0,95
DAC 0,87 0,92
uMAC 0,88 0,92

Figure 19 Access speed rate in seconds
6 EVALUATION AND CONCLUSION

With the proposed enhanced security model which we
examined in the study, evaluation has been made on
confidentiality aspect of information, as being one of the
basic elements of information security. Security policies
offered by the model have been applied to distributed
database systems and hence, examinations have been made
on who can have access to objects being kept in different
physical environments and how they can access them.

At this point we can state that positive aspect of the
study is that in distributed systems data are shared with
users in a secure and rapid way and that unless tight
controls and inspections are required, flexibility in
applications has been provided in great extent by definite
specific private rights and authorizations for the users. The
weak aspect of the study can be considered such that
security model which has been applied to distributed
systems by being extended has been especially modelled
with the aim to protect confidentiality of data and that other
security particulars have been kept in the background
(availability, integrity).

In the conducted study it is being avoided for a user to
have access to security levels that are above its own
security level and to transmit information to security levels
below its own security level. For other information sources
supervised authorizations can be defined by means of
private protocols and security model policies can be made
valid also for these sources (objects).

In the continuation of study, the availability and
integrity aspects, being among the basic elements of
information security will also be examined. Furthermore, a
research will be made on the issue of how other security
models will be spread to distributed database systems.

7 REFERENCES

[1] Andress, J. (2011). The Basics of Information Security:
Understanding the Fundamentals of InfoSec in Theory and
Practice. Elsevier Inc., USA.

[2] Nemati, H. (2007). Information Security and Ethics:
Concepts, Methodologies, Tools and Applications.
Information Science Reference, USA.
https://doi.org/10.4018/978-1-59904-937-3

[3] Whitman, M. E. & Mattord, H. J. (2012). Principles Of
Information Security, Course Technology, Cengage
Learning, USA.

Tehnicki viesnik 29, 2(2022), 369-378

377



Cigdem BAKIR, Mehmet GUCLU: Multi-Level Security Model Developed to Provide Data Privacy in Distributed Database Systems

[4] Vijayalakshmi, K. & Javalakshmi, V. (2021). Shared Access
Control Models for Big Data: A Perspective Study and
Analysis. Advances in ntelligent Systems and Computing
book series (AISC), 1272, 397-410.
https://doi.org/10.1007/978-981-15-8443-5_33

[5] Ghamdi, H. F. & Than, T. (2020). Information security
governance challenges and critical success factors:
Systematic review. Elseiver Computers & Security, 99, 1-39.
https://doi.org/10.1016/j.cose.2020.102030

[6] Gunjan, B., Vijayalakshmi, A., Jaideep, V., & Shamik, S.
(2019). Deploying ABAC Policies Using RBAC Systems.
Journal of Computer Security, 27(4), 483-506.
https://doi.org/ 10.3233/JCS-191315

[7] Xiang, Y., Chonka, A., & Deng, R. H. (2011). A Generic
Framework for Three-Factor Authentication: Preserving
Security and Privacy in Distributed Systems. [EEE
Transactions on Parallel and Distributed Systems, 22(8),
1390-1397, 2011. hitps://doi.org/ 10.1109/TPDS.2010.206

[8] Kim, D. & Solomon, M. G. (2016). Fundamentals of
Information Systems Security. Jones and Bartlett Publishers
Inc.

[9] Naeem, W., Shah, M. A., & Malik, A. K. (2015). Privacy-
Preserving in Collaborative Working Environments.
Proceedings of the I0ARP International Conference on
Communication and Networks, London, United Kingdom,
76-83.

[10] Shin, M. S., Jeon, H. S., Ju, Y. W., & Jeong, S. P. (2015).
Constructing RBAC Based Security Model in u-Healthcare
Service Platform. The Scientific World Journal, 2015(12), 1-
13. hitps://doi.org/ 10.1155/2015/937914

[11] Kotari, M., Chiplunkar, N. N., & Nagesh, H. R. (2016).
Framework of security mechanisms for monitoring adaptive
distributed systems. /OSR Journal of Computer Engineering
(IOSR-JCE), 18(4), 25-36.
https://doi.org/ 10.9790/0661-1804012536

[12] Reid, J., Cheong, 1., Henrickson, M., & Smith, J. (2014). A
novel use of RBAC to protect privacy in distributed health
care information systems. ACM Transactions on Information
and System Security, 403-415.
https://doi.org/10.1007/3-540-45067-X_35

[13] Huh, J. H. (2016). Next-Generation Access Control for
Distributed Control Systems. /EEE Internet Computing,
20(5), 28-37. https://doi.org/ 10.1109/MIC.2016.105

[14] Bertolissi, C. & Fernandez, M. (2014). A metamodel of
access control for distributed environments: Applications
and properties. Information and Computation, 238(2), 187-
207. https://doi.org/ 10.1016/j.ic.2014.07.009

[15] Dasgupta, D., Roy, A., & Ghosh, D. (2018). Multi-user
permission strategy to access sensitive information. Elsevier
Information Sciences, 423(C), 24-49.
https://doi.org/10.1016/j.ins.2017.09.039

[16] Chow, S. M., Lee, J. H., & Subramanian, L. (2009). Two-
Party Computation Model for Privacy-Preserving Queries
over Distributed Databases. Network and IT Security
Conference NDSS Symposium, San Diego, California, USA.

[17] Balamurugan, B., Shivitha, N. G., Monisha, V., & Saranya,
V. (2015). A Honey Bee behaviour inspired novel Attribute-
based access control using enhanced Bell-Lapadula model in
cloud computing. Innovation Information in Computing
Technologies (ICIICT), Chennai, India.
https://doi.org/ 10.1109/ICIICT.2015.7396064

[18] Kotari, M. & Chiplunkar, N. N. (2020). Investigation of
Security Issues in Distributed System Monitoring. Springer
Information Sciences, 609-634.
https://doi.org/ 10.1007/978-3-030-22277-2_24

[19] Zhang, Y., Ye, X., Xie, F., & Peng, Y. (2009). A practical
database intrusion detection system framework. In Computer
and Information Technology , Xiamen, China, 342-347.
https://doi.org/ 10.1109/CIT.2009.69

[20] Yang, L., Wang, J., Tang, Z., & Xiong, N. N. (2019). Using
Conditional Random Fields to Optimize a Self-Adaptive
Bell-LaPadula Model in Control Systems. [EEE
Transactions on Systems, Man, and Cybernetics: Systems,
1(1), 1-15. https://doi.org/10.1109/TSMC.2019.2937551

[21] Crampton, J., Leung, W., & Beznosov, K. (2006). The
secondary and approximate authorization model and its
application to Bell-LaPadula policies. ACM Symposium on
Access Control Models and Technologies, California, USA.

[22] Ferraiolo, D. F., Cugini, J. A., & Kuhn, D. R. (1995). Role-
Based Access Control (RBAC): Features and Motivations.
National Institute of Standards and Technology-U. S.
Department of Commerce, Gaithersburg.

[23] Thomas, W. (1999) Foundations of Software Science and
Computation Structures. FoSSaCS: International
Conference on Foundations of Software Science and
Computation Structure, Amsterdam, The Netherlands.
https://doi.org/10.1007/3-540-49019-1

[24] Thuraisingham, B. (2000). Security for Distributed
Databases. Information Security Technical Report, The
MITRE Corporation, 95-102.
https://doi.org/10.1016/S1363-4127(01)00210-2

[25] Bertino, E. & Sandhu, R. (2005). Database Security-
Concepts, Approaches and Challenges. /[EEE Transactions
on Dependable and Secure Computing, 2(1), 2-19.
https://doi.org/ 10.1109/TDSC.2005.9

Contact information:

Mehmet GUCLU

Yildiz Technical University,

Davutpasa Street, 34220, Istanbul, TURKEY
E-mail: mehmetguclu007@gmail.com

Cigdem BAKIR

(Corresponding author)

Yildiz Technical University,

Davutpasa Street, 34220, istanbul, TURKEY
E-mail: cigdem.bakir@erzincan.edu.tr

378

Technical Gazette 29, 2(2022), 369-378




<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /None
  /Binding /Left
  /CalGrayProfile (Dot Gain 20%)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Error
  /CompatibilityLevel 1.4
  /CompressObjects /Tags
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /CMYK
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams false
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo true
  /PreserveFlatness true
  /PreserveHalftoneInfo false
  /PreserveOPIComments true
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 300
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 300
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile ()
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /CreateJDFFile false
  /Description <<

    /BGR <>
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000410064006f006200650020005000440046002065876863900275284e8e9ad88d2891cf76845370524d53705237300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef69069752865bc9ad854c18cea76845370524d5370523786557406300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /CZE <>
    /DAN <>
    /DEU <>
    /ESP <>
    /ETI <>
    /FRA <>
    /GRE <>

    /HRV (Za stvaranje Adobe PDF dokumenata najpogodnijih za visokokvalitetni ispis prije tiskanja koristite ove postavke.  Stvoreni PDF dokumenti mogu se otvoriti Acrobat i Adobe Reader 5.0 i kasnijim verzijama.)
    /HUN <>
    /ITA <>
    /JPN <FEFF9ad854c18cea306a30d730ea30d730ec30b951fa529b7528002000410064006f0062006500200050004400460020658766f8306e4f5c6210306b4f7f75283057307e305930023053306e8a2d5b9a30674f5c62103055308c305f0020005000440046002030d530a130a430eb306f3001004100630072006f0062006100740020304a30883073002000410064006f00620065002000520065006100640065007200200035002e003000204ee5964d3067958b304f30533068304c3067304d307e305930023053306e8a2d5b9a306b306f30d530a930f330c8306e57cb30818fbc307f304c5fc59808306730593002>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020ace0d488c9c80020c2dcd5d80020c778c1c4c5d00020ac00c7a50020c801d569d55c002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /LTH <>
    /LVI <>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken die zijn geoptimaliseerd voor prepress-afdrukken van hoge kwaliteit. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /POL <>
    /PTB <>
    /RUM <>
    /RUS <>
    /SKY <>
    /SLV <>
    /SUO <>
    /SVE <>
    /TUR <>
    /UKR <>
    /ENU (Use these settings to create Adobe PDF documents best suited for high-quality prepress printing.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
  >>
  /Namespace [
    (Adobe)
    (Common)
    (1.0)
  ]
  /OtherNamespaces [
    <<
      /AsReaderSpreads false
      /CropImagesToFrames true
      /ErrorControl /WarnAndContinue
      /FlattenerIgnoreSpreadOverrides false
      /IncludeGuidesGrids false
      /IncludeNonPrinting false
      /IncludeSlug false
      /Namespace [
        (Adobe)
        (InDesign)
        (4.0)
      ]
      /OmitPlacedBitmaps false
      /OmitPlacedEPS false
      /OmitPlacedPDF false
      /SimulateOverprint /Legacy
    >>
    <<
      /AddBleedMarks false
      /AddColorBars false
      /AddCropMarks false
      /AddPageInfo false
      /AddRegMarks false
      /ConvertColors /ConvertToCMYK
      /DestinationProfileName ()
      /DestinationProfileSelector /DocumentCMYK
      /Downsample16BitImages true
      /FlattenerPreset <<
        /PresetSelector /MediumResolution
      >>
      /FormElements false
      /GenerateStructure false
      /IncludeBookmarks false
      /IncludeHyperlinks false
      /IncludeInteractive false
      /IncludeLayers false
      /IncludeProfiles false
      /MultimediaHandling /UseObjectSettings
      /Namespace [
        (Adobe)
        (CreativeSuite)
        (2.0)
      ]
      /PDFXOutputIntentProfileSelector /DocumentCMYK
      /PreserveEditing true
      /UntaggedCMYKHandling /LeaveUntagged
      /UntaggedRGBHandling /UseDocumentProfile
      /UseDocumentBleed false
    >>
  ]
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [612.000 792.000]
>> setpagedevice


