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ABSTRACT

Mobile devices are well-known communication tools. People, especially young people, cannot go even
one step without them. Technological advancements provide better features, but at the same time, such
systems still face security risks. Protective layers do exist, but some systems are automated and
engineered, while others rely on humans. This work begins with examining some critical points related
to the weakest link in the security chain: the human factor. Errors are given in the view of the Swiss
Cheese Model by emphasizing the role of latent conditions in “holes”.

We found that the Swiss Cheese Model has some limitations. In order to enhance it, we have used the
Failure Mode and Effect Analysis risk matrix methodology. Thus, we represent its application on
mobile devices to demonstrate that it can give us more accurate results by identifying the most critical
points where manufacturers should focus on. This work is based on qualitative data, and it provides the
basis for quantitative research. In the end, we suggest that in order to obtain more accurate findings, the
Failure Mode and Effect Analysis can be further extended.
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Identifying failures in mobile devices

INTRODUCTION

Over the years, the industry of information technology has made increasing progress, and we
can find it present whereever we are. People’s life is related to mobile devices as the use of
them for personal, and business, purposes has become very popular. On the other hand, these
devices and systems are posed to some risks. One of the main issues is the impact of human
errors in such systems. Human and organizational errors stand for unanticipated or undesirable
effects resulted by the poor performance of an individual or a group. The human factor is the
weakest link in the interfacing process and keeping secure information with machines that they
interact with [1]. The errors to hardware or software can be unintentional because of the lack
of training or intentional violation of guidelines [2]. Information security loss also happens
because of the corporations; the reactive management approaches that they use in security
incidents [3] as well as a result of the human factor. The progress related to such issues is still
slow and fails to keep pace with the evolution of threats [4].

Senders and Moray defined human error as a behavior that can be observed [5]. Its origin
processes on different levels where performance standards are needed for its evaluation, and it
is initiated by an event where there was a possibility to act in another way, but correctly.
Hollnagel states that a human error can only be observed by observing human behaviors first.
In his surveys’ review, it is showed that the estimated contribution of “human errors” to
incidents ranges from about 20 % to around 80 % [6]. Accordingly, human errors are comprised
of three parts. The first one is the evaluation of the human behavior against a criterion or
standard performance. The second one is related to an event that results in a measurable
performance the expected level of which is not met by the acting agent. The third part is a degree
of volition where the actor can act in a way that will not be accounted for mistakes.

We examine how human errors and latent conditions are represented in mobile devices systems
under the Swiss Cheese Model (SCM). Then we propose the application of the Failure Mode
and Effect Analysis (FMEA) risk matrix methodology as an extension of the SCM. After
applying this methodology in mobile devices, we present and discuss the results. Our
conclusions are drawn in the final section.

HUMAN ERRORS IN VIEW OF THE SCM

The Swiss Cheese Model of accident causation, developed by Reason, is a popular tool used to
analyze root cause and investigate incidents [7]. It was shown that accidents are a result of the
relationship between active failures — “unsafe acts” by operators and latent conditions of the
system. Active failures stand for unsafe acts made by operators [7]. Latent conditions are
known as “pathogen agents” that involve factors that contribute to an accident such as
organizational culture, decisions made by the management, design of procedures, or training
deficiency. Accordingly, when active failures or underlying conditions successfully penetrate
the defenses, accident(s) can occur [8, 9]. Moreover, the SCM can be seen as a means of
communication and used for primary analysis and measurements [10]. The crucial point is
related to knowing “holes” or system failures and what they are. After this, investigators should
detect and eliminate them to avoid the occurrence of an accident [11].

Human actions are classified as skill-based, rule-based, and knowledge-based [8]. There are
also intentional actions that cause non-compliance routinely; when a rule is barely
implemented, and its removal has become a norm. Before the entire culture is at high risk, there
is a need to fix the wrong practice. Violations can also be exceptional when a calculated risk is
taken because of specific conditions to carry out another task. According to Balaouras and
Cser, employees have expectations for their mobile experience. They are not willing to wait
for security leaders to provide them with the proper devices and apps they need to do their jobs
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effectively. The results show that employees do not fully understand the risks in mobile devices [12].
Maxion and Reeder found that undependable user interfaces are more prone to the flaws in the design,
and they can be a significant factor in the human error that causes security breaches [13]. Malware
is becoming more and more undetectable. Mobile devices are exploited by four vectors running
in the background all the time, such as alarm clocks, emoji keyboard, music applications, and
flashlight applications [14]. Additionally, when the lack of security in mobile devices is combined
with the privileges granted in the privacy agreements, it poses a considerable risk to them.

Mobiles are always in the peoples’ pockets, and they bring those to the workplace, too. BYOD
is one of the challenges that mobile security is dealing with. In many organizations, people
want to bring their own devices and use them on company networks. According to the Check
Point, the companies allowing the use of mobile for work purposes were attacked 54 times
more frequently on average [15]. Kaspersky found that more than half of industrial
organizations permitting outsiders to access critical systems remotely and 63 % of those that
allow access to outsiders are more likely to experience a cybersecurity breach than those that
do not allow access [16]. People tend to be lazy while installing and accessing applications.
Developers have realized that collecting keystrokes is useful for marketing purposes, and
accessing the contact lists for it, is more profitable. Consequently, spying on customers and
collecting data without peoples’ permission help developers to make more money. Furthermore,
employees do not access only their information on mobile devices; they also access sensitive
organizational content (financial data, strategy materials of the corporate, etc.) [12].

Another critical issue is related to the coming and going of employees. They can bring risks
they already have in their mobile devices even though the network might be locked down.
Vanson Bourne states that from all the threats that organizations face these days, phishing
attacks remain the most significant challenge, with 56 % of respondents identifying these
attacks as a main concern [17]. There do exist some ways to address these challenges. A
possible countermeasure might be the education and training of employees. Human errors may
cause accidents, but accidents may not be caused purely by human errors. The confluence of a
whole chain of mistakes can cause accidents. To reduce casualties, safety analysts must firstly
identify the type of human and company errors that cause fatalities and then study and
determine how accidents happen.

Following the SCM, the barriers presented as layers consist of technology, processes, and
people in the end. So, we cannot imagine that the most significant holes are in the last layer.
Neither that a single error can cause an accident. The presence of latent conditions that are
present before a specific accident occurs is also significant [10]. Thus, not only the human
factor in the end, but also the alignment of several holes through all layers can cause failures.
The main point is to detect the “holes” and correct them before an accident occurs. These can
be achieved by identifying what the “holes” are, how big they are, and what their correlation is [18].
Before developing new devices, engineers can consider human behavior as accepted in the way
it is. A solution might be the approach of human-centered design, which puts on first-line
human needs, capabilities, and behavior and then start designing to accommodate them [19].
For this, an understanding of psychology and technology is needed.

FAILURE MODE AND EFFECT ANALYSIS IN MOBILE DEVICES

FMEA was developed in 1949 and is used to identify and analyze all failure modes of various
parts of the system [8]. FMEA is a step by step tactic, and its objectives are to identify all
possible failures throughout the processes, study the consequences of these failures, find the
links between causes and effects, search and solve and make decisions based on the
requirements of the appropriate action [20]. According to Johnson and Khan, the aim of
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applying FMEA is to continuously develop products and procedures consistent with
consumers’ satisfaction [21].

The indicator used for determining the right corrective action on failure modes is called the
Risk Priority Number (RPN). After calculating RPNs values, it is easy to identify the areas of
the most significant problem. Then the focus shifts to the solution of failure modes [22]. The
advantage of FMEA is that it can be used in all phases of the system lifecycle from requirement
specification to design, implementation, operation, and maintenance [23]. The significant
benefit from FMEA can be achieved at the early design phases because the weakest point in
the structure of the system can be revealed and addressed before doing expensive design
changes in later stages. The process of FMEA starts with the identification of the scope of the
system and its functions [23]. Brainstorming can be a useful method to find possible failure
modes. Later, the effects and the causes of potential failures are determined. Risk analyses are
done after detecting these possible causes and effects. The final phase consists of documenting
the process and taking actions to reduce the risks.

RELATED WORK

Few researchers have addressed the failures issues in mobile devices. Marques analyzed FMEA
in mobile phones, specifically the hardware [24]. His results showed that when designing a
mobile device, manufacturers should give top priority to the device’s shell. Two other
researchers were focused on finding the weakest point of a mobile device at the design stage [25].
They concluded that to receive what is expected from the device, it is crucial to know its
performance reliability.

Cinque et al. analyzed software failure data regarding freeze, self-shutdown, unstable behavior,
output failure, and input failure on Symbian OS [26]. The results showed that most problems
are caused by memory access violation errors and heap management. Furthermore, Cinque
studied enabling online dependability assessment of the Android smartphone [26]. The author
discussed the logging platform for the collection of failure data. Usually two types of failure
occur in mobile devices; one can be the result of an accident and the other of the malfunction
of hardware or software. Vijayalakshmi studied FMEA in Android OS [27]. According to his
conclusions, top priority should be given to hardware. Only a few years ago, a malware was
part of the ROM on factory-default in brand new smartphones [28]. From the software side,
the problem of self-shut down was most dangerous issue as it could contribute to data loss or
the failure of the OS.

APPLYING FAILURE MODE AND EFFECT ANALYSIS IN MOBILE DEVICES

In this study, we determined nine of the most frequent mobile device failures by using the
brainstorming technique [29]. Six of the most frequent failure modes related to hardware and
three of the most frequent software failure modes were highlighted. The FMEA method was
conducted based on the following steps.

Stepl: Identification of potential failures and effects. The most problematic components that
we found in a mobile device are classified as Hardware Failure Modes: Touchscreen; Battery;
Device Shell; Front camera; Rear camera; Microphones, and Software Failure Modes: Freeze;
Self-shutdown; Output failure. Step 2: Determining severity. Severity (S) is a rating of the
seriousness of the effect of a failure mode to the system, assembly, product, customer, or
government regulation [23]. It is related to the Failure effect. Severity rates on a scale of 1 to
10, where 1 is the lowest and 10 is the highest. Step 3: Estimating Occurrence. Occurrence (O)
is a rating responding to cumulative numbers of failures that could occur over the design life
of a system or component [23]. It is related to the Failure Cause, and CNF stands for
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Cumulative Number of Failures. Step 4: Failure Detection. Detectability (D) that is a rating of
the ability of the proposed design control to detect a potential failure mode or occurrence [23].
It is related to Failure Control. The higher the value of D, the more likely the failure will not
be detected. Step 5: Calculating Risk Priority Number (RPN). RPN is calculated based on the
three above explained criteria - formula (1): a) The severity of the effect on the user and the
mobile system itself, b) How frequently the problem is likely to occur, and ¢) How easily the
problem can be detected.

RPN = Sx O xD. 1)

Considering these steps, first we filled the FMEA form. The potential causes of failure
occurrence for each failure mode and effects have been determined by taking into account the
influence they have on the components and on the whole system of the mobile devices. To
eliminate or reduce the potential causes of failures, recommended actions were given for each
of the defined failure modes.

RESULTS AND DISCUSSION

Following FMEA steps, we calculated the values of Severity, Occurrence, and Detectability
and then calculated the RPNs according to the respective formula (1). Our findings are
represented in the table below:

Table 1. Collection of evaluated S, O, D and RPNs values.

COMPONENT S @) D RPN
Touchscreen 9 6 3 162
Battery 9 7 4 252
Shell 4 8 4 128
Front-facing camera 4 2 8 64
Rare-facing camera 3 2 7 42
Microphones 5 6 3 90
Freeze 8 6 5 240
Self-shutdown 8 5 4 160
Output failure 7 4 5 140

According to the details and results from the FMEA method, we analyzed the RPNs values and
reached our conclusions. The results highlight that the critical failures of the battery (RPN = 252)
followed by mobile device freeze (RPN = 240) show that these should be given high priority.
Their severity values are also high, and we can state that they pose a high risk. Severity criteria
should be prioritized as they are related to failure effects in the whole system. Thus,
touchscreen and self-shutdown components have to be considered. Possible recommendations
derived from the FMEA form for each failure are as follows:

In the Hardware part — Touch-screen: more supervision; selection of more resistant material,
improve sensitiveness; improve the quality design of (sys) apps - here responsive design should
be taken into consideration. Battery: continuous work on making chips and OSs more efficient
to save power; manufacturers should think seriously about the replacement of existing batteries.
Device Shell: more supervision; selection of appropriate and more resistant material. Front
camera: more supervision; improving the default camera app. Micro-phones: more supervision;
improving the quality.

In the software part — Freeze: selection of proper and reliable software; more supervision. Self-
shut-down: batteries should be checked; more supervision. Output failure: more cautiousness
from the manufacturer side; more supervision.
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We suggest that when conducting FMEA, it is essential to understand and decide which failure
modes are more significant than others by extending this method with an additional weighting
factor [30]. Moreover, by considering the potential causes, many of them are closely related to
users’ practices and behaviors in mobile devices. The digital habits of users and their
unconsciousness about potential online threats pose a high risk in mobile device systems [31].
As human error is inevitable, two options can be seen: one is related to the acceptance of the
current level of harm, and the other is to start viewing the current failures as a result of the
present conditions of the system. Putting continuous effort into training, education, and
programs about user awareness is a good measure, still, it does not promise the wanted results.
Therefore, we suggest that on the extension of FMEA, increased attention must be paid on
human errors. Putting more effort and focus on the design of elements in mobile device systems
would be a good attempt to reduce or eliminate potential failure effects.

CONCLUSIONS

This article has highlighted the importance of the human factor in mobile devices. Following
the SCM, any of the elements of such systems can contribute to the likelihood of an error
occurrence. The design has a crucial role in reducing the risks. The evidence from this work
suggests that as the SCM is a theoretical framework and not a prescriptive investigation
technique, it has few details on its application in a real word. So, the SCM has its limitations
as it does not provide a detailed accident model or a comprehensive theory of how functions
and entities in a complex socio-technical system interact and depend on each other.

We suggested the application of FMEA Risk Matrix Methodology in mobile devices. Here, nine
failure modes were considered. The RPNs results revealed that a failure on battery, followed by the
freeze of mobile devices are the ones with the highest priority. On the other hand, touchscreen and
self-shutdown failures also have high severity, and even though their RPNs are not the highest,
they should be considered with top priority as well. Besides, we propose an extension of the FMEA
method that uses additional weighting factors. More focus is needed on a human-centered design
by taking into account people’s needs, capabilities, and behaviors.
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