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Abstract: Development in Wireless Communication technologies paves a way for the expansion of application and enhancement of security in Wireless Sensor Network
using sensor nodes for communicating within the same or different clusters. In this work, a novel biometric key based security system is proposed with Optimized Convolutional
Neural Network to differentiate authorized users from intruders to access network data and resources. Texture features are extracted from biometrics like Fingerprint, Retina
and Facial expression to produce a biometric key, which is combined with pseudo random function for producing the secured private key for each user. Individually Adaptive
Possibilistic C-Means Clustering and Kernel based Fuzzy C-Means Clustering are applied to the sensor nodes for grouping them into clusters based on the distance between
the Cluster head and Cluster members. Group key obtained from fuzzy membership function of prime numbers is employed for packet transfer among groups. The three key
security schemes proposed are Fingerprint Key based Security System, Retina Key based Security System, and Multibiometric Key based Security System with neural
network for Wireless Sensor Networks. The results obtained from MATLAB Simulator indicates that the Multibiometric system with kernel clustering is highly secured and
achieves simulation time less by 9%, energy consumption diminished by 20%, delay is reduced by 2%, Attack Detection Rate is improved by 5%, Packet Delivery Ratio
increases by 6%, Packet Loss Ratio is decreased by 27%, Accuracy enhanced by 2%, and achieves 1% better precision compared to other methods.
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1 INTRODUCTION

Wireless Sensor Networks are deployed with large
amount of tiny and economical sensor nodes for
exchanging the data with any sensor nodes [1]. They
communicate within the same or different clusters and face
a lot of security threats during their transmission. By using
the various clustering approaches, the grouping of nodes
will be modified each time a network is formed. Inside a
cluster, the members can be similar or of different
characteristics [2]. When the entire network is subdivided
into number of clusters, a cluster head is assigned to take
care of all the transactions [3]. Clustering increases the
inter and intra group packet transfer with less time and
more security [4-6]. In order to provide a secure and safe
communication biometric based authentication is one of
the suitable approaches, as it identifies each individual with
their physical and behavioural features [7]. Physical
biometric indicates the physiological features on human
beings like Finger-vein, Palm-print, Retina, and Face.
Behavioural biometric considers the users cognitive
behaviour like voice interaction with device, keystroke
speed, handwriting, and many more. Each biometric
feature is unique and used to differentiate the authorized
user from a fake person. The usage of biometric methods
is increasing day by day to protect the highly confidential
information from unauthorized persons. Biometric key and
fuzzy key [8] can be obtained from biometric texture and
fuzzy membership functions [9].

The biometric features can be captured without
impinging or interacting with the individual. Fingerprint
detection is most commonly used Security enforcement
method, as it is easy to capture and use. The images
acquired will contain some unwanted noise and distortions,
so they have to be filtered using filters [10]. Bilateral filter,
fuzzy filter and adaptive median filter are the filters
suitable to remove salt and pepper noises [11-14]. The
texture properties of fingerprint are extracted using Haar
Wavelet Transform [15]. Retina based identification is a
biometric technology which makes use of unique blood
vessel pattern of a user for recognition. This technique
acquires and examines the structure of blood vessels on the

thin nerve behind the eyeball that permits light to enter into
the pupil. Facial recognition is the fastest and most
excellent biometric identification of an individual using
face images [16] that can be used in unsupervised areas
with variation in obstacles, climatic changes, and
interference. Using Facial expression, humans can be
identified based on any of their facial emotions like angry,
hatred, panic, glad, sorrow, and shock [17]. The existing
systems utilize cryptographic methods, unimodal
biometrics and small network size. Optimized
Convolutional Neural Network (OCNN) model [18] is
used in the proposed system to train people's biometric
features like fingerprint, retina and facial expressions. An
improved segmentation method and better Support Vector
Machine (SVM) classifier based on fingerprint, retina and
facial image identification using neural network gives
better authentication for dynamic WSN.

2 PROPOSED METHODOLOGY

In this work, Multibiometric authentication key is
generated for the clustered network to perform authorized
packet transfer in WSN model. The three key schemes are
Fingerprint Key based Security System (FKSS), Retina
Key based Security System (RKSS), and Multibiometric
Key based Security System (MKSS) for Wireless Sensor
Networks, shown in Fig. 1. Multibiometric key based
Security scheme uses three different biometric features like
fingerprint, retina, and facial expression. This method is
implemented in three stages: In stage 1, clustering is done
separately by APCMC and KFCMC. In stage 2,
Multibiometric key is generated from the texture features
of fingerprint, retina and Facial expression images. In stage
3, key is verified using Optimized Convolutional Neural
Network (OCNN) and packets are exchanged successfully.

2.1 Fingerprint Key Based Security System (FKSS)
FKSS methodology uses fingerprint biometric for

creating user key. The fingerprint features are attained
using Haar Wavelet Transform (HWT). Two stages of
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feature extraction are 2D wavelet decomposition for high
pass filtering to measure rotation region and 1D wavelet
decomposition for low pass filtering to get features of
fingerprint.

Adaptive Possibilistic C-Means Clustering (APCMC)
and Kernel based Fuzzy C-Means Clustering (KFCMC)
clustering methods are utilized for grouping the nodes into
clusters.
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Figure 1 Block diagram of proposed multibiometric security system

2.2 Retina Key Based Security System (RKSS)

RKSS scheme use Retina image for generating user
private key. The image is filtered to remove noise using
Adaptive Median filtering (AMF) and Fuzzy filtering.
Adaptive Local Binary Pattern (ALBP) performs the
feature extraction of retina. APCMC and KFCMC
clustering methods are utilized for grouping the nodes into
clusters.

2.3 Multibiometric Key Based Security System (MKSS)

MKSS method utilizes fingerprint, retina and facial
expression as biometrics for the generation of biometric
based user key. Then noises are filtered with bilateral
filtering and Fuzzy filtering from all biometric traits.
Adaptive Local Binary Pattern (ALBP) performs the
feature extraction of both biometrics. APCMC and
KFCMC clustering methods are utilized for grouping the
nodes into clusters. Optimized Convolutional Neural
Network (OCNN) is the key authentication method that is
used for the verification during message transmission.

3 CLUSTERING BASED WSN MODEL

In this work, two types of clustering methodologies are
used namely Adaptive Possibilistic C-Means Clustering
(APCMC) and Kernel Based Fuzzy C-Means Clustering
(KFCMO).

3.1 APCMC Clustering

Adaptive Possibilistic C-Means Clustering (APCMC)
is obtained using Eq. (1)

n=gm (1)

where 77 means a user-distinct between every 7 ;'s to

manage nearly positioned clusters, 7 =minz ;oo is a
J
parameter indicating the closer located nodes and

approximate to value 1. 7;indicates mean absolute

divergence of cluster C/; given by Eq. (2)
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where n; represents the i-th node in the network, assigning
value to 6/'s is done by using final cluster values captured
from FCMC and u; must meet the condition given in

Eq. (3)

2

N
0<du; <N,j=1,...m 3)

i=1
3.2 KFCMC Clustering

In cluster formation, the total number of sensor nodes
is separated into small groups. From the cluster members,
one of the suitable members is selected to be clusterhead
using random selection method. Clusterhead is initialized
by sending a cluster member request message enclosing
message type, sender ID, biometric attribute vector
validated with sender's private key to overcome spoofing
attack. The response will have message type, cluster
member node ID, and private key from cluster member
nodule. The request and response message will finalize the
key of a cluster. KFCMC steps are given below.

1) Select cluster number C/ and termination parameter
e1>0.

2)  Select

Polynomial kernel function K,

K(x X; ) = (1+xl-xj )p , degree of polynomial p = 2.

i

3) Choose cluster centroids v, forj =1, 2, ..., CL.

4) Calculate membership degrees u; in Eq. (4) for
nodules x; in j-th cluster fori=1, 2, ...,/

1 m—1

S
y (5-,) 4)

1
Zcz 1 el
Pl g2 (x» v )

1>°p

where d* (xl-,vj):K(xi,xl-)—ZK(xl-,vp)+K(vp,vp)

5) Compute the new kernel matrices K (xi,vgew ) and

K (vNeW phew ) as in Eq. (5) and Eq. (6)

p °'p

Zi:l(ﬂkp )’" K(xk’xi)

K (x;,vN" ) = — (3)
( ’ ) 21:1(#@)
RS W 78 78 LS

(Zi:l(ﬂkp )’" )2

6) Revise membership degrees s to 14"

Eq. (4).

new
7) When IIIIEJIX‘MU —uy

, as in

< & stop, else go to step 5.

4 KEY GENERATION

If a new user enters into the system, then an encryption
key is created randomly for every user and it is stored in
the gateway node. Multibiometric key is generated using
the fused features of fingerprint, retina and facial
expression. The various steps involved in this process are
filtering, texture extraction and fusion.

4.1 Filtering

In-order to remove the noises present in the images and
to increase the quality of the image filters like bilateral and
fuzzy are used in this work. Adaptive Median Filtering
(AMF) uses two filters, AMF for calculation of local noise
density along with switching median filter to protect local
details in image. The two stages involved in noise removal
are noise detection and noise reduction as given in Eq. (7).
n means impulse noise level ranges from 0 to 1, K indicates
noise pixels and M x N refers to total amount of pixels in
image.

n=K/(MN) (7)

Bilateral filter is a non-linear filter used for smoothing
the images by protecting the edges. In this method, strength
of every pixel is replaced by the weight average of nearby
pixels based on Gaussian distribution. The weight is based
on Euclidean distance among pixels and colour intensity.

[filtered (y) :WL Zl(yi)kr( I(y,-) fI(y)”)gs (y,- —y) ®)

P yieQ

In Eq. (8), ™"*"** () represents noise removed image,
I denotes the given image, y indicates order of actual pixel
for filtering, {2 symbolizes window centre in y, y, € Q

means other pixel. By Gaussian function, k. denotes kernel
for removing deviation in intensities and g, indicates
spatial (or domain) kernel for removing deviation in
coordinates. Weight W), is obtained by spatial closeness
between g, and k.. Assume pixel is situated at (7, j) which
has to be treated for noise removal using the nearby pixel
at (k, /) which is given by Eq. (9).

=R+
205
it -1k

20‘3

w(i, 7, k,l) =exp ©

where o, and o, indicate the smoothing variables, /(i, j) and
I(k, 1) denote the strength of pixel (i, j) and (k, ])
respectively. Compute the weights and normalize them as
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in Eq. (10) and Ip represents noise removal strength of
pixel (Z, )

.. Zk’/f(k,l)w(i,j,k,l)
RS W)

Fuzzy filter is used for removing impulse and additive
noise. Calculate the a-trimmed mean for group of elements
inA4 = {a, az ,..., an} using Eq. (11)

(10)

= > g (11)

where o is obtained from group of elements after trimming
o/2 at top and bottom. Mean of k-middle is obtained from
the fuzzy membership Eq. (12)

| kol
LS aitn=(2n-1)
M. (4) = 2k =1, 5 12
«(4)= - (12)
— a;,ifn=2h
2ki:}§c+l

where a; indicates i-th order in set of 4. When k = 1,
measure is equal to median and for k& = A, measure is equal
to mean. For each pixel p;in location (7, j) from the image,
consider (2M + 1) x (2M + 1) nearby area with pj; as centre.

Group of pixel strength in region R,]/W is obtained from
Eq. (13).

R ={Pisjui | -M < k1< M| (13)

Fuzzy set Z/lljw is defined in Eq. (14) for each element

pr in the group R,-IM , which is related to the Gaussian
membership function. ;tf}” , G;V and M is the mean for & -
middle measure and group Agl is obtained by Eq. (15),

Eq. (16), and Eq. (17).

ol |
me (i) =e (14)
uy' =My (R (15)
op =My, (Ag.l) (16)
AM ={(pk—y§4)2,vpk eR,.y} 17

By using the bilateral and Fuzzy filter the noises are
removed from the biometric images and feature extraction
is carried out.

4.2 Feature Extraction

Local Binary Pattern (LBP) technique discovers the
texture features of biometrics by averaging the nearby
pixels and obtains result in binary number. The standard
deviation data related to the nearby pixels is utilized to get
rotation in-variance in Adaptive LBP (ALBP) method. The
variation in mean and standard deviation is reduced using

8 —W, -gp|. The

weight element w, which is used to reduce directional
difference is given by Eq. (18).

the directional difference equation

N M 2
w, =argming > > g, (i./) =, g, (i) (18)

i=1 j=1

where N and M indicates total amount of rows and
columns within the image. ALBP is specified in Eq. (19)
and Eq. (20). By applying ALBP, texture of the biometrics
images is extracted and fused to get user key.

P-1

ALBP, ;= >'s(g,-w,-g, )2, (19)
p=0

()= 1ifx>0 20)

Y70 ifx <0

4.3 Feature Fusion

Feature level fusion is obtained by concatenating the

three features vectors U':{ui ,...,u;n},V’:{vi ,...,,v;,}

and X ':{xi ,...,x;,}. The novel biometric feature

vector is found by UVX' = {ul, el V] ..,vn,xl,..,xo},

UVX e R™™"7 .

4.4 Multibiometric Key Security System

In MOSS-GROWN framework, pre-configuration is
the first phase where volatile master key Ke, is inserted
into few nodes for sharing of information secretly. Next in
deployment and keying phase, the neighbouring nodes are
identified with a biometric request and response. During
MKG step, confidential key between sensor nodes is
formed with pseudo random number and conveyed to all
sensor nodes. Group key is obtained by using fuzzy
membership on prime numbers, which is utilized for
security during cluster to cluster transmission. Biometric
based key authentication is done with Optimized
Convolutional Neural Network (OCNN). At last, packets
are transmitted between two nodes successfully.
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5  OPTIMIZED CONVOLUTIONAL NEURAL NETWORK
(OCNN)

In this work, authentication is achieved by training the
OCNN with fingerprint, retina and facial expression
images.

N
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Figure 2 OCNN structure

OCNN used in this work includes five types of
convolutional layers as in VGG16 model, collection of
squeeze and excitation section and then Inception structure
for good self-learning rate of low-to-high biometric
features. Deep convolutional levels decrease the pixel of
feature sets along with extraction of higher intensity
features. Noise is removed from the extracted features
using max pooling layer. In Inception structure, features
are fused and embedded SE module helps to re-calibrate
exact features in required dimension. Fig. 2 represents the
OCNN structure used for key authentication.

3x3
convolutions

5x5
convolutions

1x1
convolutions

Figure 3 Inception structure model

In this work, stochastic gradient descent optimization
method is employed for training the model with biometric
features. The initial learning rate is kept as 0.001,
momentum as 0.0005 and weight attenuation to be 0.9.
Dropout layer is used to avoid over-fitting of images during
training phase and to elevate their efficiency. Inception
structure as shown in Fig. 3 is implemented with enlarged
depth and width of network. This model uses three various
Convolutional kernels 1 x 1,3 x 3, and 5 x 5 convolutions

along with 3 x 3 max pooling level. This method chooses
the three unique scale characteristics and creates a multi-
scale feature map to increase the authentication level.

P ran

Ay WS

GAP (" Softmax ™

A M v
—_— — =
Fa PN
| | L |
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Feature map

Maximum average for
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Figure 4 GAP layer

Fully connected level is altered with Global Average
Pooling (GAP), which averages every pixel of feature map
and sends to softmax for verification. Fig. 4 depicts the
difference between fully connected and GAP model.
Squeeze and Excitation (SE) module takes the input X from
biometric images and Ngc indicates the Number of Feature
Channels. In this method, selection, crossover and
mutation operation are considered to re-calibrate weight
value. Genetic algorithm chooses the weight to be

WE =(we,,...we, ). At the beginning, a random weight is

taken and later using selection process like Roulette Wheel
Selection the parents are selected based on fitness and
chromosomes. In crossover operation, two new off-springs
are produced from two parents utilizing the weight values
of classifier. Similarly in mutation operation, off-springs
are produced by either combining the equal proposition of
two parents or from single parent using random selection
operator.

6 EXPERIMENTAL SETUP

The proposed methods are experimented in MATLAB
2017 simulator tool with Intel(R) Core(TM) i5-2450M
CPU @ 2.50 GHz processor, 4 GB RAM, 64 bit OS,
Windows 10. The biometric verification is carried out
using three datasets namely Fingerprint Verification
Competition 2004 (FVC2004), Digital Retinal Images for
Vessel Extraction (DRIVE) and Extended Cohn-Kanade
(CK+) are employed for simulation. The network used is
homogeneous WSN with Static sensor nodes that are
evenly disseminated in a 2D fashion.

Anger Disgust Fear

w

Happy Sadness Surprise
Figure 5 Sample fingerprint, retina and facial expressions
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Fig. 5 represents the sample input image of fingerprint,
retina, facial expression. The experimental properties are
in Tab. 1.

Table 1 Experimental set-up

Parameter Value

Amount of Sensor nodes n =500
Message size k =4000 bits
Area 150 x 150 m

Node location (50, 50)

Amount of trials 10

MAC protocol TDMA

Connection model Bidirectional
Initial energy of normal node 0.5]
Data sharing strength 5 nJ/bit/message

7 RESULTS AND DISCUSSION

The performance of the three security methods FKSS,
RKSS and MKSS is compared in terms of six metrics
namely Simulation time, Energy consumption, Delay,
Attack Detection Rate (ADR), Packet Delivery Ratio
(PDR), and Packet Loss Ratio (PLR).

7.1 Simulation Time and Energy Consumption

Simulation time indicates the total time for executing
the entire operation. Energy Consumption is the total
quantity of energy consumed for entire transmission and
reception of all packets.

e 100 Nodes ~ e=ill==200 Nodes  ==t==300 Nodes

i 66,11
ég 60,83 0405 5711 5956 0,75
50 e — 4

o
L

—— .,
.-_'._.\._.-—.
J ‘—._‘\‘___._*

FKSS | RKSS | MKss
APCMC

Simulation Time (ms)
=N W B
o o

o o

FKSS | RKSS | Mkss
KFCMC

Biometric Methods
Figure 6 Simulation time of biometric methods
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Figure 7 Energy consumption of biometric methods

Fig. 6 and Fig. 7 show the simulation time and energy
consumed of three proposed methods in two different
clustering approaches for 500 quantity of nodes. The result
shows that MKSS using KFCMC clustering needs 60.75
ms for execution which is 9% less simulation time and low

energy consumption of 1.02 mJ which is 20% less when
compared to APCMC clustering MKSS method.

7.2 Delay and Attack Detection Rate (ADR)

Delay indicates the time taken for successful packet
transmission from source to destination node. ADR
indicates the quantity of attacks like physical, replay,
selective forwarding and Hello flood attack in the
transmission of packets. Delay is (87.19 ms) 2% more in
APCMC clustering approaches compared to KFCMC and
highest ADR of around (97.28 %) which is 5% more in
MKSS method using KFCMC clustering for 500 amount
of nodes as shown in Fig. 8 and Fig. 9.
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Figure 8 Delay Produced by biometric methods

s 100 Nodes ~ e==lll== 200 Nodes === 300 Nodes

-

o
o o0 O
I T

97,28

s
1

N
1

2
9192 9233 928

o
1

95

0 O O © © ©

oo

Attack Detection Rate (%)

FKSS | RKSS | MKSS | FKSS | RKSS | MKsS

APCMC KFCMC
Biometric Methods

Figure 9 ADR of proposed methods

7.3 Packet Delivery Ratio (PDR) and Packet Loss Ratio
(PLR)

PDR means total packets received by receiver to total
packets transmitted by sender. PLR is the ratio of total
messages not delivered at receiver to total messages
transmitted by sender.
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Figure 10 Packet Delivery Ratio
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As shown in Fig. 10 and Fig. 11, PDR of KFCMC
based MKSS is high compared to other methods and low
PLR for MKSS in KFCMC clustering for 500 amount of
nodes.
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Figure 11 Packet Loss Ratio
7.4 Biometric Authentication Metrics

The performance of the proposed methods FKSS,
RKSS, and MKSS is compared based on metrics like
precision, recall, F-measure and accuracy. Precision is the
identification of exactly real positive in total amount of
positive class. Recall is the amount of real positive to
collection of real positive and incorrect negative. F-
measure indicates the weighted harmonic mean of the
precision and recall. Accuracy defines the total of real
positive and negative to all positive and negative variables.
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Figure 12 Biometric authentication metrics

Fig. 12 indicates the performance relation between the
three biometric authentication methods in APCMC and
KFCMC Clustering. Precision, Recall, F-measure and
Accuracy are better in KFCMC clustering based MKSS
method compared to other FKSS and RKSS methods.

8 CONCLUSION

In this work, Multibiometric Key based Security
Scheme with OCNN Recognition for Wireless Sensor
Network is proposed using fingerprint, retina and facial
expression images. The three methodologies projected are
Fingerprint Key based Security System (FKSS), Retina
Key based Security System (RKSS) and Multibiometric
Key based Security System (MKSS) with Adaptive
Possibilistic C-Means Clustering (APCMC) and Kernel
based Fuzzy C means Clustering (KFCMC). This scheme

has three steps namely clustering based WSN model,
Multibiometric based Key Generation using biometrics,
and key verification using Optimized Convolutional
Neural Network (OCNN) for packet transmission. The
results obtained from MATLAB Simulator indicate that the
new MKSS system with KFCMC clustering is highly
secured and achieves 9% less simulation time, 20% of low
energy consumption, delay is reduced by 2%, Attack
Detection Rate is improved by 5%, Packet Delivery Ratio
reaches 6% more compared to other methods, Packet Loss
Ratio is decreased by 27%, Accuracy enhanced by 2%, and
achieves 1% better precision.
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