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Website Phishing Technique Classification Detection with HSSJAYA Based MLP Training

Erkan ERDEMIR’, Adem Alpaslan ALTUN

Abstract: Website phishing technique is the process of stealing personal information (ID number, social media account information, credit card information etc.) of target
users through fake websites that are similar to reality by users who do not have good intentions. There are multiple methods in detecting website phishing technique and
one of them is multilayer perceptron (MLP), a type of artificial neural networks. The MLP occurs with at least three layers, the input, at least one hidden layer and the output.
Data on the network must be trained by passing over neurons. There are multiple techniques in training the network, one of which is training with metaheuristic algorithms.
Metaheuristic algorithms that aim to develop more effective hybrid algorithms by combining the good and successful aspects of more than one algorithm are algorithms
inspired by nature. In this study, MLP was trained with Hybrid Salp Swarm Jaya (HSSJAYA) and used to determine whether websites are suspicious, phishing or legal. In
order to compare the success of MLP trained with hybrid algorithm, Salp Swarm Algorithm (SSA) and Jaya (JAYA) were compared with MLPs trained with Cuckoo Algorithm
(CS), Genetic Algorithm (GA) and Firefly Algorithm (FFA). As a result of the experimental and statistical analysis, it was determined that the MLP trained with HSSJAYA was
successful in detecting the website phishing technique according to the results of other algorithms.
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1 INTRODUCTION

The Internet is a system that allows large-scale networks
such as private, public and academic to connect and transfer
data between each other [1, 2]. The most common usage
areas of the Internet are search, news, social networking,
gaming, e-commerce, education, file and data transfer,
communication, online services and remote work [3].
Internet use has many advantages as well as risks. Some of
these include cyberbullying, physical and mental health
problems, inappropriate content, wasted time and internet
fraud [4-6].

Internet fraud, which is growing day by day and causing
economic damage, is a cybercrime that is carried out by
using tools such as the internet, e-mail, sms and malware etc.
to seize and defraud people's information [7-9]. Trojans,
identity theft, data breach, ransomware, denial of service,
scareware, malware and phishing are some techniques used
in internet fraud [7, 10, 11].

Phishing is a fraud method, which is a kind of social
engineering attack that allows malicious users (cyber
criminals) to deceive the private information of target users
(such as credit card, debit card, social media accounts, etc.)
[12-14]. Imitation of an e-mail sent by a corporate firm, fake
e-mails that seem to have been sent from social media,
banking sites prepared like the real one are just a few of the
phishing techniques used to deceive people [15].

In this research, a study on website phishing detection
was conducted. In the website phishing technique, the victim
is directed to the fake of the corporate site in various ways in
order to obtain their information by malicious users [15]. The
victim, who does not know about website phishing, very
quickly believes the fake website and can transfer their
information to cybercriminals. This is because, thanks to
today's web programming language technologies, it has
become very difficult to distinguish the fake website from the
real website [16].

One method used to detect website phishing techniques is
the blacklist method [17, 18]. The blacklist includes
information about websites containing phishing threats [19].
Cybercriminals also liken URLSs to legitimate-looking sites so
that victims believe in legitimate-looking sites. The fake web
page, which is a copy of the real thing visually, is likened to a
legal site as a URL, making it easier for the victims to believe

[19, 20]. Another method used in detecting phishing is
artificial neural network (ANN), which is a type of
machine learning used to make sense or detect trends from
data that is too complex or imprecise to be noticed by
humans or other computer techniques [21-23]. There are
multiple models of ANN, one of which is a single-direction
feed forward multilayer perceptron (MLP). If the MLP is
well trained, the weight set that minimizes the estimation
and classification errors will be obtained in the most
efficient way [24-29].

Different algorithms may be required as a learning
technique in the training of the network. One of them is
deterministic algorithms. Deterministic algorithms are a
mathematical optimization method used to optimize ANN's
performance, in which no hesitant results are obtained [30-
32]. It can be expressed as a disadvantage of deterministic
approaches that adding extra hidden layers in the training of
the network and being stuck in the local optimum depending
on the first solution slows down the training of the network
[33-35].Another technique used in training the network is
stochastic algorithms [36]. Stochastic algorithms use
randomness, which reduces the probability of getting stuck in
the local minimum and makes it less dependent on the initial
solution [37]. There are multiple types of stochastic
algorithms, one of which is metaheuristic algorithms inspired
by nature [38]. Some of the advantages of metaheuristic
algorithms are that they can be designed easily, can solve real
problems and functions efficiently, can be hybridized with
more than one algorithm, and are not stuck on local optimal
values [38-40].

Salp swarm algorithm (SSA) [41], jaya algorithm
(JAYA) [42, 43], cuckoo search algorithm (CS) [44], genetic
algorithm (GA) [45] and firefly algorithm (FFA) [46] are
some of the popular metaheuristic algorithms.

There are different methods used to develop more
powerful and efficient metaheuristic methods or to minimize
the weaknesses of metaheuristic algorithms; one of these
methods is to develop hybrid metaheuristic algorithms by
combining the strengths of more than one algorithm [47-49].
In the literature, there are studies used in detecting phishing
techniques by using metaheuristic algorithms. Some of these
are listed below:
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Ali & Malebary [50] proposed a particle swarm
optimization (PSO) based method to better detect the
website phishing technique. According to this method,
PSO is used to better weight different website features in
order to achieve higher accuracy values when finding
phishing websites. This intelligent method, which was
developed according to the results obtained, achieved
better results in detecting phishing compared to other
machine learning techniques.

Suleman & Awan [51] stated that they used machine
learning techniques for phishing detection. Researchers
using URL-based phishing detection in their studies have
tried to detect fake or legal websites with machine learning
techniques. Researchers using GA for feature selection in
machine learning found that the accuracy increased
compared to the results without GA.

Krithiga & Ilavarasan [52], proposed a hybrid
algorithm consisting of Whale Optimization Algorithm
(WOA) and SSA to detect spam profiles, which are a threat
to social networks; created a data set with the data they
obtained from Twitter by them. The hybrid algorithm was
compared with other methods using this data set and its
performance was measured. Researchers have determined
that the method they developed gives effective results
compared to other methods.

Khurma et al. [53] proposed a new phishing detection
system based on SSA. The researchers aimed to maximize
the classification performance of their proposed phishing
system and to minimize the number of features. They
obtained more than one binary SSA using different transfer
functions. The researchers found that the binary SSA with
X-TF obtained better results among the algorithms
analyzed according to a certain evaluation criteria.

Anupam & Kar [54] used a machine learning method
to detect whether sites are legitimate or fake using different
properties of a website's URL. With the Support Vector
Machine binary classifier, an optimum hyperplane was
determined with the help of metaheuristic algorithms to
predict whether a website is legitimate or fake. Among
these metaheuristic algorithms, they found that the Grey
Wolf algorithm is better. They also compared the
metaheuristic algorithms with the grid-search optimized
Random Forest technique. As a result, it was determined
that all metaheuristic algorithms used in the research were
successful according to the Random Forest technique.

In this study, a new MLP training technique has been
proposed for the detection of website phishing technique.
MLP training was carried out using the Hybrid Salp Swarm
Jaya algorithm (HSSJAYA) developed by Erdemir &
Altun [55]. The reason for choosing this algorithm in MLP
training is that it is a new hybrid algorithm, and its success
in solving benchmark problems. The developed method
has been analyzed by comparing it with many leading
metaheuristic algorithms, including SSA and JAY A, which
create the hybrid algorithm.

2 OVERVIEW
2.1 Salp Swarm Algorithm (SSA)

Developed by Mirjalili et al. [41], SSA was designed
by imitating the eco system of the salp creature, which lives
in the depths of the oceans and seas as a swarm. The leader

leads the salp swarm. The leader updates its position
according to the food it wants to reach. Follower salps
update their position by following the leader salp, because
the best way to reach the food is to follow the leader. In
this algorithm, random solutions are initially generated. In
the exploration phase, the places that are thought to be food
are searched in the search space, while the existing
solutions are compared with their neighbors in order to find
the best solution in the exploitation phase. The updated Eq.
(1) [56] is used to update the leader position. Eq. (2) is used
to update the position of the followers.

J- Fye,((uby =1ty )ey +1b;) ¢ 2035 "
Fy =, ((ub; ~1b))e; +1b;) ¢ <035

xj- = %(xj + xjfl ) 2

According to the equations above, while xj- isi==1,1it

shows the leader salp's position and in other cases the
position of follower salps in the j-th dimension. The food
source's position in the j-th dimension shows F;. The terms
ub; and /b; represent the lower and upper bounds of the j-th
dimension, respectively. The terms c¢i, ¢; and c¢; are
auxiliary coefficients. ¢; is important for food source and
leader salp position update. The equation for ¢; is shown in

Eq. (3).

() 3)

c =2e

The term e in Eq. (3) denotes the euler number, the
term it denotes the current iteration number, and the term
Max_it denotes the maximum iteration number. The terms
¢ and c3 are random values between 0 and 1.

In different studies on SSA, it has been stated that the
multiple leader salp method increases the randomness of the
algorithm positively compared to the single leader, but it
drags the algorithm to instability, and to overcome this
problem, the leader and follower salps should be balanced
by half (N/2) [57-60]. Fig. 1 contains the flowchart prepared
according to the situation specified in this paragraph. In this
study, analyses were made for the SSA and HSSJAYA
algorithms, taking into account the flowchart in Fig. 1.

2.2 Jaya Algorithm (JAYA)

JAYA, developed by Rao [42], is an algorithm that
performs the steps according to the best and worst solution
with its simple, easy and powerful aspects. In this
algorithm, the aim is to try to be closer to the best solution
and further to the worst solution. There are no special
parameters for the algorithm. According to Rao [42], the
updates of the solution are in Eq. (4).

! —
S ki = Sjki T (Sj,best,i - |Sj,k,i|) @

ENE (Sj,worst,i - |sj,k,i|)
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Set Initial Values

Assign Random Values to Salps ( x;)

Y € S
7\

Find the Best Fitness Value
Criteria ,___Faise ‘

is Met ? Assign the Best Salp to F —l
Update Coefficent c; (Equation 3)

for (i=1 to N)

True

for (j=1to d)

for (j=1 to d)

Update Leader Update Follower
Salp Po§|tmns Salp Positions
 (Equation 1) . (Equation2)
 Readjust the Salps |

to Ib and ub —

Figure 1 Flowchart of SSA

’
Joki

solution of the j-th variable for the k-th candidate solution

during the i-th iteration, s;,; is solution of the j-th

variable for the k-th candidate solution during the i-th

iteration, 7 ;; and 7, ;; are random values 0 to 1, S 5 ;

According to this equation, s is the new (updated)

is expressed as the best candidate solution of the j-th
variable, ;.. is expressed as the worst candidate

solution of the j-th wvariable. In addition, the
hji (Sj,best,i —|sj,k,i|) part of the equation is the case of the
solution approaching the best solution. On the other hand,
i (s i worst,i —‘s j,k,i‘) explains the situation where the

solution moves away from the worst solution. Flowchart of
JAYA is shown in Fig. 2.

Set Initial
Values
y
Set Best and Worst Solutions in the
Criteria False Population - . False
is Met ? . New Solution< Solution
: Calculate New Solution Based on
Best and Worst Solutions (Equation 4)
True

A
Return
Optimum
Solution

Solution= New Solution —

Figure 2 Flowchart of JAYA

2.3 Hybrid Salp Swarm Jaya Algorithm (HSSJAYA)

Developed by Erdemir & Altun [55], HSSJAY A covers
the leader and follower position update sections of SSA, it
was created by taking into account the best and worst
approach of JAYA. In this algorithm, the targeted position
for the salps to get closer to the food is expressed as the best
food source. The position of the salps away from the food is
expressed as the worst food source position. In HSSJAYA,
the approach to the best food position that salp chain should
reach and the worst food position that it is not wanted to
reach is given in Fig. 3.

In order for the leader and follower salps to reach the
best food source, the position status consisting of the worst
food source is included in the position updates, so that the
salps can reach the best food source more easily.

. % Best Food Position

O,
@ . Worst Food Position
- Food
Q Leader Salp
Q Follower Salp

Figure 3 According to half multi leader salp in HSSJAYA, best food/worst food
position sampling of salp chain

Initial values must be set at the beginning of the
algorithm. The salp population is randomly determined by
the determined amount of search agent (V) and size (d).
Salps whose fitness values are calculated are sorted. d -
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dimensional best food position, worst food position and
new candidate solution are created. Sorted salps are
compared among themselves with their fitness values and
assigned as the best food position, best food position fitness
value, worst food position and worst food position fitness
value. This part of the flowchart to be included in Fig. 4
will be indicated as "Set initial values". The equation used
to find a new candidate solution in JAY'A is used as in Eq.
(5) in HSSJAYA;

s =2 +bwfr(r1’i’j (0t =)= (o, —\xﬁ‘)) ()

!

According to Eq. (5); s';, new solution in j-th

X,

dimension, i

i-th follower salp position in the j-th
dimension, 7, ; and r,; ; are random values between 0
and 1, bfp; is the best food position in the j-th dimension,
wfp, is the worst food position in the j-th dimension, bwfr
is the best worst fit ratio. bwfr is calculated according to

Eq. (6).

bwfr = bfpfv / (bﬁ)ﬁz + wfpfv) 6)

According to Eq. (6), the terms bfpfv and wfpfv
represent the best food positon fitness value and the worst
food positon fitness value respectively. Unlike SSA, in
HSSJAYA an update is made in the position of the salps.

Update bwfr (Equation 6)

i 0
Xy =x}—s'; (7

In the HSSJAY A algorithm, the leader salps update is
as in Eq. (8), provided that it is i < N/2:

b+ ((ub; =1b; )y +1b;)  ¢;20.5

xl. =

8
bipj -« ((ubj_lbj)cz +lb_/) ;<05 ®

The terms x; and bfp; in Eq. (8) have been explained

before and x; represents the leader salp (multiple). The

terms ub; and /b; represent the lower and upper bounds of
the j-th dimension respectively. The auxiliary coefficient
c1 1s calculated according to Eq. (9).

4it 2
Max _it

¢ =ivle [ )

Unlike c; in SSA, iv parameter has been added to c;. The
iv value is a non-random value between 0 and 1, it is the
value of improving the ¢; coefficient. The researchers who
developed this algorithm stated that it would be more
useful to use the parameter as a non-random parameter so
that it can be changed according to the problem. The terms
¢ and c3 are random values between 0 and 1. Provided that
i > N/2 updating the follower salper in HSSJAYA is the
same as in SSA. This update is shown in Eq. (2) and also
the flowchart of HSSJAYA is in Fig. 4.

Update c; (Equation 9)

This update is included in Eq. (7).

Set Initial Values

False
Criteria
is Met ?

True

for i=1§

—

Put the Salps in the
ubj and Ib]- Range

L 1

Calculate Salp Fitness |

fori=1to d

— b False
<Salp Fitness<bfpfv

Return
bfp

.

bfp= Salp Fitness of x

bfpfv= Salp Fitness

wfp= Salp Fitness of x

wfpfv= Salp Fitness

iz€ r1 and’2 |

(between 0-1)) ‘ l !
fori=1to d Update New Candidate Solution (Equation 5)
Amend the New Candidate Solution Based
on the ubj and Ibj of Variables
Update Each Salp (x/) (Equation 7)
T 50
AR
) False
i<=N/2

True

Randomize cy anqd c3
(between 0-1))

Update Follower

for

Salp Position (Equation 2)

Update Leader
Salp Position (Equation 8)

LS fori=1tod

Transpose x

Figure 4 Flowchart of HSSJAYA

3 HSSJAYA BASED MLP TRAINING

MLP is a feedforward neural network in which neurons
are mostly directly connected to each other, and data moves

from the input layer to the output layer by passing one or
more hidden layers. The input data of the problem is given to
the input layer. In the output layer, the results of the network
are obtained against the expected results of the problem [61].
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The structure of the MLP created in this study consists of
three layers: input, one hidden layer and output.

The network needs to be trained by transmitting data
from neurons in one layer to neurons in other layers. At this
point, the summation and activation functions are of great
importance. Summation functions are used to calculate the
net input in a cell. The summation function used in this
study is summed by adding the bias (b) to the
multiplication of the input (x) data by the weights (w). The
summation function used in this study is as in Eq. (10). The
activation function produces output values for the
perceptron against the net input. In this study, the tangent-
sigmoid function in Eq. (11) was used as the activation
function [62, 63].

net=2(xiwi)+b (10)
i1
. 2
net=>a  f(a)=tansig(a)=——7--1 (11)
I+

In the training of the network, mean squared error
(MSE) was chosen as the function for evaluating the
measurements between algorithms and calculating the
fitness value. MSE function is shown in Eq. (12) [21].

MSE =13 (0, 01y (12)

nis

In the equation, n represents the number of samples, o
the actual output value, and o' the expected output value.
In this study, the confusion matrix was used as another
performance measurement criterion. It classifies the
amount of true and false according to the estimated and
expected (existing) values. There are four types of them:
true positive (TP), false positive (FP), true negative (TN)
and false negative (FN) [64]. In the literature, evaluation
measures have been developed according to the
classification results obtained from the confusion matrix,
the percentile performance of the algorithms has been
compared by using a few of these measures in the network
training and testing processes. These assessment measures
are accuracy, precision, recall, f1_score and error [65].

The diagram of the training of the MLP network using
HSSJAYA is given in Fig. 5. According to this diagram,
first of all, initial values (assigning random values to salps,
best/worst food position, fitness values) are set. Salps are
assigned as weights and biases for training the network.
The network is trained using the specified number of layers
and the number of neurons in the training dataset. The best
food position fitness value and the worst food position
fitness value are calculated with the function used to
calculate the MSE according to the stages in HSSJAYA.
The best food position fitness value is assigned to the MSE.
If the maximum iteration is reached, the confusion matrix
results for the training and testing phases are calculated.
Finally, the results of the confusion matrix and the
convergence curve obtained from the MSE are output.

i) Calculate
Set Set ————>  bipv  |—
Initial Values Weights and Biases wipfv

Is
Maximum

lteration -
Reached ?
Y

Calculate

Confusion Matrix for
Training and Test Dataset

MSE = Mean Squared Error

X = Salp Position

bfpfv = Best Food Position Fitness Value
wipfv = Worst Food Position Fitness Value
MLP = Feed Forward Multi Layer Perceptron
= leration

MSE=bfpfv |

Print
Convergence Curve

» Confusion Matrix Results

*= MSE Results

Figure 5 Training of MLP network using HSSJAYA

4 EXPERIEMENTAL RESULTS

In this study, the MLP network trained with
HSSJAYA was used to detect the website phishing
technique. The results were compared with MLP trained
with CS, FFA, and GA, including SSA and JAYA, which
make up the hybrid algorithm. In network training, search

agents in all algorithms were formed among [—1, 1], these
values were used to create weights and biases. The data set
used in the classification detection of website phishing
technique is the data set named "Website Phishing"
developed by Abdelhamid et al. [17] and it was obtained
from the UCI machine learning repository [66]. The values
in the data set were normalized between 0-1 [67]. The
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number of neurons in the hidden layer was calculated with
the 27 + 1 equation. I denotes the input [68]. Tab. 1
contains information about the data set.

Table 1 Website phishing dataset information

Number of
Dataset Attributes Hidden Samples
Layers Train Test Output
. 10
Pwhies'fi‘;e (9 Tnputs) 19 902 451 3
& [7(1 Output)

In this study, Evolopy-NN framework was used to
analyze the experimental results. Evolopy frameworks are
an easy-to-use toolbox for MLP training, feature selection,
and solving global optimization problems [26-29, 57, 69,
70-72] Algorithms can have their own fixed or variable
parameters. In this study, the /v parameter of HSSJAYA
was set as 0.1. Parameter values of other algorithms are the
same as in the framework called Evolopy used in this
research. [57, 69].

In the training of the network, the algorithms were
tried independently for 30 times with different search
agents and iteration numbers. Those with the same number
of search agents and iteration values were grouped together
and evaluated.

Studies with similar criteria (such as the same
population, the same iteration, the same number of trials,
the same network structure) in the literature compare with
each other. Since we could not find any studies with similar
criteria for the algorithms we used for comparison in our
research, we carried out our analyses with the criteria we
determined.

Analyses made according to different search agents
and iterations are indicated by group names in figures and
tables. The number of search agents/iterations used in the
study are 30/100 (Group 1), 30/200 (Group 2), 50/100
(Group 3), and 50/200 (Group 4), respectively.

Group 1
===HSSJAYA ===SSA JAYA =S «==FFA GA

_.0,37

fm

w

2032

w

>

S 027

30

—

o

Z 0,22

O

&

> 0,17

=

S

= 0,12 N— e

2 —

& 0,07

z 1 25 50 75 100
ITERATION
Group 3

a==HSSJAYA ===SSA JAYA e==(S ===FFA GA

_. 0,32

2 |

3

w 0,27

>

o«

3

o 0,22

o

=2

S

£ 0,17

w

>

g \

© 0,12 -—

= .

Y]

s

& 0,07

z 1 25 50 75 100
ITERATION

Results are the average results obtained as a result of
the number of independent tries indicated. Average MSE
and standard deviation results of MLP trained with
algorithms that have worked 30 times with different search
agents and iteration numbers are given in Tab. 2.

Table 2 Average (MSE) and standard deviation results*

Algorithms Group 1 | Group2 | Group 3 Group 4

Ave. 0.0832 | 0.0781 0.0814 0.0760

HSSIAYA St. Dv. | 0.0033 | 0.0026 0.0041 0.0022
SSA Ave. 0.0904 | 0.0826 0.0866 0.0814
St. Dv. | 0.0070 | 0.0043 0.0061 0.0044

JAYA Ave. 0.1404 | 0.1250 0.1375 0.1254
St. Dv. | 0.0191 0.0184 0.0198 0.0192

cs Ave. 0.1164 | 0.0951 0.1113 0.0950

St. Dv. | 0.0070 | 0.0032 0.0074 0.0029

FFA Ave. 0.0901 0.0836 0.0880 0.0839
St. Dv. | 0.0060 | 0.0063 0.0067 0.0063

GA Ave. 0.1204 | 0.1094 0.1116 0.1023

St. Dv. | 0.0126 | 0.0116 0.0120 0.0098

*Results of 30 independent trials

When Tab. 2 is examined, low error rate and standard
deviation rate in all groups were performed by MLP trained
with HSSJAYA. According to this result, it is seen that the
MLP network trained with HSSJAYA detects the website
phishing technique better than the MLP networks trained
with other algorithms.

Fig. 6 shows the convergence curves of MLPs trained
with algorithms.When the convergence curves are examined,
it is seen that the MLP network trained with HSSJAY A has a
faster convergence speed than other algorithms in detecting
website phishing.

As in the "HSSJAY A Based MLP Training" title, another
measurement criterion in this study is the measurement results
obtained from the confusion matrix. Confusion matrix results
of MLP networks trained with algorithms are given in Tabs. 3
to 6. Results are shown as percentages.

Group 2
===HSSIAYA ===SSA JAYA ===(S ===FFA GA

_. 0,37

w

v

20,32

w

>

S 027

30

-

o

20,22

o

(-4

£ 017

4

S

20,12

o

é 0,07

2 1 50 100 150 200
ITERATION
Group 4

== HSSJAYA ====SSA
0,32

JAYA e==(CS ==—=FFA GA

AVERAGE CONVERGENCE CURVE (MSE)

1 50 100 150 200
ITERATION

Figure 6 Average convergence curves (MSE) according to different search agents and number of iterations
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Table 3 Results of confusion matrix for group 1

Algorithms — Train — Test
Accuracy Precision Recall F1 Score Error Accuracy | Precision Recall F1 Score Error
HSSJAYA 85.8081 92.0577 83.1881 87.3887 14.1919 85.0145 92.2560 82.0217 86.8248 14.9855
SSA 84.7854 91.7940 81.5846 86.3658 15.2146 84.1159 92.0741 80.6137 85.9326 15.8841
JAYA 78.3987 89.2132 72.5568 79.6344 21.6013 77.7246 89.4527 71.7690 79.2209 22.2754
CS 81.9074 90.6395 77.5063 83.4738 18.0926 81.0870 90.4454 76.8351 82.9708 18.9130
FFA 84.9309 92.2041 81.4331 86.4628 15.0691 84.2971 92.6561 80.3730 86.0237 15.7029
GA 80.9742 91.3392 75.0947 82.2426 19.0258 79.8188 90.9797 73.9832 81.3905 20.1812
Table 4 Results of confusion matrix for group 2
Algorithms — Train — Test
Accuracy Precision Recall F1 Score Error Accuracy Precision Recall F1 Score Error
HSSJAYA 86.4278 92.3622 84.0025 87.9747 13.5722 85.9855 92.7617 83.2371 87.7318 14.0145
SSA 85.9239 92.2821 83.1629 87.4759 14.0761 85.0435 92.5355 81.7810 86.8084 14.9565
JAYA 80.2912 90.6585 74.7096 81.6116 19.7088 79.7246 90.5938 74.3803 81.3533 20.2754
CS 84.3934 91.7719 80.9154 85.9673 15.6066 83.5652 91.5311 80.2286 85.4566 16.4348
FFA 85.8380 92.0995 83.2008 87.4086 14.1620 84.8478 91.8846 82.1059 86.7012 15.7029
GA 82.2546 91.4481 77.3043 83.6961 17.7454 81.3478 91.4750 76.2575 83.0644 20.1812
Table 5 Results of confusion matrix for group 3
Algorithms — Irain — Test
Accuracy Precision Recall F1 Score Error Accuracy Precision Recall F1 Score Error
HSSJAYA 85.7969 92.2836 82.9230 87.3441 14.2031 85.2174 92.4682 82.1661 86.9987 14.7826
SSA 85.4013 91.7718 82.7399 87.0145 14.5987 84.7319 92.1331 81.6366 86.5521 15.2681
JAYA 79.5819 91.1540 72.6641 80.5096 20.4181 78.6667 90.1798 72.5271 80.0541 21.3333
CS 82.2508 90.2267 78.6427 83.9440 17.7492 81.6159 90.1206 78.2310 83.6372 18.3841
FFA 85.2594 92.2804 81.9381 86.7881 14.7406 84.6087 92.2717 81.2635 86.4067 15.3913
GA 82.1053 92.2826 76.2121 83.3969 17.8947 81.8478 92.5691 76.0529 83.4149 18.1522
Table 6 Results of confusion matrix for group 4
Algorithms — Train — Test
Accuracy | Precision | Recall F1 Score Error Accuracy Precision Recall F1 Score Error
HSSJAYA 86.5995 92.4334 | 84.2361 88.1389 13.4005 86.0072 92.4639 83.5860 87.7946 13.9928
SSA 85.8903 92.2231 | 83.1566 | 87.4456 14.1097 85.0797 91.9470 82.4549 86.9330 14.9203
JAYA 80.2053 90.6924 | 74.5202 | 81.4482 19.7947 79.3406 90.5082 73.7425 80.8828 20.6594
CS 84.2516 91.2260 | 81.2563 85.9046 15.7484 83.7029 91.3670 80.6258 85.6109 16.2971
FFA 86.0284 92.2057 | 83.4407 | 87.5883 13.9716 85.4058 92.2972 82.7196 87.2161 14.5942
GA 83.3109 91.5859 | 79.0909 | 84.8286 16.6891 82.7391 91.4422 78.7605 84.5747 17.2609

When Tabs. 3 to 6 are examined it is seen that the MLP

trained with HSSJAYA achieved successful results in all
of the accuracy, recall, precision, f1 score and error values
according to the training and test error matrix results in
Group 2 and Group 4. In addition, HSSJAYA showed
success in all other measurements except training and test
sensitivity results in Group 1 and test sensitivity results in
Group 3. The hybrid algorithm was found to be successful
in all measurements compared to the confusion matrix
results of MLPs trained with the algorithms (SSA and
JAYA) from which it was derived.

Table 7 Wilcoxon rank sum test p-value results (N/A = not applicable)

. Groups

Algorithms Group 1 Group 2 Group 3 Group 4

HSSJAYA N/A N/A N/A N/A
SSA 2.204e¢™% 1.208¢” 1.286¢ 6.802¢ %
JAYA 1.970e"! 2.872¢"! 2.872¢!! 2.872¢"!
CS 2.872¢7!! 2.872¢"! 2.872¢!! 2.872¢"!
FFA 6.975¢ " 3.479¢ » 2.063¢™® 2.290e™
GA 2.872¢7!! 2.872¢!! 2.872¢!! 2.872¢7!!

Although the MLP trained with HSSJAYA is detected
as successful in detecting website phishing according to the
experimental results, it should be determined whether the
algorithm also creates a statistically significant difference.
As a statistical test, wilcoxon rank sum test [73] was
applied as one of the data analysis tests and the results are
listed in Tab. 7. In order for the results to be statistically
significant, p < 0.05 (5¢ %) was accepted. The most

successful algorithm in each group shown in Tab. 2 was
compared with the other algorithm [41, 74].

When the results in Tab. 7 are examined, MLP trained
with HSSJAY A shows a statistically significant difference
compared to other algorithms.

5 CONCLUSIONS AND FUTURE STUDIES

MLP trained with HSSJAYA and other algorithms
were analyzed for website phishing classification
detection. Accordingly, the HSSJAYA algorithm was
successful in optimizing benchmark functions compared to
the algorithms it was compared to [55] and was also
successful in training MLP compared to the algorithms it
was compared to. In other words, the MLP trained with
HSSJAYA was determined according to the experimental
results, which it detected better than other algorithms
compared to determine whether websites are phishing,
suspicious or legal, according to the attributes in the
website phishing dataset used in the study. This shows that
the philosophy of reaching the best food of the HSSJAYA
algorithm works. The reason why HSSJAY A is successful
is that it has the strengths of SSA and JAY A in its structure.

JAYA is a successful and powerful algorithm.
However, JAYA success appears to be low in these
analyses. In the literature, it is stated that according to the
NFL theorem, any metaheuristic may not always produce
good results as a result of analyses such as all optimization
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problems or training the network [75]. Therefore, we
cannot say that JAYA is a failure for all studies.

We predict that the researchers using MLP trained with
the hybrid algorithm in this study will successfully
conclude classification estimation processes by using
datasets belonging to different problems. In future studies,
it is thought that HSSJAY A will be more successful if it is
re-hybridized with one or more algorithms that are
successful in MLP training.
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