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RESEARCH ON THE PROOF OF DARK NET CRIME WITH MENTAL SUBJECTIVE 
CONSCIOUSNESS DEFECTS 

Kailin Chen 

School of Law, Jilin University, Changchun 130012, China 

Background: With the development of the Internet, its huge data has developed a huge and unlimited 
way to convey information for users all over the world. In recent years, with the deepening of people’s 
understanding of the Internet, new crimes in the network are becoming more and more frequent, and its 
impact is becoming more and more serious. For the new crimes in the Internet, they are divided into surface 
network, deep network and dark network. The criminal phenomena contained in different levels of 
cyberspace also have significant differences. In the three-tier cyberspace of table network, deep network 
and dark network, the practical impact brought by the existence of dark network is extremely obvious. Due 
to the low-risk characteristics of dark network, a large number of criminal transactions are carried out in 
dark network. Dark network is the cyberspace generated by the further extension of deep network. Through 
the continuous generation of special encrypted subsets through deep network, its anonymity and privacy 
are more obvious. At present, the known dark network space accounts for only 0.1% of the Internet, but it is 
undeniable that there are a large number of criminal cases in the dark network. Therefore, how to find 
criminal cases from the dark network and stop the criminal behavior of criminal analysis is of great 
significance. 

Generally speaking, the main reason for criminals’ criminal behavior is the lack of spiritual subjective 
consciousness. Psychology believes that in people’s daily life, language, body and other behavior are driven 
by the initiative of spiritual subjective consciousness. Although it is undeniable that individuals have 
significant subconsciousness, but the subconsciousness cannot fully dominate individual behavior, so we can 
know that spiritual subjective consciousness is the main dominant thought of individual behavior. Under the 
spiritual subjective consciousness, the individual can have a conventional cognition of the surrounding 
environment and can clarify the positive behavior. At the same time, the spiritual subjective consciousness 
will drive the individual to carry out the behavior in line with the positive values. Some psychiatrists have 
proposed that when the individual’s spiritual subjective consciousness is defective or lacking, the individual 
cannot correctly recognize, that is, he cannot produce subjective consciousness for his own behavior. Under 
the influence of this incomplete consciousness, it is very easy to lead to the individual’s behavior and 
thought contrary to common sense, and serious cases will lead to criminal behavior. How to analyze the 
mental subjective consciousness of criminals under the criminal behavior in the network environment is an 
important step to clarify their criminal psychology. At the same time, clarifying the defects of criminals’ 
mental subjective consciousness is also an important method to find the proof of criminals’ crime in the 
Internet. Therefore, the research puts forward the scheme of finding criminal proof by analyzing the 
defects of criminal’s subjective consciousness, so as to improve the efficiency of finding criminal proof in 
the dark network. 

Objective: Understand the importance of mental subjective consciousness in the influence of individual 
behavior, analyze the correlation between mental subjective consciousness defect and criminal behavior, 
and put forward a criminal behavior proof scheme based on mental subjective consciousness defect. 

Subjects and methods: Take the criminals with criminal behavior in a city as the research object to 
investigate, understand the current situation of mental subjective consciousness under criminal behavior, 
and analyze the influencing factors causing the defects of criminal mental subjective consciousness. Put 
forward the scheme and strategy of criminal proof in the dark network under the current situation of the 
defect of criminals’ spiritual subjective consciousness. 

Results: The analysis of the correlation between mental subjective consciousness defects and criminal 
behavior is shown in Table 1. Table 1 shows that mental subjective consciousness defects include 
neurasthenia, lack of thinking, backward memory and illogical thinking. By analyzing the effects of 
neurasthenia, lack of thinking, backward memory and illogical thinking on criminal behavior, it can be found 
that the above indicators of mental subjective consciousness defects can have a significant impact on 
criminal behavior, that is, individual mental subjective consciousness defects are important factors for 
criminals to participate in criminal behavior. 

Conclusions: The development of the Internet not only improves the convenience of people’s life, but 
also provides a safer online trading environment for criminals to a certain extent. How to prove crime in the 
dark Internet space is an important task to curb cybercrime. The research analyzes the impact of individual 
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mental subjective consciousness defects on criminal behavior. The results show that neurasthenia, lack of 
thinking, backward memory and illogical thinking have a significant impact on criminal behavior. Therefore, 
in the dark network proof, we can obtain the corresponding information by analyzing the criminal’s mental 
subjective consciousness defects, so as to formulate a perfect dark network crime proof system. The above 
results show that in order to purify the network environment and curb the occurrence of criminal behavior, 
we can judge the possibility of criminal behavior by analyzing individual spiritual subjective consciousness, 
and obtain the certificate of network crime. 

 
Table 1. Correlation between mental subjective consciousness defect and criminal behavior 

Index Neurasthenia 
Lack of 
thinking 

Memory 
regression 

Illogical 
thinking 

Criminal act 

Neurasthenia 1 0.357 0.334 0.429 0.643 

Lack of thinking 0.357 1 0.257 0.683 0.452 

Memory regression 0.334 0.257 1 0.378 0.501 

Illogical thinking 0.429 0.683 0.378 1 0.399 

Criminal act 0.643 0.452 0.501 0.399 1 

*  *  *  *  * 
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Background: Middle school students are a special group. In essence, the psychology of middle school 
students has many characteristics of youth, but it shows that middle school students are still in the student 
age. There are great differences between middle school campus and other educational environments, and 
the general views of students are still in the transitional stage. Therefore, the mental health education for 
middle school students at this stage is very important, and therefore the requirements for the mental health 
education curriculum in middle school have been improved to a certain extent. The mental health status of 
middle school students can be divided into two categories: one is growth psychological problems; the other 
is psychological obstacles. The psychological problem of middle school students’ growth is the psychological 
confusion caused by the continuous contact with unfamiliar knowledge, and the psychological obstacle 
problem is the result of the deterioration caused by the failure of middle school students to solve the 
psychological problems in time. In view of a variety of mental health problems of middle school students, 
mental health education is now regarded as the main curriculum in middle school education. In the mental 
health education curriculum, teachers conduct students’ psychological counseling by carrying out classroom 
activities, and analyze students’ existing problems in the classroom, so as to solve students’ difficulties in 
making choices. In the conventional middle school mental health education curriculum, teachers often use 
teaching time to explain psychological knowledge and popularize the scientific knowledge of mental health 
to students, although it can let students understand the seriousness of mental health problems to a certain 
extent and guide students’ psychological development. 

From the current situation of middle school students’ mental health, the psychological obstacles of 
middle school students can be mainly manifested in inferiority complex, loneliness, jealousy, revenge, 
communication confusion and so on. The inferiority complex of middle school students has a serious impact 
on their communication, which leads to the phenomenon of loneliness and leads to serious loneliness and 
communication confusion. The jealousy psychology of middle school students is caused by the great 
differences between students. The family environment and psychological quality of middle school students 
are different. The students in different family conditions have different ideas about things and poor 
learning ability. It is still the students who have jealousy psychology. In serious cases, it will damage the 
health of others, mainly manifested in retaliation for the dissatisfied behavior of others, resulting in 
retaliation psychology of students. Moreover, after students have a large number of negative psychological 
obstacles, they will also cause social anxiety to a certain extent. The generation of social communication 
will further worsen the psychological quality of middle school students in the feedback process. Therefore, 
how to take reasonable and appropriate mental health education in middle school can not only help 
students alleviate their psychological emotions, but also improve social communication to a certain extent. 


