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Abstract: With advances in deepfake generating technology, it is getting increasingly difficult to detect deepfakes. Deepfakes can be used for many malpractices such as blackmail,
politics, social media, etc. These can lead to widespread misinformation and can be harmful to an individual or an institution’s reputation. It has become important to be able to
identify deepfakes effectively, while there exist many machine leamning techniques to identify them, these methods are not able to cope up with the rapidly improving GAN
technology which is used to generate deepfakes. Our project aims to identify deepfakes successfully using machine leaming along with Heart Rate Analysis. The heart rate
identified by our model is unique to each individual and cannot be spoofed or imitated by a GAN and is thus susceptible to improving GAN technology. To solve the deepfake
detection problem we employ various machine learning models along with heart rate analysis to detect deepfakes.
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1 INTRODUCTION

Deepfakes are fake media in which a person’s likeness is
replaced with that of some-one else in the media. Though
content faking isn’t recent, deepfakes use advanced ML and
Al generation techniques to influence or produce social
media content that can easily deceive the naked eye. Using
generative neural network architectures like autoencoders or
GANsS, is the key machine learning approach used to generate
deepfakes (GANSs). The neural network used to synthesize
deepfakes are autoencoders. Autoencoders comprise of an
encoder and a decoder. Encoders reduce dimensions of the
images and the decoder uses these reduced dimensions to
reconstruct the images. Deepfakes use this autoencoder
architecture by encoding a human into the latent space with
a universal encoder. Attaching a GAN to the decoder is a
standard up-grade to this architecture. In an adversarial
relationship, a GAN trains a generator and a discriminator.
As a result, the generator produces images that closely
resemble reality, as any flaws are detected by the
discriminator. Deepfake generation algorithms are constantly
evolving making deepfakes difficult to detect. This is
because once a flaw is detected in the generation algorithm
by the detection algorithms, it is easily fixed. Deepfakes are
being used for both positive and negative purposes.

It has become really important to be able to classify if a
video is a deepfake or not. While there are many neural
network-based methods to identify GAN generated
deepfakes, none of these methods can keep up with the
improving deepfake generation technology as well as
generalize to an unknown domain.

2 RELATED WORK

Ipek Ganiyusufoglu et al. [1] proposes the usage of
spatio-temporal features, modelled by 3D CNN5s to maximize
generalization. These spatio-temporal models can transfer
some of their understanding of already learned deepfake
methods onto new unseen fake kinds. Xuan HauNguyen et
al. [2] used 3D convolution kernels to con-struct deep 3D
CNN models that extracts spatio-temporal features from

frames sequence for detecting deepfakes. David Giiera et al.
[3] have used RNN in their approach to detect deepfakes.
Ekraam Sabir et al. [4] have used recurrent-convolutional
network combinations. ResNet and DenseNet are employed
for the CNN component in different experiments, along with
unidirectional, bi- directional and multi RNNs on FF++
dataset. Lingzhi Li et al. [5] used HRNet in their paper for
classification of deepfakes. It works under the assumption
that there is a boundary when deepfake image is formed by
blending two images. This leads to the existence of intrinsic
image discrepancies across the blending boundary. The face
X-ray of the input produces a greyscale image, which reveals
if it can be decomposed. Pavel Korshunov et al. [6] have used
the VGG network to determine deepfakes from generating
their own dataset by using GAN based face-swapping
algorithm. Forrest N. Ian-dola et al. [7] have published the
SqueezeNet paper, which aims to reduce the number of
parameters while retaining the accuracy. Xiangyu Zhang et
al. [8] have proposed ShuffleNet, which combines modern
convolutional neural networks with ShuffleNet Units stacked
in stages, which makes use of sparse connections and
grouped convolutions. The ShuffleNet unit introduces
channel shuffle operations for information cross- flow
between the channel groups in grouped convolutions. The
paper aims for efficient computations while maintaining a
sturdy performance in detection of deepfakes. Mark Sandler
et al. [9] proposed the MB-Conv Blocks in the MobileNet.
The MBConv Block performs feature space exploration
through the use of its inverted residual blocks which help
extract more information from the frames through expansion
and squeezing. Peng Zhou et al. [10] propose a method of
using a two-stream neural network for deepfake detection
where in one stream extracts the facial features from the input
and the other stream extracts the steganalysis features. Darius
Afchar et al. [11] propose a neural network architecture
which is widely used in the domain of deepfakes - MesoNet,
which is powerful and compact. Huy H. Nguyen et al. [12]
proposes the use of capsule networks to detect deepfakes
which is proven to perform better at the video level than at
the frame level. Chih-Chung Hsu et al. [13] a discriminator
is used in this compared to learning from a binary classifier
to effectively and easily detect deepfakes. Lakshmanan
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Nataraj et al. [14] published their work where co-occurrence
matrices are extracted on three color channels and a CNN
Model is trained. Huy H. Nguyen et al. [15] proposed the
concept of multitask learning which is used to detect areas of
manipulation in the fake video. Run Wang et al. [16]
published FakeSpotter where they monitored the behaviour
of the neuron, analyzed the pattern in which the neurons are
activated to capture features. Andreas Rossler et al. [17]
introduces a new deepfake dataset - FaceForensics++ along
with Patrick Kwon et al. [18] who introduce the KoDF, a
large-scale Korean deepfake dataset. Bojia Zi et al. [19] have
also introduced another challenging real-world dataset for
deepfake detection - WildDeepfake. Thanh Thi Nguyen at al
[20] summarized of techniques of deepfake creation and
detection at that time. Recently many new approaches have
been introduced in the deepfake detection domain like
Domain adaptation [21], GANs [22, 23], Generalization [24],
Dynamic face augmentation [25], N-Shot learning [26, 27],
Reverse engineering [28-30], Self-supervised learning [31,
32] and Vision transformers [33, 34].

2.1 Heart Rate Analysis

Lijun Yin et al. [35] performed heart rate analysis to
detect deepfakes, their method-ology PPG cells are generated
by extracting facial features using face detectors, identifying
faces with highest PPG stability and extracting regions of
interest, aligning non-linear ROI into a rectangular image so
that they form a face video, each image is now divided into
32 squares and the chromaticity of the PPG signal in each
square is found, using the 32 PPG chromaticity values, the
chromaticity of the entire image is found. Roberto Caldelli at
al [36] work aims to exploit inter-frame correlations which
are used as features for classification. J. Hernandez-Ortega et
al. [41] proposed the Motion model and Appearance model
with the normalized frames as input as published in their
work. The paper published by Steven Fernandes et al. [37]
proposes a simpler method for extraction of heart rates from
deepfakes compared to the existing techniques using a neural
ODE. The heart rate of the original videos is learnt by the
Neural ODE using which it can predict the heart rate of all
manipulated versions of the original video. Creating a
deepfake dataset using a commercial website, 320 videos
from DeepFake TIMI are also used. Heart rates of the facial
videos were extract-ed. This could be performed using any of
the methods listed below:

*  Measuring changes in skin colour caused by blood flow
patterns, this is performed by finding the average RGB
values in the regions of interest.

* The heart rate was calculated using the Fourier Fast
Transform The average optical intensity in the forehead
was found due to its stability across all frames and the
heart rate was found.

Colours in the frames are amplified and the intensity of
these colours are then used to identify the flow of blood. The
colour red is given special importance as it implies more flow
of blood in the given region.

2.2 Attention Feature Map

Hyeonseong Jeon et al. [38] proposed FDFTNet which is
a mechanism that is employed to increase the accuracy of
popular CNN Models. The core of this approach is to
introduce an image-based self-attention module called
attention feature map that uses only the attention module and
the downsampling layer. This module is added to the pre-
trained model and fine-tuned on data to search for new
features in the feature space to detect fake images.

3 METHODOLOGY
3.1 Pre-processing Stage

Our study uses the heart rate analysis method in order to
detect deepfakes as proposed by Hua Qi et al. [42]. The
videos used are from the Celeb-DF dataset [39].

3.1.1 Extracting Faces and Alignment of Frames

*  Preparing the dlib library for face detection.

*  Preparing MTCNN [40] for face extraction.

* After detecting and extracting the faces from each
frame, we process the frame by using 81 face landmarks
predictor and remove the eyes and the inner mouth
regions from the face.

*+  We save the newly extracted and processed face as a
jpg file, as shown in Fig. 1, representative of each frame
along with the facial landmarks as a NumPy file. (Each
jpg image from a given video are stored in sequential
order in each folder representative of that video)

Figure 1 Extracted face after aligning and removing eyes and mouth
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Figure 2 Resized faces
3.1.2 Resizing the Frames
*  The output from previous step is the input in this step.

These files are all of different dimensions. The aim of
this step is to make all the frames of equal dimensions.
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* The original dimensions of each jpg file representing a
frame are resized to the dimensions 300 x 300.

*  The resized frames, as shown in Fig. 2, are now saved as
jpg files.

3.1.3 Generating Face Video

*  We iterate through the folders containing frames of the
aligned faces.

* Using the ffmpeg tool, we now combine these resized
and aligned frames to generate a face video.

3.1.4 Generating Motion Magnified Video

»  For this step, we use an open-source tool called PyEVM.
A frame from a motion magnified video is shown in Fig.
3.

*  Spatial decomposition is performed on the video using a
Laplacian Pyramid.

* The spatially decomposed videos are now passed
through a temporal bandpass filter.

*  The resulting signal is amplified.

»  This amplified signal is now added back so as to generate
the motion magnified video.

Figure 3 A frame in motion magnified video

3.1.5 Creating Motion Magnified Spatio-Temporal Map (MMST
Map)

* Each frame in the motion magnified video is divided in
5 x5 grid of Region of Interest (ROI) blocks.

*  Pooling operation is performed for each block and each
color channel of the frame.

* The MMST map is generated for each video in which
each row represents a particular ROI block and the
corresponding columns of the row represents the
temporal variation of the block across all the frames
present in the video. A visual representation of the
MMST Map is shown in Fig. 4.

0

20
0 s0 100 150 200 250
Figure 4 MMST Map

3.1.6 Assigning Spatial and Temporal Weights to the MMST
Map

In this step, spatial and temporal weights are assigned to
the MMST Map. These weights are used to help with
detection of deepfakes.

*  The MMST map is passed through a pretrained MesoNet
for the spatial weights and the weight matrix W is
generated.

*  The MMST map is passed through a pretrained LSTM
for the temporal weights and the temporal weight matrix
T is generated.

+ The spatial weight matrix § is multiplied with the
temporal weight matrix 7, resulting in W, as shown in

Eq. (1).
W=S8*T" 1)

¢ The MMST Map, represented by X is now multiplied by
the product of Step 4 which is used as the input for the
detection models, as shown in Eq. (2).

A=X*w" ()

3.2 Detection Stage
3.2.1 AFMB-Net - Attention Feature Map + ResNet-18 + MB-
Conv Blocks

We are using an attention feature map along with MB-
Conv blocks and ResNet-18 as represented in Fig. 5. The
attention feature map is a method to help ameliorate the
accuracy of the baseline model along with the MB-Conv
Blocks that perform feature space extraction thus further
helping us to extract the most relevant features in
identification of deepfakes. By using the attention feature
map, we can develop long term dependencies through the use
of softmax outputs thus helping reduce computations. If the
CNN were to be used to develop the same dependencies, it
would take a large number of computations as it performs
computation only one time and only sees the kernel size.

Input MMST
Map Y ResNet 13 [ MBConv*4 [ Add BB Classify |
(300x25x3) 1

Attention
d Feature
Map

Figure 5 AFMB-Net Architecture
3.2.2 FrameNorm - Frame Normalization Method

The Motion model and Appearance model, shown in Fig.

6, as proposed in the works of J. Hernandez-Ortega et al. [41]

are used. This model is slightly different as we have taken the

input of this model as the motion magnified videos instead of
the MMST Map.

* The difference of frame at time t and at time 1 of
motion magnified video is taken and normalization is
performed on the difference.

* The frame at time ¢ is normalized and saved
simultaneously with the previous step.
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* The output of first step is then passed to the motion
model and the output of second step is passed to the
spatial model.

*  The outputs of both are multiplied and passed through a
fully connected dense layer.

" Mormalized (F(t) Motion
- F(t-1)) |l Model
Mation M

Normalized (F(t)) Spatial
Maodel

Figure 6 FrameNorm Architecture
4 RESULTS AND DISCUSSION

Our results obtained are depicted through Tab. 1. The
AFMB-Net architecture uses the ResNet-18 model as a
backbone. The ResNet is a powerful CNN architecture
widely used in image classification. This is mainly due to use
of deep residual networks in the architecture which reuse the
activation functions from the previous layers. The ResNet-18
is a lightweight version of the ResNet that provides high
accuracy. The Celeb-DF dataset is a challenging dataset for
deepfake detection where most models fall short. In order to
enhance the performance of the ResNet for deepfake
detection, we have used MBConv blocks and an Attention
Feature Map. The Attention Feature Map works by giving
special attention to the RGB channels. The MBConv blocks
work by performing the squeezing and expansion of the
input. This performs feature space extraction on the input and
thus further helps extract important features. The AFMB-Net
architecture gave us a training accuracy and testing accuracy
of 97.91% and 95.19% respectively. Using the above-
mentioned intuition, the ResNet-18, MBConv blocks and the
Attention Feature Map have helped achieve this accuracy.

Table 1 Models Performance

Metric
Training Accuracy Testing Accuracy
AFMB-Net 0.9791 0.9519
FrameNorm 0.8538 0.7538

Model Architecture

The FrameNorm architecture on the other hand gave us
a testing accuracy of 75.38% and training accuracy of
85.38%. By the use of the Motion model, we aimed to ex-
tract maximal information between two consecutive frames
in order to help us detect any inconsistencies over time
(similar to the Heart Rate Analysis). The use of motion
magnified videos as input allowed us to further enhance any
inconsistencies between consecutive frames along the
temporal and spatial domains. Similarly, the Appearance
model was used to detect any inconsistencies within the
spatial domain of a single frame. The use of motion
magnified videos further helped detect any inconsistencies.
This combination of Motion and Appearance model helped
us classify deepfakes.

5 CONCLUSION

Through the course of our work, we have aimed to show
the use of the heart rate analysis method in the detection of
deepfakes. We believe that this method is fool-proof as the
heart rates of individuals cannot be generated by GANs and
are unique to each person. The proposed methodology is to
implement a biological signal extractor in the form of PPG
cells or spatio-temporal cells which is passed through
different Machine Learning Models. The dataset used for our
experimentation is the Celeb-DF dataset. This dataset
provides high quality deepfake videos that are difficult to tell
apart from real videos using the naked eye alone. Using the
attention feature map, a machine learning method that is used
to increase the accuracy of Convolutional Neural Networks,
the MBConv Blocks for feature space extraction and
developing long term dependencies, we see an increase in the
accuracy achieved on the ResNet-18, 95%. The FrameNorm
architecture however gave us a testing accuracy of 75.38%.

Some limitations encountered were:

*  Objects in front of the Face: Any objects in front of the
face will cause the model to not be able to identify/detect
the face thus hindering the creation of MMST Map.

*  MMST Map Dimensions: The size of the MMST Map is
of the dimensions 300 x 25 x 3, this may have led to
lower levels of accuracy than if the model had height and
width of same or similar dimensions.

* As illustrated by the work carried out, it is apparent that
our intuition on the use of heart rates for the detection of
deepfakes is rightly justified and yields good results in
the detection of deepfakes.

Notice

The paper was presented at the International Congress of
Electrical and Computer Engineering ICECENG"2), which
took place in Bandirma (Turkey), on February 9-12, 2022.
The paper will not be published anywhere else.
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