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Abstract: Ukraine became the object of military
aggression by Russia, which became the realiza-
tion of the final phase of hybrid aggression. This
aggression has been carried out without stopping
all the time since the independence of Ukraine.
Economic blackmail, gas wars, the Budapest
memorandum, internal destabilization, the 5th col-
umn and Russian citizens in the Ukrainian govern-
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ment, the Russian church in Ukraine, the distribu-
tion of pro-Russian content in the information field
of Ukraine etc. All of these events were elements
of Russian "soft power" against Ukraine which cre-
ated favorable conditions for the final blow by the
so-called 2nd army of the world.

Keywords: Ukraine, Hybrid aggression, NATO,
Russia

Introduction

The NATO Science and Technology Organization has
launched a SAS-161 international project / Military aspects of
countering hybrid warfare: experiences, lessons, best prac-
tices under the framework of NATO — Ukraine Platform on
Countering the Hybrid Warfare [1]. Project were completed
before the large-scale invasion of the Russian troops on the
territory of Ukraine. We will compare it with the current situ-
ation. We would like to give attention to the monograph “Mil-
itary Aspects of Countering Hybrid Aggression: Ukrainian
Experience” prepared by an authoring team of the National
Defence University of Ukraine during 2019-2020 in the
framework of the KALMIUS research work [2].

The monograph addresses various aspects of a hybrid aggres-
sion concept, summarizes current views on counteracting sce-
narios and the use of military and non-military tools in the
integrated Joint Forces Operation, provides appropriate meth-
odological and practical guidelines for countering hybrid
threats.

The main results of scientific research defined:

1. systemic features of modern military conflicts;

2. systemic military-political features of the military
conflict on Ukrainian territory;

3. systemic features of the transformation of the re-
gional military-political situation during 2012-2021;
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4. long-term interests and current goals of military and
political forces in the region around Ukraine;

5. features of the use of troops (forces) in counteracting
the armed aggression of the Russian Federation in
Ukraine and recommendations for counteracting
"Hybrid" threats from the Russian Federation at sea.

Russian agression

At the geopolitical level, the conflict in Ukraine was caused
by Russian foreign policy reversal towards competitive con-
frontation with the West and restoration of Russia’s imperial
essence. At the regional and military-strategic level, the
causes of the conflict were Russia's restoration of its domi-
nance within the USSR's territorial boundaries and further ex-
pansion of its influence on the territory of the former Warsaw
Pact, as well as the threat to Russia and access to the Middle
East.

Each conflict has its own features and peculiarities. But the
conflict which took part on the Ukrainian territory has demon-
strated a qualitative leap in forms, methods and procedures of
using state resources to achieve political objectives. The Rus-
sian Federation preferred the use of military, informational
and psychological, as well as economic and political re-
sources.

Actions that can be classified as the armed aggression were
carried out only by the Russian Federation. Such actions
were:

1. temporary occupation of the Ukrainian AR of Cri-
mea;

2. sending armed groups of regular and irregular forces
to Ukrainian territory;

3. fire support of combat actions of illegal armed groups
in eastern Ukraine from units of the Armed Forces of
the Russian Federation;
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4. Dblocking Ukrainian ships travelling to ports on the
Azov coast.

According to Ukrainian legislation, the actions of the Russian
Federation fall under the definition of the armed aggression.
From the perspective of the large-scale use of military force,
Ukraine’s accession to NATO, coercive return of the AR of
Crimea and coercive restoration of control over the occupied
territories are unacceptable to Russia. Russian leaders have
formed a “second echelon” of intervention.

On the eastern border with Russia and in the temporary occu-
pation Crimea, the Russian military command has already de-
ployed a nearly 100,000-strong group of career servicemen
which outnumbers the occupying forces in terms of combat
readiness. We would like to emphasize that it was written in
the year 2020. Threats of a military (and hybrid) nature
formed not by purely military but rather non-military factors
require equally comprehensive response.

Countering Hybrid threats

It should be noted that countering hybrid threats is a complex
process due to a large number of different factors shaping
these threats and difficulties in predicting changes in the in-
tensity of their impact. In order to practically implement the
determined forms and methods of integration of military and
non-military forces and means of counteraction, we have pro-
posed the Conceptual model of managing the integrated coun-
termeasures potential (Figure 1).

It gives an opportunity to substantiate a rational composition
of forces and means for de-escalation of the identified threats
and assess real possibilities for neutralization of specific mil-
itary threats and threats with signs of “hybridity”. It also eval-
uates the effectiveness of the use of forces and means of indi-
vidual Ukrainian security and Defence sector components in-
tegrated to counter the threat.
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One of the main conclusions from Russia’s hybrid war against
Ukraine is that the role of its information component has mul-
tiplied. It gives an opportunity to substantiate a rational com-
position of forces and means for de-escalation of the identi-
fied threats and assess real possibilities for neutralization of
specific military threats and threats with signs of “hybridity”.

It also evaluates the effectiveness of the use of forces and
means of individual Ukrainian security and Defence sector
components integrated to counter the threat. One of the main
conclusions from Russia’s hybrid war against Ukraine is that
the role of its information component has multiplied.
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Figure 1: Model of Managing the Integrated Potential of
Countering Military and Hybrid Threats to Ensure the As-
signed Level of State Military Security.

In resource-limited setting, the state should use all possible
forms of attracting non-government actors through public-pri-
vate partnerships and liaison with civil society structures and
individual citizens to effectively support cyber defence. One
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of the state’s main tasks on ensuring information security of
the MoD and the UAF is to arrange and perform counteraction
to the adverse information and psychological impacts on the
UAF personnel. This necessitates establishment of an appro-
priate system (Figure 2). Strategic communication mecha-
nism is the most important element of ensuring state infor-
mation security and counteracting the hybrid aggression
against Ukraine. Strategic communications should be consid-
ered as activity which is coordinated at the strategic (military-
political) governance level and aimed at managing decision-
making processes both within the country (group of countries)
and abroad to defeat the enemy.

A High Mobility Internal Communications Groups Project
has been implemented with support of US and Ukrainian part-
ners as part of implementation of the strategic communica-
tions concept in the UAF to introduce new technologies of
internal communications in Joint Forces units. The goal of the
Group was to establish communications within military units,
in particular between units and brigade headquarters. The
tasks accomplished by the high mobility groups allowed cre-
ating an effective system of internal communications between
commanders and personnel, to maintain and restore moral and
psychological condition of units and their psychological read-
iness to perform combat tasks.

Particularly effective element of the work was the organiza-
tion of constant feedback with staffs and units and obtaining
objective information by the leadership of the Armed Forces
of Ukraine, identification and prompt resolution of problem-
atic issues that negatively affect the moral and psychological
condition of personnel.

The organization of interaction between the Armed Forces of
Ukraine and the civilian environment (governmental and non-
governmental) in the areas of deployment of military units or
in the areas of deployment to perform assigned tasks is an ur-
gent task that relies on civil-military cooperation.
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An important component of the Joint Forces' activity was the
Humanitarian Initiative of the Joint Forces Command "Help

East" - a multidisciplinary program of targeted actions to help

civilians in Donbass.
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Figure 2: The Structure of the Existing System of Countering
Adverse Information and Psychological Influence on the Per-

sonnel of the Armed Forces of Ukraine

Strategic Communication and CIMIC
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CIMIC servicemen work both in the "gray zone" and along
the line of contact. In addition, CIMIC groups are making
considerable ‘efforts to release Ukrainian servicemen from
captivity. The priorities of the Joint Forces Organization in
the humanitarian sphere are protection of the civilian popula-
tion, creation of conditions for sustainable social and eco-
nomic development of the region, building the capacity of the
CIMIC forces with the Joint Forces Command and state and
local authorities, cooperation with international humanitarian
organizations.

The groups of the Central Command of the Armed Forces of
Ukraine are tasked with coordinating the activities of public
authorities, international humanitarian organizations in the
field of mine safety, delivery of humanitarian goods, restora-
tion of critical infrastructure (electricity, gas, water supply
systems), housing repair. There is a need to deepen the dia-
logue on the use of existing methods of providing UN military
assistance, based on acts of international law, due to full-scale
war Russian Federation against Ukraine.

The choice by the military-political leadership of the state of
an appropriate strategy for settling the conflict is impossible
without taking into account the behavior of the other side of
the conflict and the nature of the assistance provided to it.
Such assistance can be provided simultaneously in many ar-
eas of existing conflict (political, economic and financial sup-
port, supply of weapons and equipment, training, etc.).

The experience of conflict resolution in eastern Ukraine has
shown that Russia's support to the self-proclaimed republics
is comprehensive and increases or decreases in areas that cor-
respond to the overall strategy of creating a certain environ-
ment of influence on Ukraine's leadership. Cooperation with
NATO in the framework of Security Force Assistance is a
promising area of foreign military assistance to counter "hy-
brid" threats, as this area of the Alliance's activities is aimed
directly at strengthening the security and defense capabilities
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of Partner countries, which NATO is now Ukraine. Analysis
of the information field around Ukraine made it possible to
predict scenarios for the development of a military conflict
with Russia.

The selected complex factors make it possible to obtain one
baseline and four derivative scenarios of the situation,
namely:

1. “Slow movement” — to preserve insufficiently stable
democratic development in Ukraine and bring into
question its affiliation to the European political tradi-
tion while preserving the current level of support by
the EU and the USA.

2. “Independence” (positive) — a steady increase in the
stable democratic development (Ukraine's accession
to the EU and NATO) while increasing the level of
trust and support by the world community and pro-
tecting Ukraine's informational space.

3. “Balancing on the rope” — destabilizing the demo-
cratic development in the country in the background
of large-scale aggression of the Union (Common)
State against Ukraine and practical loss of support by
the European community.

4. “Little Russia” (negative) — the destruction of
Ukraine's democratic development (Ukraine be-
comes a satellite of the Russian Federation), Ukraine
loses its confidence in the world community's sight,
that is why they block their assistance and support.

5. “Russian peace” (advance of Russian “peacekeep-
ers”) — despite the continued support of Ukraine's
pro-European state policy by NATO and other coun-
tries, there is the destabilization in the socio-political
situation while the advancing of the so-called “peace-
keeping forces” by Russia.

The assessment of possible scenarios shows that there would
be some combined variant in reality with the separate features
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of the proposed scenarios. The probability of future events in
each scenario is approximately the same and depended on the
local elections in Ukraine, presidential and parliamentary
elections, etc. However, the probability of large-scale armed
conflict Russian Federation against Ukraine is very high un-
der the scenario “Balancing on the rope”.

The best course of events in Ukraine is based on the “Inde-
pendence” scenario. Thus, the current situation (circa
2019/2020) contains preconditions for several variants of the
possible political situation around Ukraine under armed ag-
gression by the Russian Federation. However, in the coming
years, this future would be limited by two key constants —
large-scale armed aggression by Russian Federation and the
final settlement of the political situation between Ukraine and
Russian Federation.

On the eve of invasion by the armed forces of Russia, the
question of Ukrainian territorial defence against hybrid
threats remains acute [3]. Historical experience shows that
territorial defence is one of the most difficult aspects of war-
fare. Much depends on the strength of the enemy’s military
potential and an in-depth analysis of their methods of military
action, but consideration must also be given to the domestic
political situation. Formation of a modern system of territorial
defence, integrated into the general defence system of the
state under the leadership of the Commander-in-chief of the
Armed Forces. These should be able to successfully maintain
martial law whilst also organizing the reliable protection and
defence of critical state infrastructure (especially military)

[4].

Conclusion

Summarizing the above, it should be noted — Russia's policy
on the world stage is systematic and coordinated. The Krem-
lin uses a wide arsenal of means of "hybrid" aggression to im-
plement tactical tasks, among which we can single out the
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