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Abstract - In this era of smartphones, a huge amount of multimedia files like audio, video, images, animation, and plain text are
shared. And with this comes the threat of data being stolen and misused. Most people don't think about the security of data before
uploading it to any platform. Most apps used on smartphones upload our data to their server. Not only this, but other third-party
apps can also read that data while it is being transmitted. One solution to this problem is encrypting the data before sharing it and
decrypting it back at the other end so that even if it is intercepted in between the transmission, it would be impossible to decrypt it. In
this paper, a newly designed hybrid encryption algorithm EMAES that includes the efficiency of MAES (Modified Advanced Encryption
Standard) and security of ECC (Elliptic Curve Cryptography) was implemented in MATLAB as well as in android studio 4.0. using a
mobile messaging application. Also, it was tested for different speeds and security parameters. Further, it was compared with standard
algorithms like the RC4, RC6 and Blowfish as well as with other hybrid algorithms like RC4+ECC, RC6+ECC and Blowfish+ECC. The
EMAES was found 30% more efficient in terms of encryption and decryption time. The security of EMAES also showed improvement
when compared with other hybrid algorithms for parameters like SSIM (structural similarity index measure), SNR (Signal to Noise
Ratio), PSNR(Peak Signal to Noise Ratio), MSE (Mean Squared Error) and RMSE (Root Mean Squared Error). And finally, no significant
improvement was found in the CPU and RAM usage.
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1. INTRODUCTION tended with dual-layer security with the combination
of ECC where ECC (Elliptic Curve Cryptography) is used
to generate a random key every time for MAES. The hy-
brid algorithm was then implemented in MATLAB as
well as in the Android app for comparison with other
our previous research work, we modified the original al- standard algorithms like RSA, ECC, AES, RSA+ECC, etc...
gorithm and found that its efficiency improved by 68%. in terms of efficiency and security. The resultant hybrid

The implementation of this Modified AES (MAES) algo- algorithm EMAES (ECC and MAES) proved to be more
rithm in MATLAB software was done in [1]. efficient and secure for sharing multimedia files as

compared to other algorithms.

The most commonly used security encryption algo-
rithm is Rijndael, which is also known as AES (Advanced
Encryption Standard) in the standardized form. It is used
in the WPA2 security standard for Wi-Fi networking. In

Current research is being done to make MAES more
secure; for that, dual-layer security with the combina- The original name of AES (Advanced Encryption
tion of another algorithm is proposed. MAES was ex-  Standard) is Rijndael and was selected by NIST during
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the AES selection process [2]. It is the first and only al-
gorithm that is a publicly accessible cipher approved
by the National Security Agency (NSA). It is based on
substitution—permutation network design principle
and is efficient for both software and hardware. AES
performs well on a large variety of hardware, from 8-bit
smart cards to high-performance computers. It has a
fixed block size of 128 and three categories of key sizes
128,192, or 256 bits. It operates on a 4 x 4 column array
of bytes. The key size used for an AES cipher specifies
the number of transformations rounds to produce ci-
pher from plaintext and vice versa, it moves through 4
major functions in each round i.e.

SubBytes - based on a lookup table each byte is
substituted with another by a non-linear substitu-
tion step.

ShiftRows - last three rows of the state are cycli-
cally shifted several times in this transposition step.

«  MixColumns - it operates on the columns by com-
bining the 4 bytes in each column of the state by a
linear mixing operation.

AddRoundKey - using bitwise xor each byte of the
round key is combined with each byte of the state.

MAES (Modified Advanced Encryption Standard) is
the faster version of AES. After reviewing the encryp-
tion algorithms, AES was found to be more secure and
compatible with both hardware and software [3]. So,
we decided to improve its efficiency as per today's
requirements. Generating the same sbox and inverse
sbox every time was requiring more CPU time. Also, in
the mixcolumns part, a large number of multiplication
processes were consuming more CPU time.

AES generates an SBOX having 256 entries and an In-
verse SBOX by calculating inverse GF (28) of all the 256
entries every time it is initiated. This research eliminates
all these calculations by adding a fixed SBOX as well as In-
verse SBOX. At the time of the mixcolumns() procedure,
AES multiplies all the substituted data which will be one
element from SBOX with a poly matrix as shown in Fig. 1.

S1 |S2 S3 S4 cl nl
S6 | S7 S8 S5 c2 n2
$10 | S11 | S12 | SO & c3 = n3
$14 | S15 | S16 | S13 c4 n4
Constant matrix old new
column column

Fig. 1. Mix columns process in AES

To multiply just four bytes from data, the CPU will go
through the below-given calculation:
SBOX’O,C =({02}- sboxorc) + ({03} - sboxlyc) + sboxzrc + sboxlc

SBOX’Lc = sboxolc + ({02}« sboxm) + ({03}« sboxz'c) + sbox3lc
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SBOX,Z,C = sboxolc + sboxLc + ({02}« sboxzyc) + ({03} sbox3lc)
SBOX', = ({03}« sbox, ) + sbox, +sbox, + ({02} - sbox, )

MAES solves this calculation problem by taking two
fixed matrices i.e.,, SBOX2 and SBOX3. Where in

SBOX2, . =SBOX . x2

RC) (RC)
SBOX3 . =SBOX  _ x3

(RCO) RQ)

This will eliminate a lot of excessive computational load
on the CPU and increase the speed of operation. Results in
[4] show that the percentage improvement in the encryp-
tion process is 65.386% as described in Table 1.

Table 1. Comparison of AES and MAES algorithms

Execution Time

Improvement
Modified in efficiency
Input Data Type AES A due to
(second) (second) Modifications
Text (1024 bytes) 7.548 4.506 40.30%
Audio (40000 bytes)  166.633 38.575 76.99%
Image o
(777845 bytes) 1019.369 215.308 78.87%
Average Percentage
improvementin 65.386%

efficiency

ECC (Elliptic Curve Cryptography) algorithm is based
on the algebraic structure of elliptic curves over finite
fields, public key cryptography is done. Fig. 2 shows
examples of such elliptic curves. Elliptic curve-based
algorithms use slightly smaller key sizes than the vari-
ants of the non-elliptic curve. The disparity in the cor-
responding key sizes increases significantly with rising
key sizes. ECC is a public key cryptography (PKC) that
has authentication keys, both public and private over
finite fields which are based on elliptic curves [5].

In this paper, the EMAES i.e, ECC + Modified AES is
implemented in ANDROID STUDIO 4.0 for encrypting
and decrypting data in a Wi-Fi Direct chat application
for smartphones. Because it is the only practical way to
test the algorithm physically on the network with all its
aspects. The application is tested on 5 different android
phones having different configurations. Also, EMAES
is compared with standard encryption algorithms like
Blowfish, RC4, and RC6 in the same scenario as in [6-8].
Similarly, it is also tested and compared with the latest
hybrid algorithms. Finally, we could conclude from the
results that EMAES is approximately 30% more efficient
(speedy), uses 25% fewer resources, and is secure as com-
pared to another standard as well as hybrid algorithms.

1.1. RELATED WORK

An improved hybrid cryptographic framework is pre-
sented in [9] for an efficient cancellable biometric au-
thentication system that is more secure against hackers.
The main contribution of this work is the incorporation
of Rubik's Cube encryption into a hybrid framework
containing AES, RC6 and Chaos encryption algorithms.
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Experimental simulation results confirm the promising
results of the proposed Hybrid Encryption framework
for efficiently encrypting stored biometric images.
Therefore, it is more suitable for protecting biometric
templates compared to traditional methods.

An investigation on secure communications based
on hybrid encryption algorithms to improve encryp-
tion algorithms for wireless sensor networks was done
in [10]. The study proposed an encryption scheme that
combines the advantages of AES and ECC. This docu-
ment uses hybrid encryption technology and selects
the AES symmetric encryption algorithm to encrypt
the data while the ECC algorithm encrypts the key and
the HMAC algorithm to authenticate the message and
ensure message integrity. Through simulation verifica-
tion, it is found that this process significantly improves
performance.

P+Q+R=0 P+Q+0=0

The hybrid approach described in [11] combines
AES, ECC, and SHA256. Referring to existing methods,
the proposed hybrid solution is similar to encrypting
both text and images using the AES algorithm. The
proposed method is more efficient than the previously
considered methods because it is more efficient in en-
crypting text. The proposed method is less efficient for
image encryption than the current method.

Hybrid encryption of cross-border e-commerce in-
formation is implemented in [12] through the steps of
key and private key generation, key management and
distribution, and key exchange in hybrid encryption.
Experimental Results Compared to the existing encryp-
tion methods, the experimental results show that the
hybrid encryption method developed in this paper has
a longer decryption time and a reduced data error rate
of 2.44 MB, resulting in higher security.

3 4
{ p'l"
\ |‘.
P+Q+0=0 PayPrli=0

Fig. 2. Examples of Symmetric elliptic curves

In [13] a hybrid encryption method for quantum se-
cure videoconferencing combined with blockchain,
and adopt two "one-time pad" and AES quantum en-
cryption methods to solve the problem of the low-key
ratio of quantum keys was developed. A cache-efficient
query method based on a B+ tree was developed,
which was found to be 3.15 times more efficient than
the original blockchain query.

As per the authors of [14], the hybrid ECC-AES model
was found to take less time than the AES model and
other existing models. Current algorithms have certain
security issues, such as vulnerability to plaintext attacks,
brute-force attacks, side-channel attacks, and computa-
tional complexity. The proposed algorithm was able to
solve the key exchange problem experienced by AES.

The proposed HAC-based security authentication
method [15] achieves a minimum communication cost
of 0.017 seconds, a calculation time of 0.060 seconds,
and minimum memory usage of 2.502MB, respectively.
Hybrid cryptography functions in two ways. One relies
on Advanced Encryption Standard (AES) and Elliptic
Curve Cryptography (ECC), and the other on Rivest
Shamir Adleman (RSA) and AES.

In [16] proposed the idea to use Blowfish for encryp-
tion, Message Digest 5 (MD5) for integrity, and Elliptic
Curve Diffie Hellman (ECDH) for authentication. The
proposed algorithm gives the best results when using
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two computers (A and B) compared to many other al-
gorithms in terms of ciphertext size, encryption time,
decryption time, and throughput.

AES, ECC, and Serpent were used to design an encryp-
tion scheme to secure data in an IOT-enabled system.
The proposed scheme [17] improves security measures
using both symmetric and asymmetric cryptosystems.
A two-dimensional classification of existing studies
on hybrid cryptography models based on processing
phase and scope is presented in [18]. As a result, we can
compare the study with other current models that help
improve the performance of hybrid models after this
COVID-19 pandemic.

Article [19] presents a general model of various hy-
brid encryption schemes that improve data security.
This white paper also presents a comparative study of
various traditional and hybrid models actively used for
data security. The hybrid scheme can provide a higher
level of security than AES and should be chosen if maxi-
mum security is required.

Security issues of information transmission and meth-
ods of hybrid encryption algorithms were described in
[20]. It also considers and analyzes the different charac-
teristics of algorithms on different systems and some
common cases of hybrid cryptography, demonstrating
the advantages of combining them. A hybrid encryp-
tion algorithm enhances transmission security without
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causing additional problems. It also explains how, for
example, cryptographic algorithms can be combined
to increase security.

Lightweight hybrid cryptography techniques were
explored in [21], primarily using a set of rules based en-
tirely on AES for plaintext encryption and the Elliptic
Curve Diffie-Hellman (ECDH) protocol for key encryp-
tion. The simplicity of the AES implementation makes it
easy, and the complexity of ECDH makes it secure. The
design is simulated in Spyder Tool, and Modelsim and
implemented in Xilinx Vivado. The effect shows that
the proposed lightweight model offers a normal level
of security with reduced computational power. Along
with the realization of a project to implement multime-
dia input on his FPGA, a key authentication system for
enhanced security was proposed.

2. IMPLEMENTATION ENVIRONMENT

2.1.1. ANDROID

Android is a mobile operating system designed for
smart devices such as smartphones, smart tv, smart-
watch, etc. It is developed by Open Handset Alliance
and commercially sponsored by Google. It is an open-
source and free [22] operating system. It has been the
best-selling operating system in the world since 2011.
As of March 2020, the app store i.e., Google play store
features more than 2.9 million applications.

2.1.2. ANDROID STUDIO

Designed specifically for Android development
and built on JetBrains' IntelliJ IDEA software, Android
Studio is the Android operating system's official IDE
(Integrated development environment). It supports
developers to design, code, test and launch the appli-
cation easily and fast. It contains various tools for learn-
ing android applications, designing the user interface,
coding, compiling and debugging environments along
with various testing features.

Developers can create virtual android devices to
test the application. Android Studio also supports the
installation of the application on real android devices
and the logging of performance statistics.

2.1.3. ANDROID APPLICATION

A software application developed to run on android
supported devices. It is distributed as a .apk file that
contains all the resources of that application. Android
apps could be coded in various languages such as java,
c++, kotlin, etc., using an android software develop-
ment kit and JVM i.e., Java Machine. The official devel-
opment environment is called Android Studio.

2.1.4. WIFI DIRECT

Wi-Fi CERTIFIED Wi-Fi Direct® is a Wi-Fi connection
without the requirement of a wireless router or an in-
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ternet connection. Like Bluetooth, Wi-Fi is a way of
communicating wirelessly. The concept of “ad-hoc” Wi-
Fi mode has similarities with Wi-Fi Direct [23]. However,
Wi-Fi Direct has an easier way to automatically discover
and connect to nearby devices like cameras, Mobile
phones, PCs, printers and gaming devices compared
to an ad-hoc Wi-Fi connection. Using the latest Wi-Fi
security i.e., Wi-Fi Protected Setup™ supported devices,
one can make a point-to-point connection or a group
of several devices can connect simultaneously and ex-
change files, play media, print documents or display
screens between them [24].

3. PROPOSED WORK

3.1.1. EMAES

The EMAES is an improved version of MAES where
MAES improves the efficiency of AES and EMAES pro-
vides better security to it. AES is almost impossible to
crack without the knowledge of its KEY. As we used
MAES in a mobile chat application, it was necessary to
share the key with the receiver so that the data could
be decrypted. When we share the key wirelessly, it be-
comes vulnerable to attacks from third-party intruders.
i.e., hackers/crackers who can read the key and then
decrypt the data easily. As a solution to this, we used
the ECC algorithm that helped to generate random pri-
vate and public keys. Here, both devices (same appli-
cation in two different smartphones) share their public
key and create a shared key with the help of their pri-
vate key and others’ public key. Now this shared key is
used as KEY to encrypt and decrypt the data in MAES.

Generate shared key

using self-private key

and receiver’s public
key

Generate public key
and private key using
ECC

Encrypt data using
the shared key inside
MAES algorithm

Encrypted Data

Fig. 3. EMAES algorithm Encryption process

The EMAES algorithm encryption process is de-
scribed in Fig. 3. At first, 256 bits of public key and
private key will be generated. The sender and the re-
ceiver will have to exchange their public keys to share
the data. A shared key will be generated using its own
private key and the receiver's public key. This shared
key will be used as the KEY in the MAES algorithm to
encrypt the data.

The decryption process of the EMAES algorithm will
be the same as the Encryption process. As shown in
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Fig. 4, the decryptor end will generate a public key and
a private key. Also, a shared key using a self-private key
and the sender’s public key will be generated. Then the
shared key will be used in the MAES algorithm as a se-
cure key and the encrypted data will get decrypted.

Generate shared key

using self-private key

and receiver’s public
key

Generate public key
and private key using
ECC

Decrypt the
encrypted data using
the shared key inside

MAES algorithm

Decrypted Data

Fig. 4. EMAES algorithm decryption process

Here, the shared key in ECC can be generated in any
size i.e., 128, 198, or 256 bits according to the require-
ment of MAES.

This way EMAES algorithm gives us all the advantages
of AES along with improved speed through MAES and
better security through ECC. We get dual layer security
where data and key both are hidden from third parties.

3.1.2. EMAES chat app

EMAES chat app is a testing tool in the form of a chat
application on the android platform. One can select
any encryption algorithm provided in it and test them
all one by one. This application requires Wi-Fi and lo-
cation service to be kept ON. The user can connect to
another phone and then test the selected encryption
algorithm by sending and receiving multimedia mes-
sages. The messages sent and received through the
application are encrypted as well as decrypted using
the selected encryption algorithm.The test parameters
recorded in the google firebase real-time database are
later used for the comparison of algorithms.

3.1.3. Application Flow

Fig. 5 shows the connection screen of the app en-
cryption algorithm for testing purposes. Currently
available algorithms are EMAES (proposed in this arti-
cle), MAES, AES, AES+ECC, BLOWFISH, BLOWFISH+ECC,
RC4, RC4+ECC, RC6, RC6+ECC. The option of NO EN-
CRYPTION is also available which sends data without
encryption. On the next screen, the user can connect
with another android phone with the EMAESChat app
installed and opened.

3.1.4. Chat room screen

After starting the chat room, the application instantly
generates the private and public keys and sends them
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to the other user only if one of the algorithms with ECC
is selected. Similarly, the app receives the public key
of the opposite user and generates the shared key. In
other cases, a simple 32-bit constant key is selected as
the public key. Users can send text messages as well as
multimedia files like drawings, images, audio, video, and
other file formats on the chatroom screen. A screenshot
of the chat room screen is shown in Fig. 6. When the user
presses the send button, the application converts the
data selected to be sent in string format and encrypts
that string with the selected encryption algorithm. At
the receiver end, the application receives the encrypted
message and decrypts it with the selected algorithm us-
ing a generated shared secret key. Its decryption results
in a string that is converted into the exact original mes-
sage sent by the sender. The same process is repeated
every time the user sends and receives the messages.
The shared key will expire when the user exits the chat
room if it is previously generated by the system.

€ eMaEschat

NO ENCRYPTION

AES+ECC

BLOWFISH

BLOWFISH+ECC

RC4+ECC

(2]
o

RC6+ECC

N

1§

Launch Chat

Disconnect

Fig. 5. Screenshot of connection screen
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Fig. 6. Screenshot of chatroom screen sending and receiving messages

4. RESULTS

In Table 2 multimedia files like text, image, audio,
and video files are used to encrypt and decrypt with
EMAES. This table shows the size of each file and the
time taken to encrypt and decrypt the data. The origi-
nal file is compared with the decrypted file to search for
errors or noise using the parameters like SSIM (struc-
tural similarity index measure), SNR (Signal to Noise
Ratio), PSNR(Peak Signal to Noise Ratio), MSE (Mean
Squared Error) and RMSE (Root Mean Squared Error).
The data after decryption was found exactly the same
as the original. Also, table 2 shows the utilization of re-
sources like CPU, RAM, and NETWORK while encrypt-
ing, sending, receiving and decrypting the data, similar
to the work done in [25]. Here, 56kb of text took 0.049
seconds to encrypt and 0.035 seconds to decrypt with
0 noise and errors. Same way, 1.82 MB of audio took
1.1 seconds to encrypt and 0.52 seconds to decrypt.
Many other file types like .wav, .pdf, .doc, etc., were also
tested successfully during the research.

Table 2. Proposed work implemented
on multi-Media files

PARAMETERS  TEXT AUDIO IMAGE VIDEO
size 52 kb 1.82MB 4MB 27MB
Encryption 0.049 1.1 36.40 93.16
Time (sec)
L 0.035 052 17.99 5421
Time (sec)
SSIM 1 1 1 1
PSNR INF INF INF INF
SNR 0 0 0 0
MSE 0 0 0 0
RMSE 0 0 0 0
CPU (%) 12 24 29 37
RAM (MB) 121 131 261 315
NETWORK 39.23 49.90 59.10 6532
(bps)
406

Table 3 depicts the comparison of EMAES with stan-
dard algorithms like Blowfish, RC4, and RC6. All the
algorithms were implemented in the EMAESChat app
and compared based on various parameters while
sending and receiving messages. 10kb, 100kb, and 1
MB data were considered for small, medium, and large
sizes respectively. The parameters considered for com-
parison were Encryption time, Decryption time, SSIM,
SNR, and MSE. The table also shows the utilization of
resources like CPU, RAM, and NETWORK while sending
and receiving multimedia files. A comparison of EMAES
with hybrid algorithms like Blowfish+ECC, RC4+ECC,
and RC6+ECC is depicted in table 4. The comparison
parameters used were the same as that in table 3.

A comparison of EMAES with both standard and hy-
brid algorithms shows that EMAES provides better secu-
rity as it is completely based on AES. Also, it has the ad-
vantages of ECC. Moreover, its strength can be seen by
comparing SSIM (Structure Similarity Index), SNR (Signal
to Noise Ratio), and MSE(Mean Squared Error) values, as
they are more reliable than that of any other algorithms.

A chart based on table 3 is shown in Fig. 7. This will allow
us to visualize the numerical differences between EMAES
and other standard algorithms with the parameters con-
sidered for testing. It could be seen from the chart that the
average execution time (encryption and decryption) of
EMAES is 0.90 sec which is the fastest. The second fastest
is Blowfish with 1.29 sec. Hence, we can say that EMAES is
at least 30% faster than all the standard algorithms. Also,
the resource utilization is 25% less than other algorithms.
But for this security is not compromised.

Fig. 8. represents a chart based on Table 4. With the
help of this, comparison parameter values used to com-
pare the EMAES with other hybrid algorithms could be
analyzed. It was seen that the average execution time
of EMAES was 0.90 sec and that of the fastest hybrid
algorithm i.e., Blowfish+ECC was 0.98 sec which is still
8.1% faster. Also, resource utilization and security were
not compromised.
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Table 3. Comparison of EMAES with standard algorithms

Data size SSIM SNR MSE

Algorithms Medium / e e Similarity to-N?lse Squared (%) (kb) (bps)
Large) Index) Ratio) Error)
S 0.05 0.5 0.9 0 0 12 121 39.23
EMAES M 0.51 0.74 0.9 0 11 24 131 49.9
L 1.78 1.86 0.9 -1.3 53 29 261 59.65
S 0.07 0.07 1 0 0 12 122 10.1
Blowfish M 0.95 0.71 0.96 65 78 34 101 35.6
L 1.13 1.1 0.99 -1.8 4.2 21 168 65.3
S 0.03 0.04 1 0 0 18 141 23.1
RC4 M 0.31 0.38 0.96 0 70 22 137 61.1
L 3.32 2.7 0.99 0 24 29 161 78.8
S 0.59 0.91 0.99 0 2.2 16 204 20.6
RC6 M 0.58 0.59 0.9 0 121 19 246 223
L 2.64 1.95 0.99 -2.2 4.8 21 303 328
Table 4. Comparison of EMAES with hybrid algorithms
Comparison Bataize Encryptio  Decryption SSIM .SNR MSE (Mean CPU Network
Parameters / (Sm.all 4 Time Time (S?ru_c tur s (Slgn?l- Squared usage RAM usage throughput
Algorithms Bladinnl (seconds) (seconds) Similarity to-N?|se Error) (%) (kb) (bps)
Large) Index) Ratio)
S 0.05 0.5 0.9 0 0 12 121 39.23
EMAES M 0.51 0.74 0.9 0 11 24 131 49.9
L 1.78 1.86 0.9 -13 5.3 29 261 59.65
S 0.45 0.07 1 0 0 12 122 10.9
Blowfish+ECC M 0.75 0.71 0.96 65 78 34 123 36.1
L 1.93 1.97 0.99 -1.8 4.2 21 231 67.3
S 0.04 0.04 1 0 0 18 146 26.1
RC4+ECC M 0.32 0.38 0.96 0 70 22 154 61.9
L 3.21 3.1 0.99 0 24 29 211 79.4
S 0.6 0.98 0.99 0 2.2 16 211 23.2
RC6+ECC M 0.72 0.66 0.9 0 121 19 255 253
L 2.89 2.1 0.99 -2.2 4.8 21 335 34.8
1000
100
10

1 -
g e
en) I de) ' SSIM SN
0,1

|
adl ol 1l | |
| |
R MSE CPU RAM

Network

Fig. 7. Visual representation of comparison parameters of EMAES and other standard algorithms in
logarithmic scale to the base 10

1000
100 '
| I
. |'ﬂ_ W ) IIII. . _ _
crftion crgition SSIM SNR MSE CPU RAM Network
Tighe Tighe
0,1

Fig. 8. Visual representation of comparison parameters of EMAES and other hybrid algorithms in
logarithmic scale to the base 10
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5. CONCLUSION

This research proposes a new hybrid algorithm that
gives multiple benefits of speed, accuracy, and security
with minimum resource utilization.

The algorithm was previously designed as MAES i.e,
modified AES to increase efficiency. But AES is secure
enough only until its key is hidden. When we need to
share the data with another device, we also need to share
the key to decrypt the data. This was a big risk to data se-
curity. Then the combination of MAES with ECC improved
the security by making it a dual layer. Here, AES is well
known for data security while ECC gives a strong public
key technique that is next to impossible to hack.

The algorithm was previously tested in MATLAB to
check its security and efficiency against other encryp-
tion algorithms, the positive outcomes encouraged us
to test it in a live environment. Hence the EMAES was
implemented in an android chat application i.e, the
EMAESChat app which works on Wi-Fi-direct and was
tested in multiple android smartphones sharing differ-
ent kinds of multimedia files.

Finally, by comparing the results with standard as
well as hybrid algorithms, it could be concluded that
EMAES is on average at least 30% faster than the fastest
algorithm i.e., blowfish, and 8% faster in execution time
when compared with the fastest hybrid algorithm i.e.,
blowfish+ECC. In terms of resource utilization like CPU,
RAM, and network also EMAES is at least 25% better.
The most significant feature of EMAES is that it does not
compromise security while achieving efficiency.

Future work could include the implementation of
EMAES on FPGA and test with a large number of devic-
es on the Internet. It could also be tested in cloud com-
puting and loT environments. There is also the scope
for comparing it with other live streaming and video
calling algorithms.
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