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Blockchain architecture and its applications in a bank risk
mitigation framework
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School of Economics, Xihua University, Chengdu, P.R. China

ABSTRACT
This study proposes a simple two-period model to consider con-
sumers’ borrowing behaviour in a decentralised consensus and
information distribution platform. Based on this model, we
develop a bank risk mitigation framework and find that decentral-
ised digital identity and encryption technology are the most
important factors for attaining market equilibrium between
decentralised consensus and information distribution. Specifically,
the greater the scope of digital identity construction and the
more blockchain consensus records there are, the less likely the
borrower will default. Our study provides meaningful practical
implications for bankers and policy regulators to help them better
understand consumers’ borrowing behaviour and decisions
to default.
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1. Introduction

Financial turmoil in the last two decades has revealed that much work remains to
better understand the sources of bank risk and improve our monitoring tools (Li &
Zinna, 2014). Nijskens and Wagner (2011) argue that credit risk transfer affects bank
risk, regardless of whether the increase in bank risk is due to higher individual bank
risk or higher systemic risk. Additionally, information asymmetry between borrowing
and lending parties plays a vital role in credit risk transfer and bank credit manage-
ment. In this case, the opacity of commercial banks’ operations amplifies banks’ risk
transmission mechanisms (Clair, 1992). The rapid expansion of credit becomes a pre-
cursor to the banking crisis, which, to a certain extent, leads to a decline in asset
quality and further triggers the reallocation of assets (Reinhart & Rogoff, 2009).

Several studies have investigated the association between opacity and bank risk.
Zheng (2020) shows that opacity has a negative effect on bank loan growth, with this
effect being more pronounced for banks that are more reliant on wholesale funds.
Other studies have attempted to address the issue of adverse selection and informa-
tion asymmetry by examining the deposit insurance mechanism (Hou et al., 2016)
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and the social credit rating of borrowers and lenders (Hasan et al., 2013). Along with
enhancing information disclosure, these measures could alleviate the problem and
lessen adverse selection and information asymmetry. Nevertheless, the adverse selec-
tion and information asymmetry problem that induces bank opacity and bank risk
cannot be completely solved within the present theoretical framework provided by
banking studies.

Recently, researchers have developed theoretical models to study blockchain-based
applications, such as cryptocurrencies and smart contracts, based on economics and
finance theory (Cong et al., 2021; Cong & He, 2019). Cong and He (2019) study the
market equilibria between decentralised consensus and information distribution and
posit that smart contracts based on blockchain technology can mitigate information
asymmetry and improve welfare and consumer surplus, while distributing informa-
tion during consensus generation may encourage greater collusion. However, the
decentralised consensus and information distribution trade-off has not been fully con-
sidered in existing bank risk studies.

To fill this gap in the literature, we propose a simple two-period model to extend
Drozd and Serrano-Padial (2017) consumer default model and Cong and He (2019)
decentralised consensus and information model to consider consumers’ borrowing
behaviours in a decentralised consensus platform. We make the following
contributions:

First, this study is among the first to investigate consumers’ borrowing behaviour
and their default decisions in a decentralised consensus platform. Without decentral-
ised consensus, banks that provide centralised consensus often enjoy huge market
power. Traditional bank credit is granted when the borrower provides certain collat-
eral (secured debt) or obtains credit ratings from credit rating agencies (unsecured
debt). Both collateral and credit ratings involve high degrees of human intervention
and potentially lead to greater uncertainty and cost. Smart contracts may increase
contractibility and enforceability on certain contingencies if decentralised digital iden-
tity and encryption technology are in place.

Second, scholars have examined and provided important insights into risk mitiga-
tion in the financial sector over the past few decades. However, they have attempted
to provide solutions from a macro perspective (Eisenberg & Noe, 2001). For instance,
Capponi and Chen (2015) propose a multiperiod clearing framework and argue that
the level of systemic risk is mitigated through the provision of liquidity assistance.
Conversely, in this study, we investigate bank risk mitigation from a micro perspec-
tive. We divide consumers into consumers with digital identity and those without
digital identity to investigate the relationship between digital identity and the oppor-
tunity cost of digital scene construction. We also explore the importance of social
capital and credit prior probability by considering the trade-off between decentralised
consensus and information distribution featured by blockchain applications.

The main findings of our study are as follows. In a two-period consumer default
model, based on the bank risk mitigation framework, we find decentralised digital
identity and encryption technology to be the most important factors to attain market
equilibria between decentralised consensus and information distribution. Specifically,
the greater the scope of digital identity construction and the more blockchain
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consensus records there are, the less likely it is that the borrower will default in terms
of the impact of having a digital identity on bank credit risk. Owing to the informa-
tion disclosure of their digital identity in a decentralised consensus platform, digital
identity owners must bear greater costs if they want to collude with the recorder.
Therefore, if the owner of a digital identity wants to default, he or she must bear a
higher cost, with a corresponding smaller default risk.

The remainder of this paper is structured as follows. Section 2 reviews the existing
literature on bank risk mitigation, blockchain architecture, technology development,
and banking. Section 3 describes the two-period consumer default model of the bank
risk mitigation framework. Section 4 explores two important factors of the bank risk
mitigation framework: decentralised digital identity and encryption technology.
Section 5 presents some applications of blockchain technology in the banking sector.
Section 6 summarises the conclusions of the study.

2. Literature review

2.1. The bank risk mitigation literature

The use of information technology (IT) facilitates bank lending by mitigating adverse
selection and informational asymmetries (Dashottar & Srivastava, 2021; Osmani et al.,
2021). Livshits et al. (2016) argue that financial innovations based on improved IT
were a critical factor in the rise in aggregate borrowing and defaults in the US market
during the 1980s and the 1990s. They find that financial innovations lead to more
lending contracts, with each contract targeting small and niche groups and extending
credit to riskier borrowers.

Several studies have examined the use of IT to mitigate adverse selection and
information asymmetry and its effect on the provision of unsecured consumer credit.
Narajabad (2012) provides an informational explanation for the rise in household
bankruptcy, the increase in unsecured consumer debt, and the rise in the availability
of unsecured consumer credit in the US market. It is reported that credit availability
and borrowing increase when creditors have more accurate information on assessing
borrowers’ default costs with the help of IT development. Athreya et al. (2012) find
that asymmetric information is damaging to the functioning of the unsecured credit
market in general. Sanchez (2010) incorporates asymmetric information and costly
screening into a model of consumer debt and bankruptcy to study the role of the IT
revolution in the transformation of the unsecured credit market. These studies, how-
ever, focus only on the lending stage when investigating the effect of the extensive
use of IT on adverse selection and information asymmetry.

By developing a novel model of consumer default in which debt collection plays a
vital role in sustaining risky lending, Drozd and Serrano-Padial (2017) explore the
effects of IT progress on the collection of delinquent consumer debt. Their model
links IT improvements to debt collection and the supply of consumer credit. They
argue that IT mitigates information asymmetry because it allows creditors to concen-
trate collection efforts on delinquent borrowers who are more likely to repay.

Now, the blockchain technology represents the latest developments in IT and asso-
ciated financial innovations (Thakor, 2020). It provides a decentralised consensus and
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enlarges the contracting space through smart contracts. Cong and He (2019) posit
that smart contracts can mitigate information asymmetry and improve welfare and
consumer surplus through enhanced entry and competition, while distributing infor-
mation during consensus generation may encourage greater collusion.

2.2. The blockchain architecture literature

The blockchain technology broadly includes four aspects: peer-to-peer (P2P) network
design (Li et al., 2018), encryption algorithms (Singh & Singh, 2016), distributed
ledger technology (DLT) (Dai et al., 2018), and decentralised data storage (Ali et al.,
2018). It may also involve distributed storage, machine learning, virtual reality (VR),
and the Internet of things (IoT). However, the narrowly defined blockchain technol-
ogy only involves data storage technology, databases, or file operations. From the per-
spective of architecture design (Gudgeon et al., 2020; Zhao et al., 2020), the
blockchain can be divided into three levels: the protocol layer, the extension layer,
and the application layer, which perform the functions of data verification, data dis-
semination, and data representation at the bottom of the blockchain, respectively
(Figure 1).

The protocol layer consists of storage and network layers, offering network pro-
gramming, distributed algorithms, encryption signatures, and data storage. A block-
chain-based data storage and access framework can remove the total dependence on
a centralised repository. The files’ metadata are stored in the blockchain, whereas the
actual files are stored off-chain through distributed hash tables (DHTs) at multiple

Figure 1. Blockchain architecture.
Source: The authors.
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locations using a peer-to-peer network in this framework (Ali et al., 2018).
Recognition of the unique challenges of blockchain programming has inspired devel-
opers to create languages to encapsulate domain-specific script codes (Coblenz, 2017),
which is the basis for blockchain platforms, such as Ethereum, to facilitate transac-
tions on a decentralised computing platform among parties that have not estab-
lished trust.

The consensus and distributed algorithm play a crucial role in maintaining the
safety and efficiency of the blockchain (Mingxiao et al., 2017). This idea comes is
based on business logic, as it can greatly reduce the hardware circuit scale, easily
implement pipeline processing, and improve the execution speed of the circuit. Using
the right algorithm may significantly increase the performance of blockchain applica-
tions in the banking industry. In addition to decentralised ledgers and strong security,
nonrepudiation is another important property of information security in blockchains
(Fang et al., 2020). A digitally encrypted signature scheme effectively achieves nonrep-
udiation and plays a vital role in the bank risk mitigation framework.

The extension layer is responsible for the product development of the actual appli-
cation of the blockchain technology to drive economic and social development. It
consists of two categories based on different product lines. The first is intelligence
technology that facilitates business transactions in various trading markets, such as
smart contracts and tokens, and is an important channel for both fiat and crypto cur-
rencies. The second is used for processing literal data forms, such as documents, pic-
tures, e-books, and videos.

The application layer produces new financial formats or service models to upgrade
the financial system and promote the efficiency and quality of financial operations
and services (Zhang et al., 2020). The blockchain technology enriches financial scenes
through e-wallets, transaction URLs, major financial APIs, and the integration of
online and offline channels. The ecosystem and financial service system based on
blockchain applications can fully tap the potential needs of consumers and effectively
alleviate traditional financial risk issues, such as information asymmetry.

2.3. The technology development and banking literature

With the integration of big data and the financial industry, the analysis of borrowers’
historical transaction data by the banking industry has, to some extent, alleviated the
problem of incomplete information endowment in investment decisions caused by
information asymmetry. Further, the digital economy has reshaped the economic and
social forms globally based on its characteristics of dataisation, intelligence, and plat-
formisation, with the use of artificial intelligence (AI) data processing technology to
predict economic and financial risks proving to be better than traditional economic
intuition (Beutel et al., 2019). Moreover, recently, the growth rate of economic and
social data penetration into bank credit and financial supervision have been gradually
accelerating. Coupled with the catalytic effect of derivatives such as ‘financial acceler-
ators’, the systemic and bank individual risks caused by improper processing of bank
credit data cannot be underestimated.
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As the core of AI and cloud computing, data are shaping new industrial develop-
ments, that is, the fourth industrial revolution. This trend is gradually accelerating
with the deep integration of the IT and financial industries. While data bring oppor-
tunities to human society, they also pose risks. Issues surrounding data property
rights, data security, and privacy protection have become increasingly prominent. The
management differences in each data processing link have exposed issues at different
levels, such as corporate management and social systems. Therefore, data processing
technology has become the key to competition among major internet giants and has
given birth to new proposition-data governance (Abraham et al., 2019). With the
rapid accumulation of data capacity in the financial industry, the requirements for
data quality and computing capabilities continue to increase, and the importance of
data governance in the development of the banking industry has increased
significantly.

As a new technology spawned by global technological innovation and industrial
transformation, the blockchain technology has the potential to be adopted by finan-
cial organisations and banks for various applications (Syed et al., 2019). For instance,
blockchain applications can help alleviate individual bank risk as well as systemic risk
by providing industrial digital passes (Savelyev, 2018), smart contracts (Cong & He,
2019), and blockchain embedded credit systems for SMEs (Wang et al., 2019).

Wang et al. (2019) argue that the alleviation of information asymmetry and credit
rationing problems can be achieved through decentralised consensus and information
distribution among all participants. In addition, many studies suggest that the inte-
grated application of blockchain technology can play an important role in developing
the digital economy, regulatory technology, and data security (Kaal, 2020).

However, some scholars worry that the blockchain technology may cause market
anomalies and thus pose risks to the banking system (Cahill et al., 2020). This brings
to our attention that the use of the blockchain technology in bank risk mitigation has
yet to mature in concept and technology, as its development to be applied to the
bank risk mitigation model is restricted by (1) transaction speed and (2) energy con-
sumption. The transaction speed of a blockchain is one of the prime parameters
through which the viability of a blockchain is gauged in the bank risk mitigation
framework. A well-designed consensus mechanism needs to be efficient in meeting
the high frequency of online transactions. For instance, existing electronic payment
systems can handle over 50,000 transactions per second (TPS), while Bitcoin can only
handle an average of approximately three TPS (Sun et al., 2021). One major concern
that may inhibit or delay the widespread adoption of the blockchain technology is
energy consumption (Truby, 2018).

3. Theoretical framework

We propose a simple two-period model to extend Drozd and Serrano-Padial (2017)
consumer default model and Cong and He (2019) decentralised consensus and infor-
mation model to consider consumers’ borrowing behaviour in a decentralised consen-
sus platform.

3124 H. (R.). LUO AND D. YAN



The economy is populated by numerous banks and a continuum of consumers.
Banks provide unlimited credit to consumers and divide consumers into two groups:
consumers with digital identities and those without. Banks lend money directly to
consumers through digital identities. For consumers without a digital identity, bank
lending is a prior probability p(R)2 (0,1), which is proportional to the consumers’
social reputation capital R.

Consumers have the option of borrowing from banks to smooth their consump-
tion. In period one, they use an exogenous income stream Y1 for consumption pur-
poses and decide whether they will borrow from the bank to fill the gap between
their consumption and exogenous consumption. D represents the debt amount and d
denotes the decision made by consumers to borrow (d¼ 1) or not to borrow (d¼ 0).
In period two, consumers use an exogenous income stream Y2 for consumption pur-
poses. If they have borrowed from the bank in period one, the repayment amount is
Dþ I, where I is the debt interest. They need to decide whether to default (e ¼ 1Þ or
not to default (e ¼ 0Þ:

Following the above settings, a typical consumer’s two-period utility function is:

U C1,C2ð Þ ¼ U C1ð Þ þ b� UðC2Þ, (1)

where C1 and C2 represent the consumption of this typical consumer in the first and
second periods, respectively. b is a discount factor. We assume that Uð�Þ is strictly
increasing, strictly concave, and differentiable for all C > 0: The consumers’ decision
to borrow d and the decision to default e maximise their utility:

max
d, e

U C1ð Þ þ b� UðC2Þ: (2)

In the first period, banks make lending decisions based on the characteristics of
consumers without a digital identity. A smart contract for this debt contract is then
automatically generated. In the second period, consumers decide to repay the debt of
the previous period and form a real delivery status x, which is transmitted to a
group of potential recorders associated with the blockchain protocol through the IoT
sensor, where x ¼ 1 indicates default. According to their own information, recorders
k 2 K ¼ 1, 2, . . . ,Kf g report ck 2 0, 1f g: These reports form a compilation, A ¼
ckf gk2K : The recorder may choose to misreport information to maximise his or her

own interest (i.e., ck 6¼ x). In this case, the consensus function is

Z Að Þ ¼ 1, with probability
P

kBkck
0, otherwise,

�
(3)

where Bk is the probability of the recorder reporting the true information, which is
nonnegative, and

P
kPk ¼ 1: If the borrower chooses to borrow in the first phase, the

borrower will make the decision x of whether to repay the loan in the second phase,
and a distributed consensus delivery state will be formed according to the blockchain
protocol and the report of each recorder, that is:
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d 2 0, 1f g,
x 2 0, 1f g if d ¼ 1,

Z Að Þ ¼ 0 if d ¼ 1 and x ¼ 0,
Z Að Þ 2 0, 1f g if d ¼ 1 and x ¼ 1:

8>>><
>>>:

(4)

The constraint condition of the objective function of consumer N with digital
identity is:

N :
C1 ¼ Y1 þ d� D,

C2 ¼ Y2�d� Z Að Þ � C Sð Þ þ 1� xð Þ � Dþ Ið Þ� �
,

�
(5)

where S is the scope of digital identity establishment and CðSÞ represents the oppor-
tunity cost of having a digital identity, which is a positive linear function with S: Its
value also includes the cost of digital identity establishment and the opportunity cost
of the digital alliance chain in terms of the social reputation cost; its value is greater
than the reputation capital R of borrowers without digital identity. The constraint
conditions of the objective function of consumer M without digital identity are as fol-
lows:

M :
E C1ð Þ ¼ Y1 þ d� p Rð Þ � D,

E C2ð Þ ¼ Y2�d� p Rð Þ � Z Að Þ � Rþ 1� xð Þ � Dþ Ið Þ� �
,

�
(6)

where Eð�Þ represents the measurable function. Since Uð�Þ is a strictly increasing lin-
ear function, the utility situations faced by consumer N with digital identity and con-
sumer M without digital identity under two different decisions can be expressed as

U C1,C2ð Þ ¼ Y1 þ b� Y2 if d ¼ 0,
U C1,C2ð Þ ¼ Y1 þ Dþ b� Y2 � Z Að Þx¼0 � C Sð Þ � D� I

� �
if d,xð Þ ¼ 1, 0ð Þ,

U C1,C2ð Þ ¼ Y1 þ Dþ b� Y2 � Z Að Þx¼1 � CðSÞ� �
:

8<
:

(7)

The effects of the three cases in Equation (7) are denoted as U1, U2, and U3,
respectively.

U C1,C2ð Þ ¼ Y1 þ b� Y2 if d ¼ 0

U C1,C2ð Þ ¼ Y1 þ p
�
RÞ � Dþ b� Y2 � pðRÞ � ðZ Að Þx¼0 � Rþ Dþ IÞ� �

if d,xð Þ ¼ ð1, 0Þ
U C1,C2ð Þ ¼ Y1 þ p

�
RÞ � Dþ b� Y2 � pðRÞ � Z Að Þx¼1 � R

� �

8>>><
>>>:

(8)

The effects of the three cases in Equation (8) are denoted as U4, U5, and U6,
respectively. We attempt to analyze the risk difference of having a digital identity in
the case of successful loans and how to construct a digital identity chain to reduce
default risk.

When C Sð Þ > Dþ I and HNðKÞ > Dþ I, U2 > U3 and x ¼ 0, the consumer will
choose to repay the debt on time and vice versa. HNðKÞ represents the cost of the
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consumer with digital identity colluding with the recorder to change the consensus,
which is in a linearly increasing relationship with the number of recorders K: It can
be concluded that if the opportunity cost of digital identity and the cost of changing
the consensus are sufficiently high, the conditions of the consumer’s repayment will
not be difficult to meet. In other words, the greater the scope of digital identity con-
struction and the more blockchain consensus records there are, the less likely the bor-
rower will default. When the digital identity range S or recorder K is sufficiently
large, borrowers rarely default. Therefore, the amount that the borrower needs to
repay for the loan in the second phase is the critical value for the construction of the
digital identity penalty mechanism and the blockchain consensus mechanism.

We also consider the impact of having a digital identity on bank credit risk in the
theoretical framework. When R > Dþ I and HMðKÞ > Dþ I, U5 > U6 and x ¼ 0,
the borrower chooses to repay the loan, and vice versa. HMðKÞ denotes the cost of
colluding with the recorder to change the consensus about the consumer without
digital identity. Owing to the openness of their digital identity information in the
blockchain consensus chain, digital identity owners must bear greater costs if they
want to collude with the recorder. Therefore, if the owner of digital identity wants to
default, he or she must bear a higher cost, and his or her default risk is correspond-
ingly smaller.

Figure 2 shows the default risk of borrowers with digital identities and those with-
out in the second period. The exiting evidence suggests that borrowers with digital
identities have a relatively low probability of default (Allen et al., 2020).
Simultaneously, if the cost of defaulting or changing the agreement is less than the
amount to be repaid in the second instalment, the probability of default rises sharply.
Based on the bank risk mitigation framework, two important factors (i.e. decentral-
ised digital identity and encryption technology) are further explored in the
next section.

Figure 2. Probability of borrower’s default in the second period.
Source: The authors.
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4. Decentralised digital identity and encryption technology

4.1. Decentralised digital identity

In the era of big data, digitisation continues to penetrate our lives. Private firms, gov-
ernment agencies, and institutions routinely gather vast amounts of digitised personal
information about their customers and clients (Sarwate & Chaudhuri, 2013).

Much of this information is private or sensitive, particularly in the financial indus-
try. For instance, due to the difference in data origin and dissemination, various false
and deceptive information is flooded, which makes banks encounter serious interfer-
ence in the process of customer credit evaluation. Additionally, the proliferation and
manipulability of data undermine data trust. Banks may incur huge costs due to the
value screening of massive data, while data disasters may hinder bank customer credit
evaluation.

Compared to traditional identity systems, the digitisation and networking of per-
sonal information have greatly improved the overall social efficiency and maximised
the release of user value so that the government, service providers, users, and other
parties can benefit from it. However, the development of digital identity is still subject
to many constraints. A key technological challenge for the future is how to design
systems and processing techniques for drawing inferences from these large-scale data
while maintaining the privacy and security of private data and individual identities.

If digital identities are placed on the underlying blockchain, it can effectively real-
ise digital identity using authority management and identity verification (Bakre et al.,
2017). Encryption protection can be carried out using asymmetric encryption keys to
realise private key control ownership. Users can provide public keys for the authorisa-
tion of major applications while preventing privacy leakage. In other words, while the
user has the right to control personal information, it also protects the security of the
user data.

A decentralised digital identity is a basic capability and a precondition for business
development (Goodell & Aste, 2019)). We attempt to elaborate the effects of decen-
tralised digital identities on bank credit risk mitigation from the three dimensions of
‘length’, ‘depth’, and ‘breadth’. The basic framework of content bearing, technical sys-
tem, and scene coverage is shown in Figure 3.

The ‘length’ of distributed digital identities refers to the common superposition of
digital identities, protocols, roles, data, and scenarios. The use of distributed digital
identities to establish secure communication channels is a string of characters defined
by the W3C Decentralized Identifier (DID) specification organisation, which is the
starting point of distributed digital identities. Based on DID, the International
Organization for Standardization has designed a series of protocols with complete
functions and clear semantics, defining online identity description documents
(Document), and the process of generating, presenting, verifying, and destroying cre-
dentials (Credential), covering identity, and the complete life cycle of credential man-
agement. Three important roles are defined in the agreement: authenticator, user, and
verifier, which constitute the core ternary relationships. Finally, distributed data iden-
tities can be used in business, social governance, and digital life. In the banking scen-
ario, the user encrypts copyright information such as ‘applicantþ release
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timeþ release content’ and uploads it. The copyright information is used for the
unique blockchain ID, which is equivalent to having an electronic ID card.

The ‘depth’ of distributed digital identity refers to the technical support that can
be provided in terms of user control, distributed verification, and privacy protection.
Compared to traditional identity systems, distributed digital identities do not control
data islands but give the users the control of data. The users choose different scen-
arios according to their wishes in terminal tools, data trust management, and secure
exchange mechanisms. Second, the distributed technology system includes the distrib-
uted public key infrastructure (DPKI) system, DLT represented by blockchain, and
distributed storage technology. Finally, based on an in-depth algorithm support, the
distributed digital identity system uses distributed consensus algorithms, cutting-edge
cryptographic algorithms, polymorphic signatures, and other multiple inter-
active algorithms.

The application and satisfaction of bank blockchain scenarios are the footholds
and the ‘breadth’ of decentralised digital identities. As individuals, with different scen-
arios and regions of economic activities, people’s identities, attributes, and credentials
are different, and the credit and value of social people are replanned. The judgment
standards of certifiers and verifiers of different functional departments strengthen the
globalisation and decentralisation of social credit networks. The distributed digital
identity contributes to the construction of the credit system, the value of data, the
cost of circulation, and privacy protection.

Based on open-source interoperability and data security, it effectively realises inter-
regional, intersubject, and intermarket interconnections. Second, the establishment of

Figure 3. Basic framework of decentralised digital identity.
Source: The authors.
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environmental frameworks such as now your customer (KYC) and anti-money laun-
dering (AML) protocols and the DID alliance is conducive to the efficient operation
of the banking business, enabling the on-chain and off-chain data to interact well. In
particular, decentralised intelligent KYC information security distributed storage is
conducive to the optimisation of the customer credit management system by banks,
allowing participants to effectively use existing relationships and necessary data
through various API authentications to create a secure ‘trust network’ to avoid dis-
closing sensitive data, thereby achieving data governance from the perspective of data
authorisation.

4.2. Encryption technology

The encryption technology is a process in which plain-text information is converted
into cipher-text information through an algorithm. The recipient of the information
can decrypt the cipher-text information with a key to obtain the plain-text informa-
tion. The key is divided into public and private keys, which appear in pairs (Wang
et al., 2018). For instance, the public key is used to confirm the receipt of the transac-
tion, which is similar to the ‘receiver’ in the banking transaction, while the private
key is used for digital signatures to confirm the ownership of the transaction, similar
to the ‘signature’ in the banking transaction. The basic encryption algorithm is mainly
divided into power encryption and elliptic curve encryption; Bitcoin adopts the latter
encryption principle. This type of encryption algorithm is to realize the transaction
from one party to the other and vice versa.

Simultaneously, according to whether the encryption and decryption keys are the
same, the algorithm can be divided into symmetric, asymmetric, and a combination of
symmetric and asymmetric encryption (Li et al., 2019). First, symmetric encryption
means that the keys for encryption and decryption are the same. Second, asymmetric
encryption uses a key pair: a public key and a private key. The private key can calculate
the public key; however, the public key cannot obtain the private key. The private key
encrypts information, whereas the corresponding public key can decrypt it; conversely,
the public key encrypts information, and the corresponding private key can also be
unlocked. Notice that digital signatures and data encryption technologies are two differ-
ent uses of asymmetric encryption. Finally, symmetric and asymmetric encryption can
be divided into two stages: stage one which uses asymmetric encryption to encrypt the
key and pass it to the receiver and stage two which uses symmetric encryption to
encrypt and decrypt the plain-text information. The process is illustrated in Figure 4.

The blockchain application of encryption technology in bank risk mitigation effect-
ively prevents operational risks from data tampering, sharing digital fingerprints, and
sharing original data. In terms of preventing data tampering, asymmetric encryption is
technically more appropriate for practical purposes. For example, in Ethereum, users
need to obtain the private key to encrypt the transaction data to generate a signature,
and then send the transaction data with the signature. Owing to the inefficiency of
asymmetric encryption, this process is not suitable for encrypting large amounts of data.

The system generally uses the information digestion algorithm to generate infor-
mation fingerprints, and then generates digital signatures based on shorter
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information fingerprints (Aune et al., 2017). Shared digital fingerprints are digital fin-
gerprints that use information digestion algorithms to generate shared data and
upload them to the chain. All parties in the chain use traditional methods to obtain
shared data, and finally, each party uses the digital fingerprint on the chain to verify
whether the data are correct. The shared digital fingerprint mechanism ensures on-
chain storage and efficient reading and writing, and effectively guarantees the
processing of big data for bank customer transactions from the perspective of data
governance and supervision functions to prevent customer transaction risks.

Given the characteristics that original data can be shared with multiple visitors and
the low efficiency of directly using asymmetric encryption, symmetric encryption of
data information is adopted to transmit symmetric keys. The data issuer uses sym-
metric encryption to encrypt the original data. When it needs to be shared with a
recipient, the symmetric encryption key is encrypted with the recipient’s public key,
and then the data cipher-text and the symmetric key cipher-text are sent to the
recipient. The person first uses his or her private key to solve the symmetric key, and
then uses the symmetric key to solve the original data.

5. Applications

Through the certification of the program code, the blockchain technology effectively
incorporates the operational risk and credit risk assessment and decision-making of
the banking industry in the transaction process into a specific implementation pro-
cess. Recently, the individual credit evaluation of the information society has trans-
formed into a shared credit evaluation model based on technology and platform
resources. This section discusses how the blockchain technology helps prevent bank
risks in the banking sector from two aspects: payment system and digital currency.

5.1. Blockchain payment system

As economic behaviours that frequently appear in the market, consumption and
investment play an important role in bank payment and settlement services. The
blockchain technology can help reduce the cost of reconciliation and dispute

Figure 4. Combination mechanism of symmetric and asymmetric encryption.
Source: The authors.
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resolution between financial institutions due to its own characteristics of nontamper-
ability and traceability (Zhong et al., 2019). Additionally, it can realise the decentral-
isation of settlement business in the form of a bank settlement business. Moreover, as
it uses a distributed accounting method to make the digital transaction structure
immutable, it can greatly increase the processing speed of the bank settlement busi-
ness and reduce transaction costs and credit risks (Wang et al., 2018).

In terms of bank payment risks, the blockchain technology uses encryption to pro-
tect transaction records, with the ledger being difficult for hackers to invade, thus
effectively preventing the data risk of authority intrusion. Furthermore, the distrib-
uted structure makes the risks divergent, that is, when one of the intermediate links
has a problem, the others are not affected and can operate normally, thereby effect-
ively preventing the spread of risks and the possibility of further evolving into a
banking crisis.

Blockchain payments have an important application in interbank and cross-border
payments in the banking field. On the one hand, in traditional interbank payments,
each bank has its own independent account book, and each link must be calculated
and checked separately. On the other hand, Blockchain payments establish a consor-
tium chain, and each bank only needs to prepare a reserve account, which can save
intermediate transaction links. Thereby, more funds can be freed up for other trans-
actions, and the risk of bank system paralysis caused by cumbersome links and huge
workload can be further reduced.

Further, traditional cross-border payments can cause bank payment risks in two
ways. First, banknotes must be exchanged. However, the banknotes of both parties to
the transaction may not have a strong credit value as they depend on national credit
and the internal political environment. Differentiation, in turn, causes information
asymmetry in microbank cross-border payments and further strengthens the trans-
mission of financial crises from channels such as supply chain finance and inter-
national trade relations. Second, the intermediate settlement link is complicated, with
the information and data of both parties in the transaction having their own blind
spots, which lengthens the transaction. This cycle can disturb the balance of the
bank’s capital chain. Conversely, since blockchain payments in cross-border payment
scenarios use digital currencies for payment, this peer-to-peer payment mechanism
completely solves the problem of legal currency swaps and long settlement cycles,
thus effectively preventing the bank risks.

5.2. Digital currency

Blockchain-based digital asset issuance includes government- and nongovernment-led
issuances, with the specific methods comprising centralisation and disintermediation.
Among them, the government-led digital source chain represents a certain country’s
public service digital assets, while the nongovernment-issued digital source chain rep-
resents a specific application of digital assets. Banks are the main channel for the gov-
ernment’s macro monetary policy regulation, while asset blockchains essentially
monitor financial risks, thereby reducing the probability of bank risks. Digital cur-
rency is an encrypted digital string representing a specific amount issued by the
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central bank guaranteed and signed, including the most basic number, amount, signa-
ture of the owner and issuer.

On the one hand, according to the classic financial theory, currency is an import-
ant tool for regulating the economy. Since it is currently realised through the issuance
of paper currency and paper currency exists physically, it is difficult for a central
bank to grasp the specific form, scale, and use of the paper currency issued by it and
can only have a very rough estimate. Such estimates often lead to errors in the mon-
etary policy.

On the other hand, the issuance of digital currency must be authenticated by the
registration centre. The serial number is the unique identifier of digital currency and
is used as a digital currency index. The registration centre not only records the digital
currency and the corresponding user identity and completes the ownership registra-
tion, but also records the flow and completes the registration of the entire process of
digital currency generation, circulation, inventory verification, and demise. The regis-
tration centre is constructed based on the traditional centralised method, that is, a
digital mining centre with a new concept, while the authentication centre is an
important part of the controllable and anonymous design of digital currencies. The
authentication of financial institutions or high-end users can use public key infra-
structure (PKI), whereas the authentication of low-end users can use identity-based
cryptography (IBC). The real-time situation of currency can be accurately tracked
according to the digital currency operating mechanism, thus developing a more
accurate understanding of monetary policy.

6. Conclusions

6.1. Theoretical contributions

The primary theoretical contribution of this study is the development of a simple
two-period model to consider consumers’ borrowing behaviour in a decentralised
consensus and information distribution platform.

First, within the bank risk mitigation framework based on this model, decentral-
ised digital identities and encryption technology are the most important factors for
attaining market equilibria between decentralised consensus and information distri-
bution. Regarding the impact of having a digital identity on bank credit risk, the
greater the scope of digital identity construction and the more blockchain consen-
sus records there are, the less likely that the borrower will default. Owing to the
information disclosure of their digital identity in a decentralised consensus plat-
form, digital identity owners must bear greater costs if they want to collude with
the recorder.

Second, we shed new light on bank risk mitigation from a micro perspective. We
divide consumers into consumers with digital identity and those without digital iden-
tity, then investigate the relationship between digital identity and the opportunity
cost of digital scene construction. We also explore the importance of social capital
and credit prior probability by considering the trade-off between decentralised con-
sensus and information distribution featured by blockchain applications.
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6.2. Managerial implications

Our study provides meaningful practical implications for bankers and policy regula-
tors. The findings that decentralised digital identity and encryption technology are
the most important factors in a blockchain-based bank risk mitigation framework
provide particularly useful and practical insights to bankers to help them better
understand consumers’ borrowing behaviour and decisions to default. Thus, bankers
should consider increasing investment in the blockchain payment system and focus
on the construction of digital identity and improving encryption technology.

These results also suggest that if policy regulators want to strengthen risk mitiga-
tion in the banking system, they should be more acute in regulating blockchain-based
applications, such as cryptocurrencies, tokens, and smart contracts.

6.3. Limitations and future research

Despite the aforementioned significant theoretical contributions, this study has the
following limitations. First, the model proposed in the present study is a simple two-
period model that considers only banks and consumers. Although it derives some
meaningful results, it may not serve well in the more complex financial market. Thus,
a multiperiod model that considers more market participants will be our future
research agenda.

Second, while the theoretical model effectively illustrates the consumer’s borrowing
behaviour within a decentralised consensus and information distribution framework,
conducting empirical analysis using data of consumers with and without digital iden-
tity could help us better understand the effect. Thereby, future research can build on
this study and extend our model.
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