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Abstract: On the internet, various devices that are connected to the Internet of Things (loT) and Wireless Sensor Networks (WSNs) share the resources that they have in
accordance with their respective needs. The information gathered from these Internet of Things devices was preserved in the cloud. The problem of latency is made
significantly worse by the proliferation of Internet of Things devices and the accessing of real-time data. In order to solve this issue, the fog layer, which was previously an
adjunct layer between the cloud layer and the user, is now being utilised. As the data could be retrieved from the fog layer even if it was close to the edge of the network, it
made the experience more convenient for the user. The lack of security in the fog layer is going to be an issue. The simple access to sources provided by the fog layer
architecture makes it vulnerable to a great number of assaults. Consequently, the purpose of this work is to build a seagull optimization-based feature selection approach
with optimum extreme learning machine (SGOFS-OELM) for the purpose of intrusion detection in a fog-enabled WSN. The identification of intrusions in the fog-enabled
WSN is the primary focus of the SGOFS-OELM approach that has been presented here. The given SGOFS-OELM strategy is designed to accomplish this goal by designing
the SGOFS approach to choose the best possible subset of attributes. In this work, the ELM classification model is applied for the purpose of intrusion detection. In conclusion,
the political optimizer (PO) is utilised in order to accomplish automatic parameter adjustment of the ELM technique, which ultimately leads to enhanced classification
performance. In order to demonstrate the usefulness of the SGOFS-OELM approach, a number of simulations were carried out. As compared to the other benchmark models
that were employed for this research, the suggested SGOFS-OELM models give the best accuracy, which is 99.97 percent. The simulation research demonstrates that the

SGOFS-OELM approach has the potential to deliver a good performance in the intrusion detection process.
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1 INTRODUCTION

The Internet of Things (IoT) is made up of many
intelligent gadgets that are connected to one another all
over the place. It is a network of the future generation that
is always accessible and can communicate with one
another without the need for human intervention [1, 2]. The
devices generate a massive amount of data, which, in most
cases, must first go through the computer processing stage
before it can be used by analytical applications.

The processing of this data will naturally gravitate
towards a cloud-related structure as the optimal option. A
few examples of major applications that consume and
analyse information from the Internet of Things include
health care, intelligent pesticide control, smart grids, field
surveillance, and transportation management [3]. In order
to accommodate latency-sensitive analytical applications,
fog-related computational structures proved to be effective.
These structures helped deliver computational services as
near as feasible to edge devices. Intrusion detection (ID) is
a proactive security defensive system that monitors the
running condition of a network and discovers intrusions,
such as misoperations, as well as internal or external
attacks [4], in order to allow the network to respond and
intercept as required. The technology behind wired
network ID has reached a mature stage and been divided
into two categories: those categories are misuse-related and
anomaly-related [5].

The acquisition of knowledge about assault technique
and the prior definition of the intrusion mode were pre-
requisites for the process of misappropriate usage
recognition. The method of intrusion detection in fog-
assisted wireless sensor networks is depicted in Fig. 1.

Fig. 1 shows an example of assisted fog-based
intrusion detection. WSN

It is possible to determine whether an intrusion has
occurred by determining whether or not the data
characteristics that have been obtained match the database

of intrusion patterns [6]. As a result, all it does is have a
greater identification rate for specific assault methods, but
it cannot be used for recognising attacks from unknown
sources. A technology known as anomaly detection is
being considered as a possible response to the continuously
emerging new types of attacks [7]. This approach makes
the presumption that cyber-attacks were relatively rare in
comparison to other types of conduct. It is possible to
identify that an intrusion has taken place by performing a
comparison between typical paradigms and the behaviour
of the network that has been recorded [8]. Anomaly
detection deals with assaults that were not predicted;
nonetheless, it has to train on more historical data in order
to become effective.
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Figure 1 Intrusion detection in fog assisted WSN
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It was predicted that the use of Al will improve the
performance of the identification process. Numerous
writers have made attempts to apply machine learning,
artificial neural networks (ANNs), and evolutionary
computing [9]. (ML) to the field of ID, and have arrived at
fruitful conclusions as a result of their research. It is unable
to use standard intrusion detection system (IDS)
infrastructure due to the fact that WSN has its own benefits
and downsides in terms of communication bandwidth,
network scale, energy supply, processing capacity,
networking mode, and storage [10]. Artificial intelligence
technology often requires a large amount of processing
power, in addition to requiring more electricity, more time
to run, and more storage resources [11]. So, it is vital to
make adjustments and alterations to the WSN-ID approach
as per the original application instances and user demands
and to seek for a balance among a variety of objectives,
including energy consumption, security, and realtime.

In this study, a seagull optimization-based feature
selection with optimal extreme learning machine (SGOFS-
OELM) technique for intrusion detection in fog-enabled
wireless sensor networks is developed. The identification
of intrusions in the fog-enabled WSN is the primary focus
of the SGOFS-OELM approach that has been presented
here. In order to do this, the SGOFS-OELM strategy that
is described proposes an approach based on SGOFS to
choose the best possible subset of attributes. In this work,
the ELM classification model is applied for the purpose of
intrusion detection. In conclusion, the political optimizer
(PO) is utilised in order to accomplish automatic parameter
adjustment of the ELM technique, which ultimately leads
to enhanced classification performance. A number of
simulations were carried out in order to demonstrate that
the SGOFS-OELM approach yielded superior results
overall.

2 RELATED WORKS

Alzubi et al. [12] modelled an Effective Seeker
Optimized method in conjunction with a ML-based IDS
(ESOML-IDS) method for EC and FC atmospheres. The
ESOML-IDS method mainly devises an innovative ESO-
related FS technique for choosing the best subset of feature
for detecting the existence of intrusion in EC and FC
platforms. The authors even implemented a comprehensive
learning PSO (CLPSO) with Denoising AE (DAE) for
detecting intrusions. In [13], the authors examine ID
approaches for mitigating assaults that use IoT security
vulnerability. The authors introduced an ML-related two-
layer hierarchical IDS that efficiently identifies intrusions
in IoT networks whereas fulfilling the IoT resource
limitations.

Reddy et al. [14] modelled a security process and
guarantee truthful function of IoT networking with ID
mechnaism. A network IDS was modelled on the basis of
the conception of Exact Greedy Boosting ensemble
technique for device execution in fog nodes since
defending critical structure from accurate and timely
recognition of malevolent actions. Sudqi Khater et al. [15]
introduced a lightweight IDS related to a vector space
representation utilizing a MLP approach. The authors
assessed the IDS against ADFA-WD and ADFA-LD,

which were novel generation mechanism calls data that

uses and assaults several applications.

Abdel-Basset et al. [16] devised a forensics-related DL
method (named Deep-IFS) for finding intrusions in IIoT
traffic. A residual link among layers was devised to thwart
information loss. One more challenge confronting the
recent [IoT forensics structures is restrictive performance
in managing Big IIoT traffic datasets made by IloT gadgets
and their limited scalability. This challenge can be solved
by training and deploying the presented Deep-IFS in a fog
computing platform. The authors [17] introduced an
innovative lightweight IDS named sample selected ELM
(SS-ELM). The reason why the authors devised "sample
selected ELM" is that MEC hosts or fog nodes cannot save
extremely large volumes of trained datasets.

Limitations of Existing Systems

e [t can be seen from the above discussions that most of
the security systems adopted across the fog assisted
VANET environment are not distributed in nature.

e The implicit nature of VANET and in turn the data
flow is distributed in nature. This makes it highly
complex for deploying the existing security policies.

e Also, these security processes are less transparent.

e The data is highly mutable across the existing security
policies which mean that any participating node can
alter the data easily.

e At the same time, the existing security practices are
highly resource intensive and incur high cost.

e The existing security policies are also tightly coupled
with the participating nodes and this in turn defeats the
fundamental distributed and loosely coupled nature of
VANET.

3 THE PROPOSED MODEL

In this study, we have developed an automated
intrusion detection approach, named SGOFS-OELM
model in the fog enabled WSN. In the presented SGOFS-
OELM technique, the major intention lies in the
recognition of intrusions in the fog enabled WSN. To
achieve this, the presented SGOFS-OELM technique
carries out three processes such as SGO based feature
subset selection, ELM classification, and PO based
parameter tuning.

3.1 Algorithmic Process involved in SGOFS Technique

Primarily, the presented SGOFS-OELM technique
designs SGOFS methodology to elect an optimal subset of
features. SGO depends on the migrating and attacking
performance of seagulls [18]. The arithmetical approach of
attacking and migrating the prey was determined in the
subsequent. The migrating process inspires the set of
seagulls which is transfered in every place. At this point,
the seagulls must fulfill 3 conditions:

For avoiding collision betwixt neighbors, a further
parameter 4 was involved to assess a novel searching
place:

C, = AxP,(x) (1)
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in which x signifies the present iteration in the succeeding,
C, refers to the place of SA which could not collide with

one another SA, ﬁv denotes the existing place of SA,

A= f (xx(f /Maxlteranon )) (2)

where: x = 0, 1, 2, ..., Maxieration; Whereas f; control the
frequency of A using slowly minimizing in £ to 0. At this
point, the value of f: is set to 2. Next, to avoid the collision
betwixt adjacent seagulls, the SA transfers to optimal
neighbor way.

M, = Bx(Fy (x)- P, (x)) 3)

Assume M, be the location of SA P, to optimal fit

SA 13,,S (viz., appropriate seagulls). The performance of B

has been selected randomly using accountability to
appropriate balance betwixt exploration as well as
exploitation. B was evaluated as:

B=2xA4>xrd “4)

During the formula, rd symbolizes an arbitrary integer
lies from zero and one. Finally, the SA upgrade their
position near optimal SA.

)

Consider DS implies the distance betwixt the optimal

appropriate SA and SA. The exploitation step concentrates
on utilizing the experience and past searching procedure.
The seagulls are the size for changing the angle and attack
speed from the migrating. They recollect altitude with wing
and weight. x, y, and z planes are provided in the
subsequent

x'=rxcos(k) (6)
y' = rxsin (k) (7)
Z' =rxk (8)
r=uxe” )

In which 7 depicts the radius of all the turns of spiral,
k illustrates a random value in [0 < k <24]. u and v stand
for constant to decide spiral shape, and e exemplifies base
of natural logarithms. It can be evaluated in the subsequent
formula:

Ps(x)z([)sxx'xy’xz')+}3bs (x) (10)

At this point,

upgrades the location of another SA.

é(x) staves optimum solution and

The fitness function (FF) considered selected features
and the classifier accuracy. It maximized -classifier
accuracy and shortened set size of selective attributes.
Hence, the following fitness function (FF) was employed
for assessing individual solution, as given in Eq. (11).

Fitness=a*ErrorRate+(1—a)* (1

Here Error Rate means the classifier error rates
utilizing selective attributes. Error Rate can be figured as
percentage of incorrect classifiers (by ELM) to number of
classifications done, stated as value between 0 and 1. #SF
is the count of selected features and # All F represents

total attributes in the actual data. a is employed for
controlling the significance of subset length and
classification quality. In our experiments, o is set to 0.9.

3.2 Intrusion Detection using Optimal ELM Model

For intrusion detection, ELM classification model is
used in this study. According to feed-forward NN (FFNN),
network infrastructure of ELM comprises output, input,
and hidden layers (HL). An input weight and offsets are set
arbitrarily, afterward the equivalent resultant weight can be
attained [19]. Fig. 2 showcases the framework of ELM. At
this point, considering that there are M instances (Xj, ¢),
this NN representation of L HL nodes is as follows:

1
Zﬂig(Wi~OXj+bi)=yj,j=1...,M (12)

whereas g(x) denotes the activation function of HL, W;
signifies the input weighted but f; is resultant weight, and
b; is offset of i-th HL. To attain the minimal resultant error
is the purpose of single HL neural network (SLNN), viz.

L
;ﬁ'l,g(Wi-OXj+bi)= =l M (13)

O denotes the outcome of HL node but H refers the
chosen outcome:

0f=H (14)

Input Layers \

Hidden Layers
Figure 2 Architecture of ELM

Output Layers
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Once the ELM was executed for training the SLNN,
parameters W; and f5; are arbitrary. If these 2 parameters
were defined, resultant matrix 7 was solely attained, and
trained of entire network is changed for solving the linear
method for obtaining resultant weighted 3, as follows:

p=0"H (15)

In the last stage, PO technique is enforced for
automated parameter tuning of ELM model, which results
in improved classification performance. PO algorithm is
inspired by the western political optimization technique
that consists of 2 features [20]. The first assumption is,
every citizen must improve their goodwill for winning the
election. The next assumption is, every party must obtain
additional seats in the parliament. PO has encompassed 5
phases such as election campaign, constituency allocation,
interparty elections, parliamentary affairs, party formation,
and party switching. The total population can be separated
to n political parties.

P={R.P,.P,....F,} (16)

Every party consists of n party members shown in the
following expression

B ={pl.pl.pl sl (17)

Every party member induces d dimension which can
be shown in Eq. (18).

p! =Ipl.ply. plse 0y (18)

All the solutions might be an election candidate.
Consider 7 electoral district as demonstrated below.

C={C,C,,Cs,...,C,) (19)

Assume 7 members in all the constituencies, as
follows.

¢; ={pl.pi.pls-.p]] (20)

The party leader can be defined by members with
optimum fitness in party formulated by.

q= argminlgjs,, f(plj),Vig{l,...,n}

(2]
pi =pf
Every party leader is demonstrated as follows.
P*={p1*,p;,p;,...,p2} (22)

The winners of different constituencies are called
Members of the Parliament, formulated by:

C:{cl*,c;,c;,... c*} (23)

*n

Egs. (24) and (25) are used to update the position of
potential solutions in the election campaign stage.

PlaE+D
ifp(];.!k)(z -< p(f;.,k)(z) < m*orp(];.!k)(z -1 p(f;.,k)(z) >m",
m" +r(m" - pé,k)(z)); (24)
i ply(z=D)<m" < pk/(2) orpl 4y (z=D) 2 m" 2 pl,(2)
w4 @r=)m =l ) ’
itm" < p{;’k)(z—l) < p(/;.,k)(z) orm > p(’;.,k)(z—l) > p{;.,k)(z)
m +Q2r—1) | m' —pikl(z—l) s

p(’l'.!k)(z-# 1))
if pl ) (z=1) < pligy () Smor pl g (2= 2 pl (D) = m”,
m" +r(m’ —P(j;-,k)(z)); (25)
ifp(’;.‘k)(z -< m < pl-kj (2) orp(’;.!k)(z -2 m > p'(/;.,k)(z),
m' +@Q2r=1)m" = pl O
itm" < p{;’k)(z—l) < p{;.,k)(z) orm’ > p(’;.‘k)(z—l) > p(’;.!k)(z),
m +2r-1) | m" —p,-kl(z—l) s

Party switching is adapted for balancing exploitation
and exploration. In the iteration process, an adaptive
parameter / is used, viz., considerably reduced from 1 to 0.
Likewise, based on the likelihood A, each candidate is
selected and replaced with the worst member of arbitrarily
elected party, as follows.

g =argmax f p/ ) (26)

i<j<n

During election phase, the winners in the constituency
are accomplished by using the following equation.

g =arg min £ p/ |
i<j<n 27)

* j
Cj =Py

The PO technique defines a FF to execute higher
classifier results. It expresses a positive integer for
representing the optimal act of candidate outcomes and is
written in Eq. (28).

ﬁtness(xl-) = ClassiﬁerErrorRate(xi) =

_ number of misclassified samples 100 (28)

Total number of samples

4 EXPERIMENTAL VALIDATION

In this section, the intrusion detection results of the
SGOFS-OELM approach are tested using the KDDCup99
dataset [21]. The dataset comprises 125973 samples with
41 attributes and two classes as depicted in Tab. 1.
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Table 1 Detail on dataset

Descriptions Values
No. of instances 125973
No. of attributes 41

No. of classes 2
Normal/Anomaly 67343/58630

The FS outcomes of the SGO-FS technique with other
FS optimization methods in terms of best cost (BC) are
studied in Fig. 3. The figure shows that the BGOA-V and
BGOA methods have reported poor BC of 0.006763 and
0.006530 correspondingly. Then, the BGOA-S method has
obtained certainly reduced BC of 0.004176. Although the
TLBO-FS and GA-FS techniques have reported reasonable
BC of 0.001108 and 0.001150, the SGO-FS method has
least BC of 0.000981.

0.008

3 0006763
0.007 0.006530

0.006 -
0.005 1

0.004176
0.004 -

Best Cost

0.003 4

0.002

0.000981 0.001108 0.001150

0.001 4

0.000 -

SGO-FS  TLBO-FS GA-FS BGOA-S  BGOA-V BGOA
Methods

Figure 3 BC analysis of SGO-FS system with other approaches

In Tab. 2, the overall intrusion detection outcomes of
the SGOFS-OELM method are examined under various
attacks and different runs of execution. The results
indicates that the SGOFS-OELM model has properly
classified five distinct classes under all runs. On run-1, the

SGOFS-OELM model has offered average accu, of

99.84%, prec, of 96.64%, reca; of 98.78%, F; of

core

97.68%, and MCC of 97.57%. Meanwhile, on run-3, the

SGOFS-OELM technique has rendered average accu, of

99.83%, prec, of 96.02%, reca; of 99.19%, F, of

core
97.51%, and MCC of 97.42%. Eventually, on run-4, the

SGOFS-OELM approach presented average accu, of

99.94%, prec, of 98.25%, reca; of 98.02%, F,,. of

98.13%, and MCC of 98.08%. Furthermore, on run-5, the
SGOFS-OELM method has offered average accu, of

¥
99.97%, prec, of 99.70%, reca; of 97.78%, F, of
98.69%, and MCC of 98.67%.

core

Table 2 Intrusion detection outcome of SGOFS-OELM approach with varying
measures and runs

Class | Accuy | Preca | Recai | Fiscore | Mcc
Run-1

Dos 99.76 99.67 99.66 99.67 99.48

R21 99.92 93.05 97.89 9541 954

Probe 99.81 99.06 98.88 98.97 98.87

U2r 100 91.67 97.78 94.62 94.67

Normal 99.71 99.75 99.71 99.73 99.42

Average 99.84 96.64 98.78 97.68 97.57
Run-2

Dos 99.76 99.65 99.68 99.66 99.47

R21 99.88 93.04 97.91 95.47 95.42

Probe 99.79 99.03 98.94 98.94 98.86
U2r 99.83 91.67 97.78 94.59 94.67
Normal 99.75 99.74 99.72 99.79 99.39
Average 99.8 96.63 98.81 97.69 97.56
Run-3
Dos 99.71 99.58 99.64 99.61 99.38
R21 99.94 94.36 97.87 96.08 96.07
Probe 99.78 98.91 98.74 98.82 98.7
U2r 100 87.5 100 93.33 93.54
Normal 99.71 99.76 99.69 99.72 99.41
Average 99.83 96.02 99.19 97.51 97.42
Run-4
Dos 99.88 99.77 99.92 99.84 99.75
R21 99.97 98.84 97.71 98.28 98.26
Probe 99.96 99.85 99.76 99.8 99.78
U2r 99.99 92.86 92.86 92.86 92.85
Normal 99.87 99.91 99.84 99.88 99.73
Average 99.94 98.25 98.02 98.13 98.08
Run-5
Dos 99.94 99.8 99.88 99.84 99.75
R21 99.99 98.99 99.32 99.15 99.15
Probe 99.96 99.8 99.8 99.8 99.78
U2r 100 100 90 94.74 94.87
Normal 99.95 99.93 99.87 99.9 99.78
Average 99.97 99.7 97.78 98.69 98.67

The TACC and VACC of the SGOFS-OELM
methodology are investigated on intrusion detection
performance in Fig. 4. The figure exhibites the SGOFS-
OELM technique has shown improved performance with
increased values of TACC and VACC. Notably, the
SGOFS-OELM technique has reached maximum TACC
outcomes.

Training and Validation Accuracy
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0.998 + Validation | 4 4 \/\J\N ,\/\—\/\'\,\/J‘ \\
- | NYAVAS
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(] 2 40 60 80 100

Epochs

Figure 4 TACC and VACC analysis of SGOFS-OELM approach
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Figure 5 TLS and VLS analysis of SGOFS-OELM system

The TLS and VLS of the SGOFS-OELM approach are
tested on intrusion detection performance in Fig. 5. The
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results show the SGOFS-OELM algorithm has revealed
better performance with minimal values of TLS and VLS.
In particular, the SGOFS-OELM approach has reduced
VLS outcomes.

with accu,, of 99.97%. These results show the betterment
of the SGOFS-OELM model on intrusion classification

process.

Table 3 Comparison analysis of SGOFS-OELM approach with other algorithms

Precision-Recall Curve Methods Accuracy
104 | SGOFS-OELM 99.97
DBN Technique 99.96
MLIDS Algorithm 99.93
CS-PSO (2019) 75.51
PSO-SVM (2019) 99.1
Behavior-IDS (2019) 98.89
COA-IDS (2018) 96.88
DNN+SVM (2018) 92.03

Precision

— Dos
T— s

—— Probe

— U2r
0.0 + Normal

6.2

014 0.5 8.6 0.7 6.8 G.“? 1.8
Recall
Figure 6 Precision-recall analysis of SGOFS-OELM approach

A clear precision-recall review of the SGOFS-OELM
approach on test database is shown in Fig. 6. The results
signify that the SGOFS-OELM method has improved
values of precision-recall values.

The complete ROC study of the SGOFS-OELM
method on test database is seen in Fig. 7. The figure
exhibits the SGOFS-OELM approach and has shown its
ability in classifying different classes under test database.

ROC-Curve

True Positive Rate

— Dos
R21
Probe
u2r

0.0 + 1 . . . —— Normal -

0.8 0.2 8.4 0.6 0.8 1.6

False Positive Rate

Figure 7 ROC analysis of SGOFS-OELM approach

In Tab. 3 and Fig. 8, an overall comparitive study of
the SGOFS-OELM method with existing methods in terms
of accu,, is given [22-27]. The results indicate that the CS-

PSO algorithm has reached reduced accu, of 75.51%.

Next, the existing behaviour-IDS, COA-IDS, and
DNN+SVM models have resulted in slightly enhanced
accu,, of 98.89%, 96.88%, and 92.03% respectively.

Although the DBN, MLIDS, and PSO-SVM models

have managed to reach considerable outcomes with accu,

of 99.96%, 99.93%, and 99.1% correspondingly, the
SGOFS-OELM method has gained maximum performance

mm SGOFS-OELM

I DBN Technique
MLIDS Algorithm
CS-PSO (2019)

PSO-SVM (2019)
Behaviour-IDS (2019)
mmm COA-IDS (2018)
B DNN+SVM (2018)

99.97 | 99.96 = 99.93
100 - 99.10 98.89

§ QGJE
o 951 |
[ | 92.03
3 ‘
g 90 !
<
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7551 I
75 - T T T T T
1 2 3 4 5 6 7 8
Methods

Figure 8 Accuracy analysis of SGOFS-OELM approach with other systems
5 CONCLUSION

In this research work, we came up with an automatic
intrusion detection method that we gave the term SGOFS-
OELM model in the fog enabled WSN. The identification
of intrusions in the fog-enabled WSN is the primary focus
of the SGOFS-OELM approach that has been presented
here. In order to do this, the SGOFS-OELM strategy that
is described proposes an approach based on SGOFS to
choose the best possible subset of attributes. In this work,
the ELM classification model is applied for the purpose of
intrusion detection. At long last, the PO method is
implemented in order to provide automatic parameter
adjustment for the ELM approach, which ultimately leads
to enhanced classification performance. A number of
simulations had to be carried out before the SGOFS-OELM
approach could demonstrate its superior performance. The
simulation research demonstrates that the SGOFS-OELM
approach has the potential to deliver a good performance
in the intrusion detection process. In the future, the model
that was provided may be expanded to incorporate the
creation of strategies for energy management and
predictive traffic flow in ITS. Also, lightweight
authentication schemes with hybrid metaheuristics can be
introduced to increase VANET's level of security.
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