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Abstract: In this study, to reduce the influence of The Internet of Things (IoT) illegal intrusion on the transmission effect, and ensure IoT safe operation, an illegal intrusion 
detection method of the Internet of Things (IoT) based on deep mining algorithm was designed to accurately detect IoT illegal intrusion. Moreover, this study collected the 
data in the IoT through data packets and carries out data attribute mapping on the collected data, transformed the character information into numerical information, 
implemented standardization and normalization processing on the numerical information, and optimized the processed data by using a regional adaptive oversampling 
algorithm to obtain an IoT data training set. The IoT data training set was taken as the input data of the improved sparse auto-encoder neural network. The hierarchical 
greedy training strategy was used to extract the feature vector of the sparse IoT illegal intrusion data that were used as the inputs of the extreme learning machine classifier 
to realize the classification and detection of the IoT illegal intrusion features. The experimental results indicate that the feature extraction of the illegal intrusion data of the 
IoT can effectively reduce the feature dimension of the illegal intrusion data of the IoT to less than 30 and the dimension of the original data. The recall rate, precision, and 
F1 value of the IoT intrusion detection are 98.3%, 98.7%, and 98.6%, respectively, which can accurately detect IoT intrusion attacks. The conclusion demonstrates that the 
intrusion detection of IoT based on deep mining algorithm can achieve accurate detection of IoT illegal intrusion and reduce the influence of IoT illegal intrusion on the 
transmission effect. 
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1 INTRODUCTION 
 

The Internet of Things (IoT) technology has been 
widely used in various industries. The IoT is a technology 
that connects various devices and people, realizes 
information interaction, and improves people's work and 
life [1-5]. The resulting IoT security problems are also 
emerging one after another. In particular, some criminals 
use illegal techniques to infiltrate the IoT for personal 
interests, steal IoT data, and attack related IoT devices 
during IoT communication, resulting in IoT paralysis and 
major losses to the security of enterprise and personal 
information. 

Illegal intrusion detection is the key to the security of 
the IoT. This mechanism can determine the presence of an 
illegal intrusion in the IoT by comparing certain 
information, such as user behavior and network usage rate, 
with normal behavior. The illegal intrusion attacks of the 
IoT include malicious use attacks, malicious response 
injection attacks, denial of service attacks, and other 
attacks, among which denial of service attack is the main 
attack behavior. Hu et al. [6] developed a stackable 
denoising convolutional autoencoding network, extracted 
key features, combined the convolutional neural network 
and de-noising auto-encoder to enhance the feature 
recognition ability, improved the pooling operation to 
increase the adaptive processing ability, and adopted Adam 
algorithm to obtain the optimal parameters during the 
model training to complete the intelligent intrusion 
detection of the industrial IoT based on deep learning. Lv 
et al. [7] used the Hadoop distributed computing system to 
complete the deployment of an online integration model 
and realize the IoT intrusion detection of smart homes 
based on the edge cloud collaborative environment. Li et 
al. [8] combined the perception ability of deep learning 
with the decision ability of reinforcement learning to 
achieve effective detection of various types of network 
attacks on the industrial IoT.  

There may be various types of illegal intrusion 
behaviors involved in the Internet of Things environment, 
such as network attacks, device tampering, etc. How to 

design effective deep mining algorithms for different types 
of intrusions has become an important issue. IoT data 
typically has high-dimensional and complex features, and 
traditional machine learning methods may have certain 
limitations when processing these data. Therefore, it is 
necessary to explore deep mining algorithms and models 
suitable for high-dimensional data. Illegal intrusion 
behavior in the Internet of Things environment has 
concealment and complexity, and traditional security 
defense methods often cannot identify new intrusion and 
attack methods. Therefore, studying illegal intrusion 
detection methods for the Internet of Things has important 
practical significance and challenges. By conducting in-
depth research on illegal intrusion detection methods in the 
Internet of Things, the security and risk resistance of IoT 
systems can be improved. An effective illegal intrusion 
detection system can help detect and prevent intrusion 
activities in a timely manner, enhance the security 
protection capabilities of IoT systems, and protect user 
privacy and data security. 

In recent years, deep mining algorithms have shown 
excellent performance as a powerful machine learning 
technology in many fields. In the field of information 
security, deep mining algorithms are playing an 
increasingly important role in illegal intrusion detection. 
However, research on the issue of illegal intrusion 
detection in the Internet of Things, especially the 
application research based on deep mining algorithms, is 
still in its early stages. Deep mining algorithms, such as 
Deep Neural Networks and Convolutional Neural 
Networks, can learn advanced feature representations from 
large-scale data through multi-level neural network 
structures, with strong pattern recognition and data mining 
capabilities. This makes deep mining algorithms have great 
potential in the field of illegal intrusion detection. 
Although some studies have explored deep mining 
algorithms for illegal intrusion detection in traditional 
network environments, there is still relatively little 
research on their application in IoT environments. The 
special properties of the Internet of Things, such as high-
dimensional data, dynamic network topology, and device 
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heterogeneity, bring new challenges to the application of 
deep mining algorithms. Therefore, conducting research on 
illegal intrusion detection in the Internet of Things based 
on deep mining algorithms has important practical 
significance and theoretical value. In this work, the illegal 
intrusion detection of IoT based on the deep mining 
algorithm is to accurately detect the illegal intrusion of the 
IoT, reduce the influence of illegal intrusion on the 
transmission effect of the IoT, and ensure the operation 
security of the IoT. 
 
2 STATE OF THE ART 
 

Several scholars in related fields have conducted in-
depth research on the difficulty and low efficiency of 
illegal intrusion detection of the IoT. Saheed et al. [9] 
applied intrusion detection system (IDS) based on the ML 
supervision algorithm to the IoT. The concept of 
minimum–maximum normalization was used for feature 
scaling on the UNSW-NB15 dataset to limit the 
information leakage of test data. Yao et al. [10] studied 
network intrusion detection based on the combination of 
parameter t-distribution random neighbor embedding and 
hierarchical neural network. The unsupervised dimension 
reduction algorithm was used to reduce the dimension of 
multiple data to complete the detection. This method was 
applied in a small number of data sets with better-
concentrated effects. Elmenshawy et al. [11] studied the 
clustering-based IoT context anomaly detection method 
and divided IoT context attributes into two different 
categories, namely, context and behavioral attributes. The 
K-Means clustering technology was applied to context and 
behavior attributes, and the intersection between context 
and behavior clustering was used to detect context 
anomalies. Dong et al. [12] constructed an intrusion 
detection model of wireless sensor networks based on the 
information gain ratio and Bagging algorithm. In this 
model, the information gain ratio method was used to select 
the characteristics of traffic data of sensor nodes. Then, the 
Bagging algorithm was used to construct an ensemble 
classifier to train multiple improved C4.5 decision trees. 
The parameters of the ensemble classifier were optimized 
by 10 iterations, and a dynamic pruning process was 
introduced. Finally, the classification results of C4.5 
decision trees were classified and tested by the majority 
voting mechanism. Zhang [13] took IDS as the research 
object and established an IDS model based on data mining 
to realize network vulnerability intrusion detection based 
on data mining. The experimental results indicate that the 
intrusion detection system based on data mining has better 
network security performance and stronger detection 
ability for network vulnerability intrusion. The 
aforementioned system provides a new way for the 
research of intrusion detection of network protection 
security vulnerabilities. Khan et al. [14] proposed a new 
intrusion detection method based on ensemble voting 
classifier, which combined multiple traditional classifiers 
as the basic learner and voted on the prediction of 
traditional classifiers to obtain the final prediction. They 
conducted experiments on a group of seven different IoT 
devices to test the effectiveness of the proposed method 
and the binary and multi-class attack classification. The 
experimental results demonstrated that the method could 

fully detect binary and multi-class attack classification 
with good practical application effects. Tian et al. [15] 
suggested a two-stage intrusion detection method for the 
SD IoT network. The variation mechanism of the 
differential evolution algorithm was used to improve the 
firefly algorithm to solve various problems, such as slow 
convergence speed, easily falling into the local optimum, 
and low precision in complex problems. This mechanism 
adopted the wrapper-based feature selection method to 
send the selected features to a new ensemble classifier, 
which was composed of a C4.5 decision tree, a multi-layer 
perceptron, and instance-based learning. The weighted 
voting method was used to determine whether the network 
traffic is abnormal to realize the two-stage intrusion 
detection method of the SD IoT network. Roy et al. [16] 
proposed an intrusion detection model based on machine 
learning to effectively detect network attacks and 
anomalies in a resource-constrained IoT network. The 
model can use less training data and training time in 
identifying the most important features of intrusion 
detection through a series of optimizations, including the 
removal of multicollinearity, sampling, and dimension 
reduction. The experimental results indicated that the 
model has a high detection rate, low false alarm rate, and 
good practical application effect. Mudgerikar et al. [17] 
proposed an intrusion detection method for system-level 
device edge separation IDS for IoT devices. IDS 
configures IoT devices in an autonomous, efficient, and 
scalable manner by using system-level information based 
on their behavior and detecting abnormal behavior that 
represents an intrusion. Modular design and unique device 
edge segmentation architecture allow for effective attack 
detection on IoT devices with minimal overhead to ensure 
the quality and efficiency of IoT attack detection. 

The original data of IoT intrusion detection are 
characterized by high dimensions, large number of data 
sets, and uncertainty of network intrusion behaviors. 
However, the above-mentioned methods have poor 
processing ability for massive data sets. Moreover, the 
detection process will suffer from overfitting due to the 
complex environment of IoT and redundant data 
information, resulting in low detection accuracy. The deep 
mining algorithm can excavate valuable information from 
massive data and improve the information utilization rate. 
Therefore, IoT intrusion detection is studied based on the 
deep mining algorithm. 

The remaining structure of this study is as follows: 
Section 3 provides the method design for achieving illegal 
intrusion detection in the IoT. Section 4 discusses the 
experimental design results and analysis.  
 
3 METHODOLOGY 
 

This study sets up an IoT illegal intrusion detection 
model of the deep mining algorithm to improve the illegal 
intrusion detection efficiency of the IoT. The overall 
structure of the method is shown in Fig. 1. To effectively 
use the deep mining algorithm to detect the illegal intrusion 
detection of the IoT, collect data, and conduct normalized 
pre-processing of the collected original data, an IoT data 
training set is set up, an improved sparse auto-encoder 
neural network is used to extract the illegal intrusion 
features of IoT data training set, and the IoT illegal 
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intrusion features are classified through extreme learning 
machine. The classification result is the outcome of IoT 
illegal intrusion detection. 
 

 
Figure 1 The overall structure of the IoT illegal intrusion detection method 

 
3.1 IoT Data Pre-Processing Method 
  

This mechanism collects IoT data through data 
packets, such as network traffic, IP address, and connection 
attributes, and pre-processes the collected data to meet the 
format of the sparse auto-encoder. The steps of the IoT data 
pre-process are as follows:  

In data attribute mapping, the character information is 
converted into numerical information. 

The IoT data is standardized and normalized to reduce 
the influence of the large number of different feature values 
on the training of the illegal intrusion detection model of 
IoT [18, 19]. The interval of data normalization is [0, 1]. 
The IoT data standardization formula is shown as follows: 
 

1 ( )y y y /              (1) 

 
where y  is the average characteristic value of IoT data, 1y  

denotes the standardization results of the IoT data, y  

represents the IoT data characteristic value, and   is the 
standard deviation of the IoT data. 

The IoT data normalization formula is expressed as 
follows: 
 

2 1 1min 1max 1min( ) / ( )y y y y y         (2) 

 
where 2y represents the result after IoT data normalization; 

and min1y and max1y  are the minimum and maximum 

characteristic values after the IoT data normalization, 
respectively.   

(3) To solve the problem of unbalanced distribution of 
a few types of IoT data, the regional adaptive oversampling 
algorithm is adopted to optimize this type of data and 
obtain the training set of the IoT data. 

 
3.2 Improve the Extraction of Illegal Intrusion Features 

from the Sparse Auto-Encoder Neural Network 
 
Sparse autoencoders can extract advanced features by 

learning the sparse representation of input data. Sparse 
representation means that only a few neurons are activated 
when encoding input data, which helps to capture 
important information in the input data. Compared to 
traditional autoencoders, the improved sparse autoencoder 
can better represent subtle differences in input data. The 
IoT data training set constructed by the pre-processed data 
is used as the input of the improved sparse auto-encoder 
neural network. The neural network extracts the IoT illegal 
intrusion characteristics as the basis for IoT illegal 
intrusion detection. The auto-encoder is an input neural 
network, which is composed of an encoder and a decoder 
that attempt to reconstruct. The network can realize the 
conversion between the input and the encoded signals 
through the encoder to reduce the original data dimension. 
The sparse auto-encoder is generated by adding a new 
penalty factor into the network loss function. The neuron 
nodes of the sparse auto-encoder are greatly affected by 
subjective experience, resulting in poor adaptability. 
Therefore, the improvements are implemented on the basis 
of sparse auto-encoder to ensure the stability of the illegal 
intrusion feature extraction process of IoT. The 
improvement process of the sparse auto-encoder is as 
follows: 

(1) Implement initial training for neural network. 
During training, the dimension of the neural network data 
set and the total number of neuron nodes at each layer must 
remain the same [20, 21]. 

(2) Improve the penalty factor, and generate an 
improved sparse auto-encoder neural network. To achieve 
the optimal loss function, the suppressed nodes are 
searched, and the constraint of the hidden layer neurons is 
strengthened by adding penalty factors. The penalty factor 
is the entropy between iq and iM . The improvement of the 

penalty factors is expressed as follows: 
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where iM  is the average output activity of the fourth 

neuron, iq  is a random variable, and l is the number of 

hidden layer neurons. 
(3) Train the improved network with the optimal 

penalty factor loss function as the training objective [22]. 
(4) Make clear the hidden layer neuron nodes. 
An improved sparse auto-encoder illegal intrusion 

feature extraction model of the IoT is constructed on the 
basis of the layer-by-layer greedy training strategy. The 
training principle is as follows: first, train one hidden layer 
network; second, take the training results as the inputs of 
the next training; third, continue training two hidden layer 
networks; finally, obtain the optimal solution through cycle 
training [23]. 
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The process of improving the sparse auto-encoder 
illegal intrusion feature extraction model of the IoT is as 
follows: 

Step1: Input the original data through the standardized 
IoT, and obtain the new hidden layer of the auto-encoder 
neural network using the above-mentioned improved 
process.  

Step 2: The improved sparse auto-encoder neural 
network method is adopted to obtain a new hidden layer 
from the auto-encoder neural network. The offset value and 
the number of nodes of the hidden layer are used to obtain 
an auto-encoder neural network. After training the original 
data of the IoT after data processing [24], the output value 
is the input of the new hidden layer. 

Step 3: The improved sparse auto-encoder neural 
network method is adopted to obtain the next new hidden 
layer. After the new auto-encoder neural network is 
obtained from training the previous two steps, the output 
value is obtained as the input of the new hidden layer. 

Step 4: The previous operation is repeated. The 
termination condition of the network training is that a new 
hidden layer cannot be obtained by using only the 
improved sparse auto-encoder neural network method. 

The improved sparse auto-encoder neural network 
model can be obtained according to the above-mentioned 
process, as shown in Fig. 2. In Fig. 2, the encoder 
represents the IoT illegal intrusion feature extraction 
model, and the numbers in the model represent the features 
of the IoT dataset, that is, the dimensions of the data. After 
the improved sparse auto-encoder neural network model is 
used to reduce the dimension of IoT data, it can obtain the 
high sparse IoT illegal intrusion feature vector yi. 
 

 
Figure 2 Improved sparse auto-encoder neural network model 

 
3.3 IoT Illegal Intrusion Feature Classification Based on 

Extreme Learning Machine Algorithm 
 

The high sparse feature vector yi extracted by the 
improved sparse auto-encoder neural network is used as the 
input of the extreme learning machine classifier to realize 
the classification and detection of IoT illegal intrusion 
features. The extreme learning machine algorithm process 
is as follows: the new sample ),( ii ty  consists of feature 

vector T
1 2[ , , ..., ] n

i i i iny y y y R   and label vector 

1 2[ , , ..., ]i i i int t tt , a single hidden layer neural network 

with l  hidden layer nodes: 
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where Wi is the input weight, T

,1 ,2 ,[ , , ..., ]i i i i nW w w w ; 

Wiyi denotes the inner product of Wi and yi; αi is the output 
weight; bi is the i hidden layer unit, g(x) is the activation 
function; n is the number of feature vectors of the IoT 
samples; and ui is the output value corresponding to the j 
input IoT feature vector sample. 

The intrusion detection results with the minimum 
output target loss error can be obtained through the 
classification learning of the single hidden layer neural 
network of extreme learning machine, as shown in the 
following formula: 
 

1

0
N

j j
j

u t

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where tj is the j IoT feature vector sample corresponding to 
the actual output value. 

When bi, Wi, and αi are known values: 
 

1

( ) , 1, 2, ..., 
L

j i i i i
i

t g W X b j n


         (6) 

 
The actual output matrix of IoT feature vector sample 

is as follows: 
 
T H              (7) 
 
where T is the actual output of the IoT illegal intrusion 
detection result, H  is the node output matrix of the hidden 
layer, and α is the output weight. 

bi, Wi, and αi can be obtained through the training of a 
single hidden layer neural network. Thus, the minimum 
loss function of the illegal intrusion detection of the IoT is: 
 

, , 
( , ) min ( , )i i i i i i

W b
H W b T H W b T


        (8) 

 
where 1, 2, ..., i n . The output weight α of Eq. (8) is 
expressed as follows: 
 

T H              (9) 
 

where H  is the H  generalized inverse. 
The output weight  and the IoT illegal intrusion 

detection results with the least loss can be obtained 
according to the above equation. 
 
4 RESULT ANALYSIS AND DISCUSSION 
 

The experiment selects the IoT of a logistics and 
warehousing company that consists of a perception layer, a 
network layer, and an application layer as the experimental 
object. The company covers an area of about 200 000 m2 

and is divided into three office areas: A, B and C. The IoT 
has covered all areas of each district and is mainly 
responsible for the warehousing, distribution, and 
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equipment management of international goods. The 
company's IoT collects data through various sensors, 
cameras, REID tags, and other devices in the perception 
layer and transmits to the application layer after being 
transmitted and processed through the limited wireless 
network and cloud computing platform in the network 
layer. The method in this study is used to detect the illegal 
intrusion of the logistics and warehousing company's IoT 
and tests its application effect. The IoT data set is selected 
as the experimental data set, which includes five types of 
IoT illegal intrusion data and one type of normal data. 
 

Table 1 Data set 

Type 
Training 
set/unit 

Testing 
set/unit 

Illegal access to remote machine (R2L) 58 300 
Malicious Status Command Injection (MSCI) 789 123 

Denial of Service Attach (Dos) 46987 4456 
Complex Malicious Response Injection (CMRI) 14566 3656 

Port Scanning and Detection Attach (Probe) 11756 2306 
Normal Access Data (Normal) 65465 2356 

 
Statistics on the training loss curve of the single hidden 

layer neural network are conducted using the extreme 
learning machine to verify the method's IoT illegal 
intrusion classification effect in this study. The training 
loss results are shown in Fig. 3. Fig. 3 indicates that the 
neural network training loss of the extreme learning 
machine significantly decreases when the training times 
are 300. When the training times are more than 750, the 
training loss curve is in a slow and stable downward trend, 
and the training loss tends to zero, indicating that the 
method in this study applies extreme learning machine to 
the classification detection of illegal intrusion in the IoT 
with good convergence and can improve the efficiency of 
intrusion detection. 
 

 

Figure 3 Training loss result  
 

The method in this study is used to extract the features 
of five types of illegal intrusion data of the IoT. The 
dimension reduction effect of the method in this work is 
analyzed by comparing the dimensions of the original data 
and the extracted characteristic data, as shown in Fig. 4. 
The aforementioned figure indicates that the original data 
dimensions of five types of IoT illegal intrusion are all over 
70. The method in this study is used to extract the features 
of five types of IoT illegal intrusion data and reduce the 

feature dimension of each type of IoT illegal intrusion data 
to less than 30. The finding demonstrates that the method 
in this study can reduce the dimension of the original data 
through feature extraction, obtain the high sparse low-
dimensional illegal intrusion feature vector of the IoT, and 
use it for the classification of IoT illegal intrusion detection 
to improve the accuracy and efficiency of the IoT illegal 
intrusion detection. 
 

 

Figure 4 Feature extraction result 
 
The recall rate, precision, and F1 value are selected as 

the evaluation indexes of the illegal intrusion detection 
effect of the method in this work. The intrusion detection 
effect of this method is evaluated, as shown in Tab. 2. The 
aforementioned table indicates that the results of the 
various IoT illegal intrusion detection indicators of the 
method in this work are relatively good. The recall rate is 
98.3%, the precision is 98.7%, and the F1 value is 98.6%, 
verifying that the detection effect of the method in this 
work is good, and that it can accurately detect the illegal 
intrusion attack behavior of the IoT. 

 
Table 2 Intrusion detection effect evaluation of the method in this work 

Type Recall rate Precision F1 value 
Illegal access to remote 

machine (R2L) 
0.982 0.993 0.991 

Malicious Status Command 
Injection (MSCI) 

0.962 0.971 0.965 

Denial of Service Attach 
(Dos) 

0.984 0.982 0.994 

Complex Malicious 
Response Injection (CMRI) 

0.991 0.995 0.986 

Port Scanning and Detection 
Attach (Probe) 

0.996 0.995 0.996 

 
The method in this work is used to detect the abnormal 

situation of the IoT in Area A of the logistics and 
warehousing company 24 h/day. Statistically, 10 illegal 
invasion attacks on the IoT in Area A of the logistics and 
warehousing company in 24 h are detected by using the 
method in this study. The attack time is mainly between 
8:00 and 18:00, among which denial of service attack (Dos) 
most frequently occurs, indicating that the method in this 
work has a good effect on the detection of illegal intrusion 
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of the IoT and can accurately detect illegal intrusion 
behaviors of the IoT, with strong applicability. 

The packet loss of the IoT during the transmission of 
different numbers of data packets under the two scenarios 
with or without illegal intrusion is counted to test the 
transmission performance of the IoT network after the 
application of the method in this study. The results are 
shown in Tab. 3.  

 
Table 3 Testing result of the IoT transmission performance after the application 

of the method in this work 

Different 
scenarios 

Sent data 
packets/unit 

Received data 
packets/unit 

Whether 
packet loss 
occurred 

Number of 
packet 

loss/unit 

With illegal 
intrusion 

10698 10698 No 0 
453722 453722 No 0 
759326 759326 No 0 
1112365 1112360 Yes 5 
6223353 6223346 Yes 7 

Without 
illegal 

intrusion 

10668 10668 No 0 
56263 56263 No 0 
136640 136640 No 0 
620126 620126 No 0 

3656201 3656201 No 0 

 
The aforementioned table indicates that the number of 

packets received and sent by network ports is the same in 
the case of no illegal intrusion after the application of the 
method in this work. Moreover, the data transmission 
effect of the IoT is good without packet loss. In the case of 
illegal intrusion, only when the number of sent packets 
exceeds one million levels, the IoT transmission will 
appear packet loss, and the number of packet loss is 
considerably small, indicating that the application of the 
method in this study can effectively reduce the influence of 
illegal intrusion on the transmission effect of the IoT. The 
application of the method in this study for the illegal 
intrusion detection of the IoT can ensure the safe 
transmission of the IoT data. 
 
5 CONCLUSION 

 
Nowadays, the increasing illegal intrusions of the IoT 

seriously threaten the interests of enterprises and 
individuals. The illegal intrusion behavior of the IoT is 
hidden and varied. The original illegal intrusion detection 
technology cannot meet the current demand for the illegal 
intrusion of the IoT. Accordingly, an illegal intrusion 
detection method based on deep mining algorithm is 
proposed to improve the current security defense capability 
of the IoT. The conclusions indicate that: 

(1) The feature extraction of the illegal intrusion data 
of the IoT can effectively reduce the feature dimension of 
the illegal intrusion data of the IoT to less than 30 and the 
dimension of the original data.  

(2) The recall rate, precision, and F1 value of the IoT 
intrusion detection are 98.3%, 98.7%, and 98.6%, 
respectively, which can accurately detect IoT intrusion 
attacks. 

(3) This method can reduce the dimensionality of IoT 
data and extract optimal data features, with high detection 
accuracy, making it more suitable for detecting abnormal 
attacks in complex IoT networks. 

Although the method proposed in this study has 
achieved good application results, there are still many 
issues worth further research. If the effectiveness of our 

method is tested through, a large number of experiments on 
different datasets and other deep mining methods are 
introduced to meet the real-time requirements of illegal 
intrusion detection in logistics networks. 
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