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Abstract: The rapid expansion of the Internet of Things (loT) has led to increased concerns regarding the security of loT systems. Attacks targeting loT devices, such as
code injection and code reuse, have become more sophisticated, compromising device control and functionality. Existing security schemes, designed primarily for the x86
architecture, are not well-suited for resource-constrained loT devices. While numerous studies aim to strengthen loT device security, practical implementation faces
challenges due to time-to-market requirements and manufacturing costs. To address these issues, this paper proposes an Augmented Security Module (ASM) that provides
essential security services for loT devices within the same network, requiring minimal device modifications. The ASM includes Hardware Security Modules (HSMs) like
Trusted Platform Module (TPM) and Secure Element (SE) to ensure data integrity and execute requested security services. By adding ASM Agents, which perform minimal
operations to request security services, loT devices can easily access the provided security services. The proposed ASM enables flexible adaptation to evolving security
requirements at a low cost, meeting practical manufacturing and time-to-market demands. To validate the effectiveness of the proposed ASM, four representative scenarios
are presented and analyzed, demonstrating its ability to enhance loT device security and prevent attacks. The proposed ASM contributes to the widespread adoption of

secure loT systems by ensuring the security of loT devices within the network.
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1 INTRODUCTION

Internet of Things (IoT) is a technology that effectively
provides scalability and high productivity through rapid
interactions among hyper-connected devices. However,
malicious attacks can cause an IoT system to malfunction
[1]. For example, in the case of Industrial [oT (IloT) used
in industrial sites, device malfunctioning due to security
issues can lead to financial losses and accidents that
threaten the safety of workers [2, 3]. Even in the case of
Internet of Medical Things (IoMT) for medical support
systems, malicious attacks can cause fatalities due to
misdiagnoses or directly threaten patients' lives [4, 5].

Typically, most IoT devices use low-power processors
and either operate as bare-metal devices or run Real-Time
Operating System (RTOS) instead of a heavy, full-
functioning OS. Furthermore, some [oT devices perform
applications that require real-time capabilities, where
specific tasks must be completed before their deadlines
expire. Therefore, systems that introduce unpredictability
or excessive overhead are unsuitable. These characteristics
mean loT devices do not have sufficient hardware
performance to perform security services that require large
processing power. In particular, the most significant reason
for the malfunctioning of IoT devices is their vulnerability,
and enhancing their security is a critical requirement.
However, most existing security technologies are
unsuitable for executing on IoT devices because they
require high-performance processors with dedicated
Hardware Security Modules (HSMs) and fully functioning
OS [6]. For these reasons, most commercial low-end IoT
devices still do not provide minimum security services.
Indeed, numerous vulnerabilities in IoT devices have been
exploited [7], highlighting the need to develop security
systems specifically tailored for IoT devices independent
of security techniques employed in IoT networks [8].
Furthermore, prior research analyzing commercial IoT
devices and confirming their low security levels is a
significant example that supports the necessity to enhance
the security of IoT devices [9]. Consequently, research on
security systems applicable to IoT devices is imperative for
developing IoT systems.

However, applying security systems to all [oT devices
is practically difficult for the following reasons. First,
integrating  security  systems requires  hardware
specifications resulting in an extended development
timeline, which is a critical factor in IoT device
development where time-to-market is important. Second, it
is costly, considering the expense of implementing security
systems in IoT devices. Lastly, IoT devices are of various
types, and each manufacturer has different types and levels
of security systems. This means that substantial resources
would be required to evaluate the security of IoT devices
developed according to different standards. Therefore,
research on security systems for IoT devices that can
overcome these practical limitations is indispensable.

To address the aforementioned issues, this paper
proposes Augmented Security Module (ASM) that isolates
the security requirements from individual IoT devices and
implements them on the ASM. The proposed ASM utilizes
HSM (Hardware Security Module) to securely store and
manage the security-sensitive data of interconnected IoT
devices, ensuring integrity, availability, and confidentiality
in providing security services. It performs the necessary
security services for each device, guaranteeing their secure
operation without requiring additional hardware or
imposing significant overhead. The proposed ASM can
satisfy device-specific security requirements by adding
security services in real-time, and [oT devices only require
a lightweight client to request security services from the
ASM. In addition, since ASM can simultaneously provide
security services to multiple IoT devices belonging to the
same network, the cost can be reduced compared to
implementing a separate security system for each device.

The contributions of the proposed ASM are as follows:
* Separation of security systems from IoT devices: By
separating [oT devices from security systems, each device
can be operated until its maximum lifespan, and the ASM
performs the necessary security services for [oT devices,
thereby not increasing the overhead on IoT devices.
Furthermore, by separating the development processes of
IoT devices and security systems, cost savings can be
achieved compared to embedding security systems directly
into IoT devices.
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* Safe storage of security data for each device: Exposure
and abuse of security data are prevented by utilizing HSM
built into ASM to create and securely store security data
for IoT devices.

e Scalable security service: The security is improved by
updating security services to the proposed ASM without
changes to IoT devices.

The remainder of this article is organized as follows:
Section 2 presents an analysis of IoT security issues and
limitations of existing research efforts. Section 3 presents
the details of the proposed ASM. Section 4 discusses four
security service scenarios that can be performed in the
proposed ASM-applied IoT system and analyze its
security, economic feasibility, and scalability. Finally,
section 5 concludes this article.

2 LITERATURE REVIEW
2.1 loT System

An IoT system provides various services through the
interaction of IoT devices. Therefore, even a single
compromised IoT device can cause a malfunction of the
entire [oT system. The most serious malfunctions are
caused by vulnerabilities in individual IoT devices, which
can lead to service disruption of the entire IoT system,
leakage of users' information, and financial loss. The
vulnerability in IoT devices has been verified in several
case studies. Zhao et al. [10] performed an empirical long-
term vulnerability analysis on 1362906 IoT devices over a
period of 10 months and verified that 28.25% of the
devices had at least one N-day vulnerability. Actual
vulnerabilities in IoT devices have been verified through
our preliminary research that analyzed the security of
commercial IoT devices, and examples of attacks, such as
Mirai and Hajime botnet or IoT ransomware targeting
critical social infrastructure, have been reported [8].

Unlike existing sensor network systems designed for
static services such as data collection and monitoring, loT
systems are characterized by high variability [11], which is
due to the frequent addition/replacement/removal of
devices and the resulting change in the number and type of
user requests. As a result, this leads to frequent variations
in the amount of data transmission in an [oT system.

Considering these characteristics and potential
problems, an IoT system should guarantee robustness and
compatibility to provide sustainable services. However,
most off-the-shelf commercial IoT systems are not
designed with robustness and variability in mind. In
addition, the importance of time-to-market requirements
and high development/maintenance costs exacerbate these
issues [12]. As such, most of the existing commercial loT
systems do not satisfy the fundamental security
requirements [7, §].

2.2 Analysis of Existing Security Service for loT Devices

Most studies to improve the security of [oT systems
have been conducted with a focus on the security of
individual IoT devices, which should satisfy the following
requirements [6]:

* Confidentiality of security-sensitive data: Generally, a
Root of Trust (RoT) in a security system can be obtained
by ensuring integrity, confidentiality, and availability of

cryptographic keys and credentials. Leakage of
cryptographic keys and credentials can result in serious
security issues such as loss of control and malfunction.
Therefore, obtaining RoT of security services performed
by individual IoT devices is an important requirement.

* Low overhead: Because most IoT devices operate on
batteries, there are hardware constraints, such as low-end
processors and limited memory, to ensure low power
consumption. In addition, most [oT services have real-time
requirements. However, existing security systems that
require large processing power are not suitable for applying
directly to IoT devices. Therefore, either modifying the
existing security system to satisfy the low-power
requirement or developing a new low-power security
system that considers the characteristics of IoT devices is
necessary.

e Variability of security system for IoT devices: The
services provided by an IoT system can be frequently
modified according to the user's request, and the amount of
data transmitted on the network can vary. Moreover,
adding, replacing, and removing IoT devices according to
changes in [oT services can further increase the variability
of the IoT system. This causes security requirements to
increase, and thus a security system that can flexibly
respond to these requirements is required.

e Low cost: As mentioned earlier, time-to-market is an
important factor in IoT [7]. In addition, development and
maintenance costs should be minimized.

Existing studies to enhance the security of IoT devices can
be categorized into security platforms for IoT devices,
security techniques using HSM, and lightweight
encryption algorithms.

* Security platform for IoT devices: Trusted Execution
Environment (TEE) is a representative system-level
security platform that can improve security by providing
an isolated execution environment. Examples of
implementations and commercialization of TEEs are
ARM's TrustZone and Platform Security Architecture
(PSA) [13, 14]. TrustZone and PSA can guarantee secure
operation by providing isolation of system resources.
However, TrustZone and PSA are ARM processor-
dependent platforms, and thus they cannot be applied to
IoT devices based on third-party hardware. To overcome
this limitation, various studies have been conducted
[15, 16].

* HSM-based Security service: HSMs such as Trusted
Platform Module (TPM) and SE (Secure Element) can be
referred to as RoT in providing secure security services.
Recently, efforts to design and develop security services
essential for IoT devices based on HSM have been made.
A method to prevent malicious attacks such as spoofing has
been proposed by generating a device-specific signature
using a function that cannot be duplicated physically, i.e.,
Physically Unclonable Function (PUF) [17]. Cabrera
Gutierrez et al. [18] claim that the robustness and reliability
of HSM are essential for IoT devices. While
countermeasures to improve the security based on these
HSMs can optimize the design of IoT devices for specific
purposes, development time and cost increase since
different hardware and software designs are required for
each application.

e Lightweight encryption algorithm: A number of
studies on lightweight encryption algorithms designed
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considering IoT devices have been conducted [19, 20].
However, most of them are less secure than existing
encryption algorithms or have a large overhead to execute
on JoT devices.

There are also practical studies that show the security
of IoT devices in a real environment can be improved.
However, existing schemes have the following limitations
from the perspective of the entire [oT system:

* Low flexibility of IoT devices: Since most IoT devices
are designed, developed, and produced according to their
own standards, a practical IoT system that consists of
various heterogeneous IoT devices should be considered.
Therefore, applying existing security improvement
schemes to these devices would require considering the
security requirements of individual devices and lead to
implementation methods that are different for each device.
The heterogeneity of these IoT devices is a significant
obstacle to guaranteeing a certain level of security in
configuring the entire [oT system making it impossible to
conduct a holistic security evaluation. In addition, this can
cause compatibility issues between security services.

* High cost: Fast time-to-market is critical for rapidly
increasing the size of IoT systems. However, this also
inevitably leads to increasing costs to manufacture IoT
devices because of various HSMs needed to ensure their
security. In addition, since IoT devices are developed based
on the hardware performance required during device
manufacturing, replacing a device to provide new security
services to existing installed devices is challenging.

e Security scalability: As mentioned before, [oT security
requirements can change based on the variability in IoT
services. However, existing security services for individual
IoT devices do not have the flexibility which responds to
this variability. In particular, when the performance of [oT
devices does not satisfy new security requirements, they
should be replaced with more hardware-enhanced devices,
which can significantly increase cost.

The problems mentioned above are the most serious
obstacles to implementing practical IoT services.
Therefore, it is necessary to develop a new type of security
system that comprehensively considers the characteristics
of the entire IoT system rather than just focusing on
improving the security of individual IoT devices.

3 RESEARCH METHODOLOGY

This section presents the proposed ASM that can
guarantee security for all heterogeneous IoT devices within
a local network. Details of the proposed ASM are discussed
in the following subsections.

As shown in Fig. 1, ASM is a module that executes
security services to maintain a certain level of security for
all IoT devices existing on the same local network and
securely stores security sensitive data on behalf of
individual IoT devices. In the proposed model, the IoT
internal network to which ASM is applied can be secure
because the ASM provides secure proxy services between
IoT devices and a server. Furthermore, ASM can guarantee
secure execution of security services through RoT-based
integrity verification techniques such as secure boot.

Fig. 2 shows the architecture of the proposed ASM and
an [oT device. ASM has basic hardware components (i.e.,

Basic Components) and additional HSM such as TPM, SE,
one-time programming (OTP) memory, cryptographic
accelerator, and True Random Number Generator (TRNG)
as the RoT. The hardware components of ASM should
have sufficient processing power to perform security
services requested by all IoT devices within the local
network and satisfy the security requirements of the IoT
system. Typical security services for IoT devices include
attested boot, attestation, cryptographic function, secure
communication over the internet (i.e., Secure proxy), and
other security services required by the IoT service.

Internal Network
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Figure 1 ASM-based loT system

The ASM Manager manages a set of security services
for IoT devices belonging to the same local network, which
include Attestation, Secure proxy, Secure Firmware
Update, Cryptographic Algorithm, and Authentication.
This is achieved by maintaining Device-Service List,
which is a list of security services for all the IoT devices. It
also provides an interface for individual IoT devices to
request security services.

The Security Services define the set operations that
ASM can provide to the IoT device, and consist of Server
Service and Client Service. The Server Service is
performed by the ASM and has the authority to access the
HSM, where security-sensitive data such as encryption
keys, authentication information, and credentials of
individual IoT devices are stored. The Client Service is a
module that is dynamically executed by an IoT device
when a security service is needed from ASM and collects
and transmits the information necessary to perform the
security service. In addition, the versions of the Client
Service that can operate on the hardware platform of each
IoT device are managed by considering the heterogeneity
of individual IoT devices.

IoT devices include ASM Agents to interact with
ASM, and their roles and operations are as follows.

Security service initialization and request: The ASM
Agent performs initialization by communicating with the
ASM manager to provide requested security services.

Client service load: The ASM Agent receives Client
Service from ASM and loads it into memory.

Information collection and communication with ASM:
The Client Service of the IoT device collects information
and transmits it to the ASM. It also communicates with the
Server Service to exchange the information needed to
execute the requested security service.
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Figure 2 The architecture of the proposed ASM and loT device
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Figure 3 A procedure for requesting security services by loT devices to ASM

Fig. 3 illustrates the procedure by which an IoT device
requests and performs a specific security service from
ASM. Security service requests can be initiated in both
ASM and IoT devices (1st step of Fig. 3). When a security
service is requested, the ASM Manager sends the Client
Service image corresponding to the security service
requested by the ASM Agent (2nd step of Fig. 3). The
ASM Agent of the 10T device loads the received Client
Service into its memory and executes it (3rd step of Fig. 3).
The Server Service communicates with the Client Service
and performs the requested security service by utilizing the
security-sensitive data of the [oT device stored in the HSM.
When specific information about the IoT device is
necessary to perform the requested security service, the
Server Service can request it from the Client Service,
which collects the information and transmits it to the
Server Service. Upon completing the requested security
service, the Server Service transmits its execution result to
the Client Service. After that, the Client Service notifies the
ASM Agent about completing the security service, and the
ASM Agent terminates the requested Client Service.

The proposed ASM can securely store
security-sensitive data of registered IoT devices through
HSM to obtain RoT and guarantee reliable execution of
security services. This also reduces the cost of design,
implementation, and production of IoT devices because
developers only need to add ASM Agents corresponding to

IoT devices.
4 RESULTS AND DISCUSSION

The proposed ASM is based on our previous research,
the ARM Platform Security Architecture (PSA) based
secure platform model, which is designed to effectively
enhance the security of IoT devices. Our secure platform
model includes all the required HSMs for the ASM and
provides essential security services such as secure boot,
secure firmware update, attestation, cryptographic
functions, and key management to reinforce the security of
IoT devices within the same network. Furthermore, our
secure platform model offers APIs for implementing
security functionalities, reducing the development costs
associated with creating the ASM. Moreover, our previous
research has demonstrated the successful application of the
secure platform model to physical IoT devices, validating
the feasibility of implementing the proposed ASM based
on the secure platform model.

This section presents scenarios for performing
attestation and secure firmware update, which are essential
security services that can be executed by the proposed
ASM. The discussion also includes cryptographic function
and secure proxy that can be optimally applied to ensure
the basic level of security of IoT devices. In addition, the
security evaluation and economic feasibility of the
proposed ASM are carried out by analyzing the process of
performing the following four scenarios: attestation, secure
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firmware update, cryptographic function, and secure
proxy.

In all the scenarios, the IoT device performs the
initialization routine that the ASM Agent receives from the
client service and loads it into memory. Details and
security/performance/economic analysis of each scenario
after initialization are discussed in the following
subsections.

- Request attestation -
Create attestation info
Send attestation info >
Verify attsetation info
Renew attestation state
Send attestation result >

Renew attestation info
-

Figure 4 A sequence of the attestation service between ASM and the loT device
4.1 Scenario |: Attestation

An attestation service verifies the integrity of the
current target device by performing verification from a
reliable external system through attestation information,
which is a combination of unique information of the target
device. The first scenario outlines the process of verifying
the integrity of each IoT device through the ASM when the
requirement for continuous integrity verification of an
existing [oT system is added. Fig. 4 illustrates the sequence
of communications between ASM and the IoT device to
perform attestation, which involve the following:

* The Client Service in the IoT device creates attestation
information and transmits it to the Server Service
corresponding to the attestation service of ASM.

* The Server Service receives the attestation information
and verifies the integrity of the IoT device using the
attestation information.

* The IoT device notifies the attestation results to the
user.

ASM
Update ze,
Server
. Notity new firmware version [ rsewy ]

IRequest firmware update - | SION(PriKaevaes W antes)

Figure 5 A sequence of the secure firmware update service among ASM, loT
device, and update server

To implement the existing remote attestation service in
an IoT environment, a secure connection between the
attestation server and the IoT device needs to be
established. Therefore, IoT devices require sufficient
processing power to run cryptographic algorithms and
maintain secure storage to store keys. As mentioned
previously, this leads to high manufacturing costs for IoT

devices. In contrast, the attestation service is executed in
the proposed ASM. In addition, since all the operations to
verify the integrity of the IoT device are performed in the
ASM, the IoT device only needs to generate and transmit
attestation information to ASM.

4.2 Scenario lI: Secure Firmware Update

The Secure Firmware Update service verifies the
integrity of the firmware image for an IoT device and
securely updates it. The services provided by the IoT
system are based on IoT devices and require continuous
updates. The second scenario illustrates the provision of
secure firmware update services through the ASM when
the requirement for ensuring the integrity of firmware
updates for loT devices is added. This is performed through
information exchange among IoT devices, ASM, and
external update servers as shown in Fig. 5, and the detailed
operations are as follows:

* The update server notifies the IoT device that the
firmware has a new version.

* Upon receiving the notification, the IoT device
requests a secure firmware update from the ASM Agent.

* The Secure Firmware Update service requests the
latest firmware version information from the update server,
and the update server sends this information back to the
secure firmware update service.

e After checking the new version of the firmware, the
secure firmware update service requests the firmware
image from the update server.

* The update server sends a manifest composed of the
new firmware image, firmware information (i.e., version
and size), and a hash of the firmware image to ASM. In
addition, the update server also sends the signature of the
manifest generated by the private key of the update server
to ASM.

¢ The Secure Firmware Update service relies on HSM to
verify the integrity of the manifest transmitted from the
update server. HSM performs asymmetric key algorithms
such as ECC to verify the transmitted manifest and sends
the verification results to the Secure Firmware Update
service.

¢ If the integrity of the manifest is verified, the Security
Firmware Update service hashes the received firmware
image and checks its integrity against the hash contained in
the manifest.

e If both the firmware image and the integrity of the
manifest have been verified, the Secure Firmware Update
service sends an update check result to the IoT device,
which then requests a firmware update to the Secure
Firmware Update service.

¢ The Secure Firmware Update service sends the
firmware image to the IoT device, which is updated with
the new version of the firmware.

The Secure Firmware Update service through ASM
can prevent attacks such as man-in-the-middle by verifying
the integrity of the firmware. In addition, IoT devices can
securely perform firmware updates without adding code
and hardware, reducing development and maintenance
costs or existing security-enhancing methodologies for oT
devices.
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Request crypto >
Send data >
Run crypto engine
- Send result
I I
Figure 6 A sequence of the cryptographic function service between ASM and
loT device

4.3 Scenario lll: Cryptographic Function

The third scenario addresses the need for direct data
operation on IoT devices that guarantees their security,
specifically for functions that must be provided when
dealing with data that does not contain security sensitive
information. In cases where encryption is required for data
stored on IoT devices, the process involves requesting the
ASM to perform the encryption service. The sequence of
cryptographic function is described in Fig. 6, and the
detailed operation of the cryptographic function is as
follows:

*  The Client Service corresponding to the cryptographic
function requests encryption and transmits data to be
encrypted.

* ASM performs encryption using the cryptographic
engine with the key stored in the secure storage and
transmits the encryption result to the IoT device.

The cryptographic function used by the proposed ASM
can securely and quickly perform the encryption algorithm
because of the built-in encryption accelerator and secure
storage. Moreover, loT devices can be developed at a lower
cost than existing security-enhancing methodologies for
10T devices because they do not require dedicated software
or hardware to store keys and perform cryptographic

algorithms.

Request crypto >
Send data >
Run crypto engine
- Send result
S S

Figure 7 A sequence of the secure proxy service among ASM, loT device, and
external server

4.4 Scenario IV: Secure Proxy

As shown in Fig. 7, Secure Proxy service guarantees
an end-to-end secure connection between an IoT device
and a server on an external network. The fourth scenario
relates to situations where IoT devices require secure data
communication with entities outside the local network. It
presents a case where the ASM provides a secure proxy
service, ensuring safe data transmission between IloT
devices and external entities. When an IoT device requires
secure communication with a server on an external

network, a request is made to the Server Service
corresponding to the secure proxy service.

The Server Service notifies the IoT device that the
secure proxy service is ready after establishing a secure
connection such as OpenSSL with the external server. The
certificate, which allows a secure connection to be
established with the external server, is safely stored
through HSMs in ASM.

When the IoT device transmits data to the external
server, raw data is delivered to ASM through the local
network.

The Server Service receives raw data from the IoT
device, encrypts and signs it using HSM, and transmits it
to the external server.

When the external server transmits data to the IoT
device, it encrypts and signs the data to be sent and
transmits it to ASM.

After receiving the data, the Server Service decrypts
the received data and verifies the signature, and if the
integrity is verified, the raw data is delivered to the IoT
device through the local network.

The ASM establishes a secure connection such as
OpenSSL with the external server instead of the IoT
device, and therefore, [oT devices need not require
cryptographic  functions having large processing
requirements. In addition, the HSM in ASM also provides
secure storage of security-sensitive data, such as keys and
certificates, to establish secure connections.

4.5 Summary

The four scenarios presented above prove that an IoT
device can satisfy a certain level of security through the
security service provided by the proposed ASM. From a
practical point-of-view, the secure proxy service of ASM
enables secure communication on ASM's internal network
and protects against communication attacks from the
internet, such as fabrication, modification, and sniffing. In
addition, in an IoT system with ASM, all the conditions
and requirements necessary to perform security services
are implemented in the ASM, and individual IoT devices
only need to add the ASM Agent corresponding to the
ASM Manager. For this reason, the proposed ASM can be
developed and maintained for a low-cost [oT system while
providing security for all IoT devices in the local network.
Moreover, even when ASM devices need hardware
upgrades as security requirements increase, replacing only
the ASM can guarantee the security level of the local
network. This makes it easier and more economical to
improve the security of the entire IoT system.

Meanwhile, the proposed ASM is subject to the
constraint that it can only be applied to IoT devices within
the same local network. Moreover, to execute client
services on host IoT devices, additional memory is
required. These limitations should be taken into
consideration while implementing the ASM solution, as
they may influence the overall deployment and resource
requirements for the secure platform model.

5 CONCLUSION

With the proliferation of IoTs, their security concerns
are increasing. The problem is that existing security
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schemes cannot be applied to [oT systems composed of
low-end IoT devices, and various studies have been
proposed to improve the security of IoT devices to solve
this. However, security techniques for IoT devices are not
practical because they increase development time and
manufacturing and maintenance costs. In addition, existing
security services for [oT devices cannot flexibly respond to
the variabilities of an IoT system. To solve these problems,
this paper proposed ASM that can provide security services
to IoT devices on the local network. The ASM Agent
embedded into IoT devices enables the execution of
security services provided by the ASM. To verify the
security of the proposed ASM, this paper presented and
analyzed four security service scenarios that can be
implemented in an [oT system with ASM and proved that
the proposed ASM can provide a certain level of security
while guaranteeing low costs in production and
maintenance of the entire IoT system. Therefore, there is
no need to integrate dedicated security hardware into each
individual IoT device by utilizing ASM. Additionally,
when updating security services, only ASM needs to be
updated, and the client services can be reloaded, thereby
increasing the availability of IoT devices. This approach
ensures the convenience and efficiency of security service
updates without causing disruptions to the overall
functionality of IoT devices. Future research includes the
optimized execution methods of ASM agents and security
services for IoT devices with limited resources while
reducing the overhead on IoT devices.
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