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Abstract: Software-Defined Networks (SDN) refers to a revolutionary pattern that separates the control plane from the data plane, converting the idea of a software-driven
network. Cyber attackers had a target towards the SDN controllers to subdue the control planes that can be regarded as the SDN brain. It offers a plethora of functionalities
like regulating flow control to routers or switches in the data plane below through southbound Application Programming Interfaces (APIs) and application logic and business
in the application plane above through northbound APIs for implementing sophisticated networks. But the control plane is a tempting prospect for security attacks from
adversaries due to its centralization features. The main concern is information safety in the network. To prevent the loss of extremely useful information, the Intrusion
Detection System (IDS) has been formulated for recognizing the outbreak of a stream of attacks and notifying system administrators granting network security. With this
motivation, this article develops a Hybrid Metaheuristics with Deep Learning Enabled Cyberattack Prevention (HMDL-CAP) model in SDN. The presented HMDL-CAP model
initially carries out data preprocessing to scale the input data. Then,spiral dynamics optimization-based feature selection (SDOFS) algorithm is utilized for optimum selection
of feature subsets. Next, hybrid convolutional neural network with recurrent neural network (HCRNN) model is applied to detect intrusions. As hyperparameter tuning is
important, pelican optimization algorithm (POA) is used to tune the HRCNN parameters. To assess the experimental outcomes of the proposed model, a series of experiments

were performed using benchmark dataset. The comparison study shows the promising performance of the HMDL-CAP model over recent models.
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1 INTRODUCTION

Recently, more than 25 billion gadgets have linked to
the Internet globally. The Internet of Things (IoT) depends
on interlinked smart gadgets, and various services were
employed for integrating them into one network [1]. This
lets the smart gadgets for collecting delicate information
and important operations take place, and such gadgets
communicate and connect with one another at maximum
velocity and make choices in accordance with indicators
data. The IoT network employs cloud service as a back-end
to procede information and retain remote controls [2].
Users utilize web services or mobile applications to make
data accessibility and adjusting their gadgets. The IoT
structure employs many sensors to eliminate essential data,
and it can be scrutinized by artificial intelligence (AI)
methods [3]. An intrusion detection system (IDS) is
administrative methodological, and regulatory means are
employed to prevent unofficial use, misuse, and retrieval
of electronic data and transmission mechanisms and the
data they contain, focused on assuring the continuity and
accessibility of works of the information method and
fostering the privacy, protection, and secrecy of private
data by some initiatives [4]. Cyber security means the
practice of protecting electronic methods, computers,
mobile devices, servers, networks, and data in malicious
assaults. It is otherwise called information technology
security [5]. Such intrusions include domain of research
control mechanism by monitoring a change of the
document mechanism, accessing sensitive records, making
unapproved logins, using malware, and heightening
advantages that can change the network conditions.
Network intrusions happen because of approaching
packets in the network for performing conducts, like denial
of service (DoS) assaults or trials that separate as the
mechanism [6]. DoS assaults were tried to make PC
properties distant by its planned users, for instance, flood
attacks, land assaults, and ping of death (POD). Intrusion
indications includes abnormal results at executing various
client charges were illustrated by moderate mechanism

implementation, and sudden mechanism smashes and
variations in fragments of data structure were bizarrely,
moderate mechanism implementation (i.e., accessing sites
or opening records). Al is a type of data-driven technique
where the initial level was to comprehend the data [7].
Several kinds of data indicate particular attack conducts
which include network activities and host behaviours.
Network traffic indicates network behaviours and server
logs reflect host behaviour. There were numerous kinds of
assaults, each containing a specific paradigm [8]. Thus, it
becomes significant for selecting appropriate data sources
for detecting several assaults according to the threat
features. One vital feature of a DoS assault, for instance,
was to transmit numerous packets in a very limited period;
therefore, flow data were ideal for DoS attack
identification [9]. A hidden channel has a data leaking
function amongst 2 distinct IP addresses and optimally
suitable for session data recognition. Thus, the
development of DL methods is helpful in detecting such
network behaviours [10]. Several research works have
devised the progression of network security systems, and
Al serves the main part in cybersecurity areas related to [oT
to design an intellectual mechanism for security in the [oT
network. The conventional Internet architectures are very
complex and almost failed in dynamic ecosystems because
of its decentralized nature. It has too many devices,
distributed nodes, and routers that were its main
disadvantage [1]. The arrival of SDN with centralized
control solved several issues. SDN is improvised for fog
computing and it was programmable. It can be utilized as a
structure for flow-related anomaly detection (AD) but it
requires intelligence for ignoring assaults. The attack
packet can be categorized by employing Machine Learning
in SDN atmosphere [2, 3]. The authors devised ML
approaches for detecting DDoS assaults in 3 different
categories. An entropy-related solution for detecting DDoS
assaults utilizing an SDN plane can be proposed. The rise
in the number of IoT gadgets generates large amount of
data. The authors estimated that more than 26 billion IoT
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gadgets are connected to the Internet [4]. And there is a rise
in the commercial value of IoT gadgets and safeguarding
the network in the future becomes mandatory as billions of
devices would be connected [5]. Fig. 1 illustrates the
overview of SDN.
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Figure 1 Block diagram of SDN

Cybersecurity refers to the collection of several
technologies and security systems which are developed for
the protection of network, data, or information. A program
from various assaults acts like unauthorized access, data
modification, destruction over the Internet or network, and
stealing [6]. Cybersecurity element's main concern is
network security system and host protection. Recently it
can be utilized for protecting numerous areas namely [oT,
cloud computing, and wireless sensor network. There exist
more security measures to provide security to the networks
or systems like IDS, antivirus, and firewall. But still, cyber
threats continually harm and disturb Internet services on
the daily basis [7]. This inspired several authors to provide
their wide contributions to devising security mechanisms.
The popular cyberattacks are as follows: adversarial
attacks, denial of service attacks, remote local attacks,
probing, phishing attack, distributed denial of service
attacks, zero-day attacks, poisoning, and evasion attacks,
spamming, user to root attacks, and botnet [8]. Several
distinct approaches are used for attack detection, largely
classified into 3 major categories like hybrid-based,
anomaly, and misuse detection. Misuse-related detection is
scanned by prestored assault signatures and is mainly
utilized for detecting identified assaults [9]. It was helpful
in detecting known attacks having minimal false alarms. It
needs some alteration of the signature and attack rules on
the database. By the viability and advent of Artificial
Intelligence (AI) and the SDN programmable feature,
Al-related security solutions are compiled into SDNs to
improve security levels [10]. There were many Al-related
approaches which were used as network traffic classifiers;
several techniques like K-Nearest Neighbor (KNN),
Decision Trees (DT), artificial neural networks (ANNSs),
Genetic Algorithms (GA), fuzzy logic (FL), support vector
machine (SVM), and Naive Bayesian have shown ideal
outcomes having some levels of precision. The demand to
offer a flexible and powerful structure has motivated in
developing a hybrid deep learning (DL) related threat
detection solution. Utilising the capabilities of SDN to
improve the safety of IoT devices and networks is an
essential part of the attack detection strategy for the
Internet of Things that uses SDN. Analysing the behaviour
and communication patterns of IoT devices is one of the
tasks that the fuzzy neural network (FNN) contributes to in
the process of determining the various forms of assaults.
The FNN model is able to describe complicated

interactions and make reliable conclusions regarding attack
detection thanks to the combination of fuzzy logic and
neural network approaches. The method provides excellent
defence mechanisms against cyber threats based on IoT by
merging SDN and FNN.

2 RELATED WORKS

Phan and Bauschert [11] presented an adaptive
intrusion response system (IRS) dependent upon deep
reinforcement learning (DRL) such as DeepAir, to
efficiently support against cyberattacks from the SDN. In
detail, it can be primary analysis of an IRS which drives at
the SDN control plane. Afterward, it can model the IRS
dependent upon Markov decision process (MDP)
technique and express the compared optimized problem.
Next, the author progresses to a Double Deep Q-Network
(DQN) based IRS technique for supporting the IRS for
rapidly accomplishing the optimal IRS. In [12], the authors
initially progress a DQN based cyberattack reaction control
technique for supporting the control agent from attaining
the optimum policy rapidly. After that, the authors present
a federated DQN based cyberattack reaction control
method that removes the scalability problem and enhances
the learning performance of the DQN technique from a
distributed method. During this analysis of DoS attacks,
the attained outcomes illustrate that the FEAR efficiently
kept the victim from the malicious packets. Alanazi et al.
[13] reported a DL-based ensemble solution to effective
DDoS attack recognition from SDN. Four hybrid
techniques were projected by implementing 3 ensemble
systems and several DL infrastructures such as CNN,
LSTM, and GRU, for improving the SDN traffic classifier.
Althobiti et al. [14] examine network security
improvement solutions purposing to enhance the level of
performance. From the recognition of cyberattacks on
SDN it prevents against DoS attacks. The authors are
accepted for employing 2 solutions and relating to SDN
attack recognition performances. The primary technique is
the performance accuracy of SDN with IDS procedural,
and the second technique was the combination of SDN
with ML. Kurochkin and Volkov [15] assume the
possibility of utilizing ML approaches from resolving the
problem of intrusion detections from the SDN. The work
is devoted to the investigation and improvement of network
attack classifications that are basic for intrusion detection
systems (IDSs). For evaluating the techniques, a present
dataset is employed that contains network traffic records
with many distinct network attack conditions. Farhin et al.
[16] presented the attack detection approach for IoT
utilizing SDN. The SDN controller analyses the traffic
flow, distinguishes the anomaly, and blocks received
traffic and source nodes. During the SDN, a Fuzzy neural
network (FNN) based attack detection method was
assumed that identifies attacks, namely malicious code,
man-in-the-middle (MITM), distributed DoS, and side-
channel. Detecting cyberattacks in the SDN environment is
the goal of the HMDL-CAD algorithm that has been
suggested. The term "Hybrid Metaheuristics with Deep
Learning Enabled Cyberattack Detection" (HMDL-CAD)
describes this method. To increase the accuracy and
efficiency of cyberattack detection in SDNs, it blends
metaheuristic optimisation approaches, such as the spiral
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dynamics optimization-based feature selection (SDOFS)
algorithm, with deep learning algorithms. This article
develops a Hybrid Metaheuristics with Deep Learning
Enabled Cyberattack Prevention (HMDL-CAP) model in
SDN. The presented HMDL-CAP model initially carries
out data preprocessing to scale the input data. Then, spiral
dynamics optimization-based feature selection (SDOFS)
algorithm is utilized for optimum selection of feature
subsets. Next, hybrid convolutional neural network with
recurrent neural network (HCRNN) model is applied to
detect intrusions. As hyperparameter tuning is important,
pelican optimization algorithm (POA) is used to tune the
HRCNN parameters. To assess the experimental outcomes
of the proposed model, a series of experiments were
performed using benchmark dataset. The primary objective
of the Hybrid Metaheuristics with Deep Learning Enabled
Cyberattack Prevention (HMDL-CAP) model that has
been described is to improve the prevention of cyberattacks
in SDNs via the combination of metaheuristic optimisation
strategies with deep learning algorithms. It attempts to
increase the accuracy and efficiency of intrusion detection
systems as well as to lessen the impact that cyberattacks
have on environments that use SDN.

3 THE PROPOSED MODEL

In this study, a new HMDL-CAD algorithm was
formulated for cyberattack detection in the SDN
environment. The presented HMDL-CAD model
encompasses pre-processing, SDOFS based feature subset
election, HCRNN classification, and POA hyperparameter
optimizer. As hyperparameter tuning is important, POA is
used to tune the HRCNN parameters and thereby boosts the
classification performance to the next level. Fig. 2
demonstrates the overall block diagram of HMDL-CAD
approach.

3.1 Data Pre-Processing

The presented HMDL-CAP model initially carries out
data pre-processing to scale the input data. In the data given
to DL methodologies to validation or trained drives,
several preparation operations are carried out to refine the
quality of data and forecast the performance. To be
Specific, the outlier instances which were probably
reasoned by unpleasant circumstances are eradicated in
both datasets. Such values are interchanged with average
value of its corresponding attributes. And then, all the
feature variables were altered to particular range using the
min-max normalized as given in Eq. (1).

Xnormalized = & (1)
X max -X min

Here X represents the original data features, Xpin, and Xmax

denotes the maximal and minimal value of such features.

In order to clarify the nature of information, correlation

scrutiny has taken place to investigate the correlation

between features.
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| Data Pre-processing |

Feature Selection Process

mization

Performance Measures

Classification Process Accuracy
using

Hybrid CNN-RNN Model Precision

Recall

Hyperparameter Tuning

using F-Score

Pelican Optimization Algorithm

AUC Score

Figure 2 Overall block diagram of HMDL-CAP approach
3.2 Feature Selection Using SDOFS Technique

Next to data pre-processing, the SDOFS algorithm is
utilized for optimum selection of feature subsets. Tamura
and Yoshida [17] established the SDO approach for
stimulating the natural spiral phenomena. Various spirals
are naturally available namely aurora, galaxies, hurricanes,
blackbuck horns, seashells, tornadoes, ammonites, snails,
Pieris brassicae, cabbage butterflies, seahorse, fish vortex,
and chameleon tail. Also, the spirals are realized in earliest
art produced by humankind from 5000 BC to 1600 AD.
Recently, some research workers have made effort to
comprehend the spiral sequence and complexity and
developed algorithms and equations of the spiral.
Furthermore, it is noteworthy that the regularly found
spiral phenomenon naturally is a logarithmic spiral that is
realized in tropical cyclones, nautilus shells, and galaxies.
The distinct procedure of producing a logarithmic spiral
was comprehended as efficient searching activities in
metaheuristics that stimulated the spiral dynamics
optimization technique. In this study, the multi-point
searching function for n-dimension method is expressed as
follows:

\S)
~

Xint :rR(")(H);(k—(rR(")(Q)—I”)x* (

In Eq. (2), r denotes the spiral radius, R"") (0

~—

represents the rotation matrix of order nxn, @ shows the
spiral rotation direction, /, indicates the identity matrix of
order nxn,x" characterizes the spiral center, y; and yj+i
denotes the searching point position at iteration k and A+1,
correspondingly. The rotation matrix R") (6) for

n-dimension on an arbitrary xx-plane is shown below:

(10 0 0 0 0]

01 0 .. 0 00

0 0 cos(HiJ-) —sin(Hi,]») 00
RM(o)=]: ¢+ 1 P ®)

0 0 sin(6,) —cos(6,;) 0 0

00 0 0 0

00 0 0 0 1]

210

Technical Gazette 31, 1(2024), 208-214



P. B. ARUN PRASAD et al.: Hybrid Metaheuristics with Deep Learning Enabled Cyberattack Prevention in Software Defined Networks

In Eq. (3) 6;; shows the spiral rotation direction around
the origin on x;x; plane. The likelihood of rotation matrix

R? (6) for 2D scheme on x1x; plane is given as:

R e o

sin(0)  cos(0)

Alternatively, the three probable groupings of
rotational matrix R(3) (6’) for a 3D scheme on x1x2, x2x3,

and xx-planes are correspondingly shown below [18]:

_005(01‘2) —sin(HLz) 0

R1(,32) (0) =] sin (‘91,2 ) cos (6’1,2 ) 0 (5)
i 0 0 1
1o 0

Rg) (6)=]0 cos (6’2,3 ) —sin (6’2’3 ) (6)
_O sin(ﬁzs) 005(6’2‘3)

And.

cos( 05 ) 0 —sin (91'3 )
RY@)= o 1 o 7
sin(6’13) 0 005(91’3)

Note that the algorithm produced the spiral trajectory
around the center x" and it is categorized as:

When > 1 and € (—%, gj , the trajectory refers to

conventional spiral;.

When r < 1 and € (—%, gj , the trajectory refers to

hypotrochoid spiral.
As previously mentioned, the spiral direction of
rotation depending on the 0 value is categorized into.

T . .
When e(—;, Oj, the trajectory rotation refers to

clockwise.
by . .
When 6(0, E]’ the trajectory rotation refers to

anticlockwise.

The fitness function (FF) employed in the presented
method can be formulated to have a balance among the
quantity of selected features in every solution (lesser) and
the classifier accuracy (greater) acquired through selected
features, Eq. (8) indicates the FF for evaluating solutions.

Fitness = ay (D)JrﬂH (8)
! €l

where as yr(D) indicates the classifier error rate of a
presented classifier. |R| denotes the cardinality of selected

subset and |C | signifies the total features in the datasets, a

and S were 2 parameters respective to the significance of
classifier subset length and quality.

4 RESULTS AND DISCUSSION

The experimental results of the HMDL-CAP model
that was proposed were tested with the use of a benchmark
dataset. The particular dataset that is utilised for
assessment may change based on the study being
conducted, but in most cases, it is a collection of network
traffic data that includes both usual occurrences and
instances of attacks. The performance of the model was
evaluated based on a number of different criteria, including
accuracy, precision, recall, and F1 score. The study sheds
light on how successful and efficient the suggested
methodology is in terms of the prevention of cyberattacks.
The experimental results of the HMDL-CAP model are
tested using the Coburg Intrusion Detection Data Set
(CIDDS-001) flow-based dataset. The dataset holds
180386 samples under four distinct class labels as depicted
in Tab. 1.

Table 1 Dataset details

Classes No. of Records
Benign 147073
DDoS 18542
Port-Scan 2168
Brute-Force 12603
Total number of Records 180386
Entire Dataset - Confusion Matrix

145829 389 365 490
80.84% 0.22% 0.20% 0.27%

Benign

18183
10.08%

DDoS

Actual

174 167 83 12229
0.10% 0.09% 0.02% 6.78%

Brute-Force Port-Scan

Benign DDos

Port-Scan Brute-Force
Predicted
Figure 3 Confusion matrix of HMDL-CAP approach under entire dataset

Fig. 3 demonstrates the confusion matrix generated by
the HMDL-CAP model on the entire dataset. The figure
represents that the HMDL-CAP model has properly
recognized 145829 samples under benign class, 18183
samples under DDoS class, 2062 samples under Port-Scan
class, and 12229 samples under Brute-Force class. Tab. 2
and fig. 4 depict the overall results accomplished by the
HMDL-CAP model on entire dataset. The obtained values
inferred that the HMDL-CAP model has shown enhanced
results under distinct class labels.

Fig. 5 depicts the overall results rendered by the
HMDL-CAP approach on entire dataset. The results denote
the HMDL-CAP algorithm has obtained enhanced results
with maximum average.
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Table 2 Result analysis of HMDL-CAP approach with distinct class labels under
entire dataset

Entire Dataset
Labels Accuracy | Precision | Recall | F-Score | AUC Score
Benign 99.12 99.76 99.15 99.46 99.06
DDoS 99.48 96.88 98.06 97.47 98.85
Port-Scan 99.69 82.18 95.11 88.18 97.43
Brute-Force 99.40 94.54 97.03 95.77 98.31
Average 99.42 9334 | 9734 | 9522 98.41
Entire Dataset
mam Benign  mmm Port-Scan
W DDoS W Brute-Force
100
;\: 95
o
2
S 90
85
80
Accuracy Precision Recall F-Score AUC Score

Figure 4 Result analysis of HMDL-CAP approach under entire dataset

Entire Dataset

100
99
g 98 4
")
3 97
s
0 96
g
o 95
>
<
94 4
931 l
92 -
Accuracy Precision Recall F-Score AUC Score

Figure 5 Average analysis of HMDL-CAP approach under entire dataset

Fig. 6 establishes the confusion matrix generated by
the HMDL-CAP approach on 70% of training (TR) data.
The figure implicates the HMDL-CAP method has
properly recognized 102079 samples under benign class,
12698 samples under DDoS class, 1450 samples under
Port-Scan class, and 8605 samples under Brute-Force
class.

Training Phase (70%) - Confusion Matrix

253 349
0.20% 0.28%
12698 42 100
10.06% 0.03% 0.08%
18 1450 46
0.01% 1.15% 0.04%
113 114 21
0.09% 0.09% 0.02%

Benign DDosS Port-Scan Brute-Force

102079
80.84%

Benign

DDoS

Actual

Brute-Force Port-Scan

Predicted
Figure 6 Confusion matrix of HMDL-CAP approach under 70% of TR data

Tab. 3 and Fig. 7 showcase the overall results
accomplished by the HMDL-CAP method on 70% of TR
data. The obtained values denoted the HMDL-CAP
approach has shown enhanced results under distinct class
labels

Table 3 Result analysis of HMDL-CAP approach with distinct class labels under

70% of TR data
Training Phase (70%)

Labels Accuracy | Precision | Recall | F-Score | AUC Score
Benign 99.13 99.77 1 99.17 | 99.47 99.07
DDoS 99.49 97.04 | 97.99 | 97.52 98.83
Port-Scan 99.69 82.11 95.21 88.17 97.48
Brute-Force | 99.41 94.56 | 97.20 | 95.86 98.39
Average 99.43 9337 | 9739 | 95.25 98.44

Training Phase (70%)

mam Benign  mmm Port-Scan
W DDoS B Brute-Force
100 -
:\3 95 4
n
Q
E]
S 901
85
80
Accuracy Precision Recall F-Score AUC Score

Figure 7 Result analysis of HMDL-CAP approach under 70% of TR data

Fig. 8 illustrates the overall results offered by the
HMDL-CAP method on 70% of TR data. The results show
the HMDL-CAP model has attained enhanced results with
maximal average.

Training Phase (70%)

100 -
99 4
g 98
o 97
2
s
° 96
g
g 951
>
<
94 4
93 l
92-
Accuracy Precision Recall F-Score AUC Score

Figure 8 Average analysis of HMDL-CAP approach under 70% of TR data

Fig. 9 validates the confusion matrix generated by the
HMDL-CAP model on 30% of testing (TR) data. The
figure signifies that the HMDL-CAP model has properly
recognized 43750 samples under benign class, 5485
samples under DDoS class, 612 samples under Port-Scan
class, and 3624 samples under Brute-Force class.

Tab. 4 and Fig. 10 portray the overall results
accomplished by the HMDL-CAP model on 30% of TS
data. The obtained values infer that the HMDL-CAP
method has shown enhanced results under distinct class
labels.
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Testing Phase (30%) - Confusion Matrix
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Figure 9 Confusion matrix of HMDL-CAP approach under 30% of TS data

Table 4 Result analysis of HMDL-CAP approach with distinct class labels under

30% of TS data
Testing Phase (30%
Labels Accuracy | Precision | Recall | F-Score | AUC Score
Benign 99.09 99.76 | 99.12 99.44 99.04
DDoS 99.45 96.50 | 98.23 97.36 98.91
Port-Scan 99.70 82.37 | 94.88 88.18 97.32
Brute-Force 99.38 94.50 | 96.64 95.56 98.11
Average 99.40 9328 | 97.22 95.13 98.34
Testing Phase (30%)
mam Benign  mmm Port-Scan
DDoS B Brute-Force
100 4
T 951
»
2
S 9
85
80

Accuracy Precision Recall F-Score AUC Score

Figure 10 Result analysis of HMDL-CAP approach under 30% of TS data

Fig. 11 displays the overall results provided by the
HMDL-CAP method on 30% of TS data. The results
indicated that the HMDL-CAP approach has acquired
enhanced results with maximum average.

Testing Phase (30%)

100

99

98
97 1
95
94
93
92-

Accuracy Precision Recall F-Score AUC Score

Average Values (%)
-

Figure 11 Average analysis of HMDL-CAP approach under 30% of TS data

5 CONCLUSIONS

In this research, a new HMDL-CAD algorithm was
modelled for cyberattack detection in the SDN
environment. The presented HMDL-CAD model
encompasses pre-processing, SDOFS based feature subset
election, HCRNN classification, and POA hyperparameter
optimizer. As hyperparameter tuning is important, POA is
used to tune the HRCNN parameters and thereby boosts the
classification performance to the next level. To assess the
experimental outcomes of the proposed model, a series of
experiments were performed using benchmark dataset. The
comparison study shows the promising performance of the
HMDL-CAP model over recent models. Therefore, the
HMDL-CAP model can be employed as an effectual tool
for improved cyberattack detection performance. In future,
the performance of the HMDL-CAP algorithm can be
boosted by outlier reduction approaches.
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