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Effect of Al: The Future Landscape of National Cybersecurity Strategies
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Abstract: Artificial intelligence (Al) is considered a vital factor that will fundamentally alter the cybersecurity environment. Al technology is progressing much faster than expected,
and Al-based security services are being introduced into the global security market on a daily basis. However, how Al can contribute to the cybersecurity field and what changes
it will bring remain unknown. Nonetheless, cybersecurity is not merely a technical issue but also a process for dealing with regulations, policies, and security risks; therefore, the
introduction of Al technology introduction can make a fundamental difference in cybersecurity policy as a whole. This study primarily aims to better understand the concept and
characteristics of Al from the cybersecurity perspective and identify its future implications on cybersecurity environment at the national policy level. This study predicts what
modifications will be made to national cybersecurity strategies (NCSS) when machine learning (ML) is introduced and implemented. It also provides a basic policy recommendation
that offers potential responses to these changes. The study first describes the emergence of Al in the cybersecurity field and explains Al-ML technical services and Al security
policy elements. Second, through NCSS material analysis, this study categorizes NCSS into 11 categories and selects the critical functions of each dimension. Finally, it predicts
the changes that will occur when Al is introduced within the selected NCSS category. It also introduces the priorities and considerations required for these changes.
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1 INTRODUCTION

Artificial intelligence (AI) has emerged as one of the
most critical technologies in every aspect of the information
age. In cybersecurity, technology development for solving
security problems on the basis of Al is rapidly progressing.
Compared with conventional cybersecurity solutions, Al-
enabled security systems are more flexible, adaptable, and
powerful [1]. Although AI technology remains incomplete,
and the application of Al technology in cybersecurity
remains in its infancy, experts believe that Al security
systems will help to improve cybersecurity performance and
defense, and ultimately, significantly impact the
cybersecurity environment.

Meanwhile, Al utilization in cybersecurity also affects
the aspect of the attack. Previous studies have predicted the
future Al cyberattacks as follows. First, even if the influence
of Al is stronger in cybersecurity, the fundamental goal of
cyberattacks will not change. In addition to stealing data and
shutting down systems, Al-powered cyberattacks also
manipulate data to influence human behavior. Second, Al-
powered cyberattacks will not be used in all areas. Al
cyberattacks require more time, resources, and capital than
traditional cyberattacks. Therefore, Al-powered cyberattacks
will be employed in a much more sophisticated way in large-
scale cyberattack targeting, government agencies, and
companies rather than individuals. Third, experts have
different opinions about when exactly Al-armed cyberattacks
will transpire, but they predict that they will occur in the near
future [2].

Thus, how can countries respond to these cybersecurity
changes? On the basis of the National Cyber Security
Strategy (NCSS), this study attempts to envision how Al will
affect national cybersecurity and what areas the country
should improve. However, Al cybersecurity research has
paid limited attention to national behavior and national
strategies. Thus, when considering the characteristics of Al
cyberattacks, national behavior must also respond to these

changes. The reason for this is that the government's national
cybersecurity strategy is critical to addressing cybersecurity
issues, even though private companies that own and operate
the majority of information technology (IT) are critical to
improving the country's cybersecurity system [3].

Over the last decade, NCSS has been widely used
worldwide as a national guideline for addressing
cybersecurity issues at the national level. On the basis of the
NCSS, we determined that the development of
countermeasures in an evolving Al cybersecurity
environment is a good starting point for a national review of
Al security policy.

This study extensively reviews existing Al and NCSS-
related materials. The study is organized as follows. First, it
introduces the emergence of Al in the cybersecurity field and
explains related technical services and policies. Second, the
outline of NCSS is explained, and its categories and elements
are selected on the basis of the existing materials. Finally, we
predict the changes that will occur when Al is introduced
within the selected NCSS category. We also suggest
priorities and considerations required for these changes.

2 RELATED WORKS

In the field of cybersecurity, research on changes and
countermeasures resulting from the introduction of Al
technology has been conducted since 2010. Existing studies
can be broadly classified into two categories. First, studies on
Al technology application in cybersecurity. Ref. [4] analyzed
the errors of Al and suggested how to effectively apply it to
cybersecurity. Ref. [5] investigated how to respond to
cyberattacks using Al on the basis of a literature review and
proposed ways to construct a safe Al system. Ref. [6]
presented a future research direction by analyzing "Al-based
cybersecurity”, which is expected to play an important role
in intelligent cybersecurity services and management. Ref.
[7] presented an Al-based cybersecurity model on the basis
of papers published from 2016 to 2020. Ref. [8] explained
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the current state of Al use in cyber security and presented

case studies and application programs.

Second, studies that describe countermeasures and
recommendations on the basis of changes in the
implementation of Al technology in the cybersecurity from a
specific perspective. Ref. [9] analyzed how to effectively
utilize Al technology, which is expected to have the greatest
impact in cybersecurity, with a focus on web application
security. Ref. [1] presented from an organizational
perspective on a mature cyber environment combined with
Al technology. Ref. [10] described the role of Al in
cybersecurity and provided recommendations on how
organizations can leverage Al in cybersecurity. Ref. [11]
analyzed how Al can affect cyber defense and attacks from
the 5G  technology perspective and  suggested
countermeasures. Ref. [12] identified major problems in
cybersecurity regarding Al use from a criminological
viewpoint. Ref. [13] evaluated current challenges related to
Al in cybersecurity in the US and proposed solutions.

Research on policy changes and responses at the national
level due to the introduction of Al technology in the
cybersecurity environment remains scant. Thus, the study's
primary goal is to identify changes in national cybersecurity
policies as a result of the introduction of Al technology and
to provide considerations for responding to them.
Particularly, this study aims to outline NCSS, a key national
guideline for solving cybersecurity problems at the national
level. Over the past decade, many countries have adopted
NCSS tailored to their characteristics, and roughly 80
countries have announced NCSS since 2006 [14]. In addition,
this study focuses on machine learning (ML), which is
currently receiving the most attention and activation in
cybersecurity research in Al technology. The research
questions of this study are as follows.

e Research Question 1. How does the introduction of Al
technology in cybersecurity environments change the
core functions of NCSS?

e Research Question 2. What are the recommendations or
considerations that NCSS can make to address the key
challenges associated with these changes?

This study aims to answer research questions through an
extensive review of Al national strategy reports published by
countries worldwide, NCSS guidelines, and data released by
various international organizations and research institutes.
Moreover, we analyze the key changes and provide
recommendations for NCSS core features adopted in the
study.

3 AIIN CYBERSECURITY
3.1 Brief History of Al in Cybersecurity

Attempts have been made to predict and detect various
cyberattacks using Al technology. The security industry has
utilized Al for more than a decade to withstand changes in
attackers and to create a system that analyzes, shares, and
defends attack information [15]. However, malicious
cyberattacks were not as diverse a decade ago as they are
today. Thus, attempts to introduce Al technology into

cybersecurity have only received limited attention. In
addition, the method of pattern matching allowed the
intrusion detection and attack analysis system to fully defend
against these attacks. In contrast to the situation 10 years ago,
however, the recent cyber threats caused by cybersecurity
issues are substantial in terms of quantity and scope [16].

These attacks are likely to increase even further. Recent
cyberattacks have been more successful than in the past as
they have become more intelligent, organized, and diverse as
a result of the constant emergence of new Information and
Communications  Technology (ICT) industries. To
effectively respond to these cyberattack changes, various
solutions and response systems have become increasingly
necessary, technically and administratively. People have also
inquired about how cyberattacks respond; is it possible to
anticipate daily evolving cyberattacks? Or, is it possible to
detect and respond in advance to unforeseeable Black swans
(which, once they occur, cause severe system damage)?
Recent attention has been drawn to the need for the
introduction of Al technology, which is anticipated to
provide answers to these questions [15].

Specifically, ML is one of the most prevalent ways to
describe Al applications in cybersecurity and one of the
fundamental elements of the next frontier of cybersecurity
defense [17]. Using ML technology, research and
applications are being conducted in various cybersecurity
fields, including security control, threat detection, and
prevention. It also provides an immediate, powerful, and
proactive response to cyber threats in real time [18]. These
security services make cybersecurity more straightforward,
proactive, and effective [17].

Such secure ML models can be classified into three
general types. First, there is supervised learning. This
algorithm is a method of giving and learning problems and
answers simultaneously. This algorithm is mainly used for
problem solving, such as recognition, classification,
diagnosis, regression, and decision trees. In the cybersecurity
field, the method is used for network traffic analysis, spam
filtering, and malware detection. Second, unsupervised
learning is a way of learning only by giving problems. The
method is mainly used for clustering, density estimation, and
dimensional reduction, and it is best suited for identifying
features. In cybersecurity, the algorithm is used for malware
identification, user behavior analytics, and network anomaly
detection. Third, reinforcement learning is a method for
learning through the evaluation of outcomes. Through this
method, ML agents can learn to behave through game-like
environmental experiences [19].

3.2 Description of Al in Cybersecurity

The discussions on Al use in cybersecurity can be
divided into technical and policy issues. Particularly,
discussions on Al technology use are a key part of
cybersecurity. Based on the existing discussions, the current
and future applications of Al in cybersecurity technology are
as follows.

* Intrusion and threat detection. The technology quickly
detects, analyzes, and defends against cyberattacks or
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malicious activity in real time; it is useful for threats,
such as data leakage.

* Security monitoring. This technology identifies
information about network traffic, internal and external
behavior, data access, and many other functions and
activities. It focuses on handling log files and error
messages from various products.

*  Vulnerability scan and removal. The technology
removes vulnerabilities by identifying and prioritizing
weaknesses in the system to counter attacks, such as
target zero-day attacks and IoT devices.

* Data classification. The technology examines newly
introduced data and categorizes sensitivity levels. The
system is then protected according to the characteristics
of the data, such as privacy and data protection
regulations.

* Spam filtering and social engineering detection. The
technology uses predefined parameters and various
statistical models to detect and block spam and classify
malicious activities.

*  Security automation. This technology helps automate
repetitive tasks, eliminating the need for repeated, low-
value decisions, and it is effectively used in areas, such
as threat intelligence.

*  User behavior analytics. The technology identifies user
behavior and accurately detects and blocks new forms of
cyberattacks in real time. It also detects accounts through
suspicious user behavior analysis and protects the
system.

* Network traffic profiling and network anomaly
detection. The technology analyzes network traffic to
calculate risk rating scores. The network risk score
provides an estimated risk level and various data-based
incompatibilities to rapidly identify anomalies and high-
risk situations.

* Endpoint security. This technique is trained by unique
algorithms. The algorithm is taught to discover new
malicious files on the basis of the characteristics of
previously discovered malicious files, and it can be used
to censor traffic and automatically identify threats.

Meanwhile, global discussions and expectations
regarding the application of AI technologies, including
cybersecurity, have prompted a review of Al policy. Al
cybersecurity policy and Al security policy are discussed.
These policies provide some high-level principles and
recommendations for technology use.

Ref. [20] predicted that Al development will directly
impact nuclear weapons, aircraft, cyber, and biotechnology,
which can be an innovative future technology for national
security. Particularly, they explained that AI and ML can
revolutionize cybersecurity and cyber warfare. Ref. [21]
described the attributes of Al, which are expected to affect
the security environment and the changes that can occur. The
report provides high-level recommendations, such as close
collaborations and identification of best practices, necessary
for policymakers and stakeholders to respond to changing
threat environments through analysis in the near future. Ref.
[22] defined Al security as "the robustness and resilience of

Al systems, as well as the social, political, and economic
systems with which Al interacts". On the basis of this
definition, she introduced the Al security map to explore
complex Al security environments. Finally, she provided
policymakers with recommendations, such as facilitating
early global coordination and holding the technology
industry accountable.

4 PARADIGMS FOR NATIONAL CYBERSECURITY
STRATEGY
4.1 History of NCSS

In the late 1990s and early 2000s, many countries began
to announce national security strategies (NSS) in response to
the need to present a consistent approach to the various
security issues that emerged from the Cold War [23]. These
NSSs included non-traditional security domains, such as
energy, climate change, terrorism, cyber, human rights, and
the environment. At that time, the cybersecurity domain had
been regarded as one of the new non-traditional security
domains that policymakers should consider.

Until the 1990s, the idea that cybersecurity would affect
national security was not considered possible [24]. This need
for cybersecurity has become evident since the early 2000s,
alongside a meteoric rise in the number of Internet users and
a clear tendency for government agencies, private
companies, the military, and economic activities to shift their
operations online [25]. As data and information are
considered the most valuable assets and values in society and
the scope of cybersecurity areas to be protected gradually
expands in the private and public sectors, cyberattacks are
described as the most likely new threat to the country in the
national security strategy [26]. Particularly as a result of this
shift in perception, official recognition and responses
regarding the dangers of cyberattacks that occurred
worldwide in 2006. Moreover, cyberattacks on Estonia in
2007, cyberattacks during the Russo-Georgian War in 2009,
and a cyberattack on Iran's nuclear program using the Stuxnet
worm, prompted many countries to recognize that: first, a
cyberattack that threatens national security is possible;
second, the countries' critical infrastructure is extremely
vulnerable to cyber security; and third, comprehensive policy
responses should be discussed at the national level, as these
attacks can be under the control of a foreign power [23].

Since the mid-2000s, a series of cyberspace incidents
have elevated cybersecurity to a higher priority than physical
security at NSS. In addition, countries have recognized the
need for a cybersecurity strategy distinct from national
security strategies in order to implement a comprehensive
strategic approach. Since 2006, in response to cyber threats,
a growing number of nations have begun to publish the
NCSS; today, this includes approximately 80 countries.
Essentially, NCSS describes a country's priorities, principles,
and strategies for addressing cybersecurity issues at the
national level.

The NCSS worldwide has similar goals and shares
common topics and interests in many areas. However, slight
differences exist in cybersecurity approaches depending on
the country's cyber threat environment, social and political
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situation, geopolitical security tendencies, and cyber
awareness level [27]. For example, no official definition of
cybersecurity exists, and only a few countries define it.
Additionally, countries have diverse perspectives regarding
the extent to which cybersecurity should be addressed.
Meanwhile, over the past decade, NCSS has constantly
evolved to address new cybersecurity challenges with the
rapid expansion of ICT. The scope of the NCSS has
expanded as the cybersecurity field has become more
inclusive and expansive over the past decade.

4.2 Categories and Elements of NCSS

Many countries have announced NCSS in the last
decade. Furthermore, research institutes, international
organizations, and companies have issued guidance on the
NCSS  elements. The cumulative NCSS  and
recommendations over the last decade have laid a solid
foundation for the nation to build a comprehensive NCSS
and, eventually, an implicit international agreement on what
should be included in the NCSS. This study identifies the
major categories and elements of NCSS on the basis of the
most recent NCSS published by 15 countries and the NCSS
guidelines of international organizations, research institutes,
and companies.

* Critical infrastructure protection. Countries strive to
protect vital infrastructure and provide pertinent services
in a secure manner. Countries make efforts to identify
and mitigate the risks associated with their primary Cls
and CllIs; strengthen network security, develop the next-
generation security infrastructure, determine the roles
and responsibilities of government branches, and share
information [28].

* Foster a cybersecurity culture. To foster a
cybersecurity culture, countries should raise citizens'
awareness of the dangers of cyber threats and the
importance of cybersecurity. In addition, the demand for
the security of citizens' basic rights, such as privacy and
cybersecurity, must be balanced [29].

* Counter cybercrimes. Cybercrime activities include
various malicious activities that affect citizens and
society. Blocking cybercrime is key to protecting society
from online attacks. Cyber-crime response mainly
comprises the enactment of cyber-crime laws, expansion
of cooperation among related government agencies, and
expansion of international cooperation [29].

e Cyber diplomacy. Understanding and effectively
responding to the ever-evolving cyber threat
environment is a crucial aspect of international
cooperation. Through various international cooperation
and exchange measures, such as trust-building support,
cybersecurity capacity building, international standards
development, and participation in international
organizations, the countries can create a common
knowledge base and cybersecurity synergies, such as
combating transnational crime [30].

*  Public-private partnerships. Public-private
partnerships are the cornerstone of effectively protecting
critical infrastructure and managing security risks in the

short and long terms [30]. Countries consider public-
private common goals, information sharing, and
incentives to effectively build partnerships with the
private sector.

Foster R&D. NCSS focuses on R&D and technical
innovation to enhance its competitiveness by
transforming into cutting-edge products and fostering the
growth of highly qualified professionals and researchers
[30]. These R&Ds not only include the development of
new tools for defense and recovery from cyberattacks,
but also scientific research in computer science,
electrical engineering, mathematics, and cryptography,
as well as social science research in psychology and
economics.

Training and educational programs. Educating and
training cybersecurity personnel is a significant factor in
ensuring the long-term sustainability of national
cybersecurity capabilities. NCSS covers cybersecurity
education and training for professionals and citizens in
the public and private sectors. In this regard, countries
use many forms, such as developing advanced curricula
and adding cybersecurity-related education to curricula,
e.g., mathematics and science, to improve workforce
expertise [31].

Cybersecurity emergency readiness and
cybersecurity exercises. The Computer Emergency
Response Team (CERT) plays a crucial role in
preventing, detecting, mitigating, and responding to
cybersecurity incidents on a national scale. The national
CERT provides proactive and reactive functions as well
as preventive and educational services, despite variations
in operation methods, organizational forms, the scope of
roles, requirements, and available resources for each
country [30]. Nationally, the Computer Emergency
Response Team (CERT) plays a pivotal role in
preventing, detecting, mitigating, and responding to
cybersecurity incidents. The national CERT provides
proactive and reactive functions as well as preventive
and educational services, despite differences in operation
methods, organizational forms, the scope of roles,
requirements, and available resources for each country
[29].

Cyber contingency. A cyber contingency plan is a
primary element of NCSS and is a procedure for rapid
response and recovery in case of a sudden cyber
emergency, which can lead to a national disaster. The
cyber contingency plan is primarily contained within the
national contingency plan. Countries should define cyber
crisis responses in stages to respond to emergencies and
clearly delineate the roles and responsibilities of all
parties involved [29-30].

Effective governance. Many countries adopt specific
government agencies, such as the National
Cybersecurity Center, to coordinate their cybersecurity
initiatives. For effective governance, the government
seeks to promote effective cooperation between the
public and private sectors and to establish and encourage
formal or informal information-sharing exchanges [32].
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Cyber military and counter-intelligence. NCSS
includes military affairs related to cybersecurity. Some
countries separately issued cyber defense strategies from
the Department of Defense. Many countries focus on
cyber military activities, such as protecting their
networks, cyber defense, tactical cyber war, strategic
cyber war, and cyber deterrence [23].

FUTURE LANDSCAPE OF NCSS

On the basis of the NCSS categories identified in the

study, this study details future changes in the cybersecurity
environment as a result of the AI use. It lists critical
considerations for governments.

Critical infrastructure protection. Major critical
infrastructures, such as transportation, health care, and
energy, are becoming increasingly dependent on AI-ML.
Conventional cyberattacks employing machine learning
focused on automating attacks. Future cyberattacks that
use ML are anticipated to generate new attack vectors
utilizing programs, such as genetic algorithms and
enhanced learning, as well as systematically infiltrating
various systems, such as the cloud, IoT, and industrial
[IoT/SCADA, resulting in greater damage [2].

The country should develop successful backstops by
actively introducing Al solutions to protect critical
infrastructure from Al cyberattacks by malicious actors
[33]. To this end, major infrastructure cybersecurity
teams should reliably introduce and deploy Al security
systems using various methods, such as systems and
network testing, traffic analysis, and identification of
normal network behavior. In addition, they should host
spam filters to block malicious links that may contain
malware, conduct routine system checks, and update
security monitoring. These systems should be highly
robust and enhance the resilience of systems against
unanticipated cyberattacks.

Meanwhile, these Al solutions necessitate dedicated

personnel for system management. The government
requires personnel to train the AI, monitor the threat
identification results of the Al security system, and
ascertain whether the identified threats are in fact threats.
Therefore, the government should consider how to
recruit new Al-skilled staff and how to retrain existing
security staff [34].
Foster Cybersecurity Culture. Several security
systems are already using monitoring systems to identify
suspicious behavior and criminal activities. The
integration of AI-ML functions in the monitoring system
has enabled the processing of information, images, and
audio on a larger scale. In addition, AI monitoring
systems are likely to detect unauthorized humans and
devices in significant quantities, by combining physical
security to complement endpoint telemetry, logs, and
network data with security cameras and device webcams
[35].

These changes will make it easier for countries to
monitor their citizens and will reduce the associated
costs [22]. Several future Al security monitoring systems

designed for everyday life may not integrate value
systems that consider human rights. Al technology will
significantly impact basic human rights [22], including
privacy, surveillance, and control, which are likely to be
of the most significant issues of contention. Therefore,
striking a balance between people's fundamental rights
and cybersecurity will be more important than ever.
Citizens will be increasingly interested in when, where,
and how Al systems are used by government agencies,
and the kinds of biases in Al data [36-37].

The NCSS must consider ways to disclose how Al
security systems and data are collected, stored, protected,
shared, and managed to strengthen the government’s
credibility and ensure that national interests are intact.
Furthermore, standards that encourage the ethical use of
Al to balance basic human rights and security must be
developed. Decision makers of NCSS should explicitly
consider how to develop such a standard by establishing
a council, committee, or task force. Finally, the
government should strive to enhance security awareness
through Al ethics education on the dangers of Al misuse
and accidents targeting various actors.

Public-Private  Partnership. The Al security
environment is a structure that cannot achieve desired
results through governments or businesses alone. The
success of the Al security strategy depends on the
cooperation and active participation of the private and
public sectors. Rather than attempting to solve Al-related
problems independently, decision makers and the
national security community should discuss how to
collaborate with Al companies. To achieve satisfactory
technical outcomes in various aspects, such as safety,
security, sustainability, and long-term planning of Al
security system development, continuous government
investment and incentives that can be provided to
companies must be considered [22]. Furthermore, while
maintaining active partnerships with the private sector,
cybersecurity policymakers must also establish internal
guidelines on how much the country can rely on the
private sector to develop Al security capabilities, or what
capabilities the government should develop internally.
Training and Educational Program. At the workforce
level, Al use in cybersecurity has the following
advantages. First, the workload of the security team is
reduced. Cyber security analysts spend considerable
time reviewing security logs and incident records. When
Al takes care of a time-consuming and straightforward
tasks, the cybersecurity analyst can spend more time and
effort analyzing accidents identified by Al-based
cybersecurity systems. Second, human errors and
oversights can be reduced. Al-based technologies and
robotic process automation technologies will ultimately
strengthen the cybersecurity team’s capacity to cope
with low-level security threats, such as ransomware,
malware, and crypto mining, among others. Finally,
models can be tailored to the specific needs of the
operator. Machine learning performs better on specific
tasks than on a broad range of tasks [2].
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When companies or nations struggle to find
qualified cybersecurity professionals, Al can be a viable
alternative. Al security systems cannot, however, replace
every aspect of cybersecurity. Particularly, machine
learning, which focuses primarily on security, is most
effective when it assists "human" analysts. Utilizing Al,
cybersecurity professionals should concentrate on new
forms of precision threats. Therefore, Al-powered
cybersecurity training should be included in the
education of future cybersecurity experts.

The NCSS must consider such training and

education in the future; for example, how to improve the
accuracy and efficiency of security systems using ML as
well as measures to compensate for weaknesses in Al
systems, among others. Al security education includes
re-education and retraining of existing experts, as well as
newly introduced experts.
Effective Governance. Effective governance is crucial
for Al cybersecurity success. NCSS has not mandated a
single governance structure to clarify the nation's
cybersecurity strategy to date. To effectively respond to
the Al cybersecurity environment, the NCSS of the
future should establish a transparent, ethical, all-
encompassing, and unified Al cybersecurity governance
[33]. There is a need for a standardized method of
collecting and organizing the government's information
on its citizens.

Governance of cybersecurity that is centralized

requires the assignment of roles and responsibilities
across all organizations. Moreover, such governance
should include defining the role of cyber analysts,
monitoring the output of algorithms, detecting abnormal
behavior, identifying the risk tolerance range of the
output of algorithms, establishing alternative plans in the
event that algorithms fail, and defining performance
metrics that objectively measure Al success.
Cyber Military and Counter-Intelligence. The
military will utilize AI for multiple purposes, including
defense and offense. It will aid in accelerating cyber
operations. Specifically, the military can use Al systems
to collect vast quantities of data from enemy forces and
take advantage of the increasingly asymmetrized
strategy of modern warfare. The arms race of an
Autonomous System is a crucial concern, as it ranges
from simple upgrades and more effective weapons to the
development of fully autonomous weapons and killer
robots.

Al systems and automated weapons will continue to
remain an issue in the near future because no consensus
exists on the available configurations for their use in the
military. In addition, the military is considering adopting
autonomy in the command chain using an Al security
system based on data within an acceptable. The problem
is that Al-automated security systems are likely to
significantly impact deterrence and escalation dynamics.
In the case of deterrence, people sometimes give up their
arguments for better decisions in the decision-making
process, but that is not possible in automation systems
using Al [22]. Future NCSS must develop Al principles
to guide the ethical and responsible use of Al in the
military, and establishing clear international standards

should be a major priority. In addition to the introduction
of Al systems, it should consider how relevant personnel,
such as Al security experts, can be recruited, educated,
and trained to adapt to the military’s unique culture.

+ Data Management: Categories to Add. Al effectively
collects, organizes, and analyzes vast amounts of data,
enabling organizations to derive more value from the
data. Data are the core of Al implementations and
cybersecurity. Al security systems build models on the
basis of data and determine the construction of proactive
protection functions, the timing of alarm issuance, the
determination of countermeasures to potential threats,
and the response to abnormal actions. For Al technology
to be effective in a cybersecurity environment, Al
algorithms must be driven by the correct data system.
Security data can lead to effective results only if it can
provide detailed information about events that have
occurred within Al security systems, such as machines,
applications, protocols, and network sensors. Therefore,
the NCSS of the future should consider proper access and
the management of Al security data. The NCSS data
strategy should be organically linked to the main content
of national security and the national data strategy.

Meanwhile, the goal of future cyberattacks involves
manipulating data and algorithms, as well as simply
attacking major infrastructure. Data manipulation and
algorithmic interference not only have a decisive impact
on decision makers but can also cause unintended
conflicts and disputes, such as political friction between
countries and escalations into war. Governments must
provide a coherent, transparent, and standardized
governance framework for sharing different data sets
among government agencies, researchers, and the private
sector, in conjunction with national data strategies. This
framework should be aligned with the governance
framework proposed by International Organization for
Standardization (ISO) and Organisation for Economic
Cooperation and Development (OECD).

6 CONCLUSION

The cybersecurity environment is vast and intricate, and
we cannot accurately predict all the changes that will occur
because this requires a great deal of trial and error, time for
the introduction of new technologies, and stable social and
institutional shifts. This study introduces, at an elementary
level, the changes in the cybersecurity environment that will
be applied to Al in the near future and the policy priorities
accordingly. On the basis of the research analysis, this study
predicts the future landscape that the NCSS will encounter
due to the effects of Al

The predictions are as follows: First, even though the
NCSS's scope and function have been expanding over the
past decade, the implementation of Al will result in further
expansion. This is a natural consequence of the cyber domain
permeating the social community gradually. Cybersecurity
and artificial intelligence are closely intertwined, and
cybersecurity is not only a security domain but also a broad
domain that encompasses critical infrastructure sectors and
other social domains. For a nation to successfully build an Al
security environment, national policies must be incorporated
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into goals and plans. The NCSS will play a crucial role in
presenting the country's common goals and direction to other
high-level national strategies, such as national security and
defense strategies, Al strategies, information system
strategies, national digital safety strategies, and big data
strategies.

Second, the NCSS must establish a cybersecurity
environment in which humans and systems can work
together. Al-based cybersecurity solutions require close
partnerships between people and systems, and in the near
future, the coexistence of humans and Al security systems
will become critical in the agenda for the cyberspace domain.
Many people in the Al marketing industry assume that Al-
based cybersecurity technology can easily replace humans.
The ability to collect and process vast amounts of
information is important, and Al will affect the diagnosis,
decision making, and evaluation of the national security
strategy establishment. However, even though Al positively
improves many areas of the cybersecurity environment, Al-
based security systems cannot yet fully and automatically
adapt to environmental changes. In the near future, while Al
technology is still not completely developed, a national-level
discussion on the interdependence of Al systems and human
factors is warranted, and highly trained security teams will
continue to play a key role in the final decision-making stage
in detecting, identifying, and protecting various
cybersecurity threats.

This study is significant in that it explains the policy
implications of adopting the evolving cybersecurity
environment and provides insights into the evolution of the
cybersecurity landscape. This study is an excellent starting
point for comprehending the ebb and flow of NCSS within
the AI cybersecurity environment. Given that the
development and implementation of Al technology remain in
their infancy, precisely analyzing changes in the nation's Al
cybersecurity strategy and proposing countermeasures are
challenging.

Future research must aim to understand national and
global trends by specifically comparing and analyzing
changes in national strategies in the Al cybersecurity
environment on the basis of the NCSS and national Al
strategies described by current countries.
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