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Abstract—The network of any IT system is subject to con-
tinuous changes, such as the addition of new nodes, software
installations, and the emergence of new vulnerabilities. On the
other hand, the importance of nodes within the IT system’s
network varies due to various factors, impacting the severity
of potential node exploitation. Additionally, the interconnected
nature of the nodes means that the security of each node is
interdependent on the others nodes. In this context, effective
risk assessment methodologies that consider the factors which
impact the security of the system are crucial. This paper
introduces an innovative methodology that takes into account
the aforementioned factors. The proposed approach evaluates
vulnerabilities, interconnections, and dynamic changes to deliver
a comprehensive and up-to-date security risk assessment. By
employing this methodology, administrators gain better control
over system security with dynamic evaluations that support well-
informed decisions. Furthermore, the methodology facilitates risk
assessment for specific nodes and enables the quantification of
their security levels. Due to a thorough assessment, the proposed
methodology empowers IT administrators to improve the overall
security of the system.

Index Terms—Risk assessment, Interconnections, Attack
graph, IDS, node improtant degree, Security risks, Impact of
changes, Quantifying security implications, Exploitability, Secu-
rity control.

I. INTRODUCTION

The IT systems undergo continual changes, including the
addition or removal of new nodes, installation or uninstalling
of software, and modifications to the system’s network struc-
ture. These changes have a direct or indirect impact on
the security posture of the IT system, either enhancing or
downgrading its security. For instance, the installation of new
software introduces new vulnerabilities relevant to the installed
software that downgrades the security of the system.

To assess the security status of the system, various tools
such as Intrusion Detection Systems (IDS) and attack graphs
could be utilized. IDS plays a crucial role in detecting and
recording ongoing malicious activities targeting the IT system.
Ideally, the IDS generates informative alerts for each malicious
activity and stores them in IDS’s database. Consequently,
the IDS database provides a comprehensive overview of the
system’s attack history.
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Attack graphs are employed to model the connectivity of
the IT system, its vulnerabilities, and the relationships among
these vulnerabilities. Researchers utilized attack graphs for
multiple purposes. Researchers such as Noel et al. [1] and
Wang et al. [2] utilize attack graphs as a technique for attack
prevention. They highlight that administrators can strengthen
a network by identifying critical vulnerabilities whose elimi-
nation can prevent potential attacks. Wang et al. [3][4] utilize
attack graphs for real-time intrusion monitoring and prediction,
which enables ontime responses to attacks.

When assessing the security of the IT System, both the IDS
and attack graph treat all nodes within the network equally.
They treat the main server as any other normal node within the
system’s network. Conversely, a critical vulnerability within
the main server does not hold the same level of significance as
the same vulnerability within an insignificant node. Similarly,
the exploitation of a node connected to an important node is
not as critical as exploiting a node connected to an unimportant
node. Furthermore, within the typical IT network, the severity
of exploiting a node that reaches an important node in four
steps is not equivalent to exploiting a node that can reach the
important node in a single step.

Consider the sensors and speed meter in contemporary
automobiles. In mechanical systems, meters play a crucial role
in providing continuous measurement parameters pertaining to
the system. For instance, the speed meter in a car provides
the driver with a real-time feedback about the current speed
of the vehicle. Based on this information, the driver can adjust
the speed to align with their desired speed. With the advent of
modern cars, manufacturers have started incorporating sensors
into various components throughout the vehicle. Each sensor is
responsible for monitoring a specific parameter within the car
and generating a signal if the parameter exceeds a predefined
threshold. As a result, the integration of sensors has signifi-
cantly improved car maintainability, safety, and security. It is
important to note that while each individual sensor or meter
monitors a specific parameter, collectively they contribute to
monitoring overall car safety, maintainability, and security.
Building upon this concept, this paper highlights the necessity
for security meters or sensors that provide feedback on the
current level of system security. The proposed methodology
should consider the security status of each node within the
system, taking into account node-specific conditions and the
impact of other node’s security on it.

This research article presents a novel methodology for as-
sessing security risks in order to enhance the security of an IT
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system. The proposed methodology leverages the analysis of
attack graphs and IDS data to evaluate the current level of risk
within the IT system. By utilizing this methodology, system
administrators can implement appropriate countermeasures to
maintain the security level of the IT system within a specific
range.

The paper is structured into six sections, commencing with
an introductory section that outlines the methodology. Section
II provides an overview of the relevant researches in the
field. Section III elaborates on the details of the proposed
risk assessment methodology. Section IV presents a proof of
concept to demonstrate the feasibility of the proposed method-
ology. Section V performs a comparative analysis between the
proposed methodology and other methodologies in the field.
Finally, Section VI concludes the research work.

II. RELATED WORK

Cyber-attacks are witnessing a surge in terms of their
potentiality, efficacy, complexity, and the gravity of their con-
sequences. Additionally, the motivations behind such attacks
span a wide range, attracting not only typical script kiddies
but also professional and political hacking teams. An example
of a politically motivated attack is the NotPetya ransomware
attack, which the Central Intelligence Agency (CIA) attributed
to Russia’s actions against Ukraine in the summer of 2017
[5]. Notably, over half of the victims affected by this attack
were located in Ukraine. The repercussions of this attack
were significant, with FedEx estimating a substantial economic
loss of approximately 300$ million due to the NotPetya
ransomware [6]. Intriguingly, the attackers did not directly
compromise the targeted systems; instead, they exploited a
backdoor within a widely-used tax and accounting program,
namely M.E.Doc, to orchestrate their attack [7].

Given the new challenges of cyber-attacks, multiple stan-
dards have been developed to address the assessment and
control of security risks. Prominent examples include Na-
tional Institute of Standards and Technology (NIST) and ISO
standards. NIST’s SP 800-30 publication [8] offers explicit
guidance on risk assessment for information systems and
delineate the requisite steps and considerations involved in
conducting a thorough security risk assessment. ISO/IEC
27005 [9] publication, supports organizations with guidelines
for conducting risk assessments and managing information
security risks. ISO/IEC 27005 employs diverse techniques
for security risks identification, including workshops and the
examination of historical security incidents. Subsequently,
identified risks are analyzed to assess their potential impact
and probability of occurrence, which form the basis for risk
evaluation and treatment option selection.

A multitude of strategies and approaches have been sug-
gested and employed in order to mitigate the impact and like-
lihood of cyber-attacks. In their scholarly work, M. AbuNaser
et al. [10] elucidate the potential of Blockchain technology
in safeguarding data and transactions, with emphasizing on
the security analysis within IoT smart homes. Additionally,
numerous entities have put forth diverse methodologies for
security assessment, with the aim also of minimizing the

impact and the probability of cyber-attacks. These IT secu-
rity assessment methodologies can be categorized into two
main groups: (i) System-based methodologies, also known
as system-centric approaches, which focus on system compo-
nents and capabilities [11], and (ii) attacker-based assessment
methodologies, also referred to as attacker-centric approaches,
which concentrate on the capabilities, resources, and behavior
of potential attackers.

System-based risk management methodologies are em-
ployed to identify and mitigate IT security risks through
the implementation of appropriate security countermeasures.
Despite their utility, these methodologies have encountered
various challenges that have hindered their effectiveness. One
such challenge is the inherent conflict among the three main
desirable properties of system, namely Security, Privacy, and
Dependability. The challenge in question was expounded upon
by Lyu et al. [12], who explored the prevailing methodolo-
gies for evaluating and controlling security and safety risks
within the domain of cyber-physical systems. Garitano et
al. [13] proposed an effective methodology for addressing
the conflict between Security, Privacy, Dependability, and
other challenges, including the heterogeneity among system
components.

Another notable challenge faced by system-based risk man-
agement methodologies is the subjectivity inherent in the
risk assessment process. Traditionally, such assessments rely
heavily on expert opinions and evaluations, which makes the
assessment susceptible to biases and inconsistencies. To ad-
dress this issue, researchers such as Krundyshev [14] proposed
a quantitative methodology for risk assessment, taking into
account the characteristics of the smart environment. Another
research [15] have proposed a framework that employs au-
tomated analysis of system design, components, and security
countermeasures. By employing automated techniques, these
frameworks aim to reduce subjectivity and enhance the objec-
tivity of risk assessment processes.

A multitude of entities have actively pursued the devel-
opment of attacker-based technologies, aiming to effectively
manage IT security risks. These technologies play a crucial
role in identifying and mitigating potential risks associated
with IT systems, thus ensuring the smooth operation of orga-
nizational enterprises [16], [17], [1].

Notably, various studies proposed novel risk assessment
methodologies, which are primarily centered around the con-
struction of comprehensive security models. One prevalent
approach involves the utilization of attack graphs, which serve
as graphical representations of potential attack paths within a
system. These attack graphs facilitate a systematic analysis
of the system’s vulnerabilities and the potential consequences
of exploitation [18], [19], [20]. Furthermore, researchers have
explored the application of attack trees, which provide a
hierarchical representation of potential attack scenarios and
countermeasures [21], [22], [23]. By incorporating both at-
tacks and countermeasures, these methodologies offer a more
holistic perspective in risk analysis. In certain cases, this
integration of attacks and countermeasures is referred to as
the Attack Countermeasure Tree (ACT) [23]. By including
countermeasures in the analysis, this paradigm offers insights
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into the effectiveness of various defense mechanisms and
assists in formulating robust risk mitigation strategies.

To quantify the overall security of a network system,
Wang et al. propose an attack graph-based probabilistic metric
model [24], [25]. This model assigns weights to each node
in the attack graph, representing the likelihood of vulner-
ability exploitation. It enables a quantitative assessment of
the system’s security posture and aids in identifying areas
that require further attention. In a related study, Wang et al.
suggest utilizing attack graph analysis as a knowledge base
for alert correlation, missing alert hypotheses, and future alert
prediction [4]. By leveraging the insights provided by attack
graphs, this approach enhances the accuracy and efficiency of
security incident management.

Xie et al. incorporates IDS alerts into security risk analysis
and adopt Bayesian networks as a means to assess security
risks [26]. The combination of IDS alerts and Bayesian
networks allows for a more nuanced understanding of the
evolving threat landscape, aiding in proactive risk mitigation
efforts. Abraham et al. propose a stochastic security framework
based on attack graphs, considering the dynamic attributes
associated with vulnerabilities that may change over time [27].
This framework accounts for factors such as the availability
of exploits and patches, acknowledging their impact on the
overall network security.

Khosravi-Farmad et al. introduced a network security risk
management framework built upon the Bayesian decision
network (BDN) (a probabilistic graphical model). With BDN,
they effectively model essential information for handling
security risks, including vulnerabilities, risk-reducing coun-
termeasures, and the impact of their implementation, while
minimizing the reliance on expert knowledge [28].

Several studies have focused on network traffic analysis to
assess network security. Among them, Al Rawajbeh et al.
introduced a novel model for analyzing security anomalies
in IoT devices’ network [29]. Their study utilized the IoT
Botnet dataset and validated evaluation metrics using K-fold
cross-validation tests. They applied the model to network data
collected using network analysis tools like Colasoft, Capsa,
and Wireshark.

The interconnected nature of nodes results in the security
level of each node being influenced by the other nodes it is
connected to. On the other hand, neglecting system changes
and their impact can lead to inaccurate assessments for the
security levels of the network and its nodes over time. This
paper proposes a new methodology for assessing security
risks that considers ongoing network changes. Which enables
more effective planning of security countermeasures by system
administrators. The methodology utilizes an object-oriented
risk assessment model to automate the process and evaluate
variations in system security risk. The object-oriented risk
assessment model serves as a framework that integrates data
such as data from IDS, attack graph, NVD, and network’s
interconnections to evaluate the security risk level of the
network nodes and the whole IT system.
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Fig. 1. Risk Assessment Methodology.

III. METHODOLOGY

Our risk assessment methodology is composed of a series
of interconnected and interdependent processes that operate
sequentially. Each process relies on the output of the preceding
process as its input. The following list provides a concise
overview of these processes, with detailed descriptions pro-
vided for each process subsequently:

e Model Initialization: During this particular phase, the
construction and initialization of an object-oriented model
takes place.

o Alerts Correlation and Aggregation: Within this proce-
dure, the database containing IDS alerts associated with
the system will undergo a filtering process to filter out
erroneous alerts, specifically false positive alerts.

o Mapping process: In this procedural step, the previously
filtered alerts from the preceding stage will be systemati-
cally linked to the corresponding object within the object-
oriented risk assessment model.

« Objects weighting: In this process, the objects within the
initiated O.O in first phase model will be weighted.

o Main objects identification: In this phase, the system ad-
ministrator will identify the nodes within the system that
possess valuable assets, commonly referred to as “impor-
tant nodes.” For each important node, the corresponding
object(s) within the object-oriented risk assessment model
will be identified and designated as the primary or main
objects.

o Main object risk assessment: During this process, the risk
level of the main objects will be evaluated and assessed.

o Important nodes risk assessment: In this phase, the risk
level of the important nodes will be determined based on
the assessed security levels of the main object(s) of the
important node.

o System risk assessment: During this stage, the risk as-
sessment process extends to evaluating the overall risk of
the entire IT system.

Figure 1 depicts the processes of the methodology, along
with the interrelationships between them and the sources of
utilized data. In the following subsections, we delve into these
processes with greater details:
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Fig. 2. Attack Graph.

A. Model Initialization

In our proposed methodology, we introduce an object-
oriented model as a comprehensive framework for assessing
security risks. This model enables us to incorporate additional
criteria into our assessment by remodeling the security state
of the IT system, which is initially modelled by the attack
graph. The creation of the IT system attack graph can be
facilitated using tools such as MulVal [30]. Wang et al.
[31] define an attack graph as a directed graph consists of
two types of vertices: exploits and conditions. An exploit is
represented by a triple (hs, hd, v), where hs and hd denote two
interconnected hosts, and v represents a vulnerability presented
on the destination host (hd). On the other hand, a condition
in the attack graph is represented by a pair (h, ¢), indicating
that the host h satisfies a condition c¢ related to one or more
exploits.

Within an attack graph, two types of edges exist. Firstly,
the require relation, which is a directed edge pointing from a
condition to an exploit. This relation signifies that the exploit
cannot be executed unless the condition is satisfied. Secondly,
the imply relation points from an exploit to a condition,
indicating that executing the exploit will satisfy the condition.
Notably, there is no direct connection between two exploits
or two conditions within the attack graph. The concepts of
the attack graph are illustrated in Figure 2 and formally
characterized in Definition 1 as presented below:

Definition 1 Given a set of exploits E, a set of conditions
C, a require relation Rr C C x E, and an imply relation
Ri C (E x C), an attack graph G is the directed graph G
(EUC, RrUR1), where (EUC), is the vertex set and (RrUR4)
the edge set.

In our risk assessment model, for remodelling of the attack
graph data, we use attack graph causal relation definition in
[32], which defines causal relation in attack graph as follow:

Definition 2: In the attack graph, a causal relation (CR)
is defined as a forward indirect relation linking two exploits
located in separate nodes , which could be described as follow:

In attack graph, given a set of exploits E, a set of conditions
C, a require relations Rr C C x E, and an imply relation
Ri C E x C, an attack graph G is a directed graph G
(E U C,Rr U Ri), where (E U C) is the vertex set and
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Fig. 3. 0.0 Risk Assessment Model.

Rr U Ri is the edge set. Let x € E,y € E two exploits,
where Rr(x) and Ri(x) are defined as below:
Rr(x): The set of required conditions for the exploiting of x.
Ri(x): The set of implied conditions by the exploiting of x.
then CR (Causal Relation) relation is defined as follow: RC
= (z,y) € Ex E: 3c € Ri(z) A ¢ € Rr(y)

Note: In figure 2 an example for two exploits, which
have causal relation between them are E3 and El.

Within this specific context, we establish a risk assessment
model for IT systems, which is structured as an object-oriented
model derived from the attack graph data source associated
with the IT system. In this model, each exploit identified in the
attack graph is represented and remodelled as an object in the
0.0 model. Additionally, the model restructured each causal
relation (CR) presented in the attack graph as object-to-object
relations. To facilitate the management of the risk assessment
process, a singleton management object is introduced in the
proposed model. This singleton object serves as a centralized
repository for managing-related information, including the
identities (IDs) of the main objects. Consequently, the formal
characterization of the risk assessment object-oriented model
can be described in Definition 3 as follows:

Definition 3: Let G be an attack graph that have a set
of vertices and a set of causal relations exist among graph
vertices. In this context, we define an object-oriented (O.0O)
risk assessment model P as the directed graph P = (E, CR),
M, where E represents the set of objects driven from G
vertices, and CR represents the causal relations among objects
that driven from G edges, Where M represents a singleton
management class in P that contains management data for all
other objects in the model.

To streamline the explanation of the model initialization
phase, let’s consider a straightforward system, which attack
graph is depicted in figure 2. After the initiatlization of the
risk assessment model, the O.0 model for the system can be
illustrated as depicted in figure 3.

B. Alerts Correlation and Aggregation

In the proposed methodology, the weight of each object
within the object-oriented (0.0) risk model is determined
based on certain criteria that impact the risk level of the object.



S. FAYYAD et al..: A METHODOLOGY FOR DYNAMIC SECURITY RISKS ASSESSMENT 17

One such criterion is the historical record of attack attempts
against the vulnerabilities associated with each object. The
number of attack attempts against an object’s vulnerabilities
can be obtained from the IDS (Intrusion Detection System)
database by examining the count of corresponding alerts
stored in the IDS database. However, prior to performing this
examination, it is necessary to filter the raw contents of the IDS
database due to various factors such as false positive alerts and
alert duplication. To address this, the filtration process involves
correlating and aggregating the alerts within the IDS database.
Where, several techniques can be employed for this purpose,
wherein alerts are grouped together based on their similarities.
In the ideal scenario, this process results in a single alert for
each distinct malicious activity that has occurred against the
IT system.

C. Mapping Process

Object weights are determined using the algorithm pre-
sented in this study. The algorithm involves mapping alerts
to their corresponding exploit objects within the model, as
follow: Let: A: Set of system filtered Alerts in IDS. O: Set of
Objects in the risk assessment model and e € O is an object
in O, then:

If a € Ais a triple a = (s, d, c¢), where: s: The source
address of the alert, d: The destination address of the alert, c:
alert Class, Then, we define the following functions as follow:-
src(a) = s - returns s € H, where H alert source hosts.

The responsibility for identifying the significant or
important node lies with the system administrator or system
custodian. The administrator assesses the importance of a
particular node using criteria such as business requirements.
Consequently, the system administrator configures a list of
addresses corresponding to the important nodes within the
management object.

D. Main Object Identification

Within the object-oriented (O.0) risk assessment model, the
object types are categorized as follows:

o Regular object: All objects excluding the primary/main
objects.

o Main object: Every object within the system possesses
the address of a significant node.

To initiate this procedure, the management object initiates
transmission of messages containing the addresses of the
important nodes to all objects. Upon receiving the message,
message receiver object verifies whether its node address
corresponds to any address listed in the message. If a match
is found, the receiving object designates itself via a flag as
a main object and subsequently sends a notification message
back to the management object. Conversely, if no match is
found, the object designates itself as a regular object. At
the conclusion of the process, the management object will
possess a comprehensive list of all main objects within the
risk assessment model.

Note: In the risk model, it is possible for multiple objects to
represent one important node. dst(a) = d - returns d € D,
where D alert destination hosts. class (a) = ¢ - returns ¢ € C,
where C alert classifications. ref(e)= r —return r, where r
refer to e vulnerability. map(a,e) = Je € O : ((src(a) =
sre(e)) A ((dst(a) = dst(e)) A ((class(a) = ref(e))

then usage(e) = return number of alerts satisfy map(a,e)
where the alert weight for the object is usage(e), which we
called it as the attackbility weight.

E. 0.0 Risk Assessment Objects Weighting

In this phase, every object within the object-oriented (O.0)
risk assessment model is assigned a weight, (with the ex-
ception of the management object). The weight assigned to
each evaluated object represents the risk resulting from the
exploitation of its vulnerability in addition to the attackability
weight or the attacks history weight.

To evaluate the weight that resulted from vulnerability ex-
ploitability, the proposed methodology allows security experts
to reference threat intelligence resources, such as the National
Vulnerability Database (NVD) [33]. The vulnerability base
score metric provided by the NVD assesses vulnerabilities on
a scale from zero to 10. In our methodology, we view this
metric as a reflective measure of vulnerability severity, con-
sidering both impact and exploitability factors. Consequently,
we convert the base score metric into a corresponding value
ranging from 10 to 100, which determines the weight assigned
to the object. We begin with a value of 10, acknowledging that
the successful execution of any attack related to a vulnerability
is not a straightforward task, and the attacker must possess a
basic understanding of IT to accomplish it effectively.

In our evaluation, we used IDS filtered alerts to assign
attackability weights on a scale ranging from 10 to 90. It
is important to note that the absence of registered alerts for
a specific vulnerability does not imply that the vulnerability
is immune against cyber attack. In attackability weighting
process, we designate the vulnerability with the highest num-
ber of alerts as the reference vulnerability, assigned a weight
of 90. Based on the number of alerts of vulnerability that
has the maximum number of alerts, the number of alerts for
other vulnerabilities are scaled. Ultimately, the object weight
is determined as the average of these two weights (weight
driven from NVD and the attackability weight).

F. Main Object Risk Assessment

Beside the node important degree, the security risk assess-
ment of main objects in the risk model primarily relies on
two key factors. These factors encompass the exploitabilities
of vulnerabilities associated with the connected objects and
the distance between these connected objects and the main
objects. The evaluation of the involved distance considers the
number of objects presented along the path connecting the
regular object and the main objects. Put simply, it determines
the number of vulnerabilities an attacker would need to exploit
in order to reach a main object. It should be noted that multiple
paths may exist between the regular object and the main object.
In such cases, the assessment prioritizes the most probable
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path for evaluation purposes.

As previously stated, the risk analysis model under consider-
ation is an object-oriented model characterized by object in-
teractions facilitated through message passing. The following
steps outline the process of risk assessment for the main object
through message passing mechanisms:

o In the risk assessment model, every regular object will
determine its weight by applying the aforementioned
weighting method discussed in the respective subsection
III-E.

o To assess main object security risks, each object will
construct a message comprise of four parameters, being:
weight, ID, a list of message receivers, and distance as it
is appeared in figure 3. Thereafter, the object will transmit
the constructed message to its forwarded objects. This
message will encapsulate relevant information including
the initial distance (set to one), object weight, object 1D,
and a list of objects’ IDs that have received the message.

o When the forward object is classified as a main object,
it will store the message receivers list information. At
this stage, the message receiver list will include weights,
distances, and IDs of regular objects that connected to
receiver main object. This stored information will be
utilized by the main object in subsequent stage to evaluate
the level of its security risks. Furthermore, during this
step, the same principles mentioned previously about
regular object will be applied, as the main object may
also have connections with other main objects within the
model.

o The process of forwarding object messages will continue
until the message reaches either a peripheral object (an
object with no further forwarding) or when the message
is looped. In both cases, the receiver will subsequently
forward the message to the management object.

o The management object will examine the ID of the
message generator and extract the corresponding object
information upon receipt. Once all the information from
objects in the measurement model has been successfully
gathered, the management object will proceed to notify
the main objects to assess their security risks level.

« Following the receipt of the notification message from the
management object to initiate the risk assessment process
for main objects, each main object will compute its risk
assessment using our proposed formula (1).

w2
D; )

o , 1 1<
MainObjectRiskW eight = 2* (Imp + - XI:

where IV is number of objects connected to the main object, W
is connected object weight (main object gets this value from
object (i) message), D is number of objects that the attacker
needs to exploit their vulnerabilities to reach the main object
from object (i), Imp is important degree of the node.
Formula 1 was utilized to maximize the weight impact on
the calculation of interconnection weight while considering the
comparative effect of object (i) distance and important degree.
The maximum evaluated weight that could be assigned to any

Fig. 4. Star Topology

important node is 100. Where, the maximum risky security
posture for a given network is by having a security weight of
100 to all nodes connected to the important node, with each
of these nodes being directly linked to the important node and
the node important degree is 100. To illustrate, let us consider
a network composed of six nodes as depicted in Figure 4.

TABLE I
A SAMPLE TABLE FOR NODE1 CONSIDERING MAX WEIGHT.
Nodes Weight | Node 1 Distances WTZ
Node 1 100 1 100
Node 2 100 1 100
Node 3 100 1 100
Node 4 100 1 100
Node 5 100 1 100
Node 6 100 1 100

By applying (3 \/@) and leveraging the calculated at-
tributes obtained from the aforementioned table, the weight of
nodel is computed as 600 divided by 6, resulting in a value
of 100 added to 100 (IMP) divide by 2 to give us 100.

Here we want to notify that the security risks commonly
arise from the exploitation of vulnerabilities within a node,
either through direct or indirect means. In the case of direct
exploitation, the attacker establishes a connection with the
target node and exploits a vulnerability present within that
specific node. Conversely, in indirect exploitation, the attacker
traverses a series of interconnected nodes in order to reach the
target node. Subsequently, the attacker exploits vulnerabilities
along this path until they gain the capability to exploit a
vulnerability within the target node itself. Figure 5 provides
a visual representation of the concepts of direct and indirect
exploitation.

G. Important Node Risk Assessment

The commencement of this process occurs subsequent to
the receipt of all risk assessment values from the main ob-
jects. Within this process, the IT system management object
proceeds to evaluate the risk associated with the important
node in the system, employing the following equation:
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n .
EOkweight
Importantnodesriskassessment = Z —rwegnw 2)
n
k=0
where NV is number of main objects of the important node,
EOkweight is main object calculated risk assessment.

H. IT System Security Risk Assessment

Upon the completion of calculating the risk levels for each
important node or machine, the management object initiates
the computation of the overall risk level for the entire system.
The risk assessment for the IT system is derived from the risk
assessments of the important nodes. This process involves uti-
lizing the following equation to determine the risk assessment
for the IT system, which represents the average of important
nodes’ risk level:

n EO
ITsystemriskLevel = E nm (3)
m=0

where [T Systemrisklevel is system current security risk
level, N is number of important nodes present within the
system, EOm is security risk level of important node m.

IV. RESULTS AND DISCUSSION

Consider an IT system network depicted in Figure 6, com-
prising a total of 15 nodes. Within this network, four nodes
are categorized as important nodes, being:

o Nodel serves as the hosting entity for industrial secrets.
(Important degree 90%)

o Node?2 fulfils the role of running online business services.
(Important degree 75%)

o Node3 functions as the host for comprehensive institu-
tional data encompassing information pertaining to em-
ployees, customers, suppliers, and other relevant enti-
ties.(Important degree 45%)

o Node4 is exclusively allocated for the management and
execution of various banking services. (Important degree
90%)

Note: Nodes five to fifteen are classified as regular nodes
within the system.

N2

N1

Fig. 6. Node 12 Interconnections.

In order to streamline the demonstration of our proof of
concepts, we make the assumption that each node within the
system possesses a single vulnerability. As a result, every node
within the analyzed system corresponds to a single object
within our object-oriented (0.0) model. This correspondence
establishes an equivalence between the security risk level of
a given node and the risk level of its corresponding object.
From a naming standpoint, the relevant object is designated
with the same numerical suffix as its corresponding node. For
instance, the object corresponding to node 1 would be denoted
as object 1.

Taking into account the interconnections depicted in Figure
6, we establish Table II to facilitate our analysis. Table
IT encompasses details regarding network nodes, distances
between nodes and the important nodes, as well as the security
risk weight associated with each node. Utilizing Table II in
conjunction with formula 2, we derive the weights of the
important nodes, which are presented in the second column
of Table III.

TABLE 11
DISTANCES BETWEEN NODES AND NODE 12.

Nodes Weight Node Node Node Node
1 Dis- | 2 Dis- | 3 Dis- | 4 Dis-
tances tances tances tances

Node 1 40 —_— 11 4 8

Node 2 30 11 [ 7 9

Node 3 80 4 7 —_ 4

Node 4 45 8 9 4 —_—

Node 5 67 6 5 2 4

Node 6 88 6 7 2 2

Node 7 36 7 4 3 5

Node 8 77 7 8 3 1

Node 9 78 9 2 4 7

Node 10 | 10 1 10 3 7

Node 11 | 25 2 9 2 6

Node 12 | 10 5 6 1 3

Node 13 | 40 8 3 4 6

Node 14 | 68 10 1 5 8

Node 15 | 70 3 8 1 5

The weights assigned to the important nodes, as it is
presented in the second column of Table III, are derived from
the information presented in Table II and calculated using
formula 2 and 1.
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TABLE III
CHANGES OF IMPORTANT NODE WEIGHTS.
Important Node Risk | Node Risk | Changes
Nodes Weight Weight impact on
before after important
Changes Changes Nodes
Node 1 55.89 59.80 3.90
Node 2 50.08 51.98 1.90
Node 3 37.55 41.66 4.10
Node 4 58.35 60.84 2.49

In our proof of concepts, we focused on examining the
impact of changes associated with two specific nodes, namely
Node 12 and Node 10. Referring to Table II, it is evident
that both Node 12 and Node 10 initially possessed weights of
10. Which indicating the absence of vulnerabilities as well as
alerts for these nodes at the time of table initialization. How-
ever, with the emergence of new vulnerabilities, the weight of
the corresponding object linked to Node 12 increased to 80,
while the weight of Node 10 escalated to 88. Given that Node
12 and Node 10 maintain numerous interconnections with
other nodes, the weights of these nodes result in modifications
to the security weights of all interconnected important nodes.
Focusing on Node 12’s interconnections, it is interconnected
with the following important nodes:

o Node 1 in 4 steps (Node 3, Node 15, Node 11, Node 10
then Node 1).

e No de 2 in 5 steps (Node 5, Node 7, Node 13, Node 9,
Node 14, then Node 2).

o Node 3 in 1 step (Node 3).

o Node 4 in 3 steps (Node 6, Node 8, to Node 4).

The impact of the new changes is reflected in Table III.
Considering the analyzing of framework output data (e.g. table
IIT in our proof of concepts), the proposed risk assessment
model enables the system administrator to remain updated
on the security status of the system network. Through the
execution of the model, the risk level for each important node
is recalculated, providing insights into the impact of any new
changes on all important nodes, as presented in Table III.

Based on framework output the administrator will under-
stand how new changes influence the system’s risk level and
their specific impact on the important nodes. The administrator
can make informed decisions regarding priority actions to
enhance the security of the system and its important nodes. For
example, the administrator can easily observe that nodel and
node 3 experienced the greatest impact among the important
nodes due to the new changes, resulting in a rise of 3.90 and
4.10 points in the risks weights, respectively. Although the
change in the weight of security risks for node 3 was slightly
greater than that of node 1, the enhancement of node 1 is more
crucial. This is evident from the Security Risk Weight for node
1, which increased to 59.80 after the new changes, whereas
the Security Risk Weight for node 3 reached 41.66. In our
investigation, we utilized a simplistic illustrative scenario to
effectively illustrate our proof of concepts. Within this context,
it is crucial to emphasize that a multitude of networked
systems have complex interconnections, vulnerabilities, and
important nodes, which highlighting the need of the automated

risk assessment framework to safeguard IT system’s security.

V. COMPARATIVE ANALYSIS

Compared to studies conducted by other researchers, our
proposed methodology can be classified as a subcategory of
attacker-based approaches, we termed it as “attacker-structure-
based approach.” This novel category concentrates not only on
the capabilities, resources, and behavior of potential attackers
but also the underlying system structure and nodes’ signifi-
cance degrees.

From weighting perspective, approaches such as Wang et
al. introduced a model that assigns weights to individual
nodes in the attack graph, which indicates the probability of
vulnerability exploitation [24], [25]. In contrast, our method-
ology considers nodes’ weights as a combined effects of
system interconnections, IDS data, vulnerabilities, and nodes
significance.

In compare to the attack tree-based approaches, these ap-
proaches concentrates on analyzing attacks and their counter-
measures to enhance system security [21], [22], [23]. Con-
versely, our methodology revolves around evaluating and im-
proving system security through the analysis of attack history
stored in IDS, system vulnerabilities and interconnections.

Wang et al. [4] and similar researches have employed attack
graph analysis as a knowledge base to provide administrators
with an overview of system security. On the other, Al Rawa-
jbeh et al. [29] utilize network traffic to perform their security
analysis for system’s network. Whereas, our approach utilizes
data derived from the attack graph, IDS data, NVD, and nodes
significance to establish an object-oriented framework, that
gives a real-time and granular overview about system and node
security.

Despite both of being subjective-based methodologies, our
approach and Fayyad and Noll’s [15] exhibit distinct eval-
uations due to their association with two different types of
security risk assessment. Our methodology primarily adopts
an attacker-centric approach, whereas Fayyad and Noll’s take
the opposite approach.

To streamline the comparison between our methodology and
other methodologies, we introduce Table IV, which illustrates
the differences in methodologies.

VI. CONCLUSION

The proposed methodology tackles additional security chal-
lenges encounter the IT systems. One such challenge is the
need for continuous assessment to emerging threats. To ad-
dress this, the methodology incorporates a dynamic approach
that allows the ongoing monitoring and assessment of the sys-
tem’s security posture. By leveraging the automated processes
facilitated by the object-oriented model and message passing
mechanisms, the methodology enables real-time assessment
of system security and its nodes, and so it ensures a proactive
response to evolving security risks.

By quantifying the impact of new changes numerically, the
system administrator gains valuable insights into the potential
security implications of each change. This aids in identifying
critical areas that require immediate attention to bolster the



TABLE IV
COMPARATIVE ANALYSIS BETWEEN VARIOUS SECRITY ASSESMENT
METHODOLOGIES.

Security Methodology Fundamentals Type of Assess-
Assessment ment Approach
Methodology

Our proposed | Based on the evaluating and im- | Attacker-
methodology proving system security through | Structure

the analysis of attack history | Based
(IDS), system vulnerabilities and | Approach
system interconnections.
Wang et al. | Based on assigning weights to the | Attacker-based
[24] nodes in the attack graph. This | Approach
weight indicates the probability
of vulnerability exploitation
Wang et al. | Based on assigning weights to the | Attacker-based
[25] nodes in the attack graph. This | Approach
weight indicates the probability
of vulnerability exploitation

J. Dawkins et | Based on the analyzing attacks | Attacker-based
al. [23] and their countermeasures Approach

V. Saini. [22] Based on the analyzing of the | Attacker-based
system possible attacks and their | Approach
countermeasures by performing
threat modeling using attack tree
A. Roy. [21] Based on the analyzing attacks | Attacker-based
and their countermeasures using | Approach
Attack countermeasure trees.
Fayyad and | Based on the applied security | System-based
Noll’s [15] countermeasures to evaluate sys- | Approach
tem security
AlRawajbeh et | Based on proposing a model to | Attacker-based
al. [29] detect network anomalies in IoT | Approach
devices network to enhance the
security of the devices.

security of the system and its important nodes. Through this
prioritization, the methodology assists the system administra-
tor in making informed decisions about resource allocation
and implementing mitigation strategies effectively.

By leveraging an object-oriented model, message pass-
ing mechanisms, and numerical impact representation, the
methodology enables continuous monitoring, dynamic adap-
tation, prioritized enhancements, and collaborative efforts.
These elements collectively empower system administrators
to effectively safeguard the system and its important nodes
against emerging threats and vulnerabilities.

Integrating machine learning models can elevate the man-
agement of dynamic risk assessment. Simultaneously, its in-
clusion in our methodology introduces added complexity to
our approach. Nonetheless, in our forthcoming research, we
will specifically concentrate on seamlessly integrating machine
learning models into our approach.

In summary, the proposed methodology presents a compre-
hensive and automated approach to assess and enhance the
security of IT systems. Moreover, the methodology provides a
systematic framework for prioritizing security enhancements.
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