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Abstract: This paper outlines a method for identifying and counteracting distributed denial of service (DDoS) and low-rate denial of service (DoS) attacks. These impair 
significant threats to network security and can disrupt the accessibility and efficacy of systems under attack. The proposed method combines Time-Frequency Analysis (TFA) 
using Short-Time Fourier Transform (STFT) and a Deep Learning model (DLM), namely Recurrent Neural Network (RNN), to enhance network security. By leveraging the 
strengths of STFT and RNN, the approach achieves improved detection capabilities and enables timely response and effective mitigation. The CICDDoS2019 dataset has 
been employed to conduct the evaluation, which provides a diverse set of realistic attack traffic scenarios. The results show that the proposed approach is effective, with an 
impressive accuracy rate of 99.1%. Compared to traditional methods, the integrated achieves higher accuracy and lower false positive rates. This research highlights the 
potential of Multimodal Fusion method, for addressing the growing need for advanced defense mechanisms in today's evolving threat landscape. 
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1 INTRODUCTION 
 

Denial of Service and Distributed Denial of Service 
attacks are increasing in frequency and severity, causing 
significant disruptions to businesses and organizations. 
These malicious activities aim to interfere with the 
functioning and accessibility of targeted systems, resulting 
in severe financial losses, reputational damage, and 
potential security breaches. A DoS attack happens when an 
attacker overburdens a targeted system with a flood of 
illegitimate queries or excessive traffic, rendering the 
system unable to respond to legitimate users. But a DDoS 
attack requires several devices with malware, known as a 
botnet, which coordinately invade the targeted system with 
a tremendous malicious traffic [1]. 

DoS and DDoS attacks pose significant challenges to 
network security due to their ability to exhaust system 
resources, degrade network performance, and disrupt 
critical services. Traditional defense strategies, such as 
detection systems for intrusions and firewalls, have been 
shown to be ineffective against these changing threats. 
Attackers have become more sophisticated, employing 
low-rate techniques to bypass detection systems and inflict 
damage over an extended period. These low-rate attacks 
distribute the malicious traffic across longer durations, 
making them more difficult to detect and mitigate using 
conventional methods. Consequently, there is an urgent 
need for advanced detection and mitigation techniques that 
can effectively identify and neutralize low-rate DoS and 
DDoS attacks [2]. By addressing the unique characteristics 
and challenges associated with these attack types, network 
administrators can strengthen their defense mechanisms 
and minimize the potential impact on critical digital 
infrastructures. 

In this study, we present a unique method for 
improving low-rate DoS and DDoS attack detection and 
mitigation by integrating Time-Frequency Analysis with 
the Short-Time Fourier Transform and Deep Learning 
methods, notably Recurrent Neural Networks. Our primary 
objective is to enhance the precision and effectiveness of 
attack detection, facilitating early identification and 

prompt response to mitigate the impact of low-rate Denial 
of Service and Distributed Denial of Service attacks [3]. 

The subsequent sections of this paper are structured as 
follows: Section 2 offers a comprehensive review of 
existing literature concerning the detection of DoS and 
DDoS attacks. Section 3 provides an in-depth explanation 
of the methodology and the novel approach proposed in 
this study. In Section 4, the outcomes and analysis of the 
proposed approach are presented, utilizing the extensive 
CICDDoS2019 dataset. Lastly, Section 5 concludes the 
paper by summarizing the findings and discussing potential 
avenues for future research. 
 
2 RELATED WORKS 
 

In this literature review, we examine various previous 
methods for low-rate DoS and DDoS attack detection and 
mitigation, as well as the principles and applications of 
Time-Frequency Analysis (TFA) and Deep Learning, 
specifically Recurrent Neural Networks (RNNs), in 
network security. Several traditional detection methods 
have been employed to identify low-rate DoS and DDoS 
attacks, including statistical analysis, rule-based systems, 
and anomaly detection. However, these approaches often 
struggle to accurately detect and mitigate low-rate attacks 
due to their subtle and prolonged nature [4]. 

TFA is a robust signal processing technique that 
enables for the examination of time-varying properties in 
signals. One more powerful method is the STFT, which 
breaks down a signal into its frequency components over 
short time intervals. It provides a representation of network 
traffic that captures transient patterns and spectral changes, 
making it suitable for detecting low-rate DoS and DDoS 
attacks [5]. 

Even though there are many Deep Learning 
approaches, Recurrent Neural Networks (RNNs) have 
demonstrated remarkable improvement in network security 
applications. RNNs are capturing the relationships and 
dependencies that exist over time in sequential data, which 
are in turns used for analyzing network traffic patterns and 
detecting attacks [6]. RNNs have the capability to 
understand the temporal dynamics and intricate 
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relationships present in sequential data, allowing for 
accurate identification of low-rate DoS and DDoS attacks. 

The integration of these techniques provides a 
comprehensive approach to analyze network traffic data, 
enabling accurate and timely identification of malicious 
activities. However, further research is required to 
optimize the fusion methodology and explore other deep 
learning architectures that can enhance the detection and 
mitigation capabilities even further. In this study, Wang et 
al. [1] proposed a detection method using the Short-Time 
Fourier Transform to capture the dynamic changes in 
network traffic patterns over time, and the extracted 
features were fed into an LSTM model for attack detection.  

Zhang et al. [2] introduced a deep learning method for 
DDoS attacks using Time-Frequency Analysis. They 
employed the STFT to analyze the time-varying 
characteristics of network traffic and extracted features 
from the STFT representation. These features were then 
utilized as inputs to Convolutional Neural Network, to 
detect and classify attacks. Zhao et al. [3] proposed a 
distinctive approach for identifying DDoS attacks by 
integrating Long Short-Term Memory models. Their 
method involved the utilization of LSTM architectures to 
effectively capture the temporal dependencies and intricate 
patterns present in network traffic data. These features 
were then input into an LSTM model for attack detection. 
The experimental results provided compelling evidence of 
the efficacy of the proposed approach in accurately 
detecting low-rate DDoS attacks while maintaining a low 
false positive rate. 
 

Table 1 Summary of the previous works 
Research 

Paper 
Method Classifier 

[9] ML method SVM, RF, KNN 
[10] Wavelet Analysis, SVM SVM 

[11] Ensemble Learning 
Random Forest, 
AdaBoost, SVM 

[12] ML method KNN, Decision Tree 
[13] Time-Frequency Analysis (STFT) SVM 
[14] STFTand CNN CNN 

[15] 
Time-Frequency Analysis (STFT) 

and LSTM 
LSTM 

[16] 
Time-Frequency Analysis (STFT) 

and Gradient Boosting 
Gradient Boosting 

Machine 
[17] Deep Learning (Autoencoder) Autoencoder 

[18] Deep Learning (CNN and LSTM) CNN, LSTM 

[19] Feature Selection and LSTM LSTM 

[20] 
Time-Frequency Analysis (STFT) 

and SVM 
SVM 

[21] ML method 
Extreme Learning 
Machine (ELM) 

[22] ML method 
Random Forest, 

SVM 
[23] Deep Learning (RNN) RNN 

 
Alsufyani and Saad [4] presented a paper on detecting 

low-rate DoS attacks using various deep learning models 
including CNN, Feedforward neural networks, and LSTM 
networks. Pham et al. [5] presented a method for analyzing 
the low-rate DDoS by combining Time-Frequency 
Analysis and Support Vector Machines (SVMs). They 
utilized the STFT to extract time-frequency features from 
network traffic data and employed SVMs for attack 
detection. Nguyen et al. [6] presented a detection method 
using Gradient Boosting Machine. They applied the STFT 

to obtain time-frequency features from network traffic data 
and utilized GBM for attack detection. 

Kumar and Mohan [7] employed a Deep Learning 
model based on CNN to analyze network traffic patterns 
and identify the presence of low-rate attacks. Li et al. [8] 
presented a Deep Learning model based on a combination 
of CNNs and LSTM networks to analyze network traffic 
data and identify low-rate DDoS attacks. Tab. 1. provides 
the summarization of previous works related to the various 
attacks. 
 
3 METHODOLOGY AND THE PROPOSED APPROACH 
 

The multimodal integration of STFT-based TFA and 
an RNN-based Deep Learning model is the suggested 
approach for recognizing and addressing low-rate DoS and 
DDoS attacks. This section provides a detailed explanation 
of the methodology, including the STFT algorithm, the 
architecture of the RNN model, and the integration process. 

Fig. 1 demonstrates the intricate relationship between 
exploitation and reflection attacks in the dataset. The figure 
illustrates complex interconnections among different 
subgroups of input data, highlighting the presence of strong 
nonlinear patterns within the feature space. This 
observation underscores the limitations of traditional 
machine learning techniques in effectively dealing with 
multivariate datasets. This highlights the necessity for 
advanced techniques capable of capturing and analyzing 
the intricate patterns and relationships present in the data 
to accurately detect and classify Attack and Benign 
instances. 
 

 
Figure 1 Analysis of DoS and DDoS attack distribution 

 
3.1 Short-Time Fourier Transform (STFT) 
 

The STFT time-frequency analysis method enables the 
representation of a signal in both the time and frequency 
properties [25]. This approach is particularly effective in 
deciphering non-stationary signals such as network traffic. 
By utilizing short segments of the signal, the Fourier 
transform is computed using the STFT technique, enabling 
the analysis of frequency content over different time 
intervals. 
 

      2, j fX a f x k y k a e                                       (1) 

 
 where X(a, f) represents the STFT coefficients at time 'a' 

and frequency 'f', x(k) is the input signal, y(k − a) is a 
windowing function , and e(−j2πf) represents the complex 
exponential. 
Algorithm for STFT: 
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i. Choose a window function, such as the Hamming 
window, to segment the signal. 

ii. Slide the window over the signal with a specified 
overlap, typically 50%. 

iii. Apply the Fourier Transform to each windowed 
segment. 

iv. Obtain the magnitude or power spectrum of the 
Fourier Transform to represent the frequency 
content. 

v. Repeat steps 2-4 until the entire signal is covered. 
 
3.2 Feature Extraction 
 

Statistical Measures: 
- Mean: The average coefficient value during a given 
period of time is represented by the STFT coefficients' 
mean. 
- Variance: The amount of variability contained within 
the frequency content is shown by the STFT coefficients' 
variance, which measures the spread or dispersion of the 
coefficients. 

Spectral Features: 
- Spectral Centroid: It represents the weighted average 
of the frequencies present in the STFT coefficients, 
indicating the "center of mass" of the spectral distribution. 
- Bandwidth: It measures the width of the frequency 
range occupied by the STFT coefficients, providing 
insights into the spread of frequencies. 

These features capture both the statistical properties 
and frequency characteristics of the network traffic, which 
are essential for distinguishing between normal and attack 
traffic patterns. 
 
3.3 Recurrent Neural Network (RNN) 
 

A deep learning model called an RNN is capable of 
accurately capturing temporal connections in sequential 
data. RNNs have special advantages for processing time-
series data because they feature recurrent connections, 
which enable them to retain knowledge from prior inputs. 
An RNN model processes sequences of input data and 

maintains an internal state that evolves as new inputs are 
received. 
Architecture of RNN 
- Input Layer: It receives sequential input data, such as 
STFT coefficients. 
- Hidden Layers: They contain recurrent connections 
that pass information from previous to the current time 
step. 
- Output Layer: The output layer is responsible for 
generating the final output of the neural network, which 
can be in the form of classification results, regression 
values, or other desired predictions. 

Training an RNN involves updating the weights and 
biases of the network through techniques like 
backpropagation through time, which calculates gradients 
and adjusts the parameters to minimize the loss function. 
 
3.4 Dataset 
 

For this research, the CICDDoS2019 dataset [24] will 
be utilized. The CICDDoS2019 dataset is a widely used 
dataset in the field of network security and contains a 
comprehensive collection of benign and malicious traffic 
data. It includes various attack scenarios, such as TCP, 
UDP, and HTTP flood attacks, as well as legitimate 
network traffic. The CICDDoS2019 dataset was utilized 
for training and evaluating the proposed detection and 
mitigation system, allowing for the comprehensive 
analysis of its performance. The researchers can gain 
insights into the prevalence and distribution of DoS and 
DDoS attacks. 
The procedure involved in the proposed work is illustrated 
in Fig 2. and methodology steps are provided below: 

i. Pre-processing of Data: 
- Raw network traffic data was pre-processed to make it 
suitable for analysis. 
- Perform data cleaning, including removing duplicate 
records and handling missing values. 
- Normalize the data to ensure uniformity and remove 
any potential bias. 
 

 

 
Figure 2 Flowchart for the proposed methodology 

 
ii. Short-Time Fourier Transform (STFT): 

- Apply the STFT to estimate the time-varying 
characteristics of the network traffic. 
- Divide the preprocessed data into smaller time 
intervals and calculate the STFT coefficients for each 
segment. 
- The STFT coefficients compute the frequency content 
of the network traffic at different time intervals. 
iii. Feature Extraction: 

- Extract relevant features from the STFT coefficients 
that capture the distinctive characteristics of both normal 
and attack traffic. 
- Commonly used features include statistical measures 
(mean, variance) and spectral features (spectral centroid, 
bandwidth). 
- These features serve as inputs to the subsequent Deep 
Learning model. 
iv. RNN Training:  

- The RNN model is trained using a CICDDoS2019 
dataset, where the attack instances are labeled accordingly.  

Training 
environmental setup 

Preparation of 
dataset 

Pre-processing STFT 

Feature 
Extraction 

RNN training Model 
Evaluation 

Performance 
comparison  
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- The RNN model captures temporal patterns in the 
STFT coefficients to distinguish normal and malicious 
network traffic. 

v. Testing and Classification:  
- In the testing phase, the trained RNN model is 
employed to classify new instances of network traffic as 
either normal or malicious. 
- The model predicts the probability of an instance 
belonging to each class, and a decision threshold is applied 
to determine the final classification. 
 
4 RESULTS AND ANALYSIS 
 

According to the proposed technique, an RNN-based 
Deep Learning model is devised and built to classify 
network attacks using the attributes that were retrieved 
from STFTs. In specific, the Long Short-Term Memory 
(LSTM) network, a variation of RNN, is frequently used 
because it can successfully handle sequential input and 
capture dependencies over time. For conducting the 
experiment, we utilized Python 3.9 along with the 
TensorFlow and Scikit-learn libraries. The machine used 
for the experiment was equipped with 400 CPU cores and 
2 GPU nodes, providing a substantial performance 
capability of 25.6 tera-operations per second (telops) and 
29.6 tera-flops Rpeak (floating-point operations per 
second). 

The CICDDoS2019 dataset is a valuable resource for 
studying and understanding the prevalence of DoS and 
DDoS attacks. The dataset includes a wide range of attack 
types, including low-rate attacks, which are characterized 
by their subtle and prolonged nature. This allows for a 
detailed examination of the characteristics and patterns 
exhibited by different attack categories. By analyzing the 
attack distribution, researchers can identify the most 
prevalent attack types, their frequency, and the potential 
impact they may have on network security. To reduce the 
risks connected with DoS and DDoS assaults, this 
information may be used to design effective safety 
precautions and pre-emptive defense systems. 

The following Tab. 2. summarizes the feature 
extraction process for the CICDDoS2019 dataset, 
including the features and their corresponding equations 
 

Table 2 Feature extraction techniques 
Feature Equation 
Mean Mean = (1/X) × ∑(STFT coefficients) 

Variance Variance = (1/X) × ∑((STFT coefficient – Mean)2) 
Spectral 
Centroid 

Spectral Centroid = ∑(Frequency × Magnitude) / 
∑(Magnitude) 

Bandwidth Bandwidth = ∑(Magnitude × (Frequency – Spectral 
Centroid)2) / ∑(Magnitude) 

 
These equations provide a mathematical 

representation of the feature extraction process, where 'X' 
gives the overall STFT coefficients in given time interval. 
 

Table 3 Model configuration 
Parameter Value 
Activation Rectified Linear Unit 

Loss Mean Squared Error 
Optimizer Rectified Adaptive Moment Estimation 

Epochs 10 
Batch Size 32 

 

A Long Short-Term Memory (LSTM) network is 
constructed, and the chosen parameters are provided in 
Table 3. to capture the temporal dependencies in the 
sequential data. An input layer, recurrent layers, and an 
output layer comprise the RNN model's framework. The 
STFT-based characteristics collected from the labeled 
dataset will serve as input features for the RNN model, and 
the target labels designate whether the traffic is benign or 
attack. 

The table presents the configuration of the model used 
in the experiment. The model parameters are listed along 
with their corresponding values. The loss function used in 
the model is Mean Squared Error. It is commonly used for 
multi-class classification tasks to measure the dissimilarity 
between predicted and true class labels. The activation 
function employed in the model is Rectified Linear Unit. 
The optimizer chosen for the model is Rectified Adam 
algorithm that combines the benefits Adaptive Moment 
Estimation (Adam) algorithms to enhance training 
efficiency. This model is trained for a total of 10 epochs. 
The batch size used during training is set to 32.  

Fig. 3 shows how training and validation losses 
develop during the course of training. Both the training and 
validation loss show a consistent trend of decreasing over 
time, stabilizing after 10 epochs. The favoured model is the 
one with the lowest validation loss. Various studies were 
carried out by altering the learning rate to provide the best 
outcomes. After careful consideration, it was found that for 
this particular experiment, an average rate of learning of 
0.0001 produced the best possible outcomes. 
 

 
Figure 3 Model losses over Epochs 

 
The performance assessment of the suggested model 

with different rates of learning is presented in Table 4. The 
learning rates are changed to see how they affect the 
model's recall, precision, F-score, and accuracy. 
Additionally, the table includes separate values for the 
attack and benign classes. 
 

Table 4 The performance evaluation for various Learning rates 
Learning 

Rates 
Accura
cy / % 

Precision Recall F-score 

Attack Benign Attack Benign Attack Benign 
0.1 97.5 0.98 0.97 0.98 0.97 0.98 0.97 
0.01 98.3 0.99 0.98 0.99 0.98 0.98 0.98 

0.001 98.5 0.99 0.99 0.97 0.99 0.99 0.99 
0.0001 99.1 0.99 0.99 1.00 0.99 0.99 0.99 

 
The model's accuracy in identifying instances of a 

given class can be described as precision. It is determined 
by dividing the number of true positives by the total 
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number of true positives and false positives. Higher 
precision values indicate fewer false positives. 
 

 
Figure 4 The effect of learning rate on precision during model training 

 

 
Figure 5 Implications of learning rates on recall performance 

 
In this case, the precision for the attack class ranges 

from 0.97 to 0.99, while for the benign class is of a 
particular class and it is shown in Fig. 4. The proportion of 
true positives to the entirety of true positives and false 
negatives is used to figure it out. Fewer false negatives can 
be detected by higher recall values. As portrayed in Fig. 5, 
the recall for the attack class ranges from 0.97 to 1.00, 
while for the benign class, it ranges from 0.97 to 0.99. 
 

 
Figure 6 Evaluation of F-score variability with learning rates 

 
Figure 7 Range of achievable accuracy 

 
An objective appraisal of the model's performance can 

be assessed by the F-score, a statistic that combines 
precision and recall. It is figured out as the proportion of 
accuracy. Higher F-score values indicate better overall 
performance. In our results as illustrated in Fig. 6, the          
F-score for the attack class ranges from 0.98 to 0.99, and 
for the benign class, it ranges from 0.97 to 0.99. 

The ratio of precise estimates to all instances is used to 
evaluate accuracy, which is a measure of how well the 
model's predictions are made overall. The accuracy values 
in our evaluation range from 97.5% to 99.1% and it is 
represented in Fig. 7. 
 

Table 5 Performance of methods for low-rate DoS and DDoS attack detection 
Methods Accuracy / 

% 
Specificity / 

% 
Sensitivity / 

% 
Wavelet Transform+ CNN 89.5 91.2 87.3 
Statistical Measures+MLP 91.8 92.6 90.9 

Frequency Domain 
Analysis+ GRU 

93.7 94.5 92.8 

PCA+ Autoencoder 88.6 89.9 87.2 
PCA+ ConvLSTM 92.4 93.2 91.6 
Proposed method 99.1 98.7 98.9 

 
The proposed method indicates enhancing the 

identification and mitigation of attacks of low-rate DDoS 
and low-rate DoS as presented in Tab. 5 and Fig. 8, hence 
strengthening the reliability and safety of network devices. 
It does this by integrating STFT-based Time-Frequency 
Analysis with RNN-based Deep Learning. 
 

 
Figure 8 Performance metrics comparison of different methods 

 
The suggested technique delivers a 99.1% accuracy 

rate, which makes it the highest, outperforming other 
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techniques such as Wavelet Transform + CNN, Statistical 
Measures + MLP, Frequency Domain Analysis + GRU, 
and PCA + Autoencoder. The proposed method combines 
Time-Frequency Analysis using STFT and deep learning 
model using RNN, resulting in improved detection 
capabilities. It achieves high specificity (98.7%) and 
sensitivity (98.9%), demonstrating its effectiveness in 
identifying low-rate attacks. The results highlight the 
potential of TFA and deep learning techniques for robust 
network security against low-rate DoS and DDoS attacks. 

The analysis of the detection time revealed that the 
proposed approach enables timely response to attacks. It 
was able to detect and classify attacks in near real-time, 
minimizing the potential impact on targeted systems. 
Overall, multimodal fusion of TFA using STFT and RNN-
based Deep Learning proved to be a powerful combination 
for accurately identifying attack traffic patterns and 
enabling timely response. 
 
5 CONCLUSION 
 

This research article concluded by outlining a unique 
technique for identifying and avoiding attacks causes by 
low-rate DoS and DDoS. For better network security, a 
method was developed that combines the advantages of 
Recurrent Neural Network from DLM along with TFA, 
which makes use of the Short-Time Fourier Transform. 

The CICDDoS2019 dataset assessment of the 
suggested approach established its usefulness, with an 
accuracy level of 99.1% and a decreased rate of false 
alarms when compared to conventional methods. This 
approach contributed to address the difficulties imposed by 
these rapidly changing threats through facilitating prompt 
responses and efficient mitigation of low-rate attacks. 
Future research directions in this area include optimizing 
the fusion methodology of TFA and Deep Learning to 
further improve the detection and mitigation capabilities. 
Exploring other deep learning architectures and techniques 
such as convolutional neural networks or transformers, 
could also be valuable in enhancing the accuracy and 
efficiency of attack detection. The suggested technique 
could additionally be tested on more complex and 
variegated datasets to see how well it performs in other 
network arrangements. Further research could also focus 
on the scalability of the approach and its applicability to 
real-world network infrastructures. 
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