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Zero watermarking scheme for privacy protection in e-Health care
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ABSTRACT

E-health care is an emerging field where health services and information are delivered and
offered over the Internet. So the health information of the patients communicated over the Inter-
net has to protect the privacy of the patients. The patient information is embedded into the
health record and communicated online which also induces degradation to the original infor-
mation. So, in this article, a zero watermarking scheme for privacy protection is proposed which
protects the privacy and also eliminates the degradation done during embedding of patient
information into the health record. This method is based on simple linear iterative clustering
(SLIC) superpixels and partial pivoting lower triangular upper triangular (PPLU) factorization. The
novelty of this article is that the use of SLIC superpixels and PPLU decomposition for the privacy
protection of medical images (MI). The original image is subjected to SLIC segmentation and non-
overlapping high entropy blocks are selected. On the selected blocks discrete wavelet transform
(DWT) is applied and those blocks undergo PPLU factorization to get three matrices, L, U and
P, which are lower triangular, upper triangular and permutation matrix respectively. The prod-
uct matrix L x U is used to construct a zero-watermark. The technique has been experimented
on the UCID, BOWS and SIPI databases. The test results demonstrate that this work shows high
robustness which is measured using normalized correlation (NC) and bit error rate (BER) against
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the listed attacks.

1. Introduction

The revolutionized advancements in digitized network-
ing have led to the fast development of the economic
society and the higher rate of digital data transfer over
the internet than the previous decades. This revolution
has led to the need to secure the digital data that are
transferred over the internetwork. A lot of techniques
have come to secure the data. All the full-form abbre-
viations used in this paper are tabulated in Table 1.
The data hiding techniques and their goals have been
briefed in Table 2. The exponential rise of technology
has been highly benefited because of the advancements
in electronic healthcare. The significant progress in
multimedia communication has motivated an immedi-
ate necessity for protecting the privacy of the patients.
The electronic healthcare system includes the exchange
of medical images (MIs) and electronic patient records (
EPRs) between distant places. The EPR is very sensitive
information. So, the techniques need to be developed
to secure such type of data. To transfer EPR, reversible
data hiding (RDH) techniques became popular. In the
RDH scheme, the EPR is embedded into the MI at the
sender side and transferred and at the receiver end, both
the MI and the EPR need to be extracted with no or
minimal distortion. But when an EPR (watermark) is
inserted into the data it reduces their perceptual quality.

If the watermark is not embedded then privacy pro-
tection cannot be done. So, to protect privacy without
degrading the perceptual quality, ZWM schemes [1]
have been developed by the researchers for the gen-
eral images. In these schemes, a zero-watermark will
be generated depending on the properties of the digi-
tal data and EPR without disturbing digital data. The
existing transform domain (TD) WMG scheme uses
DCT [2], DET [3], DWT [4], WHT [5], PCA, SVD,
lifting wavelets and contourlet transform (CT) [6]. The
main contribution of the proposed work is to provide
a solution by the zero-watermarking scheme are as
follows:

e toavoid the degradation happens during embedding
of the patient information, unlike the embedded
watermarking schemes;

e to protect the privacy of the patient where the patient
records are communicated between the hospitals for
diagnosis;

e the use of SLIC segmentation and use of high
entropy blocks for extracting features;

e the combination of SLIC segmentation, DWT and
PPLU decomposition for zero-watermarking;

e the permutation of the generated sequence for main-
taining the security.
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Table 1. Full form of the abbreviations used in the paper.

Abbreviation Full form

SLIC Simple linear iterative clustering
ZWM Zero-watermarking

PPLU Partial pivoting lower triangular upper triangular
DWT Discrete wavelet transform

WMG Watermarking

DCT Discrete cosine transform

DFT Discrete Fourier transform

WHT Walsh-Hadamard transform

PCA Principal component analysis

SVD Singular value decomposition

LPCC linear predictive cepstral coefficients
@) Contourlet transform

cs Compressive sensing

BER Bit error rate

NC Normalized-correlation

SPN Salt and pepper noise

GN Gaussian noise

MF Median filtering

AF Average filtering

CE Contrast enhancement

GC Gamma correction

EPR Electronic patient record

DICOM Digital Imaging and Communications in Medicine

Table 2. Data hiding techniques and their goals in the research.

Data hiding method Goal

Digital watermarking To embed digital data for privacy protection,

WMI and data authentication

Stegnography To embed data in the cover image in such a
way that the data are hidden
Cryptography To transform the data into a noise-like form

Reversible data hiding To get back both the cover image and
the embedded information for privacy
protection

Without embedding, provides privacy

protection

Zero watermarking

So, we intend to use the ZWM schemes for pri-
vacy protection in e-Health care. So far, the RDH
schemes have been used in medical care, but two
issues have been found with them. They are (i) the
RDH schemes involve disturbing the original data
and (ii) most of the RDH schemes are in the spa-
tial domain (not in the transform domain), they are
vulnerable for third-party attacks. So, to protect pri-
vacy in e-Health care, a technique should include
no embedding and transform domain. The block dia-
gram for the traditional watermarking scheme is as
shown in Figure 1. The block diagram for the zero-
watermarking scheme is as shown in Figure 2. The
difference between the traditional and ZWM schemes
is that in the ZWM scheme there is no embedding of
the watermark. The ZWM scheme needs the extracted
features from the original image and processing hap-
pens on the original image. Because of that, quality
degradation won’t happen for the original image. This
is the advantage of using the ZWM scheme compared
to the traditional watermarking scheme. The block dia-
gram for reversible data hiding scheme is as shown in
Figure 3.

1.1. Zero-watermarking example for the sample
input

For ZWM two phases are existing, one is zero-
watermark generation and the other is zero-watermark
extraction. An example for ZWM has two phases.

1.1.1. Zero-watermark generation
e Let the sample image,

162 126 192 192
182 20 192 98
A= 26 56 32 160 )

182 110 194 28

e Compute mean along the columns (or rows, here
for this example it is along columns), then mean
vector is

M=[138 78 153 120] ()

e Compute the features of the sample image as if the
pixel value A(4,j) mean value M(j) then the respec-
tive feature value F(3, ) is 1, else it will be considered
0, where i, j = 0,1,2,3. Then the feature image will
be

1 1 1 17
1 01 O
F= 0 0 0 1 3
1 1 1 0]
e Now consider the unique key or copyright as
1 1 1 1]
1 1 1 1
U=11 111 )
11 1 1]
e Now compute the zero-watermark as
0 0 0 O
01 0 1
Z=FoU= 111 0 (5)
0 0 0 1

o The generated zero-watermark Z will be stored for
future references.

1.1.2. Zero-watermark extraction and verification
without noise on the original image
e Let the sample image,

162 126 192 192
Ao _|182 20 192 98
without = | »6 56 32 160

182 110 194 28

(6)

e Compute mean along the columns (or rows, here
for this example it is along columns), then the mean
vector is

Miyithour = [138 78 153 120] (7)
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Watermark (W)

3

Inverse

Watermarking —»

| .w R

Original Transformed Watermarked Watermarked
Image (1) Image Transformed Image (Iw)
Image
(a)

Watermarked

Transformed Extractin __)m
Image (Iw) Image ?
Extracted
Watermark
(W)

Original Transformed
Image (1) Image

(®)

Figure 1. Traditional watermarking scheme: (a) watermark embedding and (b) watermark extraction.

e Compute the features of the sample image as if the  1.1.3. Zero-watermark extraction and verification
pixel value A(i, j), mean value M(j) then the respec- without noise on the original image
tive feature value F(j, j) is 1, else it will be considered e Let the image without noise,

0, where i, j = 0,1,2,3. Then the feature image will 162 126 192 192

be A _|182 20 192 98 (10)
L1 without = | 26 56 32 160
10 1 0 182 110 194 28
Fuithou =199 9 1 ® Compute mean along the columns (or rows, here
1 1 1 0 for this example, it is along columns), then mean
vector is
e Now find the unique key as Mwithout — [138 78 153 120] (1 1)
e Compute the features of the sample image as if the
11 11 pixel value A(i, j) mean value M(j) then the respec-
Uwithout = Fwithour ® Z = i i i 1 9) tive featur'e Yalue F(i,j) is 1, else it will be c'onsidere?d
0, where i, j = 0,1,2,3. Then the feature image will
1 1 1 1 be
1 1 1 1
e Then find the correlation between the U and U, jsour Foinont = 1 010 (12)
and if it is higher than the predefined threshold, then without 0 0 01
1 1 1 0

the authenticity is ensured.
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Unique key (K)

> Scrambling
—» (XOR)

Extract features

Original Transformed
Image (1) Image

Zero-watermark (W)

Zero-watermark (W)

—»| Scrambling
—» (XOR)

Extract features

Original Transformed
Image (1) Image

Unique key (K)

(b)

Figure 2. Zero-watermarking scheme: (a) zero-watermark construction and (b) zero-watermark extraction.

e Now find the unique key as

Uwithout = Fwithouwt © Z= (13)

—
— = =
— = =
— = = =

e Then find the correlation between the U and U,,isous
and if it is higher than the predefined threshold then
the authenticity is ensured.

e One can observe that the U and U, o are the
same. So authenticity is provided for this sample
image as the noise has not been added.

1.1.4. Zero-watermark extraction and verification
with noise on the original image
e Let the image with noise,

162 0 192 0
182 0 192 0

Awilh = | 56 o 33 o (14)
182 0 194 0

e Compute mean along the columns (or rows, here for

this example, it is along columns), then the mean
vector is

Myighous = [138 0 153 0] (15)

Compute the features of the sample image as if the
pixel value A(i,j) mean value M(j) then the respec-
tive feature value F(i, j) is 1, else it will be considered
0, where i, j = 0,1,2,3. Then the feature image will
be

1 01 0
1 01 0
Fyith = 0 0 0 O (16)
1 01 0
e Now find the unique key as
1 01 0
1 1 11
Uwith = Fyith ® Z = 1 11 0 (17)
1 01 1
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Watermark (W)

—y»| Embedding |(—

riginal Watermarked
Image (1) Image (lw )
(a)

Watermark (W)

Extraction

Watermarked
Image (lw )

Original
Image (I)

Figure 3. Reversible data hiding scheme: (a) watermark embedding and (b) watermark extraction.

e Then find the correlation between the U and U, ;s scheme will provide a transform domain technique as
and if it is higher than the predefined threshold, then ~ explained in Section 4.

the authenticity is ensured. In this article, a novel SLIC and PPLU decom-
e One can observe that the U and U,y are different  position-based ZWM technique is proposed in the
as the noise been added to the original image. wavelet domain for e-healthcare privacy protection.

Here the original image is subjected to SLIC, then DWT
This is a basic ZWM process for the sample input ~ and PPLU decomposition. The product of the lower
in the spatial domain. The proposed watermarking A" and the upper A" matrices is used to generate
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a zero watermark by using EPR, which is the patient’s
information. This watermark is used to verify whether
the patient is protected or not, in the case of availability
of illegal copies of the data.

The rest of the article is presented as Literature Sur-
vey (Section 2), Related work (Section 3), Proposed
method (Section 4), Results (Section 5), Conclusion
and future work (Section 6) followed by References.

2, Literature survey

Unlike traditional WMG schemes ZWM schemes
achieve copyright protection without embedding the
watermark into the digital data. The audio ZWM
scheme has been discussed in [7]. An LPCC-based
ZWM scheme is presented in [8] and an audio
ZWM scheme using energy comparison is discussed
in [9]. DWT- and DCT-based audio ZWM scheme
where zero-watermark is generated using wavelet and
cosine coeflicients as discussed in [10]. A contourlet
ZWM scheme using entropy is presented in [11] and
a DWT, DCT and log-polar mapping (LPM)-based
ZWM scheme is discussed in [12]. In [13], a compres-
sive sensing (CS)-based ZWM is presented. Another
CS-based ZWM scheme depending on the CS mea-
surement matrix is discussed in [14]. A DFT ZWM
technique for copyright protection is discussed in [15].
A DWT-based ZWM technique in which the message
bit will be embedded at different levels as discussed in
[16].

Many MI watermarking algorithms have been pro-
posed in both the spatial domain (SD) technique
and transform domain (TD) technique. To verify the
integrity and authenticity of digital Mammography
images [17] and Digital Imaging and Communica-
tions in Medicine (DICOM) ultrasound images [18],
SD watermarking schemes have been proposed. A loss-
less watermarking scheme based on difference expan-
sion has been proposed in [19]. A reversible water-
marking technique where EPR data are embedded
using advanced encryption standard in non-ROI (cal-
culated using adjacent pixel values) is proposed in [20].
A TD technique based on DCT where EPR-related
data are embedded in quantized DCT coeflicients of
watermarked image as proposed in [21]. A DCT-based
scheme where ECG and encrypted text data of the
patient are combined with MIs to reduce the over-
heads of storage and transmission is proposed in [22].
A wavelet-based watermarking scheme to embed data
other than the ROI region is proposed in [23] for the
integrity of DICOM images. A reversible EPR data hid-
ing using IWT is proposed in [24]. A reversible contrast
mapping robust watermarking scheme using IWT is
proposed in [25].

A spatial domain image watermarking scheme that
utilizes MinEigen value features, chaotic sequence and
Quantization Index Modulation (QIM) for ensuring

the authenticity of medical images is discussed in [26].
The 3 x 3 non-overlapping blocks are chosen for blindly
embedding the watermark bits in this method and are
robust against DICOM JPEG compression. A blind
and fragile watermarking scheme is discussed in [27].
This scheme uses Schur decomposition for authenti-
cating medical images. A medical image watermarking
scheme that uses DCT, Weber descriptors (WDs) and
Arnold chaotic map is discussed in [28]. This technique
uses mid-DCT coefficients for embedding the water-
mark data. An efficient encryption scheme for telecare
medical information systems (TMIS) based on ellipti-
cal curve cryptography and linear cryptography is dis-
cussed in [29]. In this work, the authors have analysed
the existing security scheme and improved the scheme
to overcome the flaws and weaknesses. A ZWM scheme
in [1] has been presented using multi-channel-shifted
Gegenbauer moments of fractional orders for medi-
cal images. In this work, the zero-watermark is con-
structed with scrambling and XOR operation. Multiple
ZWM schemes for colour images using local quater-
nion polar harmonic Fourier moments have been dis-
cussed in [30]. A PPLU decomposition-based digital
image watermarking in the transform domain has been
presented in [31]. A zero-watermarking technique with
Zernike and DCT moments for medical images has
been discussed in [32]. In [33], a robust and secure
ZWM scheme using Harris-SURF-DCT and Chaotic
Map for medical images has been discussed.

3. Related work
3.1. PPLU decomposition

PPLU decomposition [34] is a factoring technique that
outputs three matrices using the partial pivoting (PP)
procedure. PPLU decomposition of C is defined as fol-
lows:

PPLU(C) = (L, U, P) such that PC = LU, (18)

where L, U and P which are lower triangular, upper
triangular and permutation matrix, respectively. An
illustrated example for PPLU decomposition of a 3 x 3
matrix is given below. Let

4
C=

—

(19)

w O =

0
0
2 13

Then C can be decomposed into

1 0 0 1 0 0
P=10 0 1| L=1|3 1 0

0 1 0 0 0 1

1 0 4
U=[0 2 1

0 0 1



1 0 4 1 0 4
PxA=|3 2 13| LxU=|3 2 13
00 1 00 1

(20)

3.2. SLIC superpixels

Superpixels are used to categorize the image into pur-
poseful sections using similarity and contiguity in the
image plane [35]. SLIC superpixels are fast, easy to use
and contribute segmentation of high quality [36] com-
pared to other existing superpixel techniques [37-40].
It is a 5D CIELAB color space (L, a, b, t, s) based local
clustering algorithm where (L, a, b) is the pixel color
vector and (t, s) are pixel coordinates. CIELAB colour
space is based on the Richard Hunter (L, a, b) colour
space [41]. It is device independent model of the inter-
national color consortium (ICC) device profile. It is not
possible to use Euclidean distance measure in 5D space
without normalizing the spatial distances. So, a new
distance measure is discussed in [36].

My = \/(Lc - Lr)z + (ac — ar)z + (b — br)z
Mis = \/(tc - tr)z + (sc — Sr)2

n
Mw = Mpap + W X Dyy

(21)

where Mj,, and My are the sum of the Lab distance
and normalized s distance,  is the scale parameter and
W is the grid interval. In the SLIC algorithm, C reg-
ularly spaced cluster centres are sampled and moved
to seed locations corresponding to the lowest gradient
position in 3 x 3 neighbourhood. Image gradients are
computed as follows:

Grad(p,q) = |O(p +1,9) — O(p — 1,9)|I?

+10(p,g+1) —O(p,q— D|I* (22)

where O(p, q) is the Labvectorand || - || is the L2 norm.
SLIC performs clustering in O(N) as the K < 8 and
the number of iterations (4 to 10) is constant [36]. An
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example of SLIC segmentation for different region sizes
is given in 6.

4, The proposed method

ZWM schemes have become popular as we can pro-
tect privacy and the data, without inserting any digital
data (watermark) into the original data. Due to this
perceptual degradation will not happen to the origi-
nal image, i.e. high imperceptibility which is one of
the main requirements of digital WMG. The selec-
tion of scale factors plays an important role to decide
the WMG scheme to be robust or imperceptible and
selecting the optimal scale factor is difficult. But in
ZWM schemes there is no overhead of scale factor
because embedding of the watermark is not required.
The ZWM scheme will not have embedding of the
watermark. So as the watermark is not embedded the
scale factor prediction for the watermark is also not
required. In this way, the selection of scaling over-
head is reduced. It provides high imperceptibility and
high robustness, using the zero-watermark generated
from the properties of the original data. This type of
watermarking is very helpful for e-health care privacy
issues.

4.1. Zero-watermark generation

The proposed zero-watermark generation algorithm
block diagram for general images is shown in Figure 4.
For MIs, the zero-watermark generation algorithm
block diagram is shown in Figure 7. The difference in
the block diagrams of general and MIs is the unique
key for the general image which is replaced with the
EPR for MI. Let the original image be I of size M x
N. It is segmented using the SLIC superpixel algorithm
discussed in preliminaries. In those segments, assume
N segments H (H <N) high entropy segments are
selected. The high entropy segments will be contain-
ing high information. So H segments are chosen from
N segments such that the security is also maintained

Select high entro
SLIC non ovegrla in a PerformDWT Apply PPLU Compute LU
. "PPING | 5 on selected [ decomposition |5 ;
segmentation blocks in each blocks on each sub band product matrix
; segment
Original Compare means — I.D|V|d(? the : : 2
Image (1) for consecutive |4 - e?/er i Ilne‘arlze.d < Linearize aII.the
adjacent steps y step matrices into product matrices
k steps
Owner’s
unique key
XOR (K)

|Sequence is generated |——> Permutation

Zero watermark

> s generated

Figure 4. The proposed zero-watermark generating scheme for privacy protection for general images.
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Select high enFropy PorformDWT Apply PPLU
SLIC non-overlapping d it Compute LU
segmentation blocks in each >|on selected | decomposition > product matrix
A V2 5 blocks on each sub band
[ R segment H
Modified Compare means — F)IVId(? the : :
Image (Iw) for consecutive || o el?/er e I|ne.ar|ze.d p Linearize aII.the
adjacent steps y step matrices into product matrices
k steps
Owner's

XOR

| Zero watermark (W)

unique key

|Sequence is generated |__>|Permutation |

Modified (K)
Key (K* YES
y ( ); NG (K, K*) > T > Owngr
authenticated
NO_  Owner not
authenticated

Figure 5. The proposed zero watermark extracting scheme for privacy protection for general images.

@ (b)

Figure 6. Segmented image with region size 10 (left) and
region size 20 (right).

with the value of selected H as the whole image is
not considered for generating the features. From the
high entropy segments, #n non-overlapping blocks of
size 2b x 2b are chosen. These blocks are subjected
to DWT and then PPLU decomposition to produce
three matrices. The product of L and U matrices of all
the blocks is linearized and then divided into G steps.
The mean of each step is computed and a mean vec-
tor is generated. A unique sequence is generated by
comparing the adjacent samples of the mean vector.
This sequence is permuted by a secure key and then
XORed with EPR (unique key of patient information) to
generate the zero-watermark. This watermark contains

Select high entropy

the properties of the original data and the transforms
applied, as they are highly involved in generating it.
The zero-watermark generation algorithm is given in
Algorithm 1.

4.2. Zero-watermark extraction for general
images

The zero-watermark extraction algorithm is explained
in Algorithm 2. The procedure is similar to the zero-
watermark generation process except that after gen-
erating a unique sequence it has to be XORed with
the zero-watermark to obtain EPR. The block diagram
for privacy protection for general images is shown in
Figure 5. The block diagram for privacy protection for
general images is shown in Figure 8. If the correlation
between the input EPR and extracted EPR is higher
than the threshold then the privacy of the patient is
protected. Otherwise, it is not protected.

5. Results

To validate the proposed work, it is tested against
a set of attacks and listed in Tables 3-5. The

PerformDWT

SLIC non-overlapping Apply PPLU Compute LU
. on selected iti
segmentation blocks in each > »| decomposition > product matrix
t blocks on each sub band
segmen

Original Compare means Divide the h 4
Image (1) for consecutive ¢ Compute mean linearized Linearize all the
adjacent steps for every step matrices into | product matrices

YES Electronic Patient k steps

XOR

|Sequence is generated

I__) Permutation

$ information (E)

Zero watermark

> s generated

Figure 7. The proposed zero-watermark generating scheme for privacy protection for Mls.
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lect high ent
Select hig en.ropy PorformDWT Apply PPLU

SLIC non-overlapping » Compute LU

. ) —»| on selected [ decomposition }
segmentation blocks in each blocks on each sub band product matrix

segment —

Modified Compare means — Divide the
U . . - -
Image (Iw) for consecutive || - eF\J/er e Ilne.arlze.d Linearize aII.the
adjacent steps y step matrices into product matrices
k steps

Zero watermark (W*)

Electronic Patient
4 information (E*)

Electronic Patient
information (E)

YES

|Sequence is generated I__)lPermutation |

NC (E,E*)>T Privacy protected

NO Privacy not

protected

Figure 8. The proposed zero watermark extracting scheme for privacy protection for Mls.

Algorithm 1 Zero-watermark generation

Algorithm 2 Zero-watermark extraction

Input: Original Image (I), EPR (E), Permutation key
(K)
Output: Zero watermark (W)

1: Perform SLIC segmentation on I to divide into
segments.

2 From each segment N high entropy non-
overlapping blocks of size 2bx2b are
selected.

3: On each block apply DWT to obtain sub-bands
(LLI', LH;, HL;, HH,‘) of size b x b.

4: These sub-bands are subjected to PPLU decompo-
sition to get three matrices L;, U;, and Pv of size
bxb.

5: Then the product of L and U is computed say Y;.

6: Linearize all Y; matrices into single row and divide
it into L steps.

7. Compute mean vector by computing means of each
step.

8: Generate a binary sequence by comparing means
of adjacent samples in the mean vector.

9: Then the sequence is permuted by a secure key (K)
to obtain the permuted sequence.

10: The permuted sequence is encrypted using @ oper-
ation by EPR (E) to obtain zero-watermark (W).

normalized-correlation (NC) and bit error rate (BER)
between the generated and received watermarks for the
proposed and existing method against a salt and pep-
per noise (SPN) and Gaussian noise (GN) attacks are
tabulated in Table 3. To validate the proposed method
the test images are taken from UCID, SIPI, and BOWS
datasets. A few MRI and CT scan images of the brain
from the UCID database on which experimentation
was carried out are as shown in Figures 9 and 10 respec-
tively. The test images from SIPI and BOWS datasets
on which experimentation was carried out are shown in
Figures 12 and 11 respectively. The proposed scheme is

Input: Possibly modified image (I*), EPR (E), Permu-
tation key (K), Zero watermark (W)
Output: Privacy is protected or not

1: Perform SLIC segmentation on I* to divide into
segments.

2. From each segment N high entropy non-
overlapping blocks of size 2bx2b are
selected.

3: On each block apply DWT to obtain sub-bands
(LL},LH}, HL}, HH}) of size b x b.

4: These sub-bands are subjected to PPLU decompo-
sition to get three matrices L}, U}, and P} of size
bxb.

5. Then the product of L} and U} is computed say Y.

6: Linearize all Y} matrices into single row and divide
it into L* steps.

7. Compute mean vector by computing means of each
step.

8: Generate a binary sequence by comparing means
of adjacent samples in the mean vector.

9: Then the sequence is permuted by a secure key (K)
to obtain a permuted sequence.

10: The permuted sequence is encrypted using @ oper-
ation by zero-watermark (W*) to obtain possibly
modified EPR (E*).

11: Find the normalized correlation (NC) between (E)
and (E*). If NC is greater than the predefined
threshold then the privacy is protected otherwise
not protected.

robust to the set of attacks listed in the paper because
for other attacks the zero-watermark constructed will
be fragile as it can’t hold the properties of the original
image. So, the authors state that the proposed scheme is
robust only to the listed attacks provided in the article.
The size of the images considered is 256 x256 and the
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Table 3. Correlation and BER values between the generated
and received watermark against listed attacks for the proposed
method and the existing method for general images.

Proposed Existing [32]
Attack BER NC BER NC
No attack 0 1 0 1
SPN 0.1 0 1 0.001 0.998
0.01 0 1 0.001 0.998
0.001 0 1 0.001 0.999
GN 1 0 1 0 1
2 0 1 0.002 0.999
MF 3x3 0 1 0.003 0.904
5x5 0 1 0.02 0.9993
7x7 0 1 0.148 0.999
AF 3x3 0 1 0.005 0.9924
5x5 0 1 0.064 0.9856
7x7 0 1 0.072 0.9968

Table 4. Correlation and BER values between the generated
and received watermark against listed attacks for the proposed
method and the existing method.

Proposed Existing [32]
Attack BER NC BER NC
CE 0 1 0.003 0.956
GC 0 1 0.001 0.986

Table 5. Extracted watermarks against listed attacks for the
proposed method and the existing method for general images.

Attack Proposed Existing [32]

SPN

GN

AF with 3 x 3 window
AF with 5 x 5 window
AF with 7 x 7 window
MF with 3 x 3 window
MF with 5 x 5 window
MF with 7 x 7 window

Contrast enhancement

mmmmmmmmmm
mMMMmmmMmmMmmm

Gamma correction

experimentation was done using Matlab 2015 with an
Intel Core i7 processor with 8 GB DDR3 RAM.

In this table, the second row corresponds to BER
and NC values obtained when no modification is done
to the image. The 3™ row corresponds to BER and
NC obtained against attack with intensities 0.1, 0.01,
and 0.001. One can note that if the intensity of SPN
is increasing the proposed method is performing supe-
rior. Then the 4th row provides the BER and NC values
obtained against GN attack with zero mean and differ-
ent variances, where the equal performance is shown
by the proposed and existing methods. The first and
second rows in Table 3 provide the BER and NC val-
ues for median filtering (MF) and average filtering (AF)
attacks with various window sizes, where the proposed
scheme is performing better. Then the BER and NC val-
ues obtained against contrast enhancement (CE) and
gamma correction (GC) attacks are listed in the first and

(a) MR1 (b) MR2

(c) MR3 (d) MR4

Figure 9. MRI brain images: (a) MR1, (b) MR2, (c) MR3 and (d)
MR4.

(a) CT1 (b) CT2

Annotation

(c) CT3 (d) CT4

Figure 10. CT brainimages: (a) CT1, (b) CT2, (c) CT3 and (d) CT4.

second rows of Table 4 respectively, where the proposed
scheme is performing better.

In this article, for MlIs, the EPR information is the
patient’s record and for general images, the EPR infor-
mation is assumed as the owner’s unique key. In Table 6,
the owner’s key received by the proposed and exist-
ing [32] ZWM schemes against SPN, GN, AF and MF
with 3 x 3, 5x 5 and 7 x 7 window sizes, CE and
GC attacks have been shown. The second column of
the table shows the key obtained from the proposed



(d) S4

Figure 11. SIPI testimages: (a) S1, (b) S2, (c) S3 and (d) S4.

(e) B5

() B6

Figure 12. BOWS testimages: (a) B1, (b) B2, (c) B3, (d) B4, (e) B5
and (f) B6.
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Table 6. Correlation and BER values between the generated
and received watermark against MF attack for different window
sizes for MRl images, where Lo = 0, Hi = 1.

Median filtering
3x3 5x5 7x7
MRIImage BER NC BER NC BER NC
MR1 Lo Hi Lo Hi Lo Hi
MR2 Lo Hi Lo Hi Lo Hi
MR3 Lo Hi Lo Hi Lo Hi
MR4 Lo Hi Lo Hi Lo Hi

Table 7. Correlation and BER values between the generated
and received watermark against MF attack for different window
sizes for CT images, where Lo = 0, Hi = 1.

Median filtering
3x3 5x5 7x7
CTimage BER NC BER NC BER NC
m Lo Hi Lo Hi Lo Hi
CT2 Lo Hi Lo Hi Lo Hi
13 Lo Hi Lo Hi Lo Hi
T4 Lo Hi Lo Hi Lo Hi

Table 8. Correlation and BER values between the generated
and received watermark against AF attack for different window
sizes for MRl images, where Lo = 0, Hi = 1.

Average filtering

3x3 5x5 7x7
MRI Image BER NC BER NC BER NC
MR1 Lo Hi Lo Hi Lo Hi
MR2 Lo Hi Lo Hi Lo Hi
MR3 Lo Hi Lo Hi Lo Hi
MR4 Lo Hi Lo Hi Lo Hi

method and the third column shows the key obtained
from the existing method.

The NC and BER calculated between the gener-
ated and received watermarks for brain MRI and CT
scan images are tabulated for AF and MF attacks in
Tables 6, 7, 8 and 9. The NC and BER calculated
between the generated and received watermarks for
brain MRI and CT scan images are tabulated for SPN
and GN attacks are listed in Tables 10-13. The NC
and BER calculated between the generated and received
watermarks for brain MRI and CT scan images are
tabulated for CE, Quantization and JPEG compression
attacks are listed in Table 15. The proposed scheme

Table 9. Correlation and BER values between the generated
and received watermark against AF attack for different window
sizes for CT images, where Lo = 0, Hi = 1.

Average filtering

3x3 5x5 7x7
CT Image BER NC BER NC BER NC
CT1 Lo Hi Lo Hi Lo Hi
CT2 Lo Hi Lo Hi Lo Hi
T3 Lo Hi Lo Hi Lo Hi
CT4 Lo Hi Lo Hi Lo Hi




464 A. SHAIK AND V. MASILAMANI

Table 10. Correlation and BER values between the generated
and received watermark against SPN attack for CT images,
wherelo = 0,Hi = 1.

Table 15. Correlation and BER values between the generated
and received watermark against CE, quantization and JPEG com-
pression attack for MRl and CT images, where Lo = 0, Hi = 1.

SPN MRl image CTimage
0.001 001 0.1 Attack NC BER NC BER
MRI Image BER NC BER NC BER NC CE Hi Lo Hi Lo
- - - Quantization Hi Lo Hi Lo
MR Lo Hi Lo Hi Lo Hi JpEG (QF = 0.9) Hi Lo Hi Lo
MR2 Lo Hi Lo Hi Lo Hi JpEG (QF = 0.8) Hi Lo Hi Lo
MR3 Lo Hi Lo Hi Lo Hi JpEG (QF =07) Hi Lo Hi Lo
MR4 Lo Hi Lo Hi Lo Hi JPEG (QF = 0.5) 0.999 0.001 0.997 0.001
JPEG (QF =0.3) 0.986 0.001 0.994 0.002
JPEG (QF =0.1 0.983 0.002 0.993 0.002

Table 11. Correlation and BER values between the generated
and received watermark against SPN attack for CT images,
wherelo = 0,Hi = 1.

SPN
0.001 0.01 0.1
CTImage BER NC BER NC BER NC
T Lo Hi Lo Hi Lo Hi
CT2 Lo Hi Lo Hi Lo Hi
CT3 Lo Hi Lo Hi Lo Hi
CT4 Lo Hi Lo Hi Lo Hi

Table 12. Correlation and BER values between the generated
and received watermark against GN attack for MRI images,
wherelo = 0,Hi = 1.

GN
0,1) (0,2) (03)
MRI Image BER NC BER NC BER NC
MR1 Lo Hi Lo Hi Lo Hi
MR2 Lo Hi Lo Hi Lo Hi
MR3 Lo Hi Lo Hi Lo Hi
MR4 Lo Hi Lo Hi Lo Hi

Table 13. Correlation and BER values between the generated
and received watermark against GN attack for CT images, where
Llo=0,Hi =1.

GN
o,1) 0.2) (03)
CT Image BER NC BER NC BER NC
m Lo Hi Lo Hi Lo Hi
T2 Lo Hi Lo Hi Lo Hi
CT3 Lo Hi Lo Hi Lo Hi
CT4 Lo Hi Lo Hi Lo Hi

Table 14. Processing time for sample images.

Image  Zero-watermark generation (s)  Zero-watermark verification (s)
T 0.4323 0.3549
CT2 04116 0.3316
CT3 0.4175 0.3332
MR1 0.4109 0.3286
MR2 0.4159 0.3281
MR3 0.4105 0.3265

performs better for both the MIs and general images
for privacy protection for the listed attacks. This is
because the schemes operate on the means of wavelet
coeflicients of high entropy segmented blocks.

The processing run time for sample CT and MR
images is given in Table 14 for zero-watermark genera-
tion and verification. PSNR can’t be used because there

is no embedding or degradation to the original image.
As the quality of the original image is maintained, then
there is no need to verify the quality of the image.

6. Conclusion and future work

In this article, a robust zero-watermarking scheme for
medical images has been proposed using SLIC seg-
mentation, DWT and PPLU decomposition. In the
zero-watermarking schemes, the quality of the med-
ical images will be preserved as there is no embed-
ding of the watermark (patient information). This is
an advantage of using the zero-watermarking scheme
compared to the embedded watermarking because in
embedded watermarking the patient information is
embedded into the original image which modifies the
content of the original image. In the proposed method,
the high entropy segments are selected after applying
SLIC to the original image and processed DWT on
them. A zero watermark is generated from the product
matrix of the PPLU decomposition on wavelet coefhi-
cients. The proposed technique has been implemented
on UCID dataset images and the proposed technique
tolerates a set of attacks such as SPN, GN, AF, MF
and CE. To exchange the medical images and elec-
tronic patient records in distant locations, the proposed
zero-watermarking scheme is preferable as the origi-
nal data are not disturbed which preserves the origi-
nal content. In future, the real-time hardware solution
of the proposed work can be implemented with low
computational complexity and costs.
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