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ABSTRACT

Cloud computing technology is quite inevitable in today’s smart world. The excessive utiliza-
tion of data mandates updated storage space, which is highly expensive and cloud storage is
the best solution to it. As charges are levied for the utilized space, data redundancy must be
avoided for the effective exploitation of cloud space. Data deduplication is a technique, which
removes redundant data and conserves storage, bandwidth and charges. However, data retrieval
upon deduplicated data is not well explored in the existing literature. This work attempts to
present an effective retrieval framework for deduplicated data in a cloud environment by pre-
senting two protocols namely Data Outsourcing Protocol (DOP) and Data Retrieval Protocol
(DRP). The retrieval performance of the proposed approach is tested and compared with the
existing approaches in terms of standard performance measures. The work performance of the
proposed Deduplicated Data Retrieval (DDR) framework performs better in terms of retrieval pre-
cision, recall and time conservation rates. The average precision and recall rates attained by the
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proposed work are 97.9% and 95.75% respectively.

1. Introduction

Cloud computing is often regarded as a potential
infrastructure for Information Technology (IT) due
to its robust features. It can gather and restructure
vast storage, processing, communication and applica-
tion resources. This enables cloud users to receive IT
services in a flexible, pervasive, cost-effective and on-
demand manner [1]. Attracted by these exceptional
qualities, an increasing number of data owners are out-
sourcing their local document management systems to
the public cloud. However, a concomitant difficulty is
how to retain the utility of uploaded data while pro-
tecting the privacy of sensitive information [2]. All the
data must be encrypted before they can be outsourced;
hence, it is of the utmost importance to create adequate
mechanisms to perform fundamental operations on the
encrypted data collection.

Based on their functionalities, numerous encrypted
document retrieval schemes have been proposed,
including single-keyword Boolean search schemes [3,4]
single keyword-ranked search schemes [5,6] and multi-
keyword Boolean search schemes [7-9]. In terms of
document retrieval, these approaches fall short of com-
pletely satisfying data users. In the actual world, it
is fairly typical to utilize a collection of keywords to
search for relevant files in a given field. In addition, the
retrieved results are needed to be arranged according

to their relevance to the specified keywords. Unfortu-
nately, none of the aforementioned strategies can fully
satisfy these needs.

Researchers have become more interested in privacy-
preserving multi-keyword ranked document search
strategies [10,11]. These techniques enable data users
to recover encrypted documents based on a list of
keywords, and the search operations are comparable
to those for plaintext documents from the data users’
perspective. In comparison to multi-keyword Boolean
search, these schemes are more user-friendly and com-
patible with their retrieval practices. Nonetheless, these
methods can be enhanced in the following ways: first,
the majority of existing methods assume that all data
users are reliable. This assumption is implausible in
practice. In actuality, the cloud server can easily pose
itself as a data consumer to obtain the secret keys from
the data owner for a very minimal cost. Once the cloud
server obtains the secret keys, all encrypted documents
may be quickly decoded, which is a devastating blow to
existing encryption techniques. This is the most essen-
tial reason for developing a realistic and new architec-
ture for safe document retrieval in encrypted cloud file
systems.

Second, most present systems are limited to a single
document retrieval method, and the search experience
for data users can be enhanced. Data users may need
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to search a collection of documents using filenames,
authors, multiple keywords or any combination thereof.
We can intuitively regard filenames and authors as com-
mon terms, similar to the majority of existing meth-
ods. However, this method may reduce the search’s
precision. Integration of the multi-keyword Boolean
query schemes with the multi-keyword ranked search
schemes is another feasible way.

Third, data duplication issue is not given attention.
Duplication is a problem for cloud storage since it
consumes unnecessary space and bandwidth. When
the duplicates are detected and removed, considerable
savings can be expected in terms of space, time and
computation.

In light of the current scenario, the existing solutions
pay more attention towards security and privacy preser-
vation, while data retrieval is not given more impor-
tance. Additionally, the existing works support equal-
ity queries over encrypted data. This article considers
the aforementioned points and presents a Dedupli-
cated Data Retrieval (DDR) framework, which involves
data deduplication, storage and retrieval phases. This
work presents two protocols such as data outsourc-
ing (DOP) and retrieval protocols (DRP). The DOP
deals with operations such as pre-processing, extrac-
tion of keywords, formation of index and encrypted
index. The DRP functions concerning retrieval such as
query formation, detailed query formation, encrypted
data retrieval and ranking. The highlights of this work
are listed as follows:

e Data retrieval frameworks for deduplicated data are
quite scarce in cloud computing environment.

e Inherits the advantages of deduplication and
retrieval, such that duplicates are eliminated and
retrieval of deduplicated data reduces storage, com-
putational and time complexities.

e Data retrieval precision rates are quite convincing
and the time consumption is tolerable.

The remainder of this paper is organized as follows:
the related works concerning data retrieval for cloud
systems are studied in Section 2. The proposed DDR
framework is elaborated in Section 3, while its work effi-
ciency is evaluated in Section 4. Section 5 concludes the
article.

2. Review of literature

Data deduplication is a storage optimization technique
used to enhance storage efficiency. This section exam-
ines common data deduplication algorithms for cloud
storage, such as [12-15], identifies factors that affect
storage capacity and discusses various data dedupli-
cation scenarios. In [16], an efficient ranked retrieval
scheme for multiple keywords was presented with

privacy protection for cloud computing. This work con-
sidered multiple data owners and performed multi-
keyword search, while returning the leading “n” results
to the users without the keywords-related information.
Security analysis was made to justify the performance
of the work. A privacy-preserving content-based image
retrieval scheme for cloud storage was proposed in [17].
Their work focussed on encrypted storage and image
retrieval, while ensuring privacy. The retrieval preci-
sion rates were analysed and this work claimed that it
reduced the time and space complexities as well.

In [18], a privacy-preserving data retrieval model
was presented for the cloud-based Internet of Things
(IoT). Their work built an implicit index being main-
tained by the edge servers and the privacy-preserving
hierarchical model to preserve privacy was presented.
The computational cost of this work was proven to be
minimal. In [19], a scheme design for cloud informa-
tion retrieval was presented. A retrieval risk formula
was presented to retrieve keywords from the encrypted
cloud data, which could enhance the search experience.
A homomorphic encryption-based cipher text retrieval
scheme was presented for hybrid cloud environment
with multiple data owners in [20]. Here, both the pub-
lic and private cloud servers coordinated with each
other to perform data retrieval. The multi-owner and
multi-keyword-based search was presented based on an
encrypted binary index tree structure and homomor-
phic encryption scheme. In [21], a large-scale image
retrieval method for cloud computing was presented.
The binary signatures of image descriptors were gen-
erated by hamming embedding algorithm and a fre-
quency histogram with binary descriptors was formed
for feature representation. The image retrieval accuracy
rate was enhanced by random sampling and min-hash
algorithms.

In [22], a cost-effective data retrieval scheme was
presented based on Named Data Networking (NDN)
for Vehicular Cloud (VC). In their work, the vehicles
utilized unicast model to collect data from the near-
est VC through a retrieval process. Additionally, the
mobility of vehicles was also supported. They claimed
that it reduced the retrieval cost, while increasing the
accuracy rates. A cipher text retrieval system was pre-
sented in [23] by considering an encrypted heteroge-
neous database in cloud-based IoT scheme. Their work
relied on integration middleware that could support
cross-language and cross-platform queries for differ-
ent databases. The data integration method considered
cross-database queries over encrypted data. A secure
product information retrieval scheme was presented
for cloud computing in [24]. The security of commer-
cial data was considered by this work, while allowing
the users to retrieve product information. Their work
supported both the identifier and feature-based prod-
uct searches by building two encrypted index trees.
In [25], a secure phrase search model for encrypted



data of cloud-based IoT was presented. The phrase
search determined the location relationship between
words by presenting homomorphic encryption and
bilinear mapping. Additionally, the user’s search pat-
tern was protected by a probabilistic trapdoor genera-
tion algorithm. The search accuracy of this work was
enhanced, while suffering from moderate overheads.

A practical framework for secure data retrieval was
presented for encrypted cloud storage systems in [26].
The document retrieval system was integrated to a
proxy server for improving the system’s security. Their
approach created two AVL trees for managing file
names and authors, while an HRF tree was used to
manage document vectors. The HRF tree was manip-
ulated by Depth-First search algorithm and the tree
was encrypted by Enhanced Asymmetric Scalar Prod-
uct Preserving Encryption (EASPE) algorithm. These
three index trees were inter-linked to support search
requests. A certificateless keyword searching scheme
for fog-based IoT was proposed in [27]. They developed
a public key encryption method that was demonstrated
to be secure against inside keyword guessing attacks
(IKGA). The symmetric encryption key generation and
distribution methods were presented inclusive of search
and retrieval methods.

In [28], a searchable encryption scheme based on
double-layered blockchain was presented for multi-
cloud storage. The encrypted documents along with
indexes were stored in Interplanetary File System
(IPFS) with hash values and IPFS addresses in block
chain. Verification scheme was also provided to check
the data integrity of the retrieved file. In [29], an open-
source cloud tool was utilized to store and retrieve
files based on digital bipartite and digit compact prefix
indexing methods. OpenStack was employed for set-
ting up multiple nodes. A secure keyword search and
retrieval scheme upon hashed encrypted data was pre-
sented in [30]. The data owner outsourced the hashed
encrypted data in addition to a searchable index tree to
cloud server. The data users could search and retrieve
the data. A centralized keyword search scheme for
cloud applications was proposed in [31]. In their work, a
centralized manager searched and accessed all the data
from authorized users. This work was featured by short
ciphertext and search result verification.

In [32], a three-tiered architecture that could support
data storage and retrieval was presented. Initially, the
optimal data chunk size was computed by the cuckoo
search algorithm and the chunk existence was veri-
fied by the hash value produced by SHA3-512. The
data deduplication speed was increased by Merkle Hash
Tree with MapReduce (MHT), while data storage and
retrieval were performed. A secure data sharing and
retrieval system for cloud data was presented in [33],
which was based on blockchain technique.

Motivated by these existing works, this paper
presents a data storage and retrieval system for cloud
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environment, which focuses to enhance the user search
experience with faster and accurate retrieval rates.

3. Proposed DDR framework for cloud data

This work presents a data retrieval framework for dedu-
plicated data in the cloud computing environment. The
retrieval frameworks upon deduplicated data are not
well-explored, as the cloud data retrieval frameworks
focus more on security and privacy preservation. This
work functions upon deduplicated data such that the
redundant data are removed and the retrieval process is
effectively done in the minimal period. To achieve bet-
ter data retrieval, this work presents two protocols for
Data Outsourcing Protocol(DOP) and Data Retrieval
Protocol (DRP). The overall flow of the proposed work
is shown in Figure 1.

The DOP involves several phases, which include
data pre-processing, keyterm extraction, index build-
ing and encrypted index formation. The DRP includes
phases such as query formation, detailed query forma-
tion, encrypted retrieval and ranking. In this work, a
data retrieval process relies on different entities such
as security policy, deduplicated document collection,
keyterm collection, queries, query representation and
ranking function.

Hence, the DDR framework is dedicated to retrieve
ranked relevant documents with respect to the query,
out of a pool of deduplicated documents, while adher-
ing to the security policy [34-38]. This work under-
stands that the users exploit limited key terms for
searching the document collection, owing to the secu-
rity requirements, such that two protocols, Data Out-
sourcing Protocol (DOP) and Data Retrieval Protocol
(DRP) are expounded (Table 1).

3.1. Data outsourcing protocol (DOP)

It is assumed that the data owner has outsourced
the Deduplicated Documents (DD) to the Cloud
Server (CS).

3.1.1. Document pre-processing

This phase obtains the deduplicated data and tokenizes
it to perform operations such as stopping and stem-
ming. A list of tokens is obtained after the process of
tokenization, where the processes of stopping and stem-
ming are concerned with the removal of meaningless
(on its own such as conjunctions, prepositions, arti-
cles and so on) terms and clipping of words (removing
-ing,-es, -al and so on).

3.1.2. Keyterm extraction

For every DD, the key terms are extracted and ranked
with respect to relevance and the top-ranking terms are
chosen as the searchable key-term entities(kt;), which
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Figure 1. Overall flow of DDR framework.
Table 1. Notations and descriptions. corpus-based similarity is computed by
Notations Description Notations Description
: max{logf (kt;), logf (kt;)}
CBS Corpus Based ENC Encryption process ] Kkt kt:
Similarity CBS(kt;, kt;) = — ng( ti, tJ) (3)
CS Cloud Server kt; Key Term entities bR = log N — min{lo kt). lo £
CSP Cloud Service KT Key Term g { gf( i), gf( ])}
Provider .
DD Deduplicated KT+ Extended key term In the above equation, f (kt;) represents the total count
'3°°Tme"ff S in?ex of documents that contain the term kt; in DD. The total
DDR D icated Dat i t g . .
engi:sc\?ale ata ai etotusers query count of documents that contain both kt; and kt; in
DID Document Q Query DD are represented by (kt;, kt;). Nis the total number
Identifier .
DDR Deduplicated Data sect Secret key of documents and the extended index of key terms are
Retrieval outsourced as KT7.
DOP Data Outsourcing Sl Searchable
Protocol Encrypted Index B
DRP Data Retrieval D Trapdoor value 3.1.4. Index encryption
Protocol The searchable encrypted representations are produced
DU Data Users

can be represented by

KT = {kty, kty, kt3, ..., kt,} (1)
3.1.3. Index building

Here, KT is processed to get rid of the problem of sparse
index. For every key term kt; € KT, semantic exten-
sion is computed and the index is built, as presented in
Equation (2).

{TD(kt), ENC(secy, {{kt;, sim(kti, ki), (2)
In the above equation, TD(kt;) denotes the trapdoor

value of kt; and kt; is the nearest L semantic neighbours
in KT semantic extension of key terms kt;, where the

for indexing the encrypted documents that possess the
key term, as represented by the following equation:

SI = {Si1,$i2,$i3, e ,$i|51|} (4)

For every document dd; € DD, the searchable index
si; € SI is computed by

{TD(kt)}C}, ENC(Seck, DID(dd;)
KT;

x Il < ktj, P(kt)) >} )} (5)

In the above equation, the trapdoor value of kt; is
represented by TD(ktj), DID stands for the document
identifier of dd; and P(kt;) represents the statistical fea-
tures of ktj in dd;, which includes term and inverse
document frequency. Now, the searchable encrypted
documents SI along with extended key term index KT
are outsourced to cloud storage. Hence, the process of



DOP is explained and the succeeding section describes
the working principle of DRP.

3.2. Data retrieval protocol (DRP)

This work is based on the assumption that the autho-
rization process is effectively done between Data Owner
(DO), Data User (DU) and Cloud Service Provider
(CSP). The cloud server enables the search process to
the authorized users with the help of distinct set of key-
words KT, upon the encrypted data SI. When the user
passes a query Q, the cloud server returns relevant doc-
uments to the users. The below-given section discusses
the phases involved in this protocol.

3.2.1. Query formation

When the user needs some information, the user forms
a query and submits it to the cloud server. The queryisa
collection of words that strongly represent the required
information and is represented as

Q=1{q1-92,93-.-,9q|} (6)

3.2.2. Detailed query formation

In this phase, the user calculates the trapdoor value of
qi represented by TD(g;), where g; € Q and submits to
the cloud along with the Secy shared between the DO
and DU. When the CSP receives TD(g;), comparison is
performed with the existing index table, as indicated as

TD(kt;), ENC(secy, {< ktj, L(kti, ktj) > } 1=))  (7)

As a result, the server returns an extended version with
L tuples, as follows.

ENC(seck, {< ktj, L(kt;, kt;) >}].L=1) (8)

The user then decrypts the results returned by the
server and expands the query with L tuples, as repre-
sented by

Q" ={q91,92. 93 - - > qQ+L} 9)
3.2.3. Encrypted document retrieval

The user is then prompted to compute the trapdoor
value of the extended version of the query and submit
it to the server, which is indicated by

Seck(TD(q:)); 4 € QF (10)

The server performs a comparison operation between
it and index table and responds the user with matching
encrypted document identifiers.

3.2.4. Document ranking

DU performs a decryption operation upon the returned
results and ranks all the documents based on {DID
(dd;), ktj, P(ktj)} with respect to retrieval models such
as VSM and language modelling with relevance degree
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and the final DIDs are generated to the most relevant
documents. These DIDs are forwarded to the server,
after which the encrypted documents are returned.
Now, the DU decrypts the results and obtains the nec-
essary documents being requested.

4, Results and discussion

The performance of the proposed DDR is tested on
two different datasets such as TREC and Cranfield cor-
puses [34,39]. The TREC corpus utilized in this work
consists of approximately 1,35,000 documents and the
query is formed with fields such as title, description and
narration. This work extracts the title alone for con-
sideration. The Cranfield corpus contains about 1400
documents concerning aerodynamics with 225 queries.
The efficiency of the proposed work is tested in terms
of retrieval precision, recall, F-measure and time con-
sumption rates against existing works such as CIR [19],
PIR [24] and document retrieval [26].

The effectiveness of any information retrieval sys-
tems is evaluated by precision and recall rates. The
precision and recall rates can be improved by reduc-
ing the False Positive (FP) and False Negative (FN)
rates, while improving the True Positive (TP) and True
Negative (TN) rates. The efficiency of the retrieval sys-
tem depends on the number of relevant documents
returned in response to the submitted query by the user.
F-measure rate depends on the precision and recall
rates of the system. Precision is computed by computing
the ratio of the count of retrieved relevant documents
to the actual number of documents that are retrieved.
Recall is the standard measure of a retrieval system,
which is the total count of retrieved relevant documents
to the total count of relevant documents in the dataset.
The formulae to compute these performance measures
are denoted as

_2><P><R

E, = 11
" P+R (D)

Here, P and R denote the precision and recall rates
are expressed as

Total relevant documents retrieved

12
Total documents retrieved (12)

. Total relevant documents retrieved (13)

total relevant documents

The precision and recall rates attained by the pro-
posed work are tabulated in Table 2 and shown in
Figure 2.

In Cloud Information Retrieval (CIR), the efficiency
of information retrieval algorithms is typically mea-
sured in terms of precision and recall. This CIR [19]
technique used TREC and Cranfield corpuses datasets
and evaluate the precision and recall. However, preci-
sion and recall vary depending on the number of rel-
evant documents returned. A single document return
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Precision and Recall

70 - - -

CIR[19] PIR[24] Document Retrieval[26]  ProposedDDR
Techniques
@ CRANFIELD DB-P D TRECDB-R

| =TRrRecDB-P © CRANFIELD DB-R |

Figure 2. Precision and recall rate comparison.

Table 2. Performance analysis w.r.t precision and recall rates.

Precision rates (%) Recall (%)
Techniques/Perf. Measures Trec Cranfield Trec Cranfield
CIR[19] 83.2 86.1 79.9 83.7
PIR [24] 84.6 89.4 81.3 87.1
Document retrieval [26] 93.6 90.3 91.4 88.3
Proposed DDR 98.2 97.6 96.9 94.6

would have a high recall but a low precision, and vice
versa. In Product Information Retrieval (PIR) [24], the
cloud server does not own the independent secret keys
that are used to symmetrically encrypt the product
information files. However, the returned documents
would have a high recall but low precision. In docu-
ment retrieval [26], the files are encrypted and stored.
While performing retrieval, the query is evaluated and
returns the relevant document to the user. In document
retrieval [26], the experimental results were obtained
from TREC and Cranfield corpuses datasets with pre-
cision and recall as performance metrics.

Based on the above results, it is observed that the
proposed DDR framework shows better precision and
recall rates. This indicates that the proposed DDR
framework returns relevant documents in response to
the user’s query. The reasons for attaining this result
are the employment of two protocols concerning data
outsourcing and retrieval, which considers extended
version of key terms.

In the above figure, P and R stand for precision and
recall rates of the data retrieval systems. It is difficult to
detect P and R rates, as the relevant documents must be
known in prior. This is done as groundwork and the rel-
evant documents are figured out before the execution of
the system. The proposed DDR framework shows sat-
isfactory results, as it returns relevant documents with
respect to the user’s query.

The P and R rates are the base inputs for the com-
putation of F-measure rates. When a retrieval system
proves better precision and recall rates, obviously the
F-measure rates are increased. The time consumption
analysis of the proposed DDR system is shown in
Table 3.

Table 3. Time consumption analysis.

Techniques Time consumption (ms)
CIR[19] 2586
PIR [24] 2491
Document retrieval [26] 2468
Proposed DDR 2436
100
58 F-Measure
96
94
F92
;":90
S
86
84
82
80
CIR[19] PIR[24] Document Retrieval[26] Proposed DDR
Techniques

| B TRECDB B CRANFIELD DB

Figure 3. F-measure comparison analysis.

As observed in Table 3, the time consumption of
the proposed DDR is found to be minimal, when com-
pared to the existing works. Though the time difference
is minimal, the retrieval relevance rate of the proposed
work is better than the existing approaches. Hence, the
proposed DOP and DRP perform better, which results
in improved retrieval results in the reasonable period.
Figure 3 shows the F-measure rate of the proposed
work.

The F-measure rate comparative analysis results of
the proposed work against existing works are shown in
Figure 3.

5. Conclusion

This work presents a data retrieval framework for
deduplicated cloud data. Most of the existing cloud
data retrieval systems focus on privacy preservation
and security, while this work considers retrieval per-
formance. Additionally, data retrieval frameworks for
deduplicated cloud data are scarce in the existing liter-
ature. This work presents two protocols meant for data
outsourcing and retrieval. The data outsourcing pro-
tocol is concerned with documents and index terms,
while the retrieval protocol handles queries and index
terms. The performance of the work is tested in terms
of precision, recall, f-measure and time consumption
rates. The attained results are compared with the exist-
ing works and the proposed DDR framework out-
performs the existing works, due to the formation of
an effective extended version of index and relevance
computation. In the future, this work is planned to
incorporate security feature by enforcing access control
policy.
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