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ABSTRACT
Mobile Ad-hoc Networks (MANETs) are wireless networks formed dynamically by connecting
or leaving nodes to and from the network without any fixed infrastructure. These categories
of wireless networks are susceptible to different attacks based on their dynamic topological
structure. Due to this, security is a primary constraint in MANETs to preserve communication
between mobile nodes. A Deep Neural Learned Projective Pursuit Regression-based Watchdog
Malicious Node Detection and Isolation (DNLPPR-WMNDI) technique is proposed and modelled
in this paper to improve the security feature of MANETs. The newly proposed DNLPPR-WMNDI
technique initially selects the neighbouring nodes by applying the projection pursuit regression
function. In multicasting, the route paths are established through the intermediate node with
the help of control commands named RREQ and RREP. After then, Watchdog Malicious Node
Detection and Isolation (WMNDI) technique is applied to detect malicious nodes based on the
data packet forwarding time. Basically, amalicious node is affected by a node isolation attack. For
better communication, amaliciousnode is isolated from thenetwork andmulticast routing is car-
ried out by selecting the next neighbouring node and this improves the communication security.
Simulation is done for the developed technique based on different performance metrics.
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1. Introduction

MANETs are mobile ad-hoc networks that possess a
routable networking environment over the top of the
link layer ad-hoc network. These MANETs comprise
a set of mobile nodes that are connected in a wireless
form within a self-configured network model deprived
of a static structural design. Figure 1 shows the basic
MANET architecture. The main demanding issue for
the MANET is to equip every device to continuously
preserve the information needed to correctly route traf-
fic. MANET nodes are capable of moving freely in a
random manner as and when the network topology
gets changed repeatedly. All nodes behave as a router as
they forward traffic to other specified nodes in the net-
work. MANETs adopt dynamic topology to form uni-
directional and bi-directional connections. MANETs
are used for different real-time applications like emer-
gency operations, rescue operations, military applica-
tions, flexible, low-cost, and dynamic infrastructure,
road-safety operations, air/ land/navy-based defense
operations, weapon handling and so on. Security plays
a vital role to improve the communication between
mobile nodes in MANETs.

A different routing protocol is vital for MANETs for
finding multi-hop routes to transmit data packets from

one node to another node. TheMANET routing proto-
col has mainly divided into three types namely proac-
tive and reactive routing and hybrid routing. Proac-
tive routing is named table-driven routing in which
the routing table comprises the routing information of
every node in the network. The reactive routing pro-
tocol has On-demand protocols. These routing proto-
cols are available in MANET such as Dynamic Source
Routing (DSR), and Ad hoc on-demand Distance Vec-
tor (AODV). A hybrid routing protocol is to perform
the concept of integrating nodes into groups as well as
permits diverse services to nodes in a group.

Mobile Adhoc Networks are vulnerable to numer-
ous security attacks. The security attacks inMANETare
categorized based on varied sole aspects. In MANET,
it has separated into active and passive attacks. The
attack in which the authorized node (attacker) changes
or destroys the information and it is communicated
in the network is termed as Active attack. Types of
active attack such as Black hole Attack, Denial of
service (DoS) attack, Worm hole Attack, Grey hole
Attacks and so on. The attack in which an unautho-
rized node obtains the data without disturbing the net-
work operation is named a passive attack. These types
of attacks are Traffic Monitoring, Traffic Analysis and
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Figure 1. Basic MANET architecture.

Eavesdropping. However, MANETs are highly vulner-
able to various security attacks due to their inherent
characteristics. Hence, to address the issue, AODV is
utilized for MANET for discovering the communica-
tion route from the source to the destination node. This
protocol establishes routes to destinations on demand
and supports both unicast and multicast routing with
higher attack detection rate, minimum delay and time.

The rest of the paper is organized as follows: A
detailed literature review of the previous works is pro-
vided in Section 2. Section 3 describes the methods
and materials employed in this research including the
proposed DNLPPR-WMNDI approach and Section 4
provides simulationmetrics and evaluated results. Also,
the performance analysis of the proposed technique
is presented. The conclusion of this paper is given in
Section 5.

2. Related works

Over the past few years, numerousworks have been car-
ried out in addressing the security issues of MANETs.
This section presents a detailed review of the different
protocols and techniques modelled over the years.

Authentication in a layered approach was presented
[1] with multiple lines of defense for mobile ad hoc
networks. The layered security approach was described
and design criteria for creating a secure ad hoc net-
work usingmultiple authentication protocols were ana-
lyzed. But, the attack detection rate was not improved.
Machine learning algorithms were developed in [2]
for computing the local anomaly indexes of MANET
routing protocols. However, the attack detection time
was not reduced by Machine learning algorithms.
But, the packet delivery ratio was not improved. The
computation techniques were developed in [3] with
genetic programming and grammatical evolution to
evolve intrusion detection programmes for challeng-
ing environments in MANET. However, the delay was

notminimized. An IDSmechanismwas designed in [4]
to accurately detect and isolate node misbehaviour in
the OLSR protocol. But the computational cost was not
reduced by the IDS mechanism.

Fuzzy based intrusion detection model was devel-
oped in [5] to identify malicious node behaviour. An
intelligent detection model called CEAP was proposed
in [6] to increase the detection rate and minimal over-
head inVANETs. Though overheadwasminimized, the
computational cost was not minimized.

A detailed review of the optimization approach was
presented in [7] for computer security. But the delay
was not minimized. The fish algorithm-based protocol
was introduced in [8] to allow trustworthy intermedi-
ate nodes to participate in path construction protocol
without jeopardizing the anonymity of communicat-
ing nodes. However, the attack detection rate was not
improved by the fish algorithm-based protocol. An
On-Demand Trust-Based Multicast Routing protocol
(ODTMRP) was developed in [9] for attaining higher
security with a packet delivery ratio. But the delay of
multicast routing was not minimized.

Work on the end-to-end process designed method
reduced the delay [10]. However, a higher security level
was not obtained as it failed to perform the attack iso-
lation [11]. The designed framework failed to improve
the security of multicast routing in MANET. The
designed fuzzy-based routingmethod in [12] increased
the malicious node detection efficiency with mini-
mum delay. Timer-Based Baited Technique (TBBT)
was introduced in [13] for black-hole node detection
and isolation. The flooding detection-based designed
algorithm in [14] improved the data packet delivery
ratio. However, it failed in identifying other network
attacks in MANET.

A cross-layer-based lightweight, reliable, and secure
multicast routing protocol was designed in [15] for
improving the attack detection accuracy and packet
delivery ratio. But the attack detection time was not
minimized. Works were carried out using neural net-
work architectures [16] and multicast routing [17], but
it failed to perform the attack detection to further
improve the higher packet delivery ratio.

NodeDetection and Isolationmethod [18] improved
the packet delivery. A novel flooding factor-based
model was introduced in [19] to detect the attacker
nodes. But the attack detection rate was not improved.
Ahoney pot-based dynamic anomaly detectionmethod
was developed in [20] with cross-layer security. The
designed mechanism improved packet delivery and
reduced minimum end-to-end delay. However, the
attack detection time was not minimized.

Bernoulli Bayesian model was introduced in [21] to
monitor and detect malicious node behaviour depend-
ing on the classification performance. But the designed
model failed to consider the minimum time for attack
detection. Avoiding and Isolating Flooding Attacks
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using AODV Protocol was designed in [22]. The
designed method failed to use any machine learning
technique for improving the attack detection rate. A
trust-Based Secure Routing Protocol was introduced
in [23] based on the fuzzy rule-based approach. The
developed technique failed to enhance the security of
data communication. A detection and Prevention Sys-
tem (DPS) was developed in [24] to identify and avoid
malicious nodes. The designed system minimized the
packet drop.However, it failed to reduce the end-to-end
delay.

The fuzzy logic technique [25] identified black hole
attacks based on trust during route discovery. The
designed approach reduced the delay in data trans-
mission. A novel enhanced protocol of AODV was
developed in [26] to locate and prevent the black hole
nodes. But, it failed to conduct and test the perfor-
mance of the proposed protocol with various metrics.
Anomaly-based Behavioural Detection was performed
[27] using a support vector machine. The designed
approach improved the accuracy of anomaly detection.
However, the time consumption was not minimized.
An invincible AODV protocol was developed in [28]
to identify the black hole and grey hole nodes. But the
detection rate and time performance were not calcu-
lated in this work.

Awork developed an efficient fuzzy clustering-based
algorithm in [29] for intrusion detection of MANET
implementation in the cloud storage environment. The
works related to multi-cluster Head anomaly were
developed in [30]. However, the detection rate was
not improved to the expected percentage. An efficient
stream region sink position analysis (ESRSPA) model
was introduced in [31] for increasing attack detection
in mobile ad-hoc networks (MANETs). Attack detec-
tion was carried out for identifying themalicious nodes
in the system. But the percentage of attack detection
was not improved to themaximumpossible level. Cross
Centric Intrusion Detection System for Secure Rout-
ing over BlackHoleAttacks inMANETs’ was developed
in [32].

A two-stage classification technique termed as adap-
tive Support Vector Machine classification has been
proposed with Intrusion Detection System (IDS).
An acknowledgment-based method was employed for
reporting the malicious sensor nodes. But the limi-
tation was the elapsing higher time [33]. A scheme
was proposed in [34] by Adaptive Neuro-Fuzzy Infer-
ence System (ANFIS) and Particle Swarm Optimiza-
tion (PSO) for mobile ad hoc networks to detect the
black hole attack and the limitation was that it elapsed
more time. Several variants of black hole attack were
presented with shortcomings of the present literature.
A comprehensive taxonomy of mitigation and detec-
tion mechanisms along with summarization related to
categories was discussed in [35–37].

2.1. Motivation of the research study

Security is a primary constraint inMANETs to preserve
communication between mobile nodes. Recently, secu-
rity issues in MANETs have gained attraction among
numerous researchers and hence the concentration on
security aspects of MANETs which includes malicious
node detection, isolation, securing routing protocols,
and response to the malicious node detection has also
become primary importance. Due to this, a novel deep
learning model is developed in this work to achieve
higher security in multicast routing. The deep learning
model is ability to learn unsupervised drives contin-
uous improvement in accuracy and outcomes. It also
offers data scientists with more reliable and concise
analysis results. Consequently, a deep learning model
is used in this research.

The issues identified from the existing techniques are
a lesser packet delivery ratio, higher delay, higher packet
loss, higher computational cost, higher computational
complexity, higher attack detection time, and lesser
attack detection rate. In order to overcome the observed
limitations, theDeepNeural Learned Projective Pursuit
Regression-basedWatchdogMalicious NodeDetection
and Isolation (DNLPPR-WMNDI) technique is intro-
duced in MANET. The key objective of the DNLPPR-
WMNDI technique is to perform attack detection and
isolation for attaining better-improved communication
security during the multicast routing in MANETs. The
novelty or major contributions involved in the work is
described as follows.

• TheproposedDNLPPR-WMNDI technique is devel-
oped to achieve effective communication security of
multicast routing in MANET with a higher packet
delivery ratio with less time.

• The projection pursuit regression function is used
in the DNLPPR-WMNDI technique to identify the
neighbouring nodes between the source and multi-
ple destinations with the help of the time of flight
method.

• Watchdog Malicious Node Detection and Isolation
(WMNDI) technique is designed to improve the
attack detection rate by detecting themalicious node
based on the data forwarding time.

• The watchdog timer is used to increase the packet
delivery ratio and effectively identify the attacker
node and isolate the malicious node. This in turn
helps to minimize the end-to-end delay of data
transmission in multicast routing in MANET.

3. Materials andmethods

MANET is vulnerable to security attacks due to the
lack of a trusted centralized authority. The attacks
disturb, modify or interrupt the routing between the
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Figure 2. Structure of Deep neural learning-based attack detection and isolation.

nodes. Some of the recent works related to secured
routing inMANET are reviewed. Based on this motiva-
tion, an attack detection and isolation technique called
DNLPPR-WMNDI is introduced for improvising the
network security during multicast routing inMANETs.

In DNLPPR-WMNDI, MANET is an undirected
graph “G(V ,E)” where “V” is the no. of mobile nodes
“mn1,mn2, ..,mnn” distributed in “N ∗ N” dimension
over the transmission range. In a graph, “E” specifies a
communication link among the network nodes. Inmul-
ticasting routing, the source “SN”node sends the data
packets “DPi = DP1,DP2, . . . ,DPn” to the multiple
destination nodes “DN1,DN2,DN3 . . . .,DNn” through
the intermediate nodes “INi = IN1, IN2, . . . , INn”.
Among the multiple intermediate nodes, the malicious
nodes are identified based on the Time-of-flight prin-
ciple and isolated from the network to improve the
communication security in MANET.

3.1. Novel deep neural network projective pursuit
regressionmodel

The new DNLPPR-WMNDI technique is proposed for
MANET with the aim of improving communication
security. The DNLPPR-WMNDI technique uses the
deep neural learning concept for secure multicast rout-
ing in MANET by involving four processes namely
neighbour node selection, route path discovery, attack
detection and isolation. The deep learning technique is
incorporated into the back-propagation neural network
model and the developed training algorithm forms a
machine learning algorithm utilizing several layers to
learn the input.

Figure 2 shows the structure of deep neural learn-
ing which uses multiple layers to progressively analyze

the input. In deep learning, each layer learns the input
from the previous layer and transforms it into the next
consecutive layers. The architecture is modelled with
fully interconnected neurones with interlinked weights
on all the connections. As shown in Figure 2, one input
layer, three hidden layers and one output layer are used.
The activity of the neurones in the input layer “i(t)” is
expressed as,

i(t) =
n∑
i=1

mni ∗ ϕ1 + c (1)

Where the input layer combines the input i.e. mobile
nodes “mni” with weights denoted as “ϕ1” between the
input and hidden layer and it is randomly assigned,
bias term is denoted as “c” and the value is 1, “i(t)”
indicates the activity of a neurone in the input layer
at a time “t”. The mobile nodes in the input layer
are transformed into the first hidden layer. In that
layer, the neighbouring nodes are identified from the
source to multiple destinations for multicast routing.
The steepest descent projection pursuit regression is the
machine learning technique used to find the neighbour-
ing nodes. Initially, the source node sends the beacon
messages to all the nodes in the network. Figure 3 shows
the architecture of the deep learning neural network
regression model devised to detect malicious nodes in
MANETs.

The training of the new deep neural learning net-
work model in DNLPPR-WMNDI is carried out based
on the following methods,

(i) Pre-training of the deep neural learning projective
model with un-supervised learning algorithms
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Figure 3. Structure of deep learning neural regression model.

(ii) Fine-tuning of the deep neural learning projec-
tive model using back propagation neural network
gradient descent learning rule.

In the deep learning method, auto encoders are
modelled using an unsupervised learning technique.
An auto encoder includes two parts as encoder and a
decoder. The first half that exchanges the data into the
narrow region is named the encoding portion and the
second half that alters it back into the original data
is termed the decoding portion. This is because the
purpose of the auto encoder is to initialize the hidden
layer parameters that will reconstruct the high dimen-
sional input data. The encoder transforms the current
input data in high dimensional space into codes of
low dimensional space. The decoder in the deep neu-
ral learning regression model reconstructs the inputs
from the respective node neurones. Here, the encoding
vector is,

Encode_vector = Enf (Measured_value) (2)

Where, “Enf ” is the encoding function and decoder car-
ries out the reconstruction mechanism given by “Def ”.
The reconstructed output is given by,

reconstruct_vector = Def (Encode_vector) (3)

The key objective of the deep neural learning is to
minimize the error observed at reconstruction period.
The error is a loss function and is the difference that
exists among the encoded and decoded data samples.

Eabsolute(e,�e) = 1
NI

NI∑
v=1

E(Measured_value,

Def (Enf (Measured_value))) (4)

In the new deep neural learning projective pursuit
regression (DNLPPR) model, the non-linearity that is
present with the encoder and decoder is given by,

Enf (x) = Actfn_encode(W0 +Wx)

Def (x) = Actfn_decode(W0 +WT
x ) (5)

Where, Actfn_encode and Actfn_decode denotes activation
function of the encoders and decoders, W0 specifies
the neural network bias andWx WT

x indicate the corre-
sponding weight matrices. To carry out deep learning-
based training process, the “NI” auto encoders are
trained earlier to that of the other neurones stacked.
The training of the encoders is given by,

Encode_vector1 = Enf 1(Measured_value) (6)

Hence, the input data to the network model is
“Encode_vector1”, the subsequent hidden layers of the
DNLPPR are designed with the following auto encoder.
Similarly, the above step continues till N-th auto
encoder and this is given by,

Encode_vectorN = Enf _N(Encode_vector(N − 1))
(7)

Where, “Enf_N” indicates the N-th trained metric of
the encoder of DNLPPR. Here, deep hidden layers are
pre-trained to overcome local minima and increase the
generalization and learning ability. After the comple-
tion of pre-training, the fine-tuning process is done.
Based on the input Measured_value, the output of the
DNLPPR model is obtained as,

Output_y = EnfN+1(Encode_vector_N) (8)

Where, “EnfN+ 1” denote the parameter set that per-
tains that of the output layer.

The error formulation of the deep learning model is
defined by,

Mean_SqError(μ) = 1
NI

NI∑
i=1

E(Evaluatedoutput ,

Desiredt arg et) (9)
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Figure 4. Time-of-Flight principle.

Figure 5. Projection pursuit regression function.

Where “Desiredtarget” indicate the set target of the given
system model. Equations (1)–(9) is utilized to perform
the auto encoder process for reconstructing the high
dimensional input data.

Figure 4 illustrates the Time-of-Flight principle
between the source and destinations. This principle is
employed to compute the distance across the mobile
nodes based on the beacon message transmission time
and its return to the source node. Therefore, the dis-
tance between the source and the other node is calcu-
lated as follows,

d = AtB − TtB (10)

Where, “d” represent the distance between the nodes,
AtB indicates a beacon message arrival time and “TtB”
denotes a beacon message transmitting time. In this
way, the distance between the sensor nodes is measured
by using Equation (10) within the network. Then the
regression function analyzes the distances of themobile
nodes.

Figure 5 shows the projection pursuit regression
function uses the steepest gradient descent function to
find the minimum distance which is mathematically
formulated as follows,

F(x) = argmind (11)

Where “F(x)” denotes the steepest gradient-descent
rule, argmin specifies minimal value, d indicates the
distance function. Equation (11) is utilized for deter-
mining the minimum distance. Therefore, the regres-
sion function projects the minimum distance node

as a neighbouring node for data packet transmis-
sion. In order to find the route paths, two control
messages namely RREQ and RREP are distributed
by a source node to multiple destinations through
the intermediate nodes. The source mobile node SN
sends RREQ to multiple destination mobile nodes
DNs for establishing the multiple route paths by using
Equation (12).

SNRREQ→ INiRREQ→ DNs (12)

The destination mobile node DNs perform as in
Equation (13), to SN via INi.

SNRREP← INiRREP← DN (13)

If the DNs sends a reply message to the source SN, the
path is established and should be used.

At the third hidden layer of the DLNPPR, mali-
cious nodes and normal nodes are correctly identified
along the route path using Watchdog Malicious Node
Detection and Isolation (WMNDI) technique based on
the data packet forwarding time. WMNDI technique
detects malicious nodes with the help of the timer. The
Node Isolation Attack is a Denial of Service (DOS)
attack to isolate the data transmission among the group
of mobile nodes. Therefore, the attacker node prevents
the data communication of a specific node or group
of nodes to the whole network. The Watchdog is used
to monitor the activities (i.e. data forwarding time) of
mobile nodes. For each node, the forwarding time is
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measured as follows,

Tf =
n∑
i=1

tt(DPi) (14)

Where, “Tf ” denotes a data forwarding time, tt(DPi)
denotes the transmitting time of the data packets. Then
the threshold is set to find themalicious or normal node
along the route path.

Y = {Tf < δ;Normal node otherwise,Malicious node
(15)

From (15), Y denotes an output function, Tf indi-
cates the data forwarding time and δ specifies a thresh-
old for data forwarding time. If the data forwarding
time of a particular mobile node is lesser than the
threshold, then the node is said to be a normal node.
Otherwise, the node is identified as a malicious node.
In Equations (14), and (15), data forwarding time is
employed to get a malicious node.

Consider the network scenario of seven mobile
nodes; the source node wants to communicate with the
destination node. Due to the open environment of the
network, there are also malicious nodes available. The
attack in which the attacker node coloured in orange
has avoided the data packet forwarding and then the
attacker nodes prevent link information and stop the
data communication to the whole network as shown
in Figure 6. For better communication in-network, the
attacker node is removed from the network and selects
the next hop for the communication from source to
destination. This, in turn, helps to improve communi-
cation security inMANET. The output of hidden layers
at a time “t” is obtained as follows,

b(t) = ϕ1 ∗mni + ϕ2 ∗ b(t−1) (16)

From (16), b(t) indicates hidden layer output, b(t−1)
specifies output from the previous hidden layer and
“ϕ2” indicate hidden layer weights, ϕ1 denotes a
weighted interconnection from input to hidden lay-
ers, mni specifies the input. The results from the hid-
den layer are forwarded to output layer. At the output
layer, the next one-hop neighbouring node is selected
for secure transmission from the source to the des-
tination. Based on the deep learning analysis, com-
munication security is improved with minimum delay.
The algorithm for obtaining secure communication in
MANET is given in Table 1.

Table 1 presents the algorithm developed for deep
learning-based malicious node detection and isolation
in MANET. The different processes are learned in mul-
tiple layers. The input layer receives the mobile nodes
and the neighbouring node selection is performed at
the first hidden layer using the regression analysis.
Based on the regression analysis, the node with min-
imum distance is projected as neighbours. Then the
attack detection and isolation are performed at a third

Figure 6. Node isolation attack.

Table 1. New DNLPPR-WMNDI Algorithm.

Input: Number of mobile nodesmn1,mn2, ..,mnn ,
Output: Improve data communication security
Begin

1. Givemni to the input layer with the weight ϕ1 (Input layer)
/Neighbouring node selection at first hidden layer

2. For eachmni
3.Measure the distance d
4. Perform regression analysis
5. Find minimum distance F (x) = argmin d
6. Identify the neighbouring nodes
7. end for

/Route path selection at the second hidden layer
8. SN sends requests RREQ toDNs via neighbouring nodes
9.DNs sends a reply RREPto the SN node
10. Construct route paths between SN andDNs

/Malicious node detection and isolation at the third hidden layer
11. For eachmni in route path
12. Compute data forwarding time Tf
13. If (Tf < δ) then
14. The node is said to be a normal node
15. Else
16. The node is said to be a malicious node
17. Remove the malicious node from the path
18. End if
/secured communication at the output layer
19. Select next one-hop neighbouring node
20. Transmits the data packets to destinations
End

hidden layer with the help of a watchdog timer. The
watchdog timer monitors the data forwarding time of
each mobile node in the route path. When the node
forwards the incoming data packets to the next neigh-
bouring nodes within the threshold, it’s a normal node.
Else, the mobile node is identified as an attacker node.
Finally, the attacker node is removed from the route
path and selects the next-hop node for transmitting
the data packets toward the destination at higher com-
munication security and minimum delay. As a result,
the proposed DNLPPR-WMNDI technique improves
multicast routing with a higher security level.

4. Simulation results and performance
analysis

Simulation of the proposed DNLPPR-WMNDI
approach and previous methods namely ODTMRP
[1], and QASEC [2] are done in the NS2.34 sim-
ulator. WSN-DS dataset is utilized for secure data
transmission in MANET. The dataset is taken from
https://www.kaggle.com/datasets/bassamkasasbeh1/ws
nds. This dataset includes 23 features such as Node

https://www.kaggle.com/datasets/bassamkasasbeh1/wsnds
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Table 2. Parametric values.

Metrics Value

Simulator NS2 .34
Protocol AODV
No. of mobile nodes 50,100,150,200,250,300,350,400,450,500
Simulation time 250 sec
Mobility model RandomWay Point model
Nodes speed 0–20 m/s
Network area 1200 m ∗ 1200m
Data packets 15,30,45,60,75,90,105,120,135,150
No. of trial runs 10
Traffic model CBR

Table 3. Hyper parameters and description.

S. No Hyper parameters Description

1 Number of hidden
layers

Three hidden layers are used

2 Activation function
used in hidden
layers

Steepest descent projection pursuit
regression, Watchdog Malicious
Node Detection, and Isolation is
used in the hidden layer

3 Activation function
used in the output
layer

Secure communication (i.e. next
one-hop neighbouring node is
selected)

4 Learning rate The value of the learning rate used in
our work is 0.001

7 Bias 1
8 Weight Randomly assigned

Table 4. Table for communication layer security threats in the
proposed technique.

Security Threats
Layer Type of

proposed technique

Black hole Attack, DoS attack, Worm hole Attack,
Grey hole Attack

Detection

Traffic analysis, difference of network hardware
and protocol

Network

Secure communication Application

ID, Time, Data Sent; Data received, Attack type and
so on. The dataset size is 5MB. The data is collected
from WSN-DS. Deep neural learning has been trained
on the dataset to find different attacks. The various
nodes are distributed in a square area of A2 (1200
m ∗ 1200 m). The Random Waypoint model is used
as a mobility model to perform multicast routing in
MANET. The no. of data packets varied from 15 to 150.
Table 2 presents the parametric values employed dur-
ing the simulation process. The simulation results of
the developed DNLPPR-WMNDI approach and that of
previous approaches ODTMRP [1], and QASEC [2] are
considered for comparison (Table 3).

The communication technologies such as are com-
munication layer, network layer and application layer
used in Table 4. The proposed technique using the
NS2.34 simulator diagram is given in Figure 7.

In the current healthcare scenario, mobile phones
has a crucial part to perform secure text commu-
nications between different entities such as doctors,
patients, hospitals, ambulances and other healthcare
systems. Let’s consider the number of mobile nodes
in a MANET for transmitting the information i.e. data

packets bymaking secure data communication between
mobile nodes. DNLPPR-WMNDI is proposed to dis-
cover the attacker node and normal node. Then, an
attacker node gets eliminated for secure data commu-
nication. The source mobile node forwards the data
packets to the control centre during emergency cases.
By using the proposed technique, the data is (i.e. source
mobile node takes less delay time) to reach the control
centre (i.e. destination mobile node) through the help
of deep neural learning, projection pursuit regression
and watchdog-based attack detection for a route path.

4.1. Attack detection rate

The attack detection rate is measured based on the
Equation (17) for multicasting routing as given below,

ADR =

⎛
⎜⎜⎜⎜⎜⎜⎜⎝

number of mobile nodes correctly
detected as normal or

malicious node
n

⎞
⎟⎟⎟⎟⎟⎟⎟⎠
∗ 100

(17)
Where “n” specifies no. of mobile nodes. Therefore, the
ADR is computed with respect to percentages (%). The
higher the attack detection rate, the approach is said to
be more efficient. The evaluation procedure carried out
includes,

• ExistingODTMRP: The attack detection rate is esti-
mated as given below,

ADR =
(
44
50

)
∗ 100 = 88%

• Existing QASEC: The attack detection rate is esti-
mated as given below,

ADR =
(
42
50

)
∗ 100 = 84%

• Proposed DNLPPR-WMNDI: The attack detection
rate is estimated as given below,

ADR =
(
48
50

)
∗ 100 = 96%

Table 5 presents the solutions and performance of
the attack detection rate of three techniques namely
DNLPPR-WMNDI and existing methods ODTMRP
[1], QASEC [2]. The ten different results of three dif-
ferent techniques show that the attack detection rate
is minimized using the DNLPPR-WMNDI approach
in comparison with the earlier developed approaches.
The results of the attack detection rate are provided in
Figure 8.

Computed solutions of attack detection rate using
three different techniques namely DNLPPR-WMNDI
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Figure 7. NS2.34 simulators using the proposed technique.

Figure 8. Comparison plot of attack detection rate using proposed technique.

Table 5. Attack detection rate versus the number of mobile
nodes.

Attack detection rate (%)

Number of
mobile nodes

Existing
ODTMRP Existing QASEC New DNLPPR-WMNDI

50 88 84 96
100 86 80 94
150 90 84 95
200 88 83 96
250 86 80 94
300 90 85 96
350 88 83 98
400 87 80 99
450 88 81 97
500 87 83 96

and existing methods ODTMRP [1], and QASEC [2]
are shown in Figure 7. In order to find the mali-
cious attack or normal node in multicast routing,
the range of mobile nodes is from 50 to 500. The
comparison plot shows that the DNLPPR-WMNDI
technique improves the attack detection rate more
than the existing methods. This is because of apply-
ing the deep learning approach which uses the
watchdog-based attack detection. Totally ten results
of attack detection rate are obtained for each tech-
nique. The results of the DNLPPR-WMNDI approach
are compared with previous approaches to prove their
effectiveness.

4.2. Attack detection time

Attack detection time is measured to be the amount of
time required to identify the normal or affected node
in MANET. Hence, the overall attack detection time is
mathematically evaluated as,

ADT = n ∗ t(detecting one node) (18)

Where “n” specifies the no. of mobile nodes, t indicates
a time for identifying the singlemobile nodes as normal
or malicious. Hence, the ADT is measured in terms of
milliseconds (ms). The lesser the attack detection time,
the method is said to be more efficient.

• Existing ODTMRP: Let us consider the number of
is 50 and the time for identifying the single mobile
node is 0.4ms. Hence, the overall attack detection
time becomes,

ADT = 50 ∗ 0.4ms = 20ms

• Existing QASEC: Let us consider the numbers of
is 50 and the time for identifying the single mobile
node is 0.44ms. Hence, the overall attack detection
time is estimated as given below,

ADT = 50 ∗ 0.44ms = 22ms
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Figure 9. Comparison plot of attack detection time using proposed technique.

Table 6. Attack detection time versus number ofmobile nodes.

Attack detection time (ms)

Number of
mobile nodes

Existing
ODTMRP Existing QASEC New DNLPPR-WMNDI

50 20 22 17
100 28 31 23
150 33 36 29
200 37 40 34
250 40 45 36
300 45 48 39
350 47 49 41
400 50 54 46
450 54 56 51
500 57 60 53

• Proposed DNLPPR-WMNDI: Let us consider the
numbers of is 50 and the time for identifying the sin-
gle mobile node is 0.34ms. Hence, the overall attack
detection time is estimated to be,

ADT = 50 ∗ 0.34ms = 17ms

Table 6 shows the attack detection time with that of the
no. of mobile nodes. While verifying the no. of mobile
nodes in the simulation scenario, the various results of
attack detection time are obtained. The obtained results
show that the DNLPPR-WMNDI technique minimizes
the attack detection time. The comparative plot based
on the simulation results of three different techniques
is shown in Figure 8.

Figure 9 illustrates the graphical representation of
attack detection time. The watchdog timer-based attack
detection only considers the data forwarding time from
one to another node. Then the forwarding time is eval-
uated by setting the threshold value. The node which
has lesser data forwarding time than the threshold is
said to a normal. The node which delays the data packet
to be forwarded is said to be an attacker node. Let us

consider 50 mobile nodes in the simulation scenario.
The DNLPPR-WMNDI technique took 17ms of attack
detection time whereas the 20ms and 22ms time taken
by the ODTMRP [1], QASEC [2]. Similarly, the vari-
ous inputs are taken, and calculating the attack detec-
tion time. The average of comparison results proves the
attack detection time is minimized by 11% using the
DNLPPR-WMNDI technique in comparison with the
previous approach ODTMRP [1] and 17% compared to
QASEC [2].

4.3. Packet delivery ratio

The packet delivery ratio is the number of data pack-
ets correctly received from the number of data packets
sent. The formula for calculating the data security level
is given below,

DPDR =
(
Number of DP correctly received

Number of DP sent

)
∗ 100

(19)
Where “DPDR” denotes the data packet delivery ratio,
“DP” represents the no. of data packets perfectly
received at the destination. The DPDR is evaluated by
percentage (%).

• Existing ODTMRP: The DPDR is mathematically
calculated to be,

DPDR =
(
13
15

)
∗ 100 = 86.66% ∼ 87%

• Existing QASEC: The DPDR is mathematically cal-
culated by,

DPDR =
(
12
15

)
∗ 100 = 80%
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Figure 10. Comparison plot of packet delivery ratio using proposed technique.

Table 7. Data packet delivery ratio versus the number of data.

Data packet delivery ratio (%)

Number of data
packets

Existing
ODTMRP Existing QASEC DNLPPR-WMNDI

15 87 80 93
30 83 77 90
45 89 84 96
60 88 83 93
75 87 81 95
90 90 86 96
105 88 81 95
120 83 79 97
135 90 86 95
150 88 83 94

• Proposed DNLPPR-WMNDI: Let us consider the
no. of data packets correctly received as 14, and the
total no. of data packets sent as 15. Therefore, the
data security level is mathematically calculated by,

DPDR =
(
14
15

)
∗ 100 = 93.33%

Table 7 clearly shows the comparative solutions and in
multicast routing, the source node sends the data pack-
ets to multiple destinations. The comparison plot of
the data packet delivery ratio with that of the no. of
data packets is shown in Figure 9 and it confirms that
the considered metric is improved using the DNLPPR-
WMNDI technique. This is because of DNLPPR-
WMNDI technique initially selects the neighbouring
nodes based on the distance measure. Then the route
paths between the source and multiple destinations
are established for secure data transmission. Then the
watchdog timer effectively identifies the attacker node.
Then the attacker node is isolated from the current
path and selects the next-hop node to forward the data
packets. Due to this, the data packets get perfectly dis-
tributed at the destination. As a result, the security
level of data communication gets improved. This is
substantiated in the evaluation done (Figure 10).

Consider 15 data packets sent from the source node,
14 data packets are received at the destination and

the packet delivery ratio is 93% using the DNLPPR-
WMNDI technique. The packet delivery ratio of
ODTMRP [1] andQASEC [2] are 87% and 80% respec-
tively. The average of ten results proves that the packet
delivery ratio gets increased by 8% and 15% in compar-
ison with ODTMRP [1] and QASEC [2] respectively.

4.4. End-to-end delay

End-to-end delay specifies the time difference between
the data packet arrival time at the destination and the
data packet sending time [38]. The evaluation is done
with,

EED = Number of DPs ∗ (DPAt − DPst) (20)

Where EED indicates end to end delay in milliseconds,
DPs denotes data packets, DPAt is a data packet arrival
time and DPst indicates a data packet sending time.

• Existing ODTMRP: Let us consider the no. of data
packets to be 15 and the data packet arrival time to
be 0.87ms and the sending time to be 0ms. There-
fore, the complete end-to-end delay is calculated as
follows,

EED = 15 ∗ (0.87ms− 0ms) = 13ms

• Existing QASEC: With the no. of data packets to be
15 and the data packet arrival time is 1ms and the
sending time is 0ms. Therefore, the overall end-to-
end delay is evaluated to be,

EED = 15 ∗ (1ms− 0ms) = 15ms

• Proposed DNLPPR-WMNDI: The complete end-
to-end delay is calculated as follows,

EED = 15 ∗ (0.74ms− 0ms) = 11ms

Table 8 results prove that the end-to-end delay of
DNLPPR-WMNDI is found to be reduced in a signifi-
cant way than the other twomethods. Figure 11 depicts
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Figure 11. Comparison plot for end-to-end delay using proposed technique.

Table 8. Delay metric.

End to end delay (ms)

Number of data
packets

Existing
ODTMRP Existing QASEC DNLPPR-WMNDI

15 13 15 11
30 16 18 14
45 18 20 16
60 20 23 18
75 22 24 19
90 23 25 20
105 25 27 21
120 26 29 23
135 28 32 24
150 30 33 26

the graphical representation of the solutions attained.
The figure shows the end-to-end delay of DNLPPR-
WMNDI is minimized. This significant improvement
of the DNLPPR-WMNDI technique is achieved by
applying the deep learning technique.

The deep learning technique effectively performs
attack detection and isolation to improve data com-
munication with minimum delay. The attacker node
in the route path is identified and removed from the
route. This, in turn, reduces end-to-end delay. The
above discussion shows that the end-to-end delay of
the proposed DNLPPR-WMNDI technique is con-
siderably reduced by 13% and 22% than the exist-
ing ODTMRP [1] and QASEC [2] respectively. The
presented solutions prove lucidly that the proposed
DNLPPR-WMNDI approach improves secure data
communication in multicast routing with a higher
delivery ratio and minimum time.

5. Conclusion

An efficient machine learning technique called
DNLPPR-WMNDI is introduced for increasing com-
munication security in MANET. During the regression

function, the neighbouring nodes from source to des-
tination are identified to construct and find the route
path for multicast routing based on the Time of Flight
method. Followed by, watchdog timer concept is uti-
lized in deep neural learning to discover the attacker
node and normal node in the network. Next, the watch-
dog timer efficiently finds the attacker node hence, a
higher attack detection rate. When there is any attacker
in the route path, the other one-hop neighbour is cho-
sen. Subsequently, an attacker node gets removed. The
communication security and data packet delivery ratio
was enhanced in MANET. In addition, end-to-end
delay and timewereminimized. Experimental results of
theDNLPPR-WMNDI technique significantly improve
attack detection rate by 13%, packet delivery ratio by
12%, and minimizes the attack detection time by 14%
and end-to-end delay by 18% than the state-of-art
methods. In the future, the proposed technique is fur-
ther extended to execute the effective routing of data
packets for large-scale network deployments for supe-
rior link quality among mobile nodes in MANET. The
better link between nodes leads to improve throughput
and lifetime of the network.
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