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ABSTRACT
With the continuous development of computer technology, the amount of data has increased
sharply, which has promoted more and more diversified data transportation and processing
methods. At the same time, computer data analysis technology can effectively process data. This
is reflected in the computer big data analysis technology not only can realize data visualization
analysis, but also has data prediction and data quality management. The development of cloud
computing network technology can not only provide convenience points for individuals, but
also provide space for enterprises to store data. The emergence of keyword search encryption
algorithms solves this problem. When users use keywords to search encryption algorithms, they
can search for cipher text keywords to find the files or data they want in the cloud environment.
At present, it has been widely used. In addition, this article also improves the keyword search
plan and the user’s query plan according to the dynamic changes of keywords, and proposes a
user’s multi-dynamic keyword search encryption plan. Through this program, users can search
for encrypted files by keywords and change them, and the changed data will be dynamically
updated. In this way, the program can realize multi-user data sharing, and can realize efficient
search and dynamics.
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1. Introduction

With the continuous development of science and tech-
nology, traditional computing modes and computing
algorithms can no longer meet the needs of cur-
rent computers, which requires the development of
new technologies and algorithms. Cloud computing is
one of the new algorithms. Its emergence solves the
problems of data calculation and storage. Now it has
been widely used in all walks of life. Its concept has
also inspired the development of other technologies.
This article focuses on cloud computing. Conducted
research to provide a theoretical basis for the devel-
opment of science and technology. Under the current
background of rapid development of science and tech-
nology, whether the efficiency and quality of data pro-
cessing can be guaranteed is the key to restricting the
development of science and technology, which requires
the relevant data processing technology to have high-
energy data processing capabilities and secure encryp-
tion technology. Therefore, in order to achieve this goal,
this article focuses on a detailed study of computer
to big data processing technology and cloud comput-
ing technology, hoping to find a breakthrough for the
development of data processing technology and open
up a path for future development. Cloud computing is

currently a hot data processing technology, which can
combine storage resources, software resources, com-
puting resources, etc. through clusters. Users can con-
nect to the cluster through the network to obtain
resources and storage space in the cluster. Whether the
use of cloud computing can effectively reduce the waste
of resources and increase the efficiency of computing
at the same time, this is also the focus of academic
research. However, there are still certain problems in
the development of cloud computing technology [1].
The first thing to bear is the security issue of cloud
computing. If you want to achieve the healthy devel-
opment of cloud services, it is necessary to solve the
security problems of existing cloud computing tech-
nologies, so that enterprises and individual users can
use cloud computing to solve problemswith confidence
[2]. Among them, the existence of cloud storage tech-
nology allows data to be used efficiently. In order to
reduce resource consumption and improve business
level, small businesses or individual users often like to
store data in cloud space, because the cost of storing
data in cloud space is much lower than other methods.
However, cloud space is a third-party storage organiza-
tion, and there are still certain hidden dangers in terms
of security. If users directly store data in the cloud space
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without processing, once there is a loophole in the cloud
storage space, the user’s information security cannot
be guaranteed [3]. Therefore, it is not enough to just
put the data in the cloud space, and it is necessary to
rely on secure encryption services in addition to the
cloud services provided by the cloud service provider.
However, the encrypted data does not have the origi-
nal language structure and characteristics, and the user
cannot retrieve it, which is not conducive to the user’s
use. In order to solve this problem, the encrypted file
needs to be downloaded and decrypted first, so that
the encrypted data is converted into plaintext again,
and it is much easier to retrieve the plaintext. The
ciphertext search technology has two methods: full-
text search and ciphertext search. The former directly
searches the full-text to obtain the target cipher-
text directly, while the latter is realized by searching
keywords.

2. Related work

The literature proposes that the KES scheme has the
following four steps: (1) Generate a key, and the gen-
erated key needs to be kept by the user; (2) Encryp-
tion, which is mainly to encrypt the index, and upload
it to the server after being encrypted locally. In the
first process, the ciphertext is not leaked; (3) Generate
search credentials, and users can obtain search creden-
tials through the key and upload them to the server.
However, the fact that the server obtains the search
credential does notmean that it can search the informa-
tion stored by the user. (4) Search. After obtaining the
search credential, the user’s key is also needed to per-
form a ciphertext search and return the qualified data.
The server cannot obtain redundant information in this
process. The literature is the first batch of literature to
study KES. In this literature, it includes an extension to
the KES program, and a multi-keyword search method
is also designed [4]. The literature found that some
scholars have proposed an efficient and dynamic update
searchable encryption scheme with time complexity
[5]. This scheme retains the advantages of the origi-
nal scheme while optimizing the encryption method
of the data structure, and adds data addition and dele-
tion query tables, and operations on files [6]. The
process was documented. Later, someone improved
the scheme, forming a dynamic update search scheme
that supports the red-black tree structure, so that the
scheme can be carried out in parallel, and the efficiency
can be improved by taking advantage of the advan-
tages of multi-processors [7]. The literature proposes
the first many-to-one model of KSE scheme, which
can be applied to the service scenario of routers. In
this scenario, the sender and recipient of the file are
two different users, and the server plays a role in it
[8]. The function is to filter the router information.
The literature believes that KR-PEKS is constructed in

accordance with the K-resilient IBE scheme, and can be
expanded on this basis: on the one hand, it can sup-
port tube detection and search; on the other hand, it
can also remove the safe passage [9]. Compared with
BDOP-PEKS, the processing efficiency of this scheme
is high, and it does not even need to use two-line row
operation [10]. But it is necessary to set the security
parameters, otherwise the number of queries that can
be inquired cannot be controlled [11]. When setting
parameters, adjust them to appropriate sizes according
to actual needs [12]. If the parameters are too large or
too small, it is not conducive to the operation of the
program. The literature points out whether the con-
version of the IND-CKA’s security plan into a security
plan can meet the dual requirements of computing and
security [13]. The literature believes that there aremany
schemes based on the many-to-one model, which will
not be repeated here [14,15]. These schemes can search
for keywords and perform stepwise encryption calcu-
lations on data to generate ciphertext. When search-
ing, users can generate search credentials based on
keywords and ciphertexts, so that the server can per-
form calculations. It should be noted that this solution
relies on BDH mathematical assumptions and requires
the use of the double-line feature of mathematical
assumptions.

3. Research on searchable encryption
algorithms under the background of 3 big data

3.1. Keyword searchable encryption basics

Definition 1: There is a set G = {g1,g2,g3 . . . }. If the set
G pair operation ∗ satisfies all the following conditions,
it is called the group < G,∗> :

Closeness: if gi, gj∈G, there is gk∈G, satisfying
gi∗gj = gk

Associative law: if gi, gj, gk∈G, there is always (gi∗gj)∗
gk = g(i∗) (gj∗gk)
There is identity element: there is ge∈G, for any gk∈G,
there is always gk∗ge = gk∗ge = gk

There is an inverse element: for any gi∈G, there is
always gi∗gj = gj∗gi = ge, where ge is the identity ele-
ment.

Definition 2: The number of group elements is called
the order of the group, denoted as |G|
Definition 3: There is a group < G,∗> , where G is
a non-empty set, and ∗ is an operation on the set.
If there is g∈G, for any element gi∈G, it can be
expressed as gi = g∧n, and n is an integer, then the
group < G,∗ > is a cyclic group, and g is the gener-
ator of the group. Research based on bilinear pairing
has greatly promoted the development of cryptography
research.

The Lagrange interpolation theorem can be used
to realize secret sharing. Based on the theorem,



1206 L. MING

KP-ABE and CP-ABE schemes can be constructed. The
Lagrange interpolation theorem is as follows.

Then the polynomial can be determined as:

f (x) =
n+1∑
i=1

⎛
⎝f (xi)

∏
1≤j≤n+1,j �=i

x − xj
xi − xj

⎞
⎠ (1)

The access tree can flexibly express the access author-
ity control, so some ABE schemes are implemented by
using the access tree.

When checking whether the user attribute matches
the authority corresponding to the access tree T, it is
necessary to let R be the root node of the T tree. If x
is a non-leaf node, the child node x’of x needs to be
calculated.

Cryptography relies on the difficulty of breaking
through mathematical problems to ensure the secu-
rity of the scheme. If a cryptographic scheme passes
strict proofs and can be simplified to a certain math-
ematical problem, then the scheme is considered safe.
This section mainly introduces the definition of the
mathematical problems involved in this article.

Random prediction models can be used to analyze
the security of cryptographic schemes. The random
prediction model is defined as follows:

It satisfies the operation H: {0,1}∧∗→{0,1}∧∗→, and
has the following three properties:

Uniformity: If the input is random, the output distri-
bution is uniform;

Determinism: If the input is the same, the output is also
the same;

Validity: the output result of the polynomial.

In order to meet certainty and uniformity, the output
entropy value of the random prediction model must be
less than the input entropy value, and entropy theory
stipulates that the output entropy value of the deter-
ministic function should not be greater than the input
entropy value. Therefore, ROM is an ideal model and
cannot be truly realized. In the implementation of the
algorithm, the random predictionmodel is instantiated
by a specific one-way hash function.

The scheme based on the standard model does not
rely on a random vector machine, but only relies on
breaking through mathematically difficult problems to
ensure safety. Therefore, the security of the standard
model is higher than that of the randomvectormodel. It
can be seen that the encryption algorithm design based
on the standard model is still a research hotspot.

3.2. D-ATTR-PEKS scheme design

This chapter first introduces the classic structure of
the public key-based KSE scheme, and points out the
shortcomings of several schemes and corresponding
solutions. The existing PEKS schemes are all extended

on the basis of the scheme proposed by Boneh et al. The
description of the program is as follows.

(1) Keysgen(s)→(Apub,Aprv)→: s is the security
parameter, (Apub,Aprv) are the public key and pri-
vate key respectively

According to the safety parameters, calculate

Apub = {g, h = ga}, Apriv = α (2)

(2) PEKS(Apub,W)→S: Apub is the public key,W is the
search keyword, and S is the ciphertext.

The algorithm is executed by the data sender, rεZp
∧∗

is randomly selected, and the calculation

S = {A = gr, B = H2(e(H1(W), hr))} (3)

(3) Trapdoor(Apriv,W)→Tw: Apriv is the user’s private
key, W is the search keyword, and Tw is the search
credential.

The algorithm is executed by the data receiver and
calculates

Tw = H1(W)α ∈ G1 (4)

This solution satisfies the security of CKA, that is, it
can only guarantee the security of PEKS ciphertext, and
users cannot obtain any information about keywords
from PEKS ciphertext. Someone pointed out that the
PEKS solution must establish a secure channel, other-
wise the attacker may intercept the user’s query results,
and even further use the data to obtain user infor-
mation. Therefore, it was pointed out that SCF-PEKS
cannot resist offline keyword guessing attacks. This is
because the keyword ciphertext space is not as large
as the keyword space, and generally speaking, the key-
word selection entropy is low, so the attacker can crack
the dictionary attack.

The dPEKS solution introduces the concept of a
trusted server designated by the user, allowing users
to choose a trusted server to upload ciphertexts. When
other users need to search, the trusted server must pre-
decrypt the search credentials uploaded by the user.
If intercepted, the attacker will not be able to obtain
information about the certificate. The dPEKS scheme
is described as follows:

(1) Setup(()): s is a safety parameter

This algorithm is executed by an authorized institu-
tion and can generate hash functions H1:{0,1}∧∗→G1
and H2:G2→{0,1}∧logp

(2) Keygenserver→(sks,pks): (sks,pks) is the public and
private key pair of the search server
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The algorithm is executed by an authorized insti-
tution, and αεZp,QεG are randomly selected, and the
calculation

sks = α, pkr = (Q, ys) = (Q, ga) (5)

Among them, sks is the private key of the search server,
which is saved by the search server, and pks is public as
the public key of the search server.

(3) Keygenserver→(sks,pks): (sks,pks) is the receiver’s
public and private key pair

The algorithm is executed by an authorized institu-
tion, x∈Zp is randomly selected, and the calculation

skr = x, pkr = gx (6)

(4) dPEKS(pkr,pks,W)→C: pkr is the server public
key, pks is the user public key, W is the encryption
keyword, C is the searchable ciphertext.

The algorithm is executed by the data sender, selects
a random number r∈zp, and calculates

C = {A, B} = {(pkr)r, H2(e(ys, H1(w)r))} (7)

(5) Trapdoor(skr,W)→TW, skr is the user’s private
key, W is the search keyword, and Tw is the gen-
erated search credential.

The algorithm is executed by the data receiver,
r∧’∈ZP is randomly selected, and the calculation

Tw = {T1, T2} = {yr′s , H1(w)1/xgr
′ } (8)

(6) dTest(C,T)→b input ciphertext C and search cre-
dentials Tw

The algorithm is executed by the search server and
first calculates

T = (T2)
α/(T1) (9)

The attack method of this scheme is described as fol-
lows:

The attacker is interested in the keyword set
D = {W1,W2, . . . Wi}, calculated separately

⎧⎪⎪⎨
⎪⎪⎩

C1 = {(pkr), H2(e(ys, H1(w1)))}
C2 = {(pkr), H2(e(ys, H1(w2)))}

· · ·
C3 = {(pkr), H2(e(ys, H1(wn)))}

(10)

When a user initiates a search request to the server, the
attacker will monitor and intercept the search creden-
tials. After the server receives the search credentials, it
will traverse all the ciphertexts uploaded by the user

and calculate them one by one, including the ciphertext
uploaded by the attacker maliciously.

The attacker monitors the server and intercepts the
search results it sends to the user. If the file ID sent
by the attacker exists in the result, the attacker will
get the keyword corresponding to the search creden-
tial and know the keyword requested by the search user.
The SPEKS scheme designed by Chen et al. can be
used to defend against online keyword guessing attacks.
Users can use session information to decrypt search
results locally to ensure that attackers cannot obtain the
information.

The above solutions all take the security of the KSE
solution as the entry point. If the KSE solution is
deployed in a cloud environment, the multi-user sit-
uation must be considered. CP-ABE is used to solve
the many-to-many access problem in the cloud envi-
ronment. Access control permissions can be set for
ciphertext, and file access can be performed only when
the user attributes comply with the access policy. The
procedure is described below.

(1) Setup(t)→(PK,MK): t is the security parameter,
(PK,MK) is the system public and private key pair

The algorithm is executed by an authorized institu-
tion, and generates p-order groups G1, G2 according to
the security parameters. At the same time, generate a
random vector model H1:{0,1}∧∗→G1 and a one-way
hash function H2:{0,1}∧∗→zp. Randomly select a, b,
c∈zp, and the generator g∈G. Calculation

PK = {ga, gb, gc},MK = {a, b, c} (11)

(2) keyGen (MK, S) → SK: MK is the system master
key, S is the user attribute set, and SK is the user
private key

The algorithm is executed by the authorized insti-
tution, rεZp is randomly selected, rj∈Zp is randomly
selected for each element j in the set S, and finally
generated

SK =
{
S, A = g

ac−r
b ,∀j ∈ S, Aj = grH1(j)rj, Bj = grj

}
(12)

(3) Enc(w,T)→Cph: w is the search keyword, T is
the access control tree, and Cph is the searchable
ciphertext

The algorithm is executed by the data sender, ran-
domly selecting r1,r2 εZp, calculating W = g∧cr1,
W0 = g∧(a(r1+ r2)) g∧(bH2 (W) R1),W∧’ =
g∧ (Br2). The access control tree is defined in the
same way as the CP-ABE algorithm. The root node
of the policy tree T is set to r2, and the child nodes
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are assigned random polynomials. The calculation is
wj = g∧(qv(0)), Dj = H1 (j)∧(qv(0)). Finally got

Cph = {T,W,W0,W′, j ∈ Attr(T),Wj, Dj} (13)

(4) TokenGen (SK, w) → TK: SK is the user’s private
key, w is the query keyword, and TK is the search
credential.

The algorithm is executed by the data receiver, ran-
domly selects sεZp, and calculates

tok1 = (gagbH2(W))S, tok2 = gcs,tok3 = As =
g(acs−rs)/b. Calculate Aj

∧’ = Aj
∧s, Bj∧’ = Bj∧s for each

attribute, and finally generate search credentials

TK = {tok1, tok2, tok3,∀j ∈ S, A′
j, B′

j} (14)

(5) Search (TK, Cph)→b: TK is the search credential,
Cph is the key word ciphertext, output bε0,1∈

The algorithm is the same as CP-ABE, first calculate

Ev =
e(A

′
j, wv)

e(B′
j, Dv)

= e(g, g)rsqv(0) (15)

Use the recursive algorithm to get e(g,g)rsqv(0) = Eroot.
Final judgment

e(W0, tok2) = e(W, tok1)Eroote(tok3,W′) (16)

If the equation is true, output 1; otherwise, output 0.
However, this solution does not consider offline key-
word guessing attacks.

In the above-mentioned classic construction
scheme, although PEKS implements the KSE scheme,
it does not consider the problem of keyword guessing
attacks. In addition, the above solutions do not sup-
port many-to-many models, so they are not suitable for
cloud storage environments that support data sharing.
CP-ABKS supports multiple users, but it cannot resist
offline keyword guessing attacks.

The cloud storage server can store the user’s
resources and information. Authorized institutions are
responsible for establishing encryption systems, and
generating and issuing public and private keys and user
keys for search servers. The data owner is the owner of
the data. When the data owner needs to upload data,
he can use any encryption technology to encrypt the
file, and then use the scheme proposed in this article
to encrypt the keywords. The search server is mainly
responsible for searching. And the search server can
use the search credentials uploaded by the data user to
search for the ciphertext. The search server will return
the correct information only when the user authority
meets the encryption keyword search authority control,
and the search keyword matches the file keyword.

The scheme proposed in this paper has the following
5 types of roles, as shown in Figure 1.

The solution in this paper is composed of algorithms
such as search server key generation, user private key
generation, keyword encryption, search credential gen-
eration, keyword search, search result encryption, and
search result decryption.

This section analyzes the correctness of the Test
algorithm, as shown in Equation 17. Secondly, accord-
ing to Equation 18, the intermediate result Y is
obtained, as shown in Equation 19. Finally, according
to Equation 20, the intermediate result Z is obtained, as
shown in Equation 21.

X = e(H,T0) = e(g, g)αβste(H2(W)g)αβst (17)

Y = e(W1, T1) = e(g, g)αβst+rts (18)

V = DecryptNode(CT, SK, R) = e(g, g)rst (19)

Z = e(W2, T2) = e(H2(W), g)βkt (20)

Finally, the final calculation result is obtained, as
shown in Equation 20, which proves that the solution
is correct.

(
Y
V

)
=

(
X
Z

)
= e(g, g)αβst (21)

Table 1 mainly compares from five aspects:
Combined with the functional analysis in Table 1,

the solution in this article does not require a secure
channel, can effectively resist external intrusions, and
is more suitable for running in a cloud environment.

The program analyzes the execution efficiency
through experiments, and selects the A-type elliptic
curve in JPBC. Figure 2 shows the execution efficiency
of a typical algorithm.

The experimental results show that each algorithm
is roughly proportional to the number of attributes, so
the time spent in the solution in this paper is within an
acceptable range.

3.3. MU-DSSE scheme

Improving the search efficiency of the KSE scheme
based on the public key is still a hot research topic.
There are two ways to improve search efficiency: use
more effective mathematical operations instead of pair-
ing operations, and someone proposed a DSSE scheme
that supports effective dynamic updates. The program
also introduces a delete array and its corresponding
quick reference table to save deleted file information.

The establishment of an inverted index is shown in
Figure 3.

The DSSE scheme builds an index model as shown
in Figure 4.

The DSSE scheme is very efficient, but it does not
support multiple users. The Mu-MQ solution supports
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Figure 1. Systemmodel.

Table 1. Scheme function comparison.

Scheme
No need for a
secure channel

Resist offline
keyword guessing

attacks
Resistance
online key

Access
control

Does not require an
authority to generate
search credentials

SCF-PEKS Yes No Word guessing attack No Yes
dPEKS Yes Yes No No Yes
SPEKS Yes Yes No No Yes
ATT-PEKS No No Yes Yes Yes
VABKS No No No Yes Yes
ABEKS No Yes No Yes No
Program in this section Yes Yes No Yes Yes

Figure 2. Experimental results.

multiple users, but it is not efficient. Therefore, theMU-
DSSE scheme proposed in this section uses the idea of
the Mu-PQ scheme to extend the DSSE scheme to a
multi-user scheme. In this solution, a trusted group is
formed for users who have access to data, and each user
in this group has a key for searching. Using this key-
word, you can effectively implement index search, index

addition, and index deletion. The user can revoke the
user or add the user to a trusted group at any time.

The scheme proposed in this section has the follow-
ing three types of roles: user groups, authorized institu-
tions, and cloud search servers, as shown in Figure 5.

The program is described as follows. Because the
research focus of this article is to search and encrypt
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Figure 3. Inverted index.

keywords and encrypt files. In order to use any encryp-
tion method, it is not mentioned in the plan.

1. The initialization algorithm is executed by the
authorized agency, and the authorized agency gen-
erates a bilinear group and combines two random
vector machines

Save a, b, and c as the system key, as shown in
equation 22.

MK = {a, b, c} (22)

2. The algorithm is executed by an authorized insti-
tution, and the authorized institution distributes
keys for users in the user group. Then calculate

according to formula 23

PKuid = {AKuid = ga/Kuid ,

BKuid = gb/Kuid , CKuid = gc/Kuid} (23)

3. The algorithm is executed by the user. The user
uses the private key to generate the search creden-
tial according to formula 24, and hand the search
credential to the server.

Tw = {uid, T = h(w)Kuid} (24)

4. The algorithm is executed by the cloud search
server. The server obtains the user search creden-
tial TW, and finds the corresponding PKuid accord-
ing to the uid. Calculate according to formula 25
and 26 respectively

F(w) + e(AKuid, Tw) (25)

G(w) + e(BKuid, Tw) (26)

This section compares the proposed scheme with the
classic multi-user KSE scheme and explains the advan-
tages of this scheme. Table 2 mainly compares search
efficiency, system model, whether it supports dynamic
update, whether it supports multi-user update, and
whether it supports flexible exit.

Next, perform the efficiency through experimental
analysis.

(1) O(1) algorithm efficiency
Complexity algorithm – just keep the number of pair-
wise operations or exponential operations, and its effi-
ciency is shown in Table 3.

Figure 4. Index establishment.
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Figure 5. MU-DSSE solution systemmodel.

Table 2. Comparison of scheme functions.

Scheme Effectiveness
System
model

Dynamic
update

Multi-user
update

Flexible
revocation

BE SSE-1 O(1) One to many No No No
ABE SSE-1 O(1) Many to many No No No
MuPQ O(n∗|W|) Many to many Yes Yes Yes
PEKS O(n∗|W|) Many to one Yes Yes No
MPEKS O(n∗|W|) Many to many Yes Yes No
Program in this section O(1) Many to many Yes Yes Yes

Table 3. O(1) algorithm efficiency.

Algorithm Time (ms)

Setup 522
AddUser 83
DelToken 74
Search Token 71
Delete 50

(2) Buildindex algorithm
When constructing the index, the algorithm needs to
interact with the server, so it is divided into an inter-
active phase and a local execution phase. As shown in
the step3 bar graph in Figure 6. The time and key-
words used in the three steps of the interactive phase
are roughly proportional to the total number of file IDs.
The time spent in the three stages gradually decreases.

The local execution stage is the stage where the
client builds and encrypts the index. The time con-
sumed in this stage is mainly related to the length of
the SearchArray and DeleteArray constructed.

(3) Add operation
In the “Add Algorithm Efficiency Test”, let the server
save 100,000 files, each file contains 5 keywords, of

Table 4. Comparison of schemes.

MU-DSSE D-ATTR-PEKS

Search efficiency o(n) O((n-m)∗ |w| ∗|S|)
Trusted object Group users,

authorized
institutions

Search server, authority

Access control Group-based Attribute-based
User cancellation Stand by Not support
Interactive execution Need Not needed

which files and keywords are randomly generated test
data. The test result is shown in Figure 7. The X axis is
the number of file index keywords added, and the Y axis
is the algorithmexecution time.According to the exper-
imental results, the time complexity of the algorithm is
O, and it can be carried out relatively quickly. Accord-
ing to the specific form of the algorithm, the operation
of this algorithm is similar to the Delete algorithm.
Because the delete algorithm needs to decrypt larger
data items, it is faster than the delete algorithm.

This section compares the two schemes ofMU-DSSE
and D-ATTR-PEKS, and the comparison results are
shown in Table 4.
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Figure 6. BuildIndex interactive phase.

Figure 7. Add operation.

4. Research on computer big data processing

4.1. Research on themain overview of current
cloud computing and big data

Big data refers to data that is difficult to process by con-
ventional software and technology in a short time, so
new processing methods and technologies are needed
to process this part of the data. Among them, diversi-
fication refers to the diversification of information data
formats and data types in the context of big data; and
rapidity refers to the fact that in the context of big data,
the transmission efficiency of information is higher, the
processing speed is faster, and the information can be
processed in a timely manner. Data is updated; while
data review refers to the existence of some loopholes
in the computer; the large amount of data refers to the
large amount of big data computer information data
processing, and it is also showing a trend of increasing
day by day.

Both cloud computing and big data analysis need
to be paid. Users can pay related fees according to

their own needs, so as to obtain the resources actually
needed. Data analysis is an important part of the big
data processing process. The data is obtained and inte-
grated and processed through related methods. In this
process, the different values of the data are reflected.
The combination of cloud computing network tech-
nology and big data can produce wonderful collisions:
(1) In the cloud computing environment, different net-
work users can obtain related resources according to
their needs, which greatly extends the width of data
information, and can also pass data Information access
to network resources; (2) Improving the refinement of
data analysis can deeply dig out the value of data, and it
can also improve the application capabilities of software
through cloud computing-based data analysis, thereby
reducing the cost of data analysis. The advantages of
combining data and cloud computing.

First of all, it is necessary to improve the level of
data processing capabilities, which can help the system
reflect the actual situation more objectively and com-
prehensively; on the other hand, it can also provide
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a theoretical basis for decision makers. In addition,
enhancing data processing capabilities can also dig
deeper into the value of data and make it more cost-
effective. Relevant departments and practitioners can
dig deeper into the essence of data through research
and data, and realize the sublimation of perceptual
understanding of data.

4.2. Analysis of the basic processing flow of big
data

Traditional data processing and input methods cannot
meet the needs of massive data processing. If you want
to process massive data, you must process and analyze
the data in a short time, which requires more advanced
information processing technology.

Big data processing is generally divided into four
stages, which are as follows:(1) Data collection stage:
With the increase in the number of Internet users, the
amount of data inside the Internet has also begun to
surge. In the face of such a large and complex data
resource, how to collect data efficiently has become the
key to big data processing.(2) Data processing and inte-
gration stage: The types involved in the data processing
stage are more complex, and there are many redundant
data that need to be deleted. Finally, the data with dif-
ferent formats is converted into a unified data format,
so that the data processing can be more It’s convenient
and fast, and the most common processing method is
a filter.(3) Data analysis stage: After the data is pro-
cessed with a unified data structure, further analysis
is required, and applications are classified according to
the value of the data, and the data is processed cen-
trally through various tools. At present, in the process
of data analysis, there are already many products and
software that specialize in big data analysis, which is
of great help to the improvement of efficiency.(4) Data
interpretation: Through this technology, the value of
data and analysis results can be fully displayed to users,
thereby improving the efficiency of users’ application to
the world and expanding the use value of data.

4.3. Analysis of the advantages and
disadvantages of big data

The most prominent advantage of big data analysis is
that it can visualize digitized information. In addition,
big data data mining algorithms can enable relevant
practitioners to mine the internal value of the data,
thereby improving the cost-effectiveness of the data. In
addition, big data analysis can also be applied to various
fields for data prediction and data analysis. Data predic-
tion technology is generally applied to fusion modeling
technology, and new data fusion is carried out on the
big data model.

Due to the increase in employees, the spread of
data on social media has become more and more

widespread. In this case, people’s privacy is often
leaked. Moreover, in a large amount of data, it is
inevitable that some false or harmful information will
be mixed, which not only affects the user’s experience,
but also triggers a series of uncontrollable events. Cloud
computing network technology has four outstanding
advantages, the specific analysis is as follows(1) Reduce
computer costs;(2) Improve performance;(3) Almost
unlimited data storage capacity;(4) Higher data storage
security.

5. Conclusion

The rapid development of cloud technology has opened
up a new path for data processing and storage. Due
to its convenience and high efficiency, more and more
enterprises and individual users have begun to store
data in the cloud space. For some private data, most
users choose to use encryption to ensure data security,
but the encrypted data often fails to reflect the struc-
tural and semantic characteristics, which makes the
encrypted documents unable to be retrieved by users in
the cloud space. Keyword searchable encryption is the
key technology to solve the above problems. It is a spe-
cial encryption technology that can solve the retrieval
problem after data encryption. The use of this tech-
nology allows users to find encrypted documents by
searching for keywords, and ensures that intruders can-
not obtain users’ private information through keyword
ciphertext searches or search credentials. This article
has completed the following tasks by discussing theKSE
program. (1) The existing scheme has been improved.
The improved scheme can obtain the server through
self-searching, so that the KSE scheme can resist the
intrusion of bad external information, and does not
need to use a secure channel. It can also be encrypted by
combining attributes. Allows users to access the system
through a variety of schemes. This solution has passed
the four aspects of safety, correctness, functionality and
performance tests, which fully proved the advantages
and feasibility of the improvement; (2) Designed and
constructed a cloud video sharing system, which com-
bines the MU-DSSE solution it is applied to the storage
scene of cloud video.With the development of informa-
tion technology, the application of big data is becoming
more and more extensive, which makes the processing
technology of computer information gradually develop
in the direction of informationization and large-scale.
Therefore, more advanced and powerful technologies
should be adopted to strengthen the computing power
and storage capacity of the computer, so that the perfor-
mance of the computer can keep up with the require-
ments of the development of the times. In the era of big
data, the continuous increase of information data has
brought certain difficulties to computer information
processing. Therefore, it should be used for innovation,
active improvement, and continuous enhancement of
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computer performance, so that computer information
processing capabilities can closely follow the develop-
ment needs of the times.
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