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Abstract: As technology continues to advance, safeguarding personal privacy and information security has become increasingly critical. Facial image encryption algorithms 
involve encrypting and decrypting facial images to prevent unauthorized access and malicious use. Fuzzy computation is a practical solution for many decision problems in 
facial recognition encryption algorithms. To this end, this study proposes the use of fuzzy two-dimensional kernel principal component analysis for facial recognition and 
chaotic MapReduce for facial image encryption. The study introduces fuzzy membership functions to handle uncertainty in two-dimensional kernel principal component 
analysis. Experimental results indicated that the accuracy of the fusion fuzzy calculation and two-dimensional kernel principal component analysis method exceeded 75%, 
which was 13-37% higher than the comparison method. Furthermore, the proposed method combining chaotic systems and MapReduce has a uniform histogram distribution 
and runs 50% faster than the comparison method. Consequently, it is evident that the method proposed by the research institute is both feasible and efficient for safe facial 
image analysis. 
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1 INTRODUCTION  
  

Face recognition technology, as a prominent area of 
research in computer vision, holds significant potential for 
both government and commercial applications. 
Safeguarding facial images for information security is of 
paramount importance [1]. Facial recognition technology 
serves as the cornerstone of facial image retrieval, with 
efficient extraction of facial recognition features being a 
top priority. Biometric identity authentication through face 
recognition offers advantages such as strong concealment, 
high operability, fast speed, convenience, low equipment 
costs, and non-intrusiveness [2, 3]. However, face 
recognition technology also faces challenges, including 
limitations imposed by self-perception and susceptibility to 
environmental influences. There are currently five main 
types of facial recognition technologies, namely geometric 
feature-based, algebraic feature-based, model-based, 
neural network-based, and 3D model-based methods [4, 5]. 

Traditional image protection methods primarily 
encompass digital watermarking technology and image 
encryption algorithms. Facial image encryption algorithms 
play a crucial role in preventing unauthorized access and 
malicious use through encryption and decryption of facial 
images [6, 7]. Existing image encryption algorithms are 
predominantly based on symmetric and asymmetric key 
encryption principles, in addition to specific image 
encryption methods, all employed to safeguard image data 
privacy and security. However, the combination of facial 
recognition encryption algorithms and fuzzy computing 
theory remains relatively uncommon in practical 
applications. This is partially due to the higher 
computational resource requirements and the complexity 
associated with algorithm implementation [8]. 

Nonetheless, there exists a wide array of decision 
problems that can be effectively addressed through fuzzy 
computation in practical facial recognition encryption 
algorithm applications. Fuzzy computing, as a theoretical 
model in computer science, is frequently utilized to tackle 
complex computational problems [9]. Its methodology 
involves distributing computing tasks across multiple 
resources to process information and subsequently 
merging the results, thereby enhancing computational 

efficiency and performance. By combining distributed 
computing resources with other technologies and methods, 
it becomes possible to improve problem-solving accuracy 
and efficiency, overcoming the limitations of traditional 
computing methodologies [10]. The specific approach 
involves distributing encryption algorithm tasks to 
multiple computing nodes for parallel encryption and 
decryption operations. This fully leverages computing 
resources, thereby enhancing the processing speed and 
performance of the encryption algorithm. In light of these 
considerations, this study aims to design an algorithm that 
integrates fuzzy computing with facial recognition 
encryption algorithms. It seeks to incorporate fuzzy 
computing concepts into the framework of the two-
dimensional kernel principal component analysis 
algorithm, utilizing chaotic systems as encryption 
algorithms combined with the MapReduce program. The 
objective is to achieve more efficient and secure encryption 
operations. This research endeavors to enhance the 
accuracy of facial recognition, improve the security of 
facial image encryption, fortify the defenses of facial 
recognition technology, and expand its application scope. 
The research presents two innovative aspects: the fusion of 
fuzzy computing and two-dimensional kernel principal 
component analysis, as well as the amalgamation of 
chaotic systems and the MapReduce parallel computing 
framework. 

This study is divided into four parts. The first part 
reviews current research findings. The second part 
describes the methods and design used in this study. The 
third part presents the experimental results and analysis of 
the research methods described in the second part. Finally, 
the fourth part summarizes the results of this study. 

In the field of computer vision, protecting personal 
privacy and information security has become increasingly 
important with the continuous progress of technology. 
Bentafat et al. proposed a general privacy protection 
recognition framework to address significant privacy 
issues in large-scale video surveillance. The framework 
involved storing encrypted versions of suspect databases in 
cameras. Experimental results showed that for facial 
recognition with a database containing 100 suspects, the 
online computing time for the camera was 155 ms and for 
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the server was 34 ms, with a communication cost of only 
12 KB. Similarly, for license plate recognition with a 
database of 3000 entries, the camera required 232 ms, the 
server required 75 ms, and the online communication cost 
375 KB [11]. Sun et al. pointed out that near-infrared 
technology is capable of capturing high-definition and 
recognizable facial images at night. However, there are 
significant visual differences between near-infrared images 
and visible spectrum (VIS) images, and the technology 
itself is complex. To address the difficulty of learning 
cross-modal invariant features, Sun et al. proposed a cross-
modal data gap decomposition method based on auxiliary 
modal methods. Extensive experiments were conducted on 
two commonly used datasets, CASIA NIR-VIS 2.0 and 
Oulu CASIA NIR-VIS, to evaluate this method. The 
experimental results indicated that this method 
outperformed the latest method [12]. To improve the 
efficiency of facial recognition, researchers such as 
Vanitha CN incorporated artificial intelligence technology, 
specifically an artificial intelligence facial recognition 
system. This technology extracted facial information from 
recorded images and matched it with facial information 
stored in a database. The study also utilized OpenCV for 
facial recognition, and the research results showed an 
accuracy of 94.8% for this method [13]. Experts like 
Hajarolasvadi N. designed a facial emotion recognition 
method based on special frames to enhance the efficiency 
of emotion recognition. This method utilized principal 
component analysis to capture feature frames in a single 
emotional video and reduced redundancy by mapping 
temporal changes to the feature space. The designed 
method was validated using multiple databases, and the 
experimental results demonstrated significantly higher 
efficiency in face recognition compared to existing 
baseline methods, as well as reduced computational time 
[14]. In order to improve the efficiency of retrieving 
information from different and large data sources, scholars 
such as Merlin NRG designed a method that integrates the 
MapReduce framework and the Jaya sine cosine algorithm. 
This method calculated the average value of the mapper 
data and transfers it to the reducer. Additionally, a 
parameterization-based method was employed to calculate 
similarity measures. The results showed that the designed 
method performed well in terms of accuracy and precision 
[15]. To enhance the security of online transactions, 
researchers such as Venkatesan R. developed a 
bidirectional authentication system that incorporates facial 
and proxy detection. Triple encryption technology was 
introduced to verify transmitted data. Moreover, nearly 130 
feature points were embedded in the algorithm to improve 
the accuracy of face recognition. Experimental results 
demonstrated that the system designed by the research 
institute achieved improved accuracy and had a concise 
and user-friendly interface [16]. Traditional facial image 
encryption methods also have certain problems (as 
mentioned in reference [17]). Encryption technology based 
on compression encoding consumes more time and can 
impact the efficiency of the algorithm. 

At the same time, there is a growing interest in fuzzy 
computing. Fuzzy computing is an algorithm that 
possesses unique advantages in addressing fuzzy problems, 
pattern recognition, fuzzy reasoning, and fuzzy modelling. 
By combining fuzzy computing with other technologies 

and methods, it is possible to overcome the limitations of 
traditional computing methods. To enhance the 
performance of existing local binary pattern operators, 
Chen et al. introduced the neighborhood weighted average 
operator. This operator took into account the strong 
correlation between neighboring pixel pairs. They 
expanded the traditional single-layer neighborhood 
template window to a double-layer neighborhood template 
window and calculated the weighted average of the double-
layer neighborhood pixels in each direction. By comparing 
the symmetrically weighted average values of neighboring 
pixels around the central pixel, this algorithm effectively 
reduced computational complexity. Additionally, a feature 
fusion algorithm was proposed by leveraging the 
advantages of directional gradient histograms. 
Experimental results demonstrated that this algorithm 
exhibited stronger robustness under complex lighting 
conditions compared to many other state-of-the-art 
algorithms [18]. Boukezzoula et al. presented a calculation 
equation for the Bellman-Zadeh decision method based on 
intervals. The main objective was to maintain the 
flexibility of interval algorithms and interval reasoning. In 
this framework, decision-makers can choose the optimal 
solution within the specified decision criteria boundaries. 
This method considered risk decision criteria and can also 
incorporate other decision criteria in a similar manner. The 
Bellman-Zadeh decision problem, using membership 
functions, can be transformed into an interval arithmetic 
problem [19]. Kacher et al. proposed an algorithm for 
solving fully fuzzy multi-objective transportation problems 
using fuzzy harmonic averaging techniques. Firstly, they 
mathematically formalized FFMOTP and decomposed it 
into a three-level (lower, middle, and upper) multi-
objective linear programming problem using fuzzy 
algorithms. Then, by employing fuzzy harmonic mean, the 
three-level multi-objective linear programming problem 
was transformed into a three-level single objective linear 
programming problem. The combination of fuzzy optimal 
solutions was obtained by solving these three levels of 
single objective linear programming problems [20]. 
Bharati et al. utilized interval-valued intuitionistic 
hesitation fuzzy sets to identify the limitations of previous 
optimization techniques research. They proposed a new 
optimization technique and developed a computational 
algorithm suitable for various real-life multi-objective 
optimization problems in engineering and management 
sectors. Additionally, a step-by-step calculation algorithm 
was constructed, which extended the application of fuzzy 
optimization technology and intuitionistic fuzzy 
optimization technology [21]. Delgoshaii A. and other 
experts designed a prediction method based on a 
comprehensive fuzzy algorithm to predict the innovative 
development mode of the supply chain. This method 
utilized the fuzzy weights of various factors in the support 
vector machine algorithm and implemented the model 
using Python. Experimental results demonstrated that this 
method outperformed the baseline method with smaller 
errors and higher prediction accuracy. It accurately 
predicted technological development in the green supply 
chain [22]. To enhance the obstacle avoidance capability 
of basketball robots, researchers like Shi developed a fuzzy 
dynamic obstacle avoidance algorithm based on multi-
sensor data fusion technology. This algorithm involved 
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constructing a motion model of the robot and analyzing 
methods for controlling the robot's direction, speed, and 
position. A fuzzy obstacle avoidance strategy was then 
proposed and simulated for testing. The experimental 
results showed that the fuzzy obstacle avoidance strategy 
improved the obstacle avoidance ability of basketball 
robots. The tracking algorithm exhibited robustness and 
effectiveness [23]. However, existing fuzzy facial 
recognition methods (such as reference [24]) also have 
limitations in dealing with uncertainty. 

In summary, experts have conducted research on facial 
image recognition algorithms and encryption algorithms, 
with a focus on improving the recognition accuracy and 
encryption security of the algorithms. Many experts have 
also conducted a lot of research on the integration of fuzzy 
computing theory with other fields of technology. 
However, the combination of facial recognition encryption 
algorithms and fuzzy computing theory is not very 
common. Nonetheless, there are numerous decision 
problems that can be solved by fuzzy computation in 
practical applications of facial recognition encryption 
algorithms. Therefore, designing an algorithm that 
combines fuzzy computation with facial recognition 
encryption algorithms holds certain value in handling 
fuzzy and incomplete information more effectively. 
 
2 RESEARCH ON FACIAL IMAGE ENCRYPTION 

ALGORITHM BASED ON DISTRIBUTED FUZZY 
COMPUTING THEORY 
 
This study improves upon the commonly used facial 

recognition algorithm, 2-D Kernel Principal Component 
Analysis (K2DPCA), by integrating fuzzy ideas and 
combining type data and sample distribution through 
relevant attribution functions. The nearest neighbor 
classifier is utilized for actual classification and 
recognition. This study comprehensively considers 
multiple factors such as data volume, communication, and 
encryption security. The encryption algorithm employed is 
a chaotic system, and the original image is encrypted using 
a highly sensitive chaotic system combined with the 
MapReduce program. 

 
2.1 Research on Face Recognition Method Based on Fuzzy 

K2DPCA 
 
Face recognition technology has a wide range of 

applications in different fields of society, and encryption 
algorithms play a very important role in face recognition 
technology. Facial images are first transformed into digital 
features for comparison and recognition using face 
recognition technology. Encryption algorithms in face 
recognition serve to protect the privacy and security of 
facial images. To enhance the performance of facial 
recognition encryption algorithms, the research proposes a 
method for facial recognition that integrates fuzzy 
computing and two-dimensional kernel principal 
component analysis. Additionally, a method that combines 
chaotic systems and the MapReduce parallel computing 
framework is designed for facial image encryption. The 
overall research process is illustrated in Fig. 1. 

From Fig. 1, it can be seen that the first step of facial 
recognition and encryption methods is to introduce fuzzy 
computation based on 2D kernel principal component 

analysis (K2DPCA). The second step calculates 
membership, and the third step defines a fuzzy divergence 
matrix. The fourth step incorporates sample information 
into feature extraction, the fifth step extends the criteria for 
determining class separability to high-dimensional feature 
spaces, the sixth step selects the optimal projection axis, 
and the seventh step performs classification recognition. 

 
Introducing Fuzzy 

Computing

Calculate membership 
degree

Defining fuzzy divergence 
matrix

Fusion of sample 
information and feature 

extraction

Criteria for judging the 
separability of promotion 

categories

Select the optimal 
projection axis

Classification recognition

Input image data of 
different categories

image segmentation

Map operation

Reduce operation

Encrypted image
 

Figure 1 The overall process of research methods 
 
Steps one to seven comprise the facial recognition 

portion. The eighth step involves inputting image data of 
different categories, the ninth step segments the image, the 
tenth step performs a Map operation, the eleventh step 
performs a Reduce operation, and the twelfth step outputs 
the encrypted image. Steps eight to twelve constitute the 
image encryption part. K2DPCA is a widely used method 
for facial recognition. Compared to traditional one-
dimensional Principal Component Analysis (PCA), 
K2DPCA preserves the two-dimensional structure of the 
original image, better retains spatial information in facial 
images, and exhibits higher computational efficiency when 
processing large-scale data. However, its computational 
complexity remains relatively high [25]. This may pose a 
challenge in situations that demand rapid processing, such 
as facial recognition. Furthermore, K2DPCA solely selects 
feature vectors corresponding to relatively large feature 
values as the optimal projection axis, discarding some 
facial information that aids discrimination. As a result, the 
accuracy of projection axis selection decreases, leading to 
suboptimal problems [26]. In response to the difficulty of 
precise classification and the issue of edge categories 
involved in the application of K2DPCA technology in 
facial recognition, this study first integrates fuzzy thinking 
into K2DPCA, and then combines the type data of samples 
with their distribution through relevant attribution 
functions, integrating them at the feature extraction stage; 
Afterwards, the classification differentiation criteria for the 
samples in high-dimensional space will be set; Finally, the 
nearest neighbor classifier is used for actual classification 
and recognition. The K2DPCA method can map face 
image data with nonlinearity and non-separability into a 
high-dimensional feature space. It constructs the optimal 
hyperplane in this space to achieve linear separability. 
When introducing fuzzy concepts into K2DPCA, the class 
center in the high-dimensional feature space and the 
membership of samples in the class are calculated using the 
fuzzy K-nearest neighbor algorithm. Subsequently, the 
fuzzy divergence matrix in the high-dimensional feature 
space is defined, and the obtained information is 
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incorporated into facial feature extraction. The calculation 
of fuzzy membership is a key aspect of fuzzy set theory, 
elucidating the strength of the relationship between 
elements and fuzzy set members. Common methods for 
calculating fuzzy membership include the maximum 
membership method and the average membership method. 
The calculation process of the maximum membership 
method is depicted in Eq. (1). 
 

        max , ,...,u               (1)  

 
In Eq. (1),  ,  , and   are all fuzzy sets,  u 

represents the maximum membership,  represents the 

element,    represents the degree of the membership 

of the element   in the fuzzy set  , and     

represents the degree of the membership of the element   
in the fuzzy set  . The calculation process of the average 
membership method is shown in Eq. (2). 

 

        , ,..., /u                (2)
  

In Eq. (2),  u  represents the average membership 

degree, and   represents the number of fuzzy sets. Eq. (3) 
describes the membership function of the sample obtained 
based on the fuzzy K-nearest neighbor criterion [27]. 
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In Eq. (3), ( )i jk  is the degree of dependence of the k 

sample of class j on class i, and ( )i jkn  is the number of 

samples belonging to class i among the K nearest neighbor 
samples of the k sample of class j. The membership matrix 

( )i jk      of the training sample can be obtained through 

calculation. Eq. (4) describes the sample mean of the i - 
class sample in the high-order feature space obtained 
through the fuzzy mean calculation equation. 
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In Eq. (4), ( )k
jA is the total value of the sample in the 

high-order feature space, and m is the fuzzy index. Eq. (5) 
describes the fuzzy intra-class divergence matrix of the 
sample. 
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Eq. (6) describes the fuzzy intra-class divergence 

matrix of the sample. 
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In Eq. (6), Fu  represents the mean of the population 

sample, and its expression is described by Eq. (7). 
 

1 1

1
( )

n jc
k
j

j k

Fu A
N


 

  (7)  

 
In Eq. (7), N represents the total number of samples. 

Eq. (8) describes the fuzzy population divergence matrix 
of the sample. 
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Eq. (9) describes the relationship between the fuzzy 

inter-class divergence matrix, the fuzzy intra-class 
divergence matrix, and the fuzzy overall divergence 
matrix. 

 

t b wFS FS FS            (9) 

 
In high-dimensional feature spaces, various facial 

samples can be linearly distinguished, however, in the 
original image space, this linear boundary may not exist 
[28]. Fig. 2 shows a three-dimensional spatial model. 
According to Fig. 2, it is assumed that the red, blue, and 
black lines represent the distribution characteristics of any 
two facial sample images in the space. In three-
dimensional space, the red and black lines form two non-
coplanar straight lines that can be linearly distinguished. 

 

Z

YX
 

Figure 2 3D spatial model 
 
After obtaining the optimal projection axis for the 

training sample, it can be used to create an optimal 
projection space. Fig. 3 shows the optimal projection axes 
and related projections obtained for two types of facial 
samples. It can be concluded that when facial image 
features can be represented in a high-dimensional feature 
matrix in the form of a single point, the distinction between 
the two samples can be determined by calculating the 
distance between two points in the two-dimensional space. 
The degree of this difference will be evaluated by the size 
of the distance and used as a criterion for determining the 
degree of category separation in high-dimensional space. 
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Figure 3 Optimal projection axis and correlation projection obtained from two 

types of facial samples 
 
The judgment process is described by Eq. (10). 
 

1
2 2 2 2

1 2 1 2 1 2 1 2( , ) ( ) ( ) ( )dist x x y y z z              (10)
  

In Eq. (10), β1 and β2 are both points in the feature 
space model. If the dimension of the image vectors for any 
two facial samples is the same, which is 1 × 3, then the 
eigenvectors corresponding to their larger eigenvalues are 

1w , 2w , and 3w . The feature vector that can make the intra-

class divergence less than the inter-class divergence after 
projection is selected as the optimal projection axis, and 
this process is described by Eq. (11). 

 
T T
i b i i w iw FS w w FS w             (11)

  
In Eq. (11), iw is the optimal projection axis in the 

optimal projection space. You can choose feature vectors 
corresponding to smaller feature values as the optimal 
projection axis. This method not only extracts more facial 
recognition features that are helpful for recognition, but 
also solves the misclassification problem caused by the 
inter-class distance being smaller than the intra-class 
distance after using the nearest neighbor classifier to 
project the test sample. Eq. (12) describes the optimal 
discriminative features of faces. 

 

2 ( )T
FK DPCAY w A              (12)

  

2
T
FK DPCAw is the optimal projection space. Finally, the 

nearest neighbor classifier is used for classification and 
recognition, which is described by Eq. (13). 
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When solution pY  belongs to class i sample, test 

sample testY  is a class i facial image. 

 
2.2 Construction of Image Encryption System Based on 

Mapreduce Parallel Computing Framework and Chaos 
System Fusion 
 
Common algorithms, such as encryption based on 

matrix transformation or pixel displacement, use iteration 

limit or heuristic algorithms to perform matrix 
transformation on the image data matrix, that is, to disrupt 
the position of each pixel in the original image matrix to 
achieve the effect of encrypting the original image [29]. 
This ensures that the original image cannot be recognized 
after encryption, thereby achieving image encryption. Eq. 
(14) describes the commonly used transformation method, 
Arnold transformation [30]. 
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In Eq. (14), x and y are any point (x, y) in the image 

matrix, while 'x  and 'y  are the transformed points. Based 

on Eq. (14), an image encryption algorithm can be 
implemented by transforming the points in the image data 
matrix and changing the pixel positions of the image data 
matrix. This process can be completed by limiting the 
number of iterations or using heuristic algorithms, as 
described by Eq. (15) [31]. 
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In Eq. (15),  , 0,1, 2,..., 1x y N  , and N represents 

the order of the image matrix. It can be seen that encoding 
methods based on matrix transformation or pixel 
recombination mainly utilize mathematical transformation 
to reconstruct each pixel position in the original image 
matrix. This can scramble the pixel positions in the original 
image data matrix, achieving the scrambling effect. 
However, this approach has a significant drawback, as it 
only adjusts the pixel position in the original image without 
changing the grayscale value of the original image, no 
matter how complex or how many rounds of 
transformation this strategy undergoes [32]. Therefore, the 
histogram of the encoded image will not change, which 
makes this algorithm relatively weak in resisting attacks, 
resulting in low security [33]. 

In the field of image encryption, chaotic systems are 
highly sensitive to small changes in initial conditions and 
parameters, and have lower computational complexity 
compared to other encryption algorithms. Chaotic systems 
also possess multidimensional and unpredictable 
properties that can increase the difficulty of cracking the 
system. Furthermore, chaotic systems also have 
universality and can better represent sample data. There are 
six common image encryption algorithms: matrix 
transformation/pixel permutation-based, pseudo-random 
sequence-based, compression encoding-based, key image-
based, secret segmentation and sharing-based, and chaotic 
system-based [34]. However, encryption methods based on 
matrix transformation/pixel permutation have weak attack 
resistance and poor security. The method based on pseudo-
random sequences has relatively simple operations and 
therefore, poor security. The method based on compression 
encoding is time-consuming and can affect the encryption 
efficiency of the algorithm. The traditional key image-
based methods have the problem of poor security, while the 
improved methods have the problem of long encryption 
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time and low efficiency. Secret segmentation methods 
have a strong dependence on sub keys, and secret sharing 
methods also bring a significant burden to data 
transmission when addressing the shortcomings of secret 
segmentation methods [35, 36]. Chaotic systems are 
sensitive to initial conditions, and image encryption 
systems are also sensitive to key images. Therefore, 
applying chaotic systems to image encryption systems is 
advantageous. Fig. 4 shows the encryption process of the 
chaotic system. It can be seen that all image data undergoes 
specific operations with the set generated by the chaotic 
system, transforming the original image information into 
new values similar to noise signals, thereby achieving the 
purpose of image encryption. The decryption process is the 
opposite. First, under the same initial conditions, a chaotic 
system is used to generate the same initial sequence set, 
and then the encrypted image information undergoes 
opposite operations with the set. This way, the noise-like 
signal that is added can be removed, and the final dataset 
obtained is the original image data. 

 

Encryption key

Chaotic signal 
generator

Chaotic signal 
sequence flow

Decryption key

Encrypted image OriginalOriginal

Chaotic signal 
generator

Chaotic signal 
sequence flow

 
Figure 4 Chaotic system encryption process 

 
Eq. (16) describes the encryption process based on 

chaotic systems. 
 

*
1 (1 )n n nX X X               (16)

  

In Eq. (16), * is used as a constant parameter to 

control chaotic behavior, nX represents the current state 

value, and 1nX   represents the next state value. Taking into 

account multiple factors such as data volume, 
communication, and encryption security, this study has 
decided to use chaotic systems as encryption algorithms. 

This study utilizes the MapReduce program and a 
highly sensitive chaotic system to encrypt original images. 
MapReduce, a programming model for processing large-
scale data, can be decomposed into smaller sub-tasks, 
facilitating parallel processing when facing heavy tasks. 
MapReduce establishes distributed servers to run various 
tasks in parallel and manages data transmission within the 
system. MapReduce has scalability and fault tolerance and 
can leverage its advantages in multithreading, such as 
large-scale image data encryption. The core advantage of 
the MapReduce parallel computing framework is its ability 
to expand data processing on multiple computing nodes 
without modifying the corresponding program for each 
node, greatly reducing the time spent on updates. 
MapReduce comprises the Map stage and the Reduce 
stage. The Map stage divides input data into independent 
blocks and processes them in parallel, generating a set of 
key-value pairs for each block. The Reduce stage processes 

all key-value pairs output by the Map stage, aggregating 
and processing all values corresponding to the same key by 
the same Reduce task. Fig. 5 depicts the entire MapReduce 
system structure. It shows that data are first segmented and 
a map is established for them; then, the data are sorted in 
the map and split from memory to disk; the data is read out 
from the disk and run in memory, and then stored again on 
the disk; finally, a reduce integration operation is 
performed on all results to obtain the output. 

 

Data split 0

Data split 1

Data split 2

Data split n

Map
Buffer in 
memory

Other maps

Other maps

Other maps

Merge

Merge

Reduce

…

Fetch

 
Figure 5 MapReduce system structure 

 
The MapReduce model simplifies parallel processing 

of large amounts of data, allowing developers to focus on 
the task itself rather than worrying about the complex 
details of distributed systems. Ordinary image encryption 
programs require a high level of security, ensuring that 
encrypted images are highly sensitive to changes in key 
data, thereby increasing the difficulty of cracking 
encrypted images. Therefore, this program is suitable for 
encrypting original images using chaotic systems that are 
highly sensitive to keys. Based on the characteristics of 
image data and image encryption, this study chose the 
MapReduce parallel computing framework and chaotic 
system to execute the computational process of distributed 
image encryption, which is highly suitable and efficient. 
Fig. 6 shows the architecture of an image encryption 
system based on the MapReduce parallel computing 
framework and chaotic system. It reveals that the image 
segmentation algorithm is first applied to partition the 
original image, which presets the initialization stage of the 
Map operation. Then, a chaotic system iteratively 
calculates each segmented sub-image, followed by a Map 
operation where each node independently completes its 
own task. Finally, the results of all Map operations are 
summarized, and a Reduce operation is performed to 
obtain the final encrypted image. 

 

Input raw image 
data

Image 
segmentation

Map operation

Reduce operation

Encrypted 
image

Map operation process

Map operation process

 
Figure 6 Encryption system architecture 

 
3 EXPERIMENTAL RESULTS AND ANALYSIS OF 

ALGORITHM PERFORMANCE DETECTION 
 
This experiment is divided into two stages. Firstly, the 

K2DPCA algorithm based on fuzzy computing theory was 
tested for its recognition performance in facial images. 
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PCA, two-dimensional principal component analysis 
(2DPCA), and K2DPCA were selected as comparative 
experimental subjects, and experiments were conducted on 
facial image databases Olivetti Research Laboratory 
(ORL) and YALE, respectively. Secondly, experiments 
were conducted on the algorithm's facial image encryption 
performance and security performance, and images from 
the image set were randomly selected as encryption 
objects. 

 
3.1 Experimental Results and Analysis of Facial 

Recognition Performance Detection 
 
In order to evaluate the recognition performance of the 

K2DPCA algorithm based on fuzzy computing theory for 
facial images, this study conducted experiments using 
PCA, two-dimensional principal component analysis 
(2DPCA), and K2DPCA as comparative experimental 
objects. The facial image libraries ORL and YALE were 
used for the experiments. The image dataset consisted of 
2436 image data, with each image size of 12k and an image 
matrix size of 220 × 220. The original image resolution was 
108500 × 81500 (approximately 8.84 billion pixels), with 
a PSD format file of 24GB and a Tiff format file of 3.9GB. 
The experimental platform comprised 1 Master node and 7 
Worker nodes, where the Master node also served as a 
Worker node. The Master node was responsible for 
constructing the map node, receiving messages in the 
reduce stage, and integrating images. The Worker nodes 
were responsible for encrypting assigned subgraphs. To 
ensure comparability, 5 facial images of individuals were 
selected as training samples from each sample library in 
order, and the remaining samples were used for testing.  
 

(a) Comparison of facial recognition 
performance on ORL

(b) Comparison of facial recognition 
performance on YALE
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Figure 7 Comparison of best recognition performance 

 
Fig. 7 presents a comparison of the best recognition 

performance of the four methods on different facial image 
sets. It can be observed that the Fuzzy K2DPCA method 
demonstrated greater stability and efficiency in overall 
performance compared to the three traditional facial 
recognition methods (PCA, 2DPCA, and K2DPCA). The 
overall recognition accuracy of the Fuzzy K2DPCA 
method was above 75%, with a maximum accuracy of 
94.3%. By incorporating fuzzy membership information, 
the Fuzzy K2DPCA method effectively integrated 
category and distribution information into the feature 
extraction process, addressing edge category and hard 
classification problems encountered in face recognition. 
Additionally, through the establishment of classification 
separation criteria for high-dimensional feature spaces, the 

Fuzzy K2DPCA method achieved direct dimensionality 
reduction of the original samples. Ultimately, the optimal 
projection axis was selected based on projected feature 
vectors with inter-class divergence greater than intra-class 
divergence, allowing feature vectors corresponding to 
smaller non-zero eigenvalues to participate in the selection 
process. 

Tab. 1 displays the average recognition accuracy of the 
four methods on different facial image sets. It is evident 
that the K2DPCA algorithm combined with fuzzy 
computing theory exhibited significantly higher 
recognition accuracy compared to the other three 
comparative algorithms on these two image sets. As the 
number of samples increased, this algorithm showed a 
maximum improvement in recognition accuracy of 18 
percentage points, with an initial recognition accuracy 
above 75% to 25 percentage points higher than the other 
three comparative algorithms. The highest recognition 
accuracy achieved by this algorithm was 94.3%, surpassing 
other algorithms by 13 to 37 percentage points. The 
incorporation of fuzzy computing theory in facial image 
recognition has demonstrated favorable performance in 
recognition accuracy, consistent with reference [37], 
highlighting the benefits of integrating fuzzy computing 
theory in facial image recognition. 

 
Table 1 Average recognition accuracy 

ORL facial image set 
Algorithm 

Sample 
1 2 3 4 5 

PCA 50.1% 52.3% 53.6% 54.6% 57.2% 
2DPCA 52.6% 55.3% 55.8% 57.1% 59.4% 

K2DPCA 67.5% 74.3% 76.9% 79.8% 81.3% 
Fuzzy-

K2DPCA 
76.8% 87.3% 89.1% 92.2% 94.3% 

YALE facial image set 
Algorithm 

Sample 
1 2 3 4 5 

PCA 53.2% 54.3% 53.6% 55.8% 58.4% 
2DPCA 55.4% 55.3% 58.7% 60.1% 59.7% 

K2DPCA 66.9% 69.7% 73.4% 75.4% 76.1% 
Fuzzy-

K2DPCA 
77.1% 79.5% 84.6% 86.7% 88.2% 

 
3.2 Experimental and Result Analysis of Facial Image 

Encryption Performance Detection 
 
To evaluate the performance of the facial image 

encryption method developed by the research institute, an 
experimental environment was first established. The 
platform consisted of one Master node and seven Worker 
nodes, each equipped with an Intel Core i5-5200u 2.2GHz 
dual-core/quad-threaded CPU, a 500GB hard disk, and 
4GB of memory. The operating system used was Windows 
10 (64 bit). Additionally, the Mapreduce MPI parallel 
library was configured on the machine, and the 
experiment's programs and data were stored in the same 
directory. To visually demonstrate the changes before and 
after applying the encryption algorithm to facial images, 
random images from the dataset were selected for 
experimentation. Fig. 8 presents a comparison between the 
original and encrypted images. It is evident that the clear 
image prior to encryption displayed uniformly distributed 
noise after being encrypted by the algorithm [38]. The 
facial feature information in the original image was 
effectively concealed, reflecting the successful operation 
of the encryption algorithm. 



Yunxiao LUO, Ju LI: Face Image Encryption Using Fuzzy K2DPCA and Chaotic MapReduce 

1150                             Technical Gazette 31, 4(2024), 1143-1153 

(a) Before image encryption (b) After image encryption  
Figure 8 Comparison of original image and encrypted image 

 
A security analysis of the image encryption was 

conducted by examining the image histogram, which 
displays the distribution of all data points. In image 
encryption, if the histogram exhibits uniformity, it 
indicates a better encryption effect. Fig. 9 depicts the 
histogram of the image processed using the proposed 
algorithm. The encrypted image shows high definition and 
discernible facial features, as evidenced by the non-
uniform distribution of quality in the histogram. 

 

(a) Before image encryption (b) Histogram of image before encryption  
Figure 9 Original image and its histogram before processing 

 
Fig. 10 presents the histogram of the image processed 

using the proposed algorithm. It can be observed that the 
encrypted image exhibits uniform noise, making it 
impossible to discern any facial feature information. The 
histogram reflects a uniform quality distribution, indicating 
a successful encryption effect. The MapReduce parallel 
computing framework has demonstrated excellent 
performance in facial image encryption, consistent with 
reference [38], which highlights the advantages of utilizing 
this framework in facial image encryption. 

 

(a) After image encryption (b) Histogram of image after encryption  
Figure 10 The processed original image and its histogram 

 
Next, the real-time performance of the chaotic 

encryption algorithm proposed in this study was analyzed 
and compared with the Advanced Encryption Standard 
(AES) and Asymmetric Cryptographic Algorithm (RSA). 
Fig. 11 illustrates a comparison of the running time for 
encrypting and decrypting a large number of images using 

these three algorithms. It is evident that the chaotic 
encryption algorithm exhibits significantly shorter running 
times compared to the other two algorithms, both in the 
encryption and decryption processes. Although the running 
time increased for all three algorithms as the number of 
samples grew, the chaotic encryption algorithm performed 
exceptionally well [39]. For instance, when the number of 
samples reached 100, the chaotic encryption algorithm 
completed the task in only around 400 ms. Even when the 
sample size increased to 1000, the running time remained 
at approximately 800 ms, considerably lower than the other 
two algorithms. 

 

(a) Encryption run time (b) Decryption run time
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Figure 11 Comparison of running time 

 
Tab. 2 shows the acceleration ratios of the encryption 

and decryption time of the chaotic encryption algorithm 
and AES algorithm. It can be seen that as the number of 
samples increased, the acceleration ratios between the two 
fluctuated around 0.5, and the amplitude was small, 
ranging from 0 to 0.03. The running time of the chaotic 
encryption algorithm was about half of that of the AES 
algorithm, and its performance was better. Chaos 
encryption algorithm has shown good performance in 
facial image encryption, which is consistent with reference 
[39], demonstrating the benefits of using chaos encryption 
algorithm in facial image encryption. 

 
Table 2 Acceleration ratio of encryption and decryption time 

Image collection size 
(pieces) 

Chaos encryption 
algorithm 

AES Speed up 

100 472 943 0.50  
300 948 1877 0.51  
500 1358 2873 0.47  
700 1897 3781 0.50  

1000 2354 4779 0.49  

 
To better evaluate the performance of chaotic 

encryption algorithms, this study selected common facial 
recognition encryption algorithms for comparison. The 
comparative algorithms included Data Encryption 
Standard (DES) [40], Rivest Shamir Adleman algorithm 
(RSA) [41], and Elliptic Curve Cryptography (ECC) [42]. 
Additionally, all four algorithms underwent five image 
encryption tests, with the encrypted image data sourced 
from the ORL database. The comparison of recall rates for 
the four algorithms is presented in Tab. 3. 

 
Table 3 Comparison of recall rates of four algorithms 

Algorithm 
Number of experiments 

1 2 3 4 5 
Chaos encryption 

algorithm 
97.3% 96.5% 95.6% 96.8% 97.1% 

DES 78.3% 73.5% 77.9% 75.2% 73.6% 
RSA 80.1% 79.4% 78.6% 79.5% 81.7% 
ECC 82.3% 83.7% 85.5% 84.9% 86.2% 
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Tab. 3 illustrates that the chaotic encryption algorithm 
achieved a maximum recall rate of 97.3% and a minimum 
value of 95.6%. The DES algorithm achieved a maximum 
recall rate of 78.3% and a minimum value of 73.5% [43-
44]. The RSA algorithm achieved a maximum recall rate 
of 81.7% and a minimum value of 78.6% [45]. Lastly, the 
ECC algorithm achieved a maximum recall rate of 86.2% 
and a minimum value of 82.3%. It is evident that the 
chaotic encryption algorithm provided distinct advantages 
in terms of recall rate, thus indicating its superior 
performance [46]. 

 
4 CONCLUSION 

 
Considering the multitude of decision problems that 

fuzzy computation can solve in practical applications of 
facial recognition encryption algorithms, this study aimed 
to effectively handle fuzzy and incomplete information. 
Building upon the two-dimensional kernel principal 
component analysis of common facial recognition 
algorithms, improvements were made by integrating fuzzy 
concepts. This was accomplished by combining type data 
of samples with their distribution using relevant attribution 
functions. Taking into account factors such as data volume, 
communication, and encryption security, a chaotic system 
was employed as the encryption algorithm. The 
MapReduce program was combined with a highly sensitive 
chaotic system to encrypt the original image. Experimental 
results demonstrated that the Fuzzy K2DPCA method 
exhibited greater stability and efficiency in overall 
performance compared to the three traditional face 
recognition methods, namely PCA, 2DPCA, and 
K2DPCA. The overall recognition accuracy surpassed 
75%, with a maximum of 94.3%, which was 13 to 37 
percentage points higher than the other algorithms. The 
algorithm successfully obscured facial feature information 
in the original image by transforming it into uniformly 
distributed noise following encryption. Analysis of the 
security performance of image encryption revealed that the 
encrypted image displayed uniform noise, making it 
impossible to discern facial features. The histogram 
demonstrated a consistent quality distribution, indicating a 
strong encryption effect. Furthermore, the real-time 
performance of the proposed chaotic encryption algorithm 
was analyzed. When the number of samples reached 100, 
the running time of the chaotic encryption algorithm was 
approximately 400ms. Even with a sample size of 1000, the 
running time remained around 800ms, significantly lower 
than the other two algorithms. The acceleration ratio 
between the chaotic encryption algorithm and AES 
fluctuated around 0.5, further highlighting the superior 
performance of the chaotic encryption algorithm. While 
this study effectively improved the encryption algorithm 
for facial image recognition, there are certain limitations to 
consider. Firstly, the impact of lighting on facial image 
recognition was not taken into account. Future research can 
analyze the influence of the external environment on facial 
image recognition to enhance accuracy. Secondly, for very 
large databases, this method may be limited by 
computational overhead and security. Future 
enhancements can explore approximate fuzzy techniques 
and hybrid encryption to further improve efficiency and 
robustness. Thirdly, there is still room for improvement in 

the real-time performance and security of chaotic systems. 
Future research can consider integrating heuristic 
algorithms into chaotic systems for optimization. Lastly, 
the classifier can be further optimized. Future research 
could explore alternative methods to optimize the nearest 
classifier or adopt new methods for facial classification. 
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