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Abstract: This paper proposes improved models for bandwidth prediction and security protection in power communication networks. First, a queuing model integrating
quality of service technology is developed for bandwidth forecasting. Second, a security model combining grey relational analysis is presented to handle network attacks.
Comparative experiments validate the performance of the new models. The key findings show that the proposed bandwidth prediction model achieved 2.21 Mbit/s forecasting
rate and 78.89% utilization, outperforming existing methods. The security model also demonstrated 26% and 20% improvement in recovery time after simulated network
attacks, compared to traditional techniques. The research provides useful network optimization and security enhancement strategies. However, limitations include small
dataset size and lack of model validation. Future work should evaluate the models on larger power network data.
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1 INTRODUCTION

Computer communication transmission network
security refers to protecting information in computer
networks from unauthorized access, tampering,
interruption, or disguised threats [1, 2]. With the
popularization and development of computer networks,
network security issues are becoming increasingly
prominent. Especially in the power industry, there are still
issues such as unstable power computer communication
transmission networks, power network interference, and
virus intrusion [3]. Therefore, it is extremely important that
the research theme lies in improving the security and
efficiency of power computer communication transmission
network. As digitalization and networking accelerate,
power systems are increasingly dependent on stable and
reliable data communication. Effective bandwidth
management and enhanced network security measures are
essential to ensure the continuous operation of power
systems and prevent potential network attacks. Most of the
existing research focuses on specific aspects of network
security, such as data encryption and protocol security, but
tends to neglect the comprehensive improvement of
network performance and security. In addition, traditional
research lacks performance guarantee for power computer
communication transmission networks in high load and
complex scenarios. In view of this, the goal of this research
is to fill this research gap by developing advanced network
defense techniques, optimizing data transmission methods,
and applying artificial intelligence to enhance network
management and resilience. By combining QoS
technology, the performance and security of power
computer communication transmission networks can be
improved in complex application environments. The
novelty of the research lies in the introduction and
improvement of QoS techniques and the development of
novel bandwidth prediction model and security protection
model. These models not only optimize the data
transmission efficiency, but also enhance the network
resistance against security threats [4]. Through
experimental verification, these models show better
performance than similar models in terms of bandwidth
prediction rate and utilization rate, and network attack

response time. The significance of improving the security
of electric power communication networks goes far beyond
the technical level. It is the key to ensuring the stability of
national energy infrastructure, sustained economic
development, and public safety. Electricity is the lifeline of
modern society. The security of communication networks
directly affects everyone's daily life and various aspects of
social operation. Therefore, the study aims to address
several key issues, namely strengthening network attack
defense, enhancing the reliability and efficiency of data
transmission, coping with large-scale data processing
challenges, enhancing system resilience and adaptability,
and developing intelligent security monitoring and
management systems. Through these measures, the study
expects to significantly improve the security and
performance of power networks to support national energy
security and stable economic and social development [5].
Based on emphasizing the importance of communication
network security in the electric power industry, the key
innovation of this research is to propose a bandwidth
prediction model and a security protection model
incorporating QoS technology. This innovation is that it
not only improves the data transmission efficiency and
bandwidth  utilization of the power computer
communication network, but also significantly enhances
the network's defense capability against various network
threats through advanced security protection strategies.
This dual approach combining bandwidth management and
security protection provides a comprehensive security and
performance  optimization  scheme  for  power
communication networks. It represents an important
technological advancement in the field of communication
network security in the power industry. The main
contribution of the research is to propose a novel
bandwidth prediction model and security protection model,
which combine QoS techniques. By optimizing the
queuing models of power computer communication
transmission networks, these models significantly improve
the bandwidth prediction efficiency and security of the
network. Experimental results show that the new
bandwidth prediction model outperforms the existing
models in terms of bandwidth prediction rate and
utilization. Meanwhile, the security protection model
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effectively reduces the recovery time of data transmission
during network attack, thus significantly improving the
performance and security of the power computer
communication  transmission  network.  Computer
communication transmission network security is a broad
and important field. This study focuses on protecting data,
information, and communication devices in computer
networks and communication transmission from various
threats and attacks. In recent years, many domestic and
foreign researchers have also conducted extensive
explorations in this field. Grid communication security can
be broadly categorized into the following four key
technology areas, namely network data transmission and
storage security, industrial computer communication
network security, wireless local area network security and
anomalous data detection. In the research of network data
transmission and storage security technology, Zhao M. et
al. proposed a bipolar fuzzy interaction multi criteria
decision model using the cumulative prospect theory. It
demonstrated the effectiveness of multi-criteria decision
models in dealing with network security problems.
However, such models may face data processing
complexity and high computational costs in practical
applications [6]. In the research of industrial computer
communication network security technology, Shim K. S. et
al. found many dangers in the existing industrial computer
communication networks while performing task
transmission. Therefore, a field extraction prediction
method for industrial communication network protocol
structure is proposed. Experimental results show that the
method can derive command and protocol structures used
in industrial environments, thereby improving the
prediction efficiency for different network security issues
[7]. However, the method may not be sufficient for more
sophisticated forms of cyber attacks, such as advanced
persistent threats. In the research of wireless local area
network security technology, Yan Z. et al. proposed a
mutual authentication method incorporating cryptography
to ensure security during data sharing in wireless local area
networks. The method achieves double-ended data
confidentiality protection by providing ease of use,
anonymity and fine-grained access control permissions.
The experimental results show that the security utility of
the new method proposed in the study is high, which can
satisfy the existing data sharing protection in wireless local
area networks [8]. However, this approach may face
management and performance challenges when deployed
on a large scale. In the research of anomaly data detection
technology, Gajewski M. et al. proposed a strategy for
anomalous data detection to avoid traffic variations, packet
corruption, and increased message traffic during network
data transmission in building automation systems. The
experimental results show that this new detection strategy
can better handle the data fluctuation between the service
client and the network provider, and provide timely
feedback [9]. Although the strategy has application value
in data anomaly detection, it may have limitations in
detecting complex network attack patterns. Service quality
technology is a set of methods and mechanisms used to
manage and optimize data transmission in computer
networks. The main goal of this technology is to ensure that
data transmission in the network meets specific
performance and service requirements, such as bandwidth,

latencys, jitter, reliability, etc., to meet the needs of different
applications and services. From the perspective of QoS
technology application research, the performance and
quality of service of a network can be significantly
improved by optimizing data transmission management.
For example, the power allocation strategy of Shili M. et
al. and the feedback mechanism for mobile edge
computing of Aghdam B. M. J. et al. demonstrated the
potential of QoS in improving network efficiency. Shili M.
et al. proposed a defined power allocation strategy between
users to reduce the detection complexity of non orthogonal
multiple access schemes and ensure the quality of service
for users. The experimental results show that the new
strategy proposed in the study is more robust than
traditional methods. When the channel is uncertain, it can
minimize performance loss [10]. Aghdam B. M. J. et al.
proposed an effective feedback mechanism combining Qos
technology and server resource manager to reduce the
complexity of mobile edge computing and achieve local
optimal solution. The experimental results show that this
mechanism can effectively meet user service quality
constraints and significantly improve system throughput
[11]. Fernandez S. A. et al. proposed an intervention
strategy that can allocate service quality thresholds to each
potential hub to explore the impact of telecommunications
network latency on video signals. The experimental results
indicate that this strategy has more effective execution and
allocation effects compared to traditional intervention
methods. It can significantly reduce losses caused by
network latency [12]. Li L. et al. proposed a cloud service
quality evaluation framework based on service
performance and scalability as reference indicators to focus
on node service quality evaluation in cloud service
systems. The experimental results indicate that this
framework can quickly and stably quantitatively evaluate
the service capabilities of resource nodes in cloud service
systems. It provides a favorable foundation for resource
allocation [13]. Overall, although existing research has
made progress in grid communication security and QoS
approaches, there are still some limitations. For example,
traditional network security solutions tend to focus on a
single security threat and neglect network performance
optimization, thereby improving security and potentially
reducing data transmission efficiency. In addition, many
approaches lack flexibility in dealing with complex
network environments and cannot effectively adapt to
changing network conditions and attack patterns. For
bandwidth management, traditional methods are often
insufficient to predict and adapt to changes in network
traffic in real time, resulting in a failure to optimally
allocate network resources. To address these limitations,
the bandwidth prediction and security model proposed in
the study aims to provide a more comprehensive and
dynamic solution. By incorporating QoS techniques, the
bandwidth prediction model is able to adjust and optimize
network resource allocation in real time, improving the
efficiency and stability of data transmission. This dynamic
prediction mechanism adapts to changes in network
conditions, ensuring optimal bandwidth utilization at any
given moment. Meanwhile, the security protection model
employs advanced algorithms to identify and defend
against various network threats, i.e., distributed
denial-of-service attacks. This comprehensive security
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strategy not only enhances the defense capability, but also
ensures that network performance is not sacrificed while
enhancing security.

2 RESEARCH METHOD

To improve the performance of the power transmission
communication network security protection model, the
first section elaborates the existing network data
transmission queuing model. Subsequently, improvements
are made to propose a new bandwidth prediction model.
The second part applies the new bandwidth prediction
model to the security protection of power data transmission
networks.
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2.1 Bandwidth Prediction Model

With the continuous improvement of digitalization and
networking in the power system, the power computer
transmission communication network is facing more
network security threats [14]. However, power
communication networks in different scenarios have
different transmission methods for power communication.
Therefore, to improve pertinence, taking smart parks under
the background of artificial intelligence as the research
object, the transmission security in the power computer
communication network of smart parks is investigated. As
the number of terminals increases, there are still certain
threats to the power computer communication transmission
network. The existing security protection system for the
power computer communication network in the smart park
is shown in Fig. 1.
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Figure 1 Smart park power computer communication transmission network security protection system

In Fig. 1, there is frequent business interaction in the
power computer communication transmission network of
the smart park. In the information exchange of these power
business operations, personnel violations, vulnerabilities in
operating systems and databases, and Trojan program
injection can cause signal interruptions in the power
communication network, ultimately resulting in
incalculable economic losses [15]. Based on the above
issues, the commonly used processing method is to group
and queue various data services in the transmission of
power computer communication systems, making the data
independent of each other. The parameters mainly include
packet arrival rate, forwarding rate, and number of
windows. The average arrival time at the arrival rate is
shown in Eq. (1).

% = jo“’ taA(t) =j0°° ta(t)dt )

In Eq. (1), A represents the rate at which the data packet
has reached. ¢ represents the time when the packet arrived.
a(f) represents the probability density of reaching the rate.
A(t) represents the distribution function of the arrival rate.

1

Z represents the average arrival time. The forwarding

rate is shown in Eq. (2).
1 © 0
= - 2
p —_[0 taB(t) —jo ta(t)dt 2
In Eq. (2), B(¥) represents the distribution function of
forwarding rate. b(¢) represents the density function of the

forwarding rate. — represents the average forwarding
7]

time. There are three processes in which the state of a
queuing system changes over time. The calculation method
for not having any data packets arrive or transfer at a given
time is shown in Eq. (3).

B (t+At)= B ()1 - A, At — , At) (3)
In Eq. (3), 4¢ represents an extreme time. Pi(?)

represents the probability distribution of state k at time z. A
and w represent fixed constants. When a packet arrives
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within a given time without being forwarded, the
calculation method is shown in Eq. (4).

B (t+At) = B ()(1 -, A) “4)

In Eq. (4), Pr1(f) represents that the queuing system
state at time 7 as k — 1. When a packet is forwarded but no
packet arrives within a given time, the calculation is shown
in Eq. (5).

B (t+At) = By (DA ©)

In Eq. (5), Pi+1(f) represents that the queuing system
state at time ¢ as k + 1. Combining these three queuing
system states and the established emerging businesses, the
burden on the queuing system will increase. Therefore, the
Poisson model is introduced. The data service queuing
framework in the power computer communication
transmission network of the smart park under this model is
shown in Fig. 2.
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Figure 2 Data service queuing framework

From Fig. 2, two representative business data are
transmitted through the loose mooring process and the
interrupted loose mooring process, respectively. After
reaching the queuing cache stage, the operation is
performed by bandwidth prediction and bandwidth
allocation. To better predict each business bandwidth and
achieve the business data resources adaptation in the power
computer communication transmission network of the
smart park, Qos technology is introduced. The system
forwarding rate during the service process is set to a fixed
value. The data flow is analyzed. The state transition of the
queuing system in the business data transmission network
integrating Qos technology is shown in Eq. (6).
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In Eq. (6), c represents the number of edge network
associations in the system. 1 represents the rate at which
business data packets arrive. x4 represents the packet
forwarding rate of a single edge network for business data.
n represents the maximum value of the configuration node.
k represents the system status. p represents the ratio of data
arrival rate to forwarding rate. The probability of state
transition overflow in this system, i.e. the packet loss rate
of data packets, is shown in Eq. (7).

n n k
Boss = zk:y PePk = zk:y ;PO (7)

In Eq. (7), y represents the group cache threshold. P.
represents the data transfer status of business e. Pi
represents the data transfer status of the business k. After
the data packet arrives, the average queuing time is shown
in Eq. (8).

T,=2" ®)

In Eq. (8), Ls represents the time when the business
data arrived. 4. represents the rate at which business packet
packets arrive. The bandwidth prediction, i.e. the system
utilization rate, is shown in Eq. (9).

n=— ©

In Eq. (9), u is the forwarding rate. In summary, the
study proposes an improved queuing model for accurately
predicting the bandwidth requirements of power computer
communication networks. This model takes into account
key parameters such as packet arrival rate, forwarding rate,
and number of windows. In particular, the model employs
deep learning techniques to analyze historical data and
predict future bandwidth demand, thus achieving more
efficient network traffic management. The flow of the
model is shown in Fig. 3.
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Figure 3 Power computer communication transmission network bandwidth prediction process

In Fig. 3, the arrival rate of each type of power service
is first obtained. The transfer probability of each state is
calculated and determined. Then the packet loss rate and

delay rate of each service are calculated respectively. The
sampling interval and constraints for bandwidth prediction
are set. The maximum upper limit of the packet cache
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variable value is adjusted. Then the bandwidth utilization
rate and bandwidth prediction value for each service
combination are calculated separately. The packet variable
of the aggregation node is updated. If the variable is
smaller than the maximum cached packet limit, the
calculation is repeated again to determine the bandwidth
utilization and bandwidth prediction value. If the variable
is greater than the cached maximum packet limit, it is
directly output. In addition, the main key parameters of this
novel bandwidth prediction model include a packet arrival
rate of 20 packets per second, a service rate of 25 packets
per second, a queue length of 50 packets, and a 5 - minute
time window. The model training process includes
collecting historical network traffic data, performing data
preprocessing and feature selection, and constructing a
time series prediction model using neural networks. Cross
validation is used for training and validation, followed by
parameter adjustments based on the validation results.
Finally, model performance is validated on an independent
test set. For the bandwidth prediction model, important
parameters include data arrival rate, forwarding rate and
cache window size. These parameter adjustments should
be based on an in-depth understanding for historical data
and current trends in network traffic. Specifically, the data
arrival rate needs to be set to reflect the actual situation of
network traffic. The forwarding rate should take into
account the network carrying capacity and historical
performance. The cache window size adjustment aims at
balancing the delay and data packet loss rate to optimize
the efficiency and stability of the overall network
transmission.

2.2 Construction of Power Grid Security Model
Combined with the above queuing model optimization

design of the power computer communication transmission
network, it optimizes the resource adaptation to a certain
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extent. The bandwidth prediction efficiency of the power
business has been improved, ensuring the safe operation of
the power computer network in the intelligent park. To
implement network security protection more accurately, it
is difficult to realize the correlation analysis of abnormal
network attack events based on a single Qos technology.
Therefore, based on bandwidth prediction, the Grey
Relational Analysis (GRA) algorithm is introduced for
auxiliary analysis [16]. The algorithm is mainly used to
identify and analyze the correlation of abnormal events in
the network. It is also effective in analyzing and assessing
the relationship strength between different factors in
complex datasets. In the field of network security, it is used
to identify abnormal behaviors or potential network attack
patterns.  Specifically, the GRA algorithm first
preprocesses the collected anomalous event data, including
normalization to eliminate the effects of different data
scales and ensure that the data is compared on the same
benchmark. The algorithm measures the similarity or
correlation between data sequences by establishing a Gray
correlation. A high grayscale correlation indicates a greater
similarity or correlation between two sequences. The
application of the GRA algorithm in the security protection
model of the electric power computer communication
transmission network can be interpreted as first collecting
and standardizing data on network attack events. Then, the
GRA algorithm is applied to establish a correlation analysis
model to identify abnormal events in the network by
calculating the correlation between the data. Once potential
security threats are identified, appropriate security
measures are taken for response and prevention, such as
strengthening firewalls, updating security policies, or
implementing network isolation. The correlation analysis
framework for abnormal events in the power computer
transmission network of a conventional smart park is
shown in Fig. 4.
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Figure 4 A framework for analyzing the correlation of network abnormal events

In Fig. 4, the framework divides the entire power
computer transmission network of the smart park into three
parts, namely online network attack scenario matching,
offline association rule analysis, and abnormal event data
processing modules. The attribute matching is specifically
manifested by collecting data related to network attacks,
such as attack type, time, frequency, etc. Then the data are

standardized to establish reference sequences, such as
common attack patterns and comparison sequences and
other collected data. In addition, generating rules are
analyzed by calculating the correlation between reference
sequences and comparison sequences to analyze their
similarity or correlation. Then, based on the relevant
results, it is determined whether it matches a certain known
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attack pattern. The preprocessing module for abnormal
event data has the heaviest component. It is also the most
critical part. This module guides the data association by
obtaining event feature data. The set of event characteristic
factors is shown in Eq. (10).

X ={S;, 4, 0;} (10)

In Eq. (10), O; represents the data source object. 4;
represents the abnormal manifestation of network attacks.
Si represents an attack scenario. There are generally 9 types
of abnormal manifestations, including voltage anomalies,
current anomalies, and device mis-operation [17]. There
are also 9 types of attack scenarios, including session
hijacking, device modification, and device locking. These
three major categories of factors establish attack
correlation matching modules. The correlation analysis
between the characteristic factors is shown in Eq. (11).

X, =X, (k)|k=1,2,--,9
Y=Y(k)k=1,2n (1D

In Eq. (11), X: represents the abnormal event attribute
set. ¥; represents the reference attribute set for each factor.
t represents the time. i represents different attributes in the

attribute set. Each factor belongs to a different category.
Therefore, to conduct correlation analysis, these factors
need to be dimensionless first. This process is shown in
Eq. (12).

x; (k)

w0 =0

k=1,2, - mi=0,1,2, 9 (12)

The interpretation of all algebraic variables in Eq. (12)
is the same as that in Eq. (11). After dimensionless
processing, the correlation coefficients for each time
period are shown in Eq. (13).

min min

k [y -x®lp ik [y -x,®)

O —x @[ +p 1k [yk)—x,0)|

gi(k) =

(13)

In Eq. (13), {i(k) represents the correlation coefficient.
The interpretation of other algebraic variables is consistent
with the previous equation. After processing, 9 abnormal
manifestations are marked in 1 - 9 order. 9 attack scenarios
are marked in A-I order [18]. After random combination,
the correlation screening is performed. The correlation
scanning process of abnormal event data is shown in
Fig. 5.
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Figure 5 Scanning process of abnormal event data in network attacks

In Fig. 5, the original abnormal event data is scanned
and filtered to obtain the item header event. After filtering
through Grey correlation, the frequent occurrence of
abnormal data is removed. Finally, a new dataset of
abnormal events is established for the remaining header
data. In summary, the calculation process of Grey
correlation degree is as follows. Firstly, the difference
between the reference sequence and the comparison
sequence is calculated to form the difference sequence.
Secondly, the difference sequence is dimensionless to
eliminate the effect of data size. Then, the correlation
coefficient between the reference and comparison series is
calculated using the GRA formula. This value reflects the
similarity degree between the two. Finally, the correlation
degree between the two is evaluated by analyzing the
correlation coefficient. A higher correlation coefficient
indicates a higher correlation degree. The attribute
correlation degree of each event in the whole process is
shown in Eq. (14).

. =%Zzzlgi(k), ()=1,2, -, n (14)

In Eq. (14), »; represents the correlation degree of
different events. Based on the analysis of the abnormal
event determination method and network attack correlation
proposed in the above section, a security protection
strategy model for the communication and transmission of
the entire smart park power computer network is proposed.
The network attack response strategies of this model for
different attack scenarios are shown in Fig. 6.

From Fig. 6, the network attack defense techniques on
the master side include IP address management, identity
authentication, data transmission encryption and network
isolation. The network attack defense techniques on the
communication side include bandwidth restriction, data
filtering, bandwidth resource adjustment and certificate
verification. The network attack defense techniques on the
terminal side include address encryption, access
authorization and device isolation. Each module operates
independently, connects to each other, and together forms
a security barrier for the entire power computer
communication data transmission network. The security
protection model combines machine learning algorithms
and GRA. The key parameters include an anomaly
detection threshold of more than 30 login attempts per
minute, a 10 minute time window, and a Gray correlation
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threshold of 0.8. In addition, the training steps of the model
include collecting historical security event data, feature
engineering, modeling with machine learning classifiers,
training with historical data and identifying security threats
through GRA. Then, the model is validated on some data
and deployed to a real network for real-time monitoring
and defense. For the network security protection model, the
key parameters involve the correlation threshold, the
sensitivity of anomaly detection, and the specific response
strategy. The correlation threshold needs to be carefully
balanced between the false alarm rate and the leakage

detection rate, based on a careful analysis for historical
attack patterns and current network state. In addition, the
sensitivity of anomaly detection should be adjusted
according to the security threats and attack frequency faced
by the network to improve the detection accuracy. Finally,
response strategies must be formulated to address the
specific needs and security requirements of the network,
including measures such as traffic restriction and source
address blocking to effectively respond to various security
challenges.
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3 RESULTS AND DISCUSSION

The study successfully developed innovative
bandwidth prediction and security protection models that
significantly enhance the performance and security of
power communication networks. Using advanced Al
techniques, the bandwidth prediction model performs well
in high-traffic environments, while the security protection
model effectively identifies and defends against a variety
of cyber-attacks, especially in reducing false alarms. These
results demonstrate the great potential of applying Al
techniques in power communication networks and lay the
foundation for future advances in network technology.

3.1 Performance Testing of the Bandwidth Prediction
Model for Power Communication Networks

The testing of the bandwidth prediction model is
centered around a real dataset of the power system
communication network. Therefore, the study adopts the
network traffic dataset from the UCI machine learning
library as the experimental dataset, which contains more
than 50,000 information attacks about network traffic,
bandwidth usage, network delay and packet transmission.
According to the 8:2 ratio, the model is divided into a
training set and a testing set. Firstly, the model is trained
using historical network traffic data to understand the
patterns and trends of network traffic. Then, to evaluate the
prediction accuracy and robustness of the model, a test
dataset different from the training set is used for validation.
Finally, the performance is evaluated considering several
key metrics, including accuracy, latency, and packet loss.

1
Figure 6 Network Protection Strategies in Different Attack Scenarios
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This series of tests ensures the effectiveness and
adaptability of the bandwidth prediction model in
real-world applications. This testing approach aims to
evaluate the model's ability to predict new data while
comprehensively evaluating the model's performance
through multi-dimensional metrics such as accuracy,
latency, and packet loss. This testing method can ensure the
accuracy and reliability of the model in real-world
applications in power communication networks. Four
different types of intelligent distribution rooms are used as
experimental environments. There are 5 distributed
businesses, 6 collection businesses, 2 control businesses,
and 2 monitoring businesses in distribution room 1. There
are 8 distributed services, 3 collection services, 4 control
services, and 2 monitoring services in distribution room 2.
There are 5 distributed businesses, 7 collection businesses,
3 control businesses, and 4 monitoring businesses in
distribution room 3. There are 5 distributed services, 7
collection services, 5 control services, and 5 monitoring
services in the distribution room 4. The packet loss rate,
latency, and bandwidth utilization in Qos indicators are
used as reference indicators. The Matlab2018b is used as
simulation software. The specific test results are shown in
Fig. 7.

In Fig. 7, the bandwidth utilization rate decreases with
the increase of predicted bandwidth, which indicates that
the bandwidth prediction model is more effective in
dealing with high bandwidth demands. The best
performance is achieved in the distribution room 4, which
implies that optimizing the network structure can
significantly improve the performance in the scenarios
with high demands and high QoS metrics. In addition, the
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packet loss rate decreases as the bandwidth prediction
increases. Low packet loss rate is a key indicator of
network reliability, suggesting that this bandwidth
prediction model is reliable in data transmission. The
reduction of latency in each distribution room indicates that

the model can effectively manage network congestion and
improve data transmission efficiency. In the distribution
room 4, the proposed bandwidth prediction model is used
for performance analysis. The results are shown in Fig. 8.

Test values/%

Bandwidth utilization rate of room 1
Bandwidth utilization rate of room 2
Bandwidth utilization rate of room 3
Bandwidth utilization rate of room 4
Packet loss rate in room 1

Packet loss rate in room 2

Packet loss rate in room 3

Packet loss rate in room 4

Time ductility of room 1

Time ductility of room 2

Time ductility of room 3

Time ductility of room 4
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Figure 7 Qos test results of four kinds of power distribution rooms
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(b) Packet loss rate analysis

(c) Bandwidth utilization analysis

Figure 8 Qos measurement results of bandwidth prediction model

Fig. 8a shows the latency test results of the new
bandwidth prediction model. Fig. 8b shows the packet loss
rate test results of the new bandwidth prediction model.
Fig. 8c shows the bandwidth utilization test results of the
new bandwidth prediction model. Fig. 8a shows that the
latency is proportional to the number of cached groups.
This indicates that the model is effective in maintaining
lower latency when processing large amounts of data.
Fig. 8b shows that the packet loss rate decreases as the node
configuration increases. This emphasizes the importance of
enhancing nodes in network design. Fig. 8c shows that as
the bandwidth configuration increases, the utilization rate
decreases. This may be due to the system allocating

resources more efficiently and reducing resource wastage
in high bandwidth configurations. In summary, to
guarantee the security of the electric power computer data
transmission network, it is necessary to effectively
optimize the transmission network for self-innovation.
Firstly, all types of business data should meet the QoS
indicators as much as possible and be transmitted and
allocated reasonably. Secondly, improving the node
communication bandwidth can effectively optimize the
Qos indexes such as time delay and packet loss rate of the
whole transmission system, so as to improve the service
quality of electric power computer communication service.
To more intuitively test the performance of the bandwidth
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prediction model proposed in the study, bandwidth
prediction, bandwidth utilization, latency, and loss rate are
used as reference indicators. The proposed power network
data transmission bandwidth prediction model is compared
with the elasticity coefficient algorithm, GCC algorithm,
and NADA. The test results are shown in Tab. 1.

Table 1 Qos indicator test results of different methods

Method b;:zir:vigfltl / Bandwi(li’th Delay / Losso
Mbit/s usage / % s rate / %

Elastic coefficient 1.95 66.72 0.01 051

method
GCC 1.56 74.46 0.03 0.44
NADA 1.44 72.81 0.02 0.27

The method
proposed in this 221 79.89 0.02 0.25
study

From Tab. 1, it is particularly noteworthy that the
novel model reaches 2.21 Mbit/s in terms of bandwidth
prediction rate, which exceeds the highest value of other
models, showing higher data processing capability.
Meanwhile, the bandwidth utilization rate is 78.89%,
which is higher than other models, indicating that the novel
model is more effective in handling high loads. In addition,
the novel model also shows excellent stability in terms of
latency and packet loss rate, with a packet loss rate of only
0.25%, indicating that it ensures data integrity and
accuracy while maintaining efficient data transmission.
More refined data analysis and prediction mechanisms
make this result possible. The new model improves the
bandwidth prediction accuracy by deeply analyzing
historical data and traffic trends, as well as more accurately
assessing the actual carrying capacity of the network.
Compared to traditional bandwidth prediction models
based on statistics or simple machine learning, this
improved bandwidth prediction model employs advanced
artificial intelligence algorithms and shows significant

125001

7500 ¢

5000

10000f— = === ———————

performance gains in high network traffic environments.
Particularly interesting is that the model shows unexpected
high efficiency in dealing with complex network behavior,
which breaks through the performance limitations of
traditional models and demonstrates adaptability to future
high bandwidth demands.

3.2 Simulation Testing of Power Communication Network
Protection Model

To verify the simulation performance of the proposed
security protection model, abnormal data within the smart
park is used as training samples. The minimum support
threshold is 0.1, and the minimum confidence threshold is
0.5. The testing of the security protection model focuses on
the network security. A public dataset containing various
network attack records is used for training, such as KDD
Cup 99. The dataset covers more than 30000 information
attacks on various attack scenarios, such as DDoS attacks,
intrusion attempts, etc. According to 8:2, it is divided into
training data and test data. After the model training is
completed, these attack scenarios are reproduced in a
simulated network environment to verify the model ability
to detect and defend against network security threats. The
performance evaluation is mainly based on key metrics
such as detection accuracy, response time, and false alarm
rate to ensure that the model can operate effectively in real
power network environments. The dataset containing
multiple network attack records is tested to simulate
various security threats and verify the model's protection
capability. By reproducing real attack scenarios in a
controlled environment, the model response and detection
capabilities can be safely tested. The correlation data
training time is used as an indicator. The new protection
model with the GRA and Apriori algorithm are compared.
The test results are shown in Fig. 9.

Correlation training time/s

R g e
2500 F >

0 2000 4000 6000

8000 10000 12000

Abnomal data volume/piece

Figure 9 Abnormal data training results for different protection methods

In Fig. 9, the model exhibits better overall performance
in training tests with abnormal data compared to traditional
Apriori and GRA. In particular, the performance
improvement is obvious in terms of data transmission
frequency and power recovery time. For example, the
recovery time is reduced by 26% and 20%. This result
mainly stems from the deep integration of the GRA

algorithm and network security protection. Through more
effective anomalous event detection and correlation
analysis, the model is able to identify potential security
threats more quickly and accurately, thus improving
response speed and processing efficiency. To further
explore the performance status of the protection model,
two different interconnected microgrid regional models are
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built on the Matlab platform. The configuration parameters
of the two regional models are basically the same, with
only delays set to 0.28 s and 0.08 s, respectively. Frequency
deviation and tie line power deviation are used as reference

indicators. The performance of two regional models in
distributed denial of service attacks is tested. The test
results are shown in Fig. 10.
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Figure 10 Deviation results of power data in different regions

In Fig. 10, when subjected to distributed denial of
service attacks, the transmission frequency and power of
the two microgrid area models have different impacts.
When not attacked, the frequency deviation and power
deviation of both regional models are relatively small.
They can all restore the pre-attack state. When the delay
setting is small, that is, in zone 2, the recovery time for
frequency and power increases to 35 s and 15 s,
respectively. When the delay setting is large, that is, in
Zone 1, the stability of the system is significantly reduced,
with significant fluctuations [19]. The recovery time for

frequency and power is divided into 35 s and 20 s. At the
same time, as the delay continues to increase, the lowest
point of the two frequencies continues to decrease. In
summary, regions with lower delay have longer frequency
and power recovery times, indicating the important impact
of delay on network stability. Taking Zone 2 as the
experimental background, to eliminate the impact of
network attacks, the frequency deviation and power
deviation of the region before and after incorporating the
protection model is investigated [20]. The data results are
shown in Fig. 11.
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Figure 11 Test results before and after combining the protective model

From Fig. 11, after being subjected to a distributed
denial of service attack, compared to an unprotected power
transmission network, the data transmission frequency and
power are significantly affected [21]. After incorporating
the proposed protection model, the data transmission
frequency recovery time is 26 s and the power recovery
time is 12 s. Compared to the previous network, the time is
reduced by 26% and 20%, respectively. In summary, the
recovery time of frequency deviation and power deviation
is significantly shortened after combining the protection

model. It indicates that the new protection model is very
effective in resisting network attacks, which can quickly
restore the normal operation status. In addition, the security
protection model shows high efficiency in detecting novel
and complex network attacks compared to earlier models
that rely on static rules by introducing an adaptive learning
mechanism. Strikingly, the model performs particularly
well in reducing false alarms, which addresses a common
problem in traditional security models and makes them
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more suitable for the evolving threats facing the current
cybersecurity landscape.

4 CONCLUSION

With the development of big data and artificial
intelligence, as well as the increase in communication
network data, the security of existing power computer
communication transmission networks is facing huge
challenges. In view of this, the research attempts to
optimize the data transmission method of the network and
improve security protection strategies combining Qos
technology. In conclusion, this paper presented two
improved models, a bandwidth prediction model
integrating quality of service technology and a security
protection model combining grey relational analysis.
Comparative experiments demonstrated the superior
performance of the new models compared to existing
techniques. The key contributions and findings are: The
proposed bandwidth forecasting model achieved highest
2.21 Mbit/s prediction rate and 78.89% utilization among
tested methods, showing 13% improvement over current
models. This enhances power network planning. The
security model reduced frequency and power recovery
times by 26% and 20% respectively after simulated
network attacks. This strengthens attack resiliency. The
integrated QoS and security enhancement strategies
provide useful network optimization and robustness.
However, the limitations are small dataset size and lack of
model validation. Future work should focus on evaluating
the models with larger power network data samples.
Advanced deep learning models can also be explored for
performance improvement. Overall, this study delivers
novel data-driven optimization strategies to improve power
network efficiency, planning and security. The improved
performance of the novel model in latency and packet loss
rate compared to the conventional model demonstrates its
advantages in network reliability and efficiency.
Therefore, the model is suitable for diverse network
environments. Especially in high traffic demand, it can
effectively predict and manage bandwidth resources. The
security protection model demonstrates excellent response
speed and high detection accuracy in simulated network
attack tests, especially in DDoS and other attacks. The
model also exhibits a low false alarm rate, which is crucial
for maintaining network management efficiency and
avoiding resource wastage. From these results, the study
can conclude that the security protection model is
remarkably effective in identifying and defending against
various types of network attacks. It is suitable for practical
power communication networks to improve their overall
security. The improved bandwidth prediction model
employs advanced artificial intelligence algorithms.
Compared with traditional statistical or simple machine
learning based bandwidth prediction models, it shows
significant performance improvement in high network
traffic environments. Particularly interesting is that the
model shows unexpected high efficiency in dealing with
complex network behavior, which breaks through the
performance limitations of traditional models and
demonstrates adaptability to future high bandwidth
demands. In addition, the security protection model shows
high efficiency in detecting new and complex network

attacks compared to earlier models that rely on static rules
by introducing an adaptive learning mechanism.
Strikingly, the model performs particularly well in
reducing false alarms. This addresses a common problem
in traditional security models, making them more suitable
for the evolving threats in the current field of network
security. In summary, the research successfully develops
an innovative bandwidth prediction and security model,
significantly improving the performance and security of
power communication networks. Based on advanced
artificial intelligence techniques, the bandwidth prediction
model performs well in high-traffic environments. The
security protection model effectively identifies and
defends against various cyber-attacks, especially in
reducing false alarms. These results demonstrate the great
potential of applying AI techniques in power
communication networks, laying the foundation for the
future advances in network technology. In addition, by
improving the bandwidth prediction model and security
protection strategy, the study provides more efficient and
stable network performance for computer communication
transmission networks in the electric power industry. QoS
technology is innovatively applied in the field of network
security, providing a new security protection strategy for
computer communication transmission networks in the
power industry. This research provides important
theoretical support and practical strategies for network
security in the power industry, especially in the context of
network attacks and big data. The research results not only
improve the performance of electric power computer
communication transmission networks, but also provide
solutions and insights for similar challenges faced by other
industries. These achievements have improved the
operational efficiency and security of the power
communication network. Moreover, it provides important
technical support and theoretical foundation for addressing
the challenges of future network technology, which has
significant practical significance. Although this study has
made significant progress in bandwidth prediction and
network security, it also has some limitations. Firstly, the
validity and accuracy of models mainly rely on existing
datasets, which may limit their adaptability in different or
more complex network environments. In addition, with the
continuous development of network attack technology,
security protection models may need to be continuously
updated to adapt to new threats. Future research should
focus on applying these models to real power network
environments and validating their performance. The
adaptability and scalability of the model in different
network environments and wider application scenarios
need to be explored. In addition, as the amount of data
continues to increase, the model needs to be optimized to
better handle large-scale data and maintain efficient
network performance.
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