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Improving Spam Intrusion Detection with the Machine Learning-Enhanced Chaotic Horse
Ride Optimization Algorithm
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Abstract: Automated spam detection, utilizing feature selection (FS) and machine learning (ML), categorizes and identifies unsolicited messages, like spam emails. The
goal is to accurately differentiate and filter out spam, enhancing overall email security. This research presents the Chaotic Horse Ride Optimization Algorithm with Machine
Learning-Driven Spam Detection and Classification (CHROA-MLSDC). CHROA-MLSDC efficiently classifies spam and non-spam through preprocessing and CHROA-based
feature selection. It incorporates the Variation Auto Encoder (VAE) model and the Bat Algorithm (BA) for potential performance improvements. Simulations on Ling spam,
Enron, Spam Assassin, and CSDM C2010 datasets demonstrate significant enhancements in precision, recall, accuracy, and execution speed compared to existing systems.
CHROA-MLSDC achieves notable accuracy: 99.35% on Ling spam, 98.80% on Enron spam, 99.92% on Spam Assassin spam, and 98.02% on CSDM C2010 spam. Recall
rates range from 97.82% to 98.05%. CHROA-MLSDC consistently outperforms similar methods, exhibiting accuracy from 96.91% to 97.55%. Execution time analysis reveals
CHROA-MLSDC's consistently faster performance across all datasets. In summary, CHROA-MLSDC excels in spam detection, surpassing other methods across various

evaluation metrics.
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1 INTRODUCTION

In today's age of information technology, the sharing
of data has become incredibly efficient and rapid. Various
platforms for global data sharing are available, with email
being a cost-effective and straightforward method for
worldwide data exchange [1, 2]. However, the simplicity
of email also makes it susceptible to various attacks, with
spam being one of the most common and dangerous
threats. Unwanted and irrelevant emails are a significant
annoyance to recipients, consuming their time and
resources [3]. Moreover, emails may contain malicious
elements such as URLs or attachments, which can lead to
security breaches in the recipient's system. In essence,
spam comprises unsolicited and irrelevant messages sent
by hackers to multiple recipients via emails or other means.
As a result, there is a substantial demand for securing the
email system [4]. Spam emails often carry Trojans, viruses,
and more, as hackers use this method to lure users into
various online scams. They send spam messages
containing attachments with various file extensions and
URLSs that direct users to spam websites, often resulting in
identity theft or financial fraud [5]. Some email providers
allow users to create rules based on keywords for
automatically filtering emails. However, this approach is
not very effective, as it is intricate, and users are generally
reluctant to customize their email settings, leaving their
email accounts vulnerable to attacks [6]. A more effective
solution is to develop a model that enables email recipients
to automatically detect spam [7]. This model is commonly
referred to as a spam detection technique and is primarily
categorized into two types: statistical and non-statistical
approaches [8]. Generally, non-statistical approaches are
more robust than statistical ones. Statistical detection
models search for specific keyword patterns in email
messages. Several spam detection techniques using
machine learning (ML) models have been explored. It is
crucial to minimize the computational resources required
for spam detection, as it must keep pace with the massive
volume of emails from bulk mailers [9]. Feature selection
(FS) and parameter optimization techniques are employed

to reduce resource consumption while maintaining a high
detection rate. FS involves selecting only relevant features
or feature sets from a pool of all available features [10]. FS
helps eliminate unnecessary features to avoid
computational overhead. Parameter optimization aims to
fine-tune the parameters of the spam detection model to
discover the optimal configuration for the detection system
[11]. While previous techniques have considered
parameter optimization for spam detection models, they
often lack detailed explanations of the process. In this
study, a novel approach called the Chaotic Horse Ride
Optimization Algorithm with Machine Learning-Driven
Spam Detection and Classification (CHROA-MLSDC) is
introduced. The primary goal of the CHROA-MLSDC
method is to effectively categorize spam and non-spam
content. To achieve this, the CHROA-MLSDC technique
initially preprocesses the input data. For the feature
selection process, the CHROA-MLSDC approach employs
the CHROA technique to select relevant subsets of
features.

2 RELATED WORKS

Srinivasarao and Sharaff [12] present a hybrid
classifier that depends on sentiment analysis (SA) and
SMS spam classification. Word2vec data augmentation
was utilized after the data pre-processing to extract the
features. Next, the features were given to equilibrium
optimization (EO) and six different feature selection
approaches. Then, optimal elements are given into a hybrid
SVM and KNN method to categorize SMS messages.
Bhardwaj and Sharma [13] attempt to find email spam by
building an ensemble mechanism with the use of bagging
and boosting ML approaches. The data utilized in the study
is Ling-Spam Corpus. The system identifies spam emails
by bagging the J48 decision tree and ML-related
multinomial Naive Bayes (MNB) classifiers and boosting
the method of transforming weak classifiers into strong
ones by applying the Adaboost method. Samarthrao and
Rohokale [14] present the email spam recognition
approach for text and image datasets. In this study, the
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main contribution is the growth of an adaptive capsule
network and multi-objective feature selection for email
spam recognition. While utilizing the textual data, two
feature  extraction  methodologies  like  Term
Frequency-Inverse Document Frequency (TF-IDF), and
Term Variance (TV) utilized, where the colour
correlogram and Walsh-Hadamard Transform (WHT)
were utilized as the feature extraction algorithms to
manage the image dataset. Rayan et al. [15] introduce a
new ML-related hybrid bagging approach for e-mail spam
detection by integrating dual ML approaches: J48 (decision
tree) and RF. The presented structure classifies the e-mail
into spam and ham. Likewise, stop word removal,
tokenization, and stemming were effectuated in the
pre-processing stage. Additionally, for choosing the
essential attributes from the pre-processed data correlation
feature selection (CFS) was utilized in this study.
Ramanujam et al. [16] introduce multilingual SMS spam
data and devise a hybrid DL approach that integrates the
LSTM and CNN methods for categorizing the message
datasets. Poonkodi et al. [17] developed the Enriched
Firefly Optimization Algorithm (EFOA) approach
efficiently choosing appropriate features from upper
dimensional spaces utilizing the fitness function. The spam
classification was accomplished through ANN, once the
optimal feature space was recognized using EFOA. The
E-mail spam dataset was pre-processed initially, and then
the abstracted textual attributes were Semantic-related
reduction and Features weights upgraded with the use of
optimized semantic WordNet. Rajakani et al. [18] develop
a method to perform intrution recognition. Different to
classical ML methods namely SVM, and NB, a DNN is
immune to different fluctuating surroundings. This study
devises the application of CountVectorizer for performing
feature extraction on text-related data. Bosaeed et al. [19]
present a tool to identify spam from outgoing SMS
messages, though the work can be implemented for
outgoing and incoming SMS messages. To be specific, the
author developed a system that has several ML-related
classifiers built through three classification approaches
NB, SVM, and Naive Bayes Multinomial (NBM) and five
pre-processing and feature extraction approaches. Isa Avci
and M. Koca [20] BMS DDoS assaults are the emphasis of
the article on smart building cybersecurity issues caused by
IoT expansion. A technique integrating Slime Mould
Optimization, Artificial Neural Network, and Support
Vector Machine was proposed after conventional methods
failed. The program estimates DDoS risk (97.44%) and
assaults (99.19%) with great accuracy. The CIC IoT
Dataset 2022 validates the model's performance in various
IoT devices and protocols. The research stresses the need
of BMS cyber security for smart building security and
safety. Isa Avc and Mehmet Y. [21] combinatorial
optimization problem of weapon target assignment
(WTA). It uses the Salp Swarm Algorithm (SSA) to
approximate solutions and the Salp Hybrid Algorithm
(SHA) to forecast target probabilities. Isa Avc and M. Koca
[22] proposes an ML-based network intrusion detection
solution to improve cybersecurity for millions of online
users. Traditional systems are ineffective, thus Al is used.
The study uses feature selection approaches to assess
Random Forest, K-Nearest Neighbors, Support Vector
Machine, and Decision Tree ML algorithms. Random

Forest trumps others with 99.72% accuracy. The research
emphasizes detecting dangerous and benign cyber-attacks,
improving intrusion detection accuracy.

3 THE PROPOSED MODEL

In this study, we have presented an automated spam
detection and classification technique, called the
CHROA-MLSDC model. The intention of the
CHROA-MLSDC method lies in the effectual
classification of spam and non-spam content. It comprises
several sub-processes such as data pre-processing, feature
selection using CHROA, VAE-based classification, and
BA-based parameter tuning. Fig. 1 depicts the workflow of
the CHROA-MLSDC algorithm.
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Figure 1 Workflow of CHROA-MLSDC system
3.1 Dataset

1. Ling Spam Dataset is most likely associated with the
task of spam detection and may consist of a collection of
emails or messages that have been classified as either spam
or non-spam. It is possible that this dataset involves the
identification of spam. A wide variety of attributes that are
obtained from these conversations may be included in the
dataset. These qualities may include the content,
information about the sender, and other relevant factors.

2. The Enron dataset is a dataset that is employed
extensively in the domains of study pertaining to machine
learning and email correspondence analysis. The Enron
Corporation, an energy company that had a crisis in the
early 2000s, is the source of both of these terms. The
dataset contains a wide variety of emails that were sent by
employees of Enron. As a result, it is extremely useful for
evaluating patterns of email communication, identifying
spam, and carrying out other operations linked with these
activities.

3. The Spam Assassin Dataset is an open-source
system that is in widespread usage for filtering spam
emails. The dataset that is thought to be associated with
Spam Assassin is most likely made up of a collection of
emails that have been classified as either spam or
non-spam. For the aim of training and testing spam
detection algorithms, the data may comprise aspects such
as the content of emails, information about the sender, and
other relevant features.

4. The abstract of the CSDM C2010 Dataset does not
contain any information that is easily accessed with ease.
It is possible that CSDM C2010 refers to a dataset that is
directly related with the detection or classification of spam,
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which may have been compiled for the express aim of
research. In order to get knowledge on the properties and
characteristics of this dataset, it is necessary to consult the
literature or material that is associated with CSDM
C10000.

3.2 BC Technology Data Pre-processing

The message database in consideration has been
unprocessed. Consequently, it must be pre-processed still
being regarded any more [23]. The pre-processing step has
3 stages. First, the tokenization of text data can be
measured. Tokens can be words which can be divided into
the rest of the phrases.

3.3 Feature Selection using CHROA

To elect the optimal set of features, the CHROA was
used. The CHROA algorithm is based primarily on chaos
theory and HROA concepts [24]. Chaos is in an unbalanced
state by focusing on earlier conditions. It improves the
quality of solutions and prevents optimum local difficulties
in different optimization techniques. CHROA is
represented as "dominant horse" with dysfunctional social
abilities. Once the grain was rare, high status horse might
ban low status horse from blocking animal of low social
rank from eating at all. Access to resource can be ranked in
the horse herd directed by the dominant stallion and mare,
based on hierarchical position of horses within the herd. At
first, the hierarchy of horse in a herd can be described by
the fitness level. Assume a herd of &k horses, where P
indicates the function.

Herd ={H,, .., H,} (M
P=Herd > 1, ..., 2)

If fitness (H,) < fitness (H,), where x # y and,
y e {l...K}, then

P(H,) >P<Hy) 3)

If fitness (H,) = fitness (H,), where x # y and,
y e {l...K}, then

[P(#.)-P(H,)](x-7)>0 ©)

The rank of horse H, can be determined by:

P(H,)
K

H . —Rank of each horse = (5)

All the herds have centres that are corresponding to
weighted average of position of horse from the herds;
therefore, the weights represent a rank of the horse:

ZI;= ZXHX ran
S (©)

HerdCenter = i H
zle x.rank

All the herds have centers that are corresponding to the
weighted average of position of the horses; hence, the
weight was representing the horse's location in the herd:

Dim 2
Dim(Stallion, herd ) = \/ z (Stalliony —HerdCemer) (7
y=1
In Eq. (7), Dim represents the amount of dimension of
searching space. Once the horses belong to the herd group
of horses then it upgrades the velocity using the following
expression:

T+ _ T T t
Velx,y - Velx,y + Hx,rank : (Herdcenter.y - Zx,y )

®)

Vell\! =Vel! , + Rand -(Herd},,., - Zt. ) ©)

where T shows the existing iteration, Rand signifies a
randomly generated value within [0, 1] and 7+ 1 denotes
the new iteration. The memory of horse (Mem) refers to a
matrix that has several rows corresponding to values of
Horse Memory Pool (HMP) and D columns.

T+1 T+1
Meml’ w1 ~Mem1, xD
T+1 : .. :
Mem," = : - (10)
T+1 T+1

MemHMP, 1 'MemHMP, x,D

The equation to update the cell of memory matrix is:

Memy', , =Z['-N(0,SD) (11)

X,y

In Eq. (11), N signifies a standard distribution, 0 acts
as a mean and SD serves as standard deviation. The chaos
concept was integrated to improve global optimization
ability of the HROA technique. It can be utilized in
different optimization algorithms to improve solution
quality and prevent local optimum issues. The chaos
concept is introduced to maintain effective trade-offs
between exploitation and exploration since the
metaheuristic method depends on exploration and
exploitation stages, thus obtaining the best solution
effectively. In HROA, variable H, has considerable impact
on convergence speed of Artificial Fish Optimization
(AFO) technique. The efficiency of HROA approach relies
on its parameters. It is noted by a larger momentum to start
using the possible search spaces, and it could not be
potentially exposed. The chaos was used to attain better
search features for the exploration and exploitation region,
thereby enhancing the outcome to find optimum global
results. The chaotic map was used to determine the location

¥

+, where the variable 6 is replaced with the value

obtained by the chaotic map as follows

=+ Cogp (v =3 )i =12, Ny (12)

i

In Eq. (12), xpy indicates the position of BH from
space, C,, shows the chaotic map, and Nv represents the
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overall amount of individuals. Briefly, ten chaotic maps are
used for manipulating the value of a random variable from
the HROA algorithm. The fitness function (FF) derived
from Eq. (10) signifies the FF to measure solutions.

Fitness = ayy (D)+ﬂ% (13)

where (D) denotes the classifier rate of error of the
provided classifier. |R| stands for the cardinality of chosen
subset and |C|] means the entire count of features from the
database, o and f are 2 parameters equal to the significance
of classification quality and subset length. € [1, 0] and

f=1-a.
3.4 VAE-based Classification

For the automated detection of spam data, the VAE
model is exploited in this study. AE and VAE are types of
neural network that uses an encoder-decoder approach
[25]. The encoder turns the higher dimension into lower
dimension data, while the decoder converts vice versa. Cyg
signifies layer values that are compressed and require
lower dimensional data. Every unit's weights and biases are
adapted, to enhance the network parameter, and the
network learns x = x,, out identity function. As the loss
function, the AE defines the difference between x and x,.:.
The more commonly applied loss function in AE is Mean
Squared Error (MSE). MSE signifies the value of mean
position data. As the loss function, the AE defines the
difference between x and x,.. The function of auto-loss
encoders was explained as follows.

Fross = (W7 (W (x)+b)+b', x) (14)

where b shows the encoder or decoder bias. W(-) denotes
the encoder or decoder weight. The encoder output was
evaluated depending on the data given

Cup =Wy 1+b (15)
Input Output
|| Botteleneck
Encoder Decoder
— . == 5 ]

Figure 2 Workflow of CHROA-MLSDC system

It is critical to the AE for locating lower dimensional
data to initialize the weight AE that is performed through
RBM or random distribution. Resultant values are often off
as soon as the weight is initialized at random. RBM
generates weight and bias depending on input data of
hidden data structure, which enable backpropagation to
avoid bad local minima for a certain range. The

RBM-initialized automatic encoder accomplishes the
outcome in a superior way. Fig. 2 represents the structure
of VAE.

3.5 Parameter Tuning using BA

At the final stage, the parameter tuning of the VAE
method takes place using the BA. Based on the
fundamental characteristics of bats, namely wavelength,
velocity, pulse emission rate and position, Yang [26]
analyzed these behaviours of bats and the food searching
technique. Echo location is used for the prediction and
discovery of prey. The main characteristic of bats is
avoiding the surrounding using ultrasonic pulse via
different pulses.

f‘jr :fmin+l//(fmax_f;nin) (16)

where ¥ denoted the arbitrary number ranges from 0 to 1.
Furthermore, the velocity V', and position X , are
J j

expressed as follows:

Vj, =Vit+f, (X]_, —X*) (17)
Xj, =Xy (18)

The updated velocity value depends on the global best,
present frequency, prior velocity and position. Then, the
existing location was also updated. Next, the algorithm
chooses a better parameter set from the population. Similar
to bats, later, it initiates a random walking to evaluate the
personal best with the given equation:

Xy = Xoig +6L7, 0 €[-1,1] (19)

Bat randomly moves in the vicinity of the previously
defined global optimum place. This computation depends
on the average loudness L7 and the global optimal X",
multiplied by the arbitrary factor & The pulse rate and
loudness owned by all the bats in the search space are
evaluated by the random number [24]. During the cooling
temperature, if the bat methods its target, its loudness

reduces, and its pulse rate (p; raises till it attains (p?. At

7+ 1 time, the equations to determine the loudness L; and
updated pulse rate ¢; are shown as follows, where ¢ and 7
are constant.

L =L, £€[0,1] (20)

s :(p?(l—e‘ﬂf), n @1

Population fitness can be evaluated by the cost
function, and if a better cost is attained, both values are
updated. The fittest set of parameters is evaluated by the
initial metaheuristic approach and is transferred to the
contrast modification function that produces enhanced
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contrast. The BA method grows a FF to bring about a
greater classifier solution. It solved a positive integer that
demonstrates the good solution of candidate performances.
Here, the minimized classifier error rate was assumed that
FF, as depicted in Eq. (22).

fitness (x;) = Classifier Error Rate(x;) =

_ no. of misclassified ins tan ces 1100 (22)

Total no. of instances

4 RESULTS AND DISCUSSION

The performance analysis of the CHROA-MLSDC
method takes place using four datasets, such as Ling spam,
Enron, Spam Assassin, and CSDM C2010. In Tab. 1 and
Fig. 3, a brief comparative prec, assessment of the
CHROA-MLSDC technique takes place. The experimental
results indicate that the CHROA-MLSDC technique
obtains improved prec, values. Based on ling spam, the
CHROA-MLSDC technique offers enhanced prec, of
99.35% while the KNN, NB, IRBNN-LK, IRBNN-PK, and
IRBNN-QK techniques obtain decreased prec, of 83.12%,
88.25%, 98.72%, 96.57%, and 95.66% respectively.
Meanwhile, based on spam assassin, the CHROA-MLSDC
algorithm offers enhanced prec, of 99.92% while the KNN,
NB, IRBNN-LK, IRBNN-PK, and IRBNN-QK
approaches obtain decreased prec, of 81.64%, 86.23%,
99.31%, 96.87%, and 97.69% correspondingly.

Table 1 Precision analysis of the CHROA-MLSDC approach with other methods
on four datasets
Precision / %

Naive | IRBNN | IRBNN | IRBNN | CHROA
Dataset KNN Baves 1K PK QK B
Y MLSDC
Ling 83.12 |8825 9872 |96.57 9566 |99.35
spam

Enron 85.89 90.01 96.54 93.12 94.78 98.80

Spam gy 64 18623 9931 19687 |97.69 | 99.92
Assassin
CSDM
Cool0 | 8858 9198 9422|9358 9127 |98.02
@ KNN = IRBNN-PK
EEE Naive Bayes [EE@ IRBNN-QK
mm IRBNN-LK @3 CHROA-MLSDC
100 -
E 95 & :
c
S ‘
"] ) ;
G
S 90
l :
85 5 ) ‘
80 L :

Ling spam Enron

Figure 3 Precision analysis of CHROA-MLSDC approach on four datasets

Spam Assassin CSDM C2010

In Tab. 2 and Fig. 4, a comparative reca; assessment of
the CHROA-MLSDC approach takes place. The figure
indicates that the CHROA-MLSDC algorithm gains
improved reca; values. Based on ling spam, the
CHROA-MLSDC approach offers enhanced prec, of

97.95% while the KNN, NB, IRBNN-LK, IRBNN-PK, and
IRBNN-QK methods obtain decreased reca; of 82.38%,
89.82%, 91.94%, 95.83%, and 96.08% correspondingly.

Table 2 Recall analysis of the CHROA-MLSDC approach with other methods on

four datasets
Recall / %
) CHRO
o | s | e R . I3
Y MLSDC
Ling oy 38 8982 [91.94 (9583 19608 |97.95
spam
Enron | 8543 |89.69 |85.86 |9241 |94.48 |98.05
Spam
Assassi | 80.89 |85.82 9041 [9028 |96.05 |97.82
n
CSDM
o010 | 8836 (9087|8315 9238 |90.52 |97.90
@ KNN £ IRBNN-PK
EEE Naive Bayes [ IRBNN-QK
100 @ IRBNN-LK @@ CHROA-MLSDC
95 -
9
3
@ 907
-4
851
80 -

Ling spam Enron

Figure 4 Recall analysis of CHROA-MLSDC approach on four datasets

Spam Assassin CSDM C2010

In Tab. 3 and Fig. 5, a brief accu, assessment of the
CHROA-MLSDC technique takes place. The experimental
results indicate that the CHROA-MLSDC method obtains
improved accu, values. Based on ling spam, the
CHROA-MLSDC algorithm offers enhanced accu, of
97.55% while the KNN, NB, IRBNN-LK, IRBNN-PK, and
IRBNN-QK techniques obtain decreased accu, of 79.35%,
85.21%, 95.74%, 93.87%, and 93.78% respectively. In the
meantime, based on spam assassin, the CHROA-MLSDC
technique offers enhanced accu, of 96.91% while the
KNN, NB, IRBNN-LK, IRBNN-PK, and IRBNN-QK
techniques obtain decreased accu, of 77.63%, 86.54%,
94.79%, 92.66%, and 92.19% correspondingly.

Table 3 Accuracy analysis of CHROA-MLSDC approach with other methods on

four datasets
Accuracy / %
. CHRO
o | o | e [N |
Y MLSDC
Ling 1635 8521|9574 |9387 9378 |97.55
spam

Enron | 78.22 84.98 94.65 93.06 92.95 97.07

Spam
Assassi | 77.63 86.54 94.79 92.66 92.19 96.91
n

CSDM 78.51 81.65 92.97 91.98 91.90 96.82

C2010
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Ling spam Enron

Figure 5 Accuracy analysis of CHROA-MLSDC approach on four datasets

In Tab. 4 and Fig. 6, a detailed execution time (ET)
assessment of the CHROA-MLSDC technique with other
approaches takes place. The resultant values demonstrated
that the CHROA-MLSDC technique gains improved
performance with the least ET values. On the ling spam
dataset, the CHROA-MLSDC technique accomplishes
minimal CT of 0.03 s while the KNN, NB, IRBNN-LK,
IRBNN-PK, and IRBNN-QK techniques resulted in
increased CT of 0.35 s, 0.25 s, 0.07 s, 0.09 s, and 0.08 s
respectively. Eventually, on the spam assassin dataset, the
CHROA-MLSDC method accomplishes minimal CT of
0.05 s while the KNN, NB, IRBNN-LK, IRBNN-PK, and
IRBNN-QK algorithms resulted in increased CT of 0.37 s,
0.295,0.10s,0.12 s, and 0.13 s respectively.

Table 4 Execution Time analysis of the CHROA-MLSDC approach with other
methods on four datasets

Execution Time (sec)
Naive | IRBNN | IRBNN | IRBNN | CHROA-

Dataset | KNN | poves | .LK | -PK | -QK | MLSDC
Ling 135 | 025 007 | 009 | 008 0.03
spam

Enron | 031 | 023 0.05 | 0.07 | 006 0.02
Spam | 35 1 29 0.10 | 0.12 | 0.13 0.05
Assassin
CSDM
caot0 | 032 | 021 0.07 | 0.11 | 0.09 0.04

0.50

Em KNN == IRBNN-PK
0.45 N Naive Bayes [EEE IRBNN-QK
= IRBNN-LK @@ CHROA-MLSDC

0.40

E0.35-

a

o 0.30

£

F 0.25]

c

9

- 0.20 1

v

% 015

w

0.10 4

0.05

0.00-

Ling spam Enron
Figure 6 Execution Time analysis of CHROA-MLSDC approach on four
datasets

Spam Assassin CSDM C2010

5 CONCLUSIONS

This research presents an automated approach for
spam  detection and classification called the
CHROA-MLSDC model. The primary goal of this method

is to effectively categorize content as either spam or
non-spam. It comprises several key steps, including data
preprocessing, the utilization of CHROA for feature
selection, VAE-based classification, and parameter tuning
with the assistance of BA. To demonstrate the enhanced
performance of the CHROA-MLSDC approach, an
extensive series of simulations was carried out. The
experimental results consistently showcased the superior
performance of CHROA-MLSDC across various
evaluation metrics, highlighting its effectiveness compared
to existing methods. The incorporation of CHROA and
BA-based parameter tuning techniques brings a novel
dimension to this work. Through rigorous simulations on
many datasets, including Ling spam, Enron, Spam
Assassin, and CSDM C2010, the CHROA-MLSDC model
consistently exhibits greater performance when compared
to alternative techniques. CHROA-MLSDC showcases its
exceptional abilities in accurately classifying spam while
maintaining computational efficiency, as seen by its
utilization of metrics such as precision, recall, accuracy,
and execution time. The model effectively resolves the
persistent problems posed by spam emails by employing
algorithms like CHROA, VAE, and BA. This
accomplishment is the result of the collective utilization of
these algorithms. The recommended method not only
exhibits improved numerical results but also offers a
potential pathway for enhancing automated spam detection
systems. Subsequent research might explore additional
adjustments, such as including outlier identification
approaches, to enhance the model's capabilities and
robustness.
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