Hrvatska revija za rehabilitacijska istrazivanja 2024, Vol 60, br. 2, str. 219-245

DIGITALNI VIGILANTIZAM: ANALIZA
INTERNETSKE PRAVDE, ETICKIH IZAZOVA I ULOGE
DRUSTVENIH MEDIJA

DIGITAL VIGILANTISM: EXAMINING ONLINE
JUSTICE, ETHICAL CHALLENGES, AND THE ROLE OF
SOCIAL MEDIA

DALIBOR DOLEZAL

University of Zagreb, Faculty of Education and Rehabilitation Sciences, Borongajska 83 f, Zagreb, Croatia,
contact: dalibor.dolezal@erf.unizg.hr

Received: 02.05.2024.
Accepted: 13.11.2024.

SaZetak: Kriminalitet se u povijesti javljao u razlicitim
oblicima i opsezima, a jedan od posebnijih oblika je
tzv., vigilantizam. U tradicionalnom smislu vigilantizam
oznacava prisvajanje odluke pojedinaca i/ili grupa o
izvrsavanju pravde u situacijama kada se percipira kako
formalne institucije zaduzene za te aktivnosti nisu reagirale
kako treba ili nisu reagirale uopée (Brown, 1975). S pojavom
novih tehnologija, posebice interneta, vigilantizam je
poprimio i svoj digitalni oblik — digitalni vigilantizam. lako
se osnovna osobina ovih pojava, izvrsavanje pravde kada ona
nije percipirano zadovoljena, uzroci, motivi, metodologije i
pojavni oblici digitalnog vigilantizma se zbog mogucnosti
digitalnih tehnologija sve vise razlikuju od vigilantizma.
Stoga je svrha ovog rada dati pregled dosadasnjih saznanja
o osobitostima digitalnog vigilantizma te problematici koja
se veZe uz ovi pojavu.

Kljucne rijeci: kriminologija, vigilantizam, digitalni
vigilantizam, cyber kriminalitet

UVOD

S pojavom sve veceg broja kaznenih djela koja
ukljucuju uporabu racunala te internet kao sred-
stvo komunikacije, kriminoloska istrazivanja sve
su vise usmjerena na analize kako se tradicional-
ne teorije mogu upotrebljavati za razumijevanje
kriminalnih interakcija koje se odvijaju u okviri-
ma interneta, odnosno, u tzv., online svijetu. Kao
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Abstract: Crime has emerged in various forms and
contexts throughout history, and one of the more specialised
forms is so-called vigilantism. In the traditional sense,
vigilantism is the appropriation of the decision by individuals
and/or groups to pursue justice in situations where it is felt
that the formal institutions responsible for these activities
have not responded properly or at all (Brown, 1975). With
the advent of new technologies, especially the Internet,
vigilantism has taken on a digital form - digital vigilantism.
Although the basic characteristic of these phenomena is the
execution of justice when it is not perceived to be fulfilled,
the causes, motives, methods, and manifestations of digital
vigilantism increasingly differ from traditional vigilantism
due to the possibilities offered by digital technologies. The
aim of this study is therefore to provide an overview of the
current state of knowledge about the particularities of digital
vigilantism and the issues associated with this phenomenon.

Keywords: criminology, vigilantism, digital vigilante
Justice, cybercrime

INTRODUCTION

With the occurrence of an increasing number
of crimes using computers and the Internet as a
means of communication, criminological research
is increasingly focusing on analyses of how tradi-
tional theories can be used to understand criminal
interactions that take place in the digital context,
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mrezno okruzenje, internet nudi nove moguc-
nosti za istrazivanje kriminalnih interakcija, ali
i moguénosti za digitalno ulazenje u kriminalne
aktivnosti (Clarke, 2004; Goldsmith i Brewere,
2014). Internet i digitalne tehnologije takoder
pruzaju mogucnosti $iroj javnosti da se ukljuce
u aktivnosti koje uglavnom spadaju u djelokrug
policije, uzimajuci time nerijetko pravdu u svoje
ruke (Huey, Nhan i Broll, 2013; Powell, Stratton
i Cameron, 2018; Trottier, 2014; Yardley, Lynes,
Wilson i Kelly, 2018).

Pojava gdje pojedinci ili grupe koji ne pripadaju
formalnim institucijama s pripadaju¢im ovlastima
za provedbu aktivnosti protiv kriminaliteta prisva-
jaju te ovlasti s ciljem poduzimanja aktivnosti koji
su djelokrugu rada formalnih institucija otprije je
poznata kao vigilantizam. Vigilantizam u tradicio-
nalnom smislu znaci provodenje zakona ili pravde
izvan pravnog sustava, odnosno uzimanje pravde
,u svoje ruke®. Izveden iz rijeci “vigilante”, pojam
se odnosi na ¢in uzimanja zakona u vlastite ruke,
¢esto s namjerom provodenja uocene pravde ili is-
pravljanja uocenih nepravdi (Brown, 1975). Osobe
ili grupe koje to Cine, tzv., vigilanti, obi¢no djeluju
izvan utvrdenog zakonskog okvira, bez sluzbenih
ovlasti ili mandata. Njihove radnje mogu varirati
od patroliranja susjedstvima do uhi¢enja osumnji-
¢enih, a u nekim slucajevima ¢ak i izricanja kazni.
Vigilantizam se shvac¢a kao odgovor na percipira-
no nedoli¢no ponasanje koje se smatra dovoljno
ozbiljnim da zasluzuje pozornost formalnog pra-
vosudnog sustava, ali koje ovlaStena tijela ne rje-
Savaju na odgovarajuci nacin ili na nacin na koji
vigilanti smatraju da bi trebalo. Slabosti i nepravde
u formalnom pravosudnom sustavu postoje u sva-
kom drustvu, a vigilanti djeluju kao neformalni psi
Cuvari zajednice kako bi kompenzirali nedostatke
ovog sustava (Burrows, 1976).

Digitalni vigilantizam, takoder poznat i kao
digilantizam, internetski ili online vigilantizam te
cyber vigilantizam, pojam je koji je nastao spaja-
njem “digitalnog” i “vigilantizma” i odnosi se na
upotrebu digitalnih sredstava i online platformi od
strane pojedinaca ili grupa za aktivnosti tradici-
onalno povezane s vigilantizmom. U digitalnom
kontekstu to znaci da pojedinci ili grupe upotre-
bljavaju online alate i tehnike kako bi ostvarili

i.e., in the so-called online world. As a network
environment, the Internet offers new opportu-
nities for the study of criminal interactions, but
also opportunities to engage in criminal activity
digitally (Clarke, 2004; Goldsmith and Brewere,
2014). The internet and digital technologies also
provide opportunities for the general public to
engage in activities that typically fall under the
purview of the police and take justice into their
own hands (Huey, Nhan, & Broll, 2013; Powell,
Stratton, & Cameron, 2018; Trottier, 2014; Yard-
ley, Lynes, Wilson, & Kelly, 2018).

Vigilantism is the phenomenon whereby indi-
viduals or groups, who do not belong to formal
institutions with appropriate jurisdiction to carry
out anti-crime measures, carry out activities that
fall within the purview of formal institutions. Vig-
ilantism in the traditional sense means enforcing
the law or justice outside the legal system, i.e.,
taking the law “into one’s own hands”. Derived
from the word “vigilante,” the term refers to the
act of taking the law into one’s own hands, often
with the intention of enforcing perceived justice
or correcting perceived injustices (Brown, 1975).
The individuals or groups who do this, known as
vigilantes, usually act outside the established legal
framework, without official authority or mandate.
Their actions can range from patrolling neigh-
bourhoods to arresting suspects, and in some cas-
es, even imposing sentences. Vigilantism is under-
stood as a response to perceived misbehaviour that
is considered serious enough to merit the attention
of the formal justice system, but is not dealt with
appropriately, or as the vigilantes believe it should
be dealt with by the authorities. Weaknesses and
injustices in the formal justice system exist in ev-
ery society, and vigilantes believe that they need
to act as an informal watchdog of the community
to compensate for the shortcomings of that system
(Burrows, 1976).

Digital vigilantism, also known as digilantism,
internet or online vigilantism, and cyber vigilan-
tism, is a term created by combining “digital”
and “vigilantism” and it refers to the use of digi-
tal means and online platforms by individuals or
groups for activities traditionally associated with
vigilantism. In a digital context, this means that
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ono $to smatraju pravdom, Cesto bez sluzbenog
odobrenja (Powell i sur., 2016; Johnston, 1996;
Trottier, 2017).

Svrha je ovog rada dati uvid u fenomen digi-
talnog vigilantizma, a cilj je rada analizirati ka-
rakteristike digitalnog vigilantizma te aktualnu
problematiku s obzirom na dosadasnje spoznaje.
U daljnjem tekstu ¢e se upotrebljavati termin ,,di-
gilantizam® za naziv fenomena digitalnog vigilan-
tizma radi lakSeg pracenja teksta.

DIGILANTIZAM - KONCEPTI 1
DEFINICIJE

Konceptualna usporedba digilantizma i vigi-
lantizma ukljucuje i njihova objasnjenja i rizike.
U smislu objasnjenja, digitalni vigilantizam i
vigilantizam shvaceni su kao reakcija na policij-
sku, odnosno formalno-pravnu neucinkovitost
(Trottier, 2017) i nedostatak sigurnosti koju pruza
drzava (Byrne, 2013). Ovi razlozi jasno pokazuju
da se istrazivanje digilantizma i vigilantizma mora
usredotociti na specificni drustveni kontekst.

Digilantizam i vigilantizam takoder dijele rizi-
ke. Ti rizici ukljucuju da vigilanti i digilanti mogu
»kazniti“ ili ,,0znaciti pogresnu metu na temelju
pogresne identifikacije, uzrokovati nerazmjernu
Stetu oznacenoj meti ili odbiti dati meti priliku da
objasni moguci razlog za svoje postupke (Jane,
2017). U tom smislu i vigilantizam i digitalni
vigilantizam mogu ukljucivati legalne i ilegalne
aktivnosti.

Razliciti pristupi digilantizmu, ukljucujuci one
iz podrucja kiberneticke sigurnosti, kriminologije
i druStvenih medija, predlazu okvire vigilantizma
za definiranje digitalnog vigilantizma (e Silva,
2018; Trottier, 2017; Loveluck, 2019; Tanner 1
Campana, 2019; Smallridge, Wagner i Crowl,
2016). Ove studije nastoje usporedivati aktivno-
sti vigilantizma i digitalnog vigilantizma te iden-
tificirati sli¢nosti i1 razlike medu njima. Studije
o drustvenim medijima definiraju digilantizam
kao gradane koji koordiniraju digitalnu odmazdu
putem tehnoloskih uredaja i stranica druStvenih
medija (Trottier, 2017; Gabdulhakov, 2018). Jane
(2017:5) povezuje digilantizam sa zagovaranjem
i aktivizmom, definiraju¢i digilantne aktivnosti

individuals or groups use online tools and tech-
niques to achieve what they see as justice, often
without official authorisation (Powell et al., 2016;
Johnston, 1996; Trottier, 2017).

The aim of this study was to provide further in-
sight into the phenomenon of digital vigilantism.
The characteristics of digital vigilantism and the
current problem were analysed with respect to the
current state of knowledge. In the following text,
in order to make the text easier to understand, the
term “digilantism” has been used to describe the
phenomenon of digital vigilantism.

DIGILANTISM - CONCEPTS AND
DEFINITIONS

A conceptual comparison of vigilantism and
digital vigilantism encompasses both their inter-
pretations and their risks. In terms of explanation,
digital vigilante justice and vigilantism are un-
derstood as a reaction to police inefficiency, i.e.,
formal/legal inefficiency (Trottier, 2017), as well
as the lack of state security (Byrne, 2013). These
reasons clearly show that research on vigilantism
and vigilante justice needs to focus on a specific
social context.

Digilantism and vigilantism also share com-
mon risks. These risks include vigilantes ‘pun-
ishing’ or ‘labelling’ the wrong target based on
misidentification, causing disproportionate harm
to the labelled target, or refusing to give the target
the opportunity to explain or provide reasoning
for their actions (Jane, 2017). In this sense, both
vigilantism and digital vigilantism can include le-
gal and illegal activities.

Various approaches to vigilantism, including
from the fields of cybersecurity, criminology, and
social media, propose vigilantism frameworks to
define digital vigilantism (e Silva, 2018; Trottier,
2017; Loveluck, 2019; Tanner & Campana, 2019;
Smallridge, Wagner, & Crowl, 2016). These stud-
ies attempt to compare vigilantism and digital
vigilantism activities, as well as identify the sim-
ilarities and differences between them. Studies on
social media define digilantism as citizens coor-
dinating digital retaliation via technological de-
vices and social media sites (Trottier, 2017; Gab-
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kao “politicki motivirane (ili percipirane politicki
motivirane) prakse izvan drzave koje imaju za cilj
kazniti ili drzati druge odgovornima kao odgovor
na percipirani ili stvarni nedostatak institucional-
nog odgovora” .

1z kriminoloske perspektive, Smallridge i sur.
(2016) gledaju na digitalni vigilantizam kao na
varijantu vigilantizma i upotrebljavaju Johnsto-
novih (1996) Sest elemenata vigilantizma kao
osnovu za razvoj svoje definicije. Prema Johnsto-
nu (1996:232), vigilantizam je “druStveni pokret
koji dovodi do namjernih ¢inova nasilja — ili pri-
jetnje nasiljem — od strane autonomnih gradana.
Nastaje kao odgovor na krSenje institucionalizi-
ranih normi pojedinaca ili skupina — ili na nji-
hovu potencijalnu ili impliciranu transgresiju. Ta-
kva djela usmjerena su na prevenciju zloc¢ina i/ili
drustvenu kontrolu i imaju za cilj pruziti sigurnost
(ili ,,jamstva‘) i sudionicima i drugim ¢lanovima
odredenog uspostavljenog poretka”. Prema krimi-
noloskoj perspektivi digilantizam obuhvaca niz
aktivnosti sli¢nih vigilantizmu, a koje se provode
u digitalnoj sferi s ciljem poduzimanja radnji pro-
tiv percipirane nepravde ili nepostenosti Sto moze
ukljucivati online aktivizam, doxxing (otkrivanje
privatnih podataka o pojedincu), hakiranje radi
cilja (haktivizam) i druge oblike cyber-vigilan-
tizma. Cesto ukljuéuje pojedince ili skupine koji
se osjecaju prisiljenima djelovati izvan utvrdenih
pravnih kanala kako bi razotkrili ili kaznili pocini-
telje s obzirom na ¢injenicu kako, prema njihovoj
percepciji, formalne institucije to nisu ili ne zele
uciniti. Vazno je napomenuti da, iako digilanti-
zam mozZe nastati iz istinske zelje za pravdom ili
drustvenom promjenom, on takoder izaziva odre-
dene eticke probleme. Nedostatak kontrole i mo-
guénost zlouporabe digitalnih alata mogu dovesti
do nezeljenih, ¢ak i fatalnih, posljedica i sukoba s
formalnim pravnim sustavima.

Digilantizam se takoder moze razumjeti kroz
objektiv crowdsourcinga, gdje pojedinci udruzuju
svoje znanje i resurse kako bi prikupili informacije
o meti. Ova kolektivna inteligencija moze dovesti
do brzog Sirenja informacija i omoguciti istrage
koje pokrece zajednica, iako takoder moze dovesti
do Sirenja dezinformacija i nastetiti nevinim strana-
ma (Huey i sur., 2012; Nhan i sur., 2017)

dulhakov, 2018). Jane (2017:5) links vigilantism
to advocacy and activism and defines vigilante
activities as “politically motivated (or perceived
to be politically motivated) practises outside the
state that aim to punish or hold others accountable
in response to a perceived or actual lack of insti-
tutional response”.

From a criminological perspective, Smallridge
et al. (2016) regarded digital vigilantism as a vari-
ant of vigilantism and used Johnston’s (1996)
six elements of vigilantism as the basis for de-
veloping their definition. According to Johnston
(1996:232), vigilantism is “a social movement
that leads to deliberate acts of violence — or the
threat of violence — by autonomous citizens. It
arises as a reaction to the violation of institution-
alised norms by individuals or groups — or to their
potential or implied violation. Such acts serve
crime prevention and/or social control and aim to
provide security (or “guarantees”) to both partic-
ipants and other members of a particular estab-
lished order”. From a criminological perspective,
digilantism encompasses a range of activities sim-
ilar to vigilantism that are carried out in the digital
sphere with the aim of addressing perceived injus-
tice or dishonesty. This can include online activ-
ism, doxing (disclosing private information about
an individual), hacking for a cause (hacktivism),
and other forms of cyber vigilantism. It often in-
volves individuals or groups who feel compelled
to act outside established legal channels to expose
or punish perpetrators because they believe that
official institutions are unwilling or unable to do
so. It is important to point out that while digilan-
tism can arise from a genuine desire for justice or
social change, it also raises certain ethical issues.
The lack of control and the possibility of misuse
of digital tools can lead to undesirable, even fa-
tal, consequences and conflicts with formal legal
systems.

Digilantism can be also understood through
the lens of crowdsourcing, where individuals pool
their knowledge and resources to gather informa-
tion about a target. This collective intelligence
can lead to the rapid dissemination of information
and enable community-driven investigations, al-
though it may also lead to the spread of misinfor-
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Za snalazenje u slozenom konceptu digitalnog
aktivizma vazno je razumjeti motive i implikaci-
je digilantizma. Motivacija pocinitelja koristan
je kriterij za razlikovanje digitalnog vigilantizma
od nekih drugih oblika cyberkriminaliteta kao
Sto je primjerice cyberbullying (Smallridge i sur.,
2016). Loveluckova definicija (2019) digitalnog
vigilantizma isti¢e da je motivacija digilanta po-
vezana s pravdom, redom ili sigurnos¢u. U tom
smislu Loveluck je (2019:4) ponudio definiciju
digilantizma koja odrazava ciljeve i mehanizme
kojima se koriste digilanti, a glasi kako su to ,,iz-
ravne mrezne akcije ciljanog nadzora, odvracanja
ili kaznjavanja, koje se obicno oslanjaju na javno
osudivanje ili viSak nezeljene paznje, a koja se
provodi u ime pravde, reda ili sigurnosti”.

Loveluckov koncept naglasava tri kriti¢na ele-
menta digitalnog vigilantizma: (1) njegovu osudu-
jucu prirodu (Trottier, 2019), (2) ideju gradanske
policije (Chang i Poon, 2017; Huey i sur., 2013),
1 (3) kaznjavanje (Byrne 2013; Jane, 2017; Gab-
dulhakov, 2018; Chang i Poon, 2017). Drugim ri-
je€ima, digitalni vigilantizam ima i informativnu i
kaznenu svrhu (Trottier, 2017).

Slucajeve digilantizma obi¢no karakteriziraju
spontane i nereflektirane aktivnosti, kao i koordi-
nirane akcije. Medutim, sposobnosti drustvenih
platformi, poput njihove povezanosti (van Dijck
i Poell, 2013.), sugeriraju da planirana koordi-
nacija moze slijediti spontanu akciju i obrnuto.
Drugim rijecima, neke aktivnosti mogu biti spon-
tane, poput trenutnog snimanja i postavljanja sa-
drzaja te dijeljenja i komentiranja tog sadrzaja.
Drugi aspekti, medutim, zahtijevaju promisljeno
planiranje, kao $to je upravljanje prisutno$cu na
digitalnoj platformi ili koordinacija odgovora na
optuzbe. Digilantizam svoje znacenje crpi iz niza
drustvenih aktera koji ili izravno sudjeluju u do-
gadajima ili ih komentiraju. Stoga vokabular koji
se koristi igra formativnu ulogu u potvrdivanju i
osporavanju onoga $to se smatra prihvatljivim. Na
temelju toga moze se zakljuditi bitna tocka u vezi
digilantizma - to nije slucajni ili izolirani doga-
daj, ve¢ koordinirani napad na odredenog poje-
dinca i/ili instituciju. Neposredne posljedice, bile
namjerne ili nenamjerne, mogu biti narusavanje
javnog ugleda oznacene osobe i/ili institucije, kao

mation and harm innocent parties (Huey et, all,
2012; Nhan et al., 2017)

To navigate the complex concept of digital ac-
tivism, it is important to understand the motives
and effects of digital activism. The motivation of
the perpetrator is a useful criterion to distinguish
digital vigilantism from some other forms of cy-
bercrime, such as cyberbullying (Smallridge et
al., 2016). In Loveluck (2019), the definition of
digital vigilantism indicates that the motivation
of digital vigilantes has to do with justice, order,
or safety. With this in mind, Loveluck (2019:4)
offered a definition of digilantism that reflects the
goals and mechanisms of ‘digilantes’: “Direct on-
line actions of targeted surveillance, deterrence,
or punishment, usually relying on public condem-
nation or excessive unwanted attention, carried
out in the name of justice, order, or security”.

Loveluck’s concept emphasises three crit-
ical elements of digital vigilantism: (1) its con-
demnatory nature (Trottier, 2019), (2) the idea of
citizen policing (Chang and Poon, 2017; Huey
et al., 2013), and (3) punishment (Byrne 2013;
Jane, 2017; Gabdulhakov, 2018; Chang and Poon,
2017). In other words, digital vigilantism has both
an informative and a punitive purpose (Trottier,
2017).

Cases of digilantism are usually characterised
by spontaneous and unreflective activities, as well
as coordinated actions. However, the capabilities
of social platforms, such as their connectivity
(van Dijck and Poell, 2013), suggest that planned
coordination can follow spontaneous action and
vice versa. In other words, some activities can be
spontaneous, such as the immediate recording and
uploading of content and sharing and commenting
on that content. Other aspects, however, require
thoughtful planning, such as managing a presence
on a digital platform or coordinating a response to
allegations. Digilantism derives its meaning from
a range of social actors who either directly partici-
pate in the events or comment on them. Therefore,
the vocabulary used plays a formative role in as-
serting and contesting what is considered accept-
able. Based on this, an important point regarding
digilantism can be deduced - it is not a random or
isolated event, but a coordinated attack on a spe-
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i onih povezanih s njima, poput njihovih obitelji,
politickih stranaka ili poslodavaca (Trotier, 2013;
Trotier, 2020).

Nadalje, digitalni vigilantizam takoder pred-
stavlja posebne izazove za sustav kaznenog pravo-
suda. Aktivnostima digitalnih osvetnika nedostaje
kontrola (Trottier, 2017; Chia, 2019) budu¢i da ne
postoje norme koje reguliraju te radnje (Chang i
Poon, 2017). Digilantizam se percipira kao “be-
zakonje” jer digilanti ne zahtijevaju pravni auto-
ritet za svoje postupke (Dunsby i Howes, 2019),
¢ime digilantizam pomice pravnu presumpciju
nevinosti u korist presumpcije krivnje (Gabdul-
hakov, 2018). Ovaj nedostatak kontrole i regula-
cije u digitalnom svijetu odrazava se i u Sirenju
glasina koje u nekim sluc¢ajevima mogu dovesti
do teskih posljedica kao Sto je ubojstvo (Bakker,
2017). Budu¢i da gradani nemaju formalnu obuku
o policijskim postupcima digilantne istrage mo-
gle bi ugroziti pravne postupke, kao §to su pravila
o iskljucenju koja se odnose na nezakonito pri-
bavljene dokaze. Ideja je gradanskog policijskog
rada problemati¢na, buduéi da digilanti ukljuceni
u “drustvenu pravdu” takoder mogu biti motivira-
ni osobnim razlozima (Chang i Poon, 2017), a ne
teznjom za ,,pravdom®.

USPON DIGILANTIZMA

Podrijetlo digilantizma mozZe se pratiti unatrag
do opceg razvoja interneta i digitalnih tehnologi-
ja. Kako je internet postao dostupniji, a platfor-
me druStvenih medija sve popularnije, pojedinci
i grupe pronalazili su nove nacine da izraze svoje
neslaganje, traze pravdu i rijeSe pitanja za koja
su smatrali da ih tradicionalne vlasti ne rjeSavaju
na odgovaraju¢i nacin (Castells, 2008). Internet
omogucuje da velika koli¢ina informacija dopre
do velikog broja ljudi u isto vrijeme. Mo¢, snaga
i sloboda, koje je tesko postic¢i u stvarnom svijetu,
motiviraju netizene (gradani interneta, tj., netize-
ni, izvedenica od engleskim termina ,,Internet*
i ,,citizen) da sudjeluju u netilantizmu, koji se
moze promatrati kao nova vrsta gradanske poli-
cije. Uzbudenje zbog promjene identiteta u cyber
svijetu, gdje korisnici interneta mogu registrirati
brojne racune (ili profile), a da drugi ne znaju nji-
hov pravi identitet, jedan je od razloga za netilan-

cific individual and/or institution. The immediate
consequences, whether intended or unintended,
can be damage to the public reputation of the la-
belled person and/or institution, as well as those
associated with them, such as their families, polit-
ical parties, or employers (Trotier, 2013; Trotier,
2020).

Furthermore, digital vigilantism also poses
particular challenges for the criminal justice sys-
tem. The activities of digital vigilantes lack over-
sight (Trottier, 2017; Chia, 2019), since there are
no norms regulating these actions (Chang and
Poon, 2017). Digilantism is perceived as “lawless-
ness” because ‘digilantes’ do not require legal au-
thorisation for their actions (Dunsby and Howes,
2019). Thus, digilantism shifts the legal presump-
tion of innocence in favour of the presumption of
guilt (Gabdulhakov, 2018). This lack of control
and regulation in the digital world is also reflect-
ed in the spread of rumours, which in some cases
can lead to serious consequences such as murder
(Bakker, 2017). As citizens lack formal training in
policing procedures, diligent investigations could
jeopardise legal procedures, such as exclusionary
rules regarding illegally obtained evidence. The
idea of citizen policing is problematic as vigilan-
tes who advocate for “social justice” may also be
motivated by personal reasons (Chang and Poon,
2017), rather than the pursuit of “justice”.

RISE OF DIGILANTISM

The origins of digilantism can be traced back
to the general development of the internet and
digital technologies. As the internet became more
accessible and social media platforms more pop-
ular, individuals and groups found new ways to
voice their dissent, seek justice, and address is-
sues that they felt were not being adequately ad-
dressed by traditional authorities (Castells, 2008).
The Internet allows for a large amount of informa-
tion to reach many people simultaneously. Power,
strength, and freedom that are difficult to achieve
in the real world motivate netizens (citizens of the
internet, i.e., netizens, a derivation of the English
terms “Internet” and “citizen”) to participate in
‘netilantism’, which can be seen as a new kind of
civil police. The excitement of changing identi-
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tizam (Chang i Poon, 2017; Fei-Yue, Zeng, Hend-
ler, Zhang, Feng, Gao, Wang i Lai, 2010; Kling,
2000). Online platforme omogucuju i olakSavaju
digilantizam kroz sposobnost internetskih trazili-
ca da ljudima olakSaju pristup vecini internetskih
informacija kako bi dodatno kaznili drustvene pri-
jestupnike provodenjem virtualnog sudenja (Zook
i Graham, 2007.)

Znanstvenici i stru¢njaci u podrucju racunal-
nog kriminaliteta i racunalne sigurnosti slazu se da
tradicionalne policijske ovlasti vise nisu dovoljne
za istrazivanje raCunalnog kriminaliteta i osigura-
vanje internetske sigurnosti (Broadhurst i Chang,
2013; Chang, 2012) pa je hitno potrebno uvode-
nje distribuiranog modela ,,racunalne policije* ili
wikificiranog modela za istrazivanje racunalnog
kriminala (Brenner, 2007; Chang, 2013). Medu-
tim, kako obi¢ni gradani nisu formalno obuceni
o policijskim metodama, ukljucujuéi prikupljanje
dokaza i zaStitu prava gradana, netilantizam bi
mogao ugroziti i olaksati drustvenu pravdu.

Porastu digilantizma moze se pripisati neko-
liko ¢imbenika (Barthel i Harrison, 2009; Barak,
Nissim i Suler, 2008; Suler, 2004; Jenkins, 2006):

a) Osnazivanje kroz tehnologiju - pristupac-
nost digitalnih alata i platformi omogucuje poje-
dincima prikupljanje informacija, mobilizaciju
podrske i poduzimanje radnji. Ovo tehnolosko
osnazivanje dovelo je do novog oblika aktivizma
koji nadilazi geografske granice.

b) Anonimnost i u¢inak dezinhibicije - rela-
tivna anonimnost koju nudi internet omogucuje
pojedincima da djeluju bez straha od neposrednih
posljedica. To moze dovesti do uc¢inka dezinhibi-
cije koji rezultira time da se ljudi upustaju u ek-
stremnije ili odvaznije akcije na mrezi nego $to bi
to ucinili u izvanmreznom okruzenju.

¢) Uloga drustvenih medija - platforme drus-
tvenih medija pruzaju globalnu pozornicu za pita-
nja i prituzbe. Aktivisti, haktivisti 1 ostali digilanti
koriste se ovim platformama za podizanje svije-
sti, organiziranje kampanja i vrSenje pritiska na
pojedince, tvrtke ili institucije.

d) Uspon racunalnog aktivizma — Medu-
povezanost digitalnog svijeta potaknula je racu-

ties in the cyber world, where internet users can
register numerous accounts (or profiles) without
others knowing their true identity, is one of the
motives for ‘netilantism’ (Chang and Poon, 2017;
Fei-Yue, Zeng, Hendler, Zhang, Feng, Gao, Wang
and Lai, 2010; Kling, 2000). Online platforms en-
able and facilitate digilantism through the ability
of internet search engines to facilitate access to
more information in order to further punish social
offenders by conducting virtual trials (Zook and
Graham, 2007).

Scholars and experts in the field of cybercrime
and cybersecurity agree that traditional police
powers are no longer sufficient to investigate cy-
bercrime and ensure internet security (Broadhurst
and Chang, 2013; Chang, 2012), leading to the
introduction of a distributed “computer police”
model or the Wikipedia model for cybercrime re-
search (Brenner, 2007; Chang, 2013). However,
as ordinary citizens are not formally trained in
policing methods, including evidence collection
and the protection of citizens’ rights, ‘netilantism’
could both threaten and facilitate social justice.

The rise of digitalisation can be attributed
to several factors (Barthel and Harrison, 2009;
Barak, Nissim and Suler, 2008; Suler, 2004; Jen-
kins, 2006):

a) Empowerment through technology - ac-
cess to digital tools and platforms enable individ-
uals to gather information, mobilise support, and
act. This technological empowerment has led to a
new form of activism that transcends geographi-
cal boundaries.

b) Anonymity and disinhibition effect - the
relative anonymity offered by the Internet allows
individuals to act without fear of immediate con-
sequences. This can lead to a disinhibition effect
that results in people engaging in more extreme or
daring actions online than they would in an offline
environment.

¢) Role of social media - Social media plat-
forms provide a global stage for issues and com-
plaints. Activists, hacktivists, and other ‘digi-
lantes’ use these platforms to raise awareness,
organise campaigns, and put pressure on individ-
uals, companies, or institutions.
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nalnu aktivnost, gdje se pojedinci koriste svojim
tehnoloskim vjestinama za promicanje drustvenih
ili politickih ciljeva. Ovaj aktivizam moZze imati
razlicite oblike, od razotkrivanja korupcije do za-
govaranja socijalne pravde.

lako je oduvijek bilo moguce osuditi druge
za njihove postupke, digilantizam podrazumije-
va aktivno i pasivno sudjelovanje pojedinaca i
razli¢itih vrsta organizacija. Danasnje medijske
kulture dopustaju gotovo svakome da manipuli-
ra 1 iskoriStava vidljivost mete za niz druStvenih,
kulturnih, ekonomskih i politickih svrha. Digilan-
tizam se stoga moze opisati i kao mracna strana
online angazmana kroz srodne prakse kao Sto su
vitriol (eng., vitriol, najblizi prijevod bi bio govor
mrznje ili otrovni sarkazam) ili trolanje (orig., tro-
lling, namjerno ostavljanje zlonamjernih komen-
tara na digitalnim platformama s ciljem izazivanja
uznemirenosti kod citatelja). Medutim, klju¢na
je briga u ovom podrucju to Sto digitalni vigi-
lantizam nije samo problemati¢an ili devijantan.
Umjesto toga, moze se shvatiti kao standardizira-
ni na¢in komunikacije koji moze naici na podrsku
javnosti pod odredenim uvjetima $to moze dove-
sti do jo$ jednog shvacéanja digilantizma - oblik
organiziranja pojedinaca i institucija koji skrecu
pozornost na druge i upotrebljavaju ga za vlastitu
korist (Trotier, 2019).

TEORIJSKA I KONCEPTUALNA
OBJASNJENJA DIGILANTIZMA

Digitalni vigilantizam rastu¢i je fenomen u
kojem se pojedinci ili grupe koriste digitalnim
platformama za provodenje pravde, razotkrivanje
pocinitelja ili kaznjavanje navodnih prijestupni-
ka izvan formalnog pravnog sustava. Ova prak-
sa djeluje na raskrizju nekoliko teorijskih i kon-
ceptualnih okvira, ukljucujuci teoriju kolektivne
akcije, drustvenu kontrolu i online dezinhibicijski
ucinak. Ovi okviri pomazu objasniti kako i zasto
se pojedinci mobiliziraju na internetu u digilan-
tne aktivnosti, eticke dileme koje se javljaju kao
produkt tih aktivnosti i drustveni ucinak takvih
radnji. Analiziraju¢i digilantizam kroz ove lece,
dobivamo uvid u dinamiku mo¢i, kulturne norme
i psiholoske ¢imbenike koji promicu ovaj sve pre-
vladavajuci oblik digitalne pravde.

d) Rise of computer activism — The intercon-
nectedness of the digital world has led to comput-
er activism, where individuals use their techno-
logical skills to promote social or political goals.
This activism can take on various forms, from ex-
posing corruption to advocating for social justice.

Although it has always been possible to con-
demn others for their actions, digilantism pre-
supposes the active and passive participation of
individuals and various types of organisations.
Today’s media culture allows almost anyone to
manipulate and exploit a target’s visibility for a
variety of social, cultural, economic, and politi-
cal purposes. Digilantism can therefore also be
described as the dark side of online engagement
through related practises such as vitriol (Eng., vit-
riol, the closest translation would be hate speech
or toxic sarcasm) or trolling (orig., trolling, de-
liberately leaving malicious comments on digital
platforms with the aim of unsettling the reader).
However, an important concern in this area is that
digital vigilantism is not just problematic or devi-
ant. Instead, it can be understood as a standardised
way of communicating that can gain public sup-
port under certain conditions, which can lead to a
different understanding of digilantism - a form of
organising individuals and institutions to draw at-
tention to others and use it to their own advantage
(Trottier, 2019)

THEORETICAL AND CONTEXTUAL
EXPLANATIONS OF DIGILANTISM

Digital vigilantism is a growing phenomenon in
which individuals or groups use digital platforms
to enforce justice, expose wrongdoers, or punish
alleged offenders outside the formal legal system.
This practise operates at the intersection of several
theoretical and conceptual frameworks, including
collective action theory, social control, and the on-
line disinhibition effect. These frameworks help to
explain how and why individuals mobilise online
to engage in vigilantism, as well as the ethical di-
lemmas and social impact of such actions. By ana-
lysing digilantism through these lenses, we gain in-
sight into the power dynamics, cultural norms, and
psychological factors that promote this increasing-
ly prevalent form of digital justice.
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Teorija drustvene kontrole tvrdi da se drustve-
ni poredak odrzava kroz neformalne drustvene
kontrole i zajednicke norme. U kontekstu digilan-
tizma, pojedinci mogu osjecati snazan osjecaj mo-
ralne obveze da djeluju protiv uocenih nepravdi,
osobito kada se formalne vlasti smatraju neucin-
kovitima. Uklju¢ivanjem u digitalni vigilantizam
vjeruju da provode druStvene norme i smatraju
pocinitelje odgovornima (Trottier, 2017; Cheong
i Gond, 2010).

Teorija kolektivnog djelovanja naglasava ulo-
gu kolektivnog ponaSanja u postizanju zajednic-
kih ciljeva. U digilantizmu se internetske zajedni-
ce ¢esto brzo mobiliziraju kako bi odgovorile na
prituzbe, koriste¢i se drustvenim medijima kako
bi prikupile podrsku i pojacale svoju poruku (Van
Laer, 2014; Loveluck, 2019; Kavada, 2015). Ko-
lektivni bijes moze motivirati pojedince da sudje-
luju u online kampanjama sramocenja ili uznemi-
ravanja (Cheong i Gong, 2010; Krim, 2005).

Digilantizam se takoder moze razumjeti kroz
objektiv crowdsourcinga, gdje pojedinci udruzuju
svoje znanje i resurse kako bi prikupili informacije
o meti. Ova kolektivna inteligencija moze dovesti
do brzog Sirenja informacija i omoguciti istrage
vodene zajednicom, iako takoder moze dovesti do
Sirenja dezinformacija i nastetiti nevinim strana-
ma (Huey et al., 2012.; Nhan et al., 2017.)

U nekim se kontekstima digilantizam javlja
kao odgovor na uocene nepravde u formalnom
pravosudnom sustavu (Cheong i Gong, 2010).
Oni koji se osje¢aju marginalizirano ili obesprav-
ljeno mogu se okrenuti digitalnim platformama
u potrazi za pravdom, vjerujuci da su ih tradicio-
nalni nacini iznevjerili. To naglasava ulogu digi-
talnog jaza, budu¢i da pristup tehnologiji 1 inter-
netskim platformama moze osnaziti pojedince da
traze alternativne oblike pravde (Trottier, 2019.;
Van Laer, 2014.).

Internetsko okruzenje Cesto pruza razinu ano-
nimnosti koja moze dovesti do u¢inka dezinhibi-
cije, gdje se pojedinci ponasaju onako kako moz-
da ne bi razmisljali u interakcijama licem u lice.
To moze potaknuti agresivne ili Stetne radnje pro-
tiv percipiranih pocinitelja, budu¢i da nedostatak
neposrednih posljedica moze ohrabriti osvetnicko

Social control theory posits that social order is
maintained through informal social controls and
shared norms. In the context of digilantism, indi-
viduals may feel a strong sense of moral obliga-
tion to act against perceived injustices, particular-
ly when formal authorities are seen as ineffective.
By engaging in digital vigilantism, these individ-
uals believe that they are enforcing social norms
and holding offenders accountable (Trottier, 2017;
Cheong and Gond, 2010).

The Collective Action theory emphasises the
role of collective behaviour in achieving shared
goals. In digilantism, online communities often
mobilise quickly to address grievances and they
leverage social media to rally support and amplify
their message (Van Laer, 2014; Loveluck, 2019;
Kavada, 2015). The collective outrage can moti-
vate individuals to participate in online shaming
or harassment campaigns (Cheong and Gong,
2010; Krim, 2005).

Digilantism can be also understood through
the lens of crowdsourcing, where individuals pool
their knowledge and resources to gather informa-
tion about a target. This collective intelligence
can lead to the rapid dissemination of information
and enable community-driven investigations, al-
though it may also lead to the spread of misin-
formation and harm innocent parties (Huey et al.,
2012; Nhan et al., 2017)

In some contexts, digilantism emerges as a re-
sponse to perceived injustices in the formal justice
system (Cheong and Gong, 2010). Those who feel
marginalised or disenfranchised may turn to dig-
ital platforms to seek justice, believing that tradi-
tional avenues have failed them. This underscores
the role of the digital divide, as access to technol-
ogy and online platforms can empower individu-
als to pursue alternative forms of justice (Trottier,
2019; Van Laer, 2014).

The online environment often provides a level
of anonymity that can lead to a disinhibition effect,
where individuals engage in behaviours that they
might not consider in face-to-face interactions.
This can encourage aggressive or harmful actions
against perceived wrongdoers, since the lack of
immediate consequences can embolden vigilante
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ponasanje (Suler, 2004; Chang i Poon, 2017; Zim-
merman i Ybarra, 2016).

Digilantizam se moze promatrati kao reakcija
na neravnoteze moci, gdje pojedinci ili grupe po-
kusavaju povratiti mo¢ ciljaju¢i na one koje do-
zivljavaju kao tlacitelje ili zloCince. To odrazava
Sira drustvena pitanja nejednakosti, gdje se margi-
nalizirani glasovi nastoje potvrditi u sustavu koji
smatraju nepravednim (Trottier, 2017).

Kulture i eticki okviri mogu oblikovati pri-
hvacanje i prevalenciju digilantizma. U nekim je
drustvima kolektivna akcija protiv percipiranih po-
Cinitelja drustveno prihvatljivija, dok se u drugima
moze smatrati neetiCkom ili kontraproduktivnom
(Chang i sur., 2016; Gies i1 Bortoluzzi, 2021).

Ukratko, digitalni vigilantizam slozen je i vi-
Seslojan fenomen koji se prozima s razlicitim
teorijskim i konceptualnim okvirima. Uspon di-
gilantizma Cesto je potaknut uocenim propustima
pravosudnog sustava, neravnotezom moc¢i i kul-
turnim normama, pri ¢emu sudionici vjeruju da
podrzavaju drustvene vrijednosti pozivajuéi na
odgovornost pocinitelje. Medutim, to izaziva zna-
cajna eticka pitanja, kao $to je mogucnost dezin-
formacija, nanoSenje Stete nevinim osobama i de-
zinhibicija uzrokovana anonimnos¢u. S porastom
digilantizma, klju¢no je razumjeti njegov utjecaj
na pravdu, mo¢ i drustveni poredak. To je osobi-
to istinito jer odrazava Sira pitanja nejednakosti i
uloge digitalnih platformi u oblikovanju moderne
pravde.

TIPOLOGIJA DIGILANTIZMA

Loveluck (2019:2-15) pruza najdetaljniju stu-
diju i tipologizaciju digilantizma, analizirajuci
oko 50 razli¢itih slucajeva digitalnog vigilantiz-
ma iz razli¢itih dijelova svijeta i dijele¢i prakse
digilanata u Cetiri kategorije: oznacavanje (orig.,
flagging), istraZivanje (orig., investigating), uho-
denje (orig., hounding) i organizirano curenje
podataka (orig., organized leaking).

Oznacavanje je kategorija niskog intenziteta u
kojoj se posramljuje ponaSanje bez pruzanja svih
potrebnih informacija ili se informacije o odre-
denoj meti prikazuju ciljano manjkave. Obic¢no
se provodi dijeljenjem slika ili tekstova o nedo-

behaviour (Suler, 2004; Chang and Poon, 2017;
Zimmerman and Ybarra, 2016).

Digilantism can be seen as a reaction to power
imbalances, where individuals or groups attempt
to reclaim power by targeting those they perceive
as oppressors or wrongdoers. This reflects broader
societal issues of inequality, where marginalised
voices seek to assert themselves in a system they
view as unjust (Trottier, 2017).

Diversity in culture and ethical frameworks
can shape the acceptance and prevalence of dig-
ilantism. In some societies, collective action
against perceived wrongdoers is more socially ac-
ceptable, while in others, it may be viewed as un-
ethical or counterproductive (Chang et. al., 2016;
Gies and Bortoluzzi, 2021).

To summarise, digital vigilantism is a complex
and multi-layered phenomenon that intersects
with various theoretical and conceptual frame-
works. The rise of digilantism is often fuelled by
perceived failures of the justice system, power
imbalances and cultural norms, with participants
believing that they are upholding societal values
by holding wrongdoers accountable. However,
this raises significant ethical concerns, such as the
potential for misinformation, harm to the inno-
cent, and disinhibition caused by anonymity. With
the rise of digilantism, it is crucial to understand
its impact on justice, power, and social order. This
is especially true as it reflects broader issues of in-
equality and the role of digital platforms in shap-
ing modern justice.

TYPOLOGY OF DIGILANTISM

Loveluck (2019:2-15) offers the most detailed
study and typology of digilantism by analysing
about 50 different cases of digital vigilantism
from different parts of the world and dividing the
practises of digilantes into four categories: flag-
ging, investigating, hounding (or stalking), and
organised leaking.

Flagging or labelling is a low-intensity cate-
gory in which a behaviour is shamed without pro-
viding all the necessary information, or in which
information about a particular target is presented
as intentionally deficient. This is usually done by
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licnom ponasanju popracenog slikama ili drugim
»dokazima®. Tipicni slucajevi ukljucuju krsenje
pravila parkiranja, vandalizam, krSenje pisanih i
nepisanih normi i sli¢no. Istrazivanje ukljucuje
imenovanje, trazenje i pruzanje informacija za
identifikaciju mete koja je prekrsila pravilo. Ko-
rak dalje od istraznih praksi je uhodenje, koje “ne
samo da [...] kombinira istraznu dimenziju s ka-
znenom dimenzijom, ve¢ ukljucuje i dugotrajniju
mobilizaciju protiv odredene mete, potaknutu in-
tenzivnim bijesom” (Loveluck, 2019:15). Napo-
sljetku, organizirano curenje obi¢no se fokusira
na sustavne probleme, cilja posebno na institucije
i organizacije i ukljucuje dobro strukturiranu or-
ganizaciju za prikupljanje dokaza i prosljedivanje
inkriminirajucih informacija (Loveluck, 2019:22).

Iako ova podjela uvelike supsumira fenomeno-
logiju digilantizma, napretkom tehnologije poja-
vili su se joS§ neki od oblika koji mogu ukljucivati
jedan ili viSe aspekata digilantizma prema Love-
luckovoj podjeli.

Doxxing je praksa istrazivanja i objavljivanja
privatnih ili identificiranja podataka o pojedincu
ili organizaciji na internetu bez njihova pristan-
ka (Anderson i Wood, 2022). Ove informacije
mogu ukljucivati prava imena, adrese, telefonske
brojeve, adrese e-poste, brojeve osiguranja, finan-
cijske informacije i druge osobne podatke koje
su uobicajeno nedostupne Siroj javnosti. Izraz
“doxxing” izveden je iz rijeci “dokumenti” (orig.,
documents) i potjece iz internetske kulture. Ce-
sto se rabi kao oblik internetskog uznemiravanja,
osvete ili zastrasivanja. Velik dio akademske li-
terature o doxxingu ispituje tu praksu kao oblik
digilantizma, tj., kao jednu od mnogih aktivno-
sti sliénih vigilantizmu koje se provode putem
interneta (Colton, Holmes i Walwema, 2017;
Marwick, 2013; Phillips 2011; Trottier, 2020).
lako se doxxing ponekad povezuje s digilantiz-
mom aktivista koji zele otkriti identitet ili lokaciju
politickih protivnika (Mohammed, 2017), takoder
se moze potaknuti raznim drugim motivacijama
(Anderson i Wood, 2021), §to ukljucuje ucjenu
(Khanna, Zavarsky i Lindskog, 2016), smanjenje
prisutnosti pojedinaca ili institucija na digitalnim
platformama (Jones, 2016), kontrola ili upravlja-
njem tudim ponasanjem (Freed, Palmer, Minc-

sharing images or text about misbehaviour, ac-
companied by pictures or other “evidence”. Typ-
ical cases include parking violations, vandalism,
violations of written and unwritten standards, and
so on. Investigations involve naming, searching,
and providing information in order to identify a
target who has violated a rule. One step beyond
investigative practises is stalking, which “not
only [...] combines an investigative dimension
with a criminal dimension, but also involves a
longer-term mobilisation against a specific target,
fuelled by intense anger” (Loveluck, 2019:15).
Hounding involves investigation with a puni-
tive intent, or more precisely, with the intent of
naming and shaming. Finally, organised leaking
tends to focus on systemic problems, targeting
institutions and organisations, and involves a
well-structured organisation for gathering ev-
idence and sharing incriminating information
(Loveluck, 2019:22).

Although this categorisation largely sum-
marises the phenomenology of digilantism, with
the advance of technology, some other forms have
emerged that may include one or more aspects
of digilantism according to the categorisation in
Loveluck (2019).

Doxing is the practise of researching and pub-
lishing private or identifying information about an
individual or organisation on the internet without
their consent (Anderson and Wood, 2022). This
information can be real names, addresses, phone
numbers, email addresses, insurance numbers, fi-
nancial data, and other personal information that
is not typically available to the public. The term
“doxing” is derived from the word “documents”
and comes from internet culture. It is often used as
a form of online harassment, revenge, or intimi-
dation. Much of the academic literature on doxing
examines the practise as a form of vigilantism, i.e.,
one of many vigilantism-like activities conducted
over the Internet (Colton, Holmes, & Walwema,
2017; Marwick, 2013; Phillips 2011; Trottier,
2020). Although doxing is sometimes associated
with activism by activists seeking to uncover the
identity or location of political opponents (Mo-
hammed, 2017), it can also be driven by a vari-
ety of other motivations (Anderson and Wood,
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hala, Levy, Ristenpart i Dell, 2018; Dragiewicz,
Burgess, Matamoros-Fernandez, Salter, Suzor,
Woodlock i Harris, 2018), odmazdu i narusavanje
ugleda (Massanari, 2017; Trottier, 2020), objav-
ljivanje informacija percipiranih kao javni interes
(Colton, i sur., 2017) i nenamjerno objavljivanje
informacija o drugima (McNealy, 2017).

Doxxing moze imati razne negativne posljedi-
ce za oznacenu metu, uklju¢ujuéi uznemiravanje,
uhodenje, kradu identiteta, gubitak posla, pa Cak
i fizicku ozljedu. Mnoge platforme drustvenih
medija i internetskih stranica imaju pravila protiv
doxxinga 1 mogu suspendirati ili zabraniti pristup
korisnicima koji se bave takvim ponasanjem.

Online posramljivanje (orig., online sha-
ming) odnosi se na fenomen u kojem se pojedinci
ili grupe mogu koristiti platformama drustvenih
medija da javno posrame nekoga za koga vjeruju
da je pocinio prekrsaj. To moze ukljucivati objav-
ljivanje snimaka zaslona, osobnih podataka ili
drugih detalja kako bi se potaknulo druge da dje-
luju protiv navodnog pocinitelja. Na primjer, De
Vries (2015.) upotrijebio je Sest fokusnih grupa
kako bi istrazio kako ucenici percipiraju iskustvo
posramljivanja na internetu. Rezultati su pokaza-
li da studenti vjeruju da odredene radnje privlace
pozornost javnosti kako bi potaknule promjenu
ponasanja (De Vries, 2015). Arvanitidis (2016:23)
naglasava da je vrijedanje i javno sramocenje
sli¢no “zivotu u virtualnom zatvoru — bez pravi-
la, propisa ili zastite od zlostavljanja”. Medutim,
posramljivanje na internetu takoder moze dovesti
do sinergije nacionalizma, populizma i mizogini-
je. Istrazivanje koje je proveo Huang (2023) po-
kazalo je da posramljivanje putem interneta moze
dovesti do nacionalistickog digitalnog vigilantiz-
ma, gdje je bijes ljudi usmjeren ne samo na poje-
dince, ve¢ i na ,,neprijateljske” vlade, apstraktne
koncepte ili proizvode. Nadalje, moze dovesti i
do rodno obiljezene populisticko-nacionalisticke
mobilizacije (Huang, 2023; Volkova, Lukyanova
i Kulakova, 2022), §to internetskom posramlji-
vanju daje jo$ jednu dimenziju koju je potrebno
dodatno istraziti.

Haktivizam je relativno nova konstrukcija,

ali 1 pojava, nastala kombinacijom rijeci haker i
aktivist (Betlej, 2023), a Cesto se naziva i “elek-

2021), including blackmail (Khanna, Zavarsky, &
Lindskog, 2016), reducing the presence of indi-
viduals or institutions on digital platforms (Jones,
2016), controlling or directing the behaviour of
others (Freed, Palmer, Minchala, Levy, Risten-
part, & Dell, 2018; Dragiewicz, Burgess, Matam-
oros-Fernandez, Salter, Suzor, Woodlock, & Har-
ris, 2018 ), retaliation and defamation (Massanari,
2017; Trottier, 2020), disclosure of information
deemed to be in the public interest (Colton, et al.,
2017), and the unintentional disclosure of infor-
mation about others (McNealy, 2017).

Doxing can have a variety of negative conse-
quences for the tagged target, including harass-
ment, stalking, identity theft, loss of employment,
and even physical harm. Many social media plat-
forms and websites have policies against doxing
and can suspend or block users who engage in
such behaviour.

Online shaming refers to the phenomenon
where individuals or groups can use social media
platforms to publicly shame someone who they
believe has committed an offence. This may in-
clude posting screenshots, personal information,
or other details to encourage others to act against
the alleged offender. For example, De Vries (2015)
used six focus groups to investigate how students
perceive the experience of feeling shame or be-
ing shamed by others online. The results showed
that students believe that certain actions attract
public attention to encourage behavioural change
(De Vries, 2015). Arvanitidis (2016:23) empha-
sised that insulting and public shaming is akin to
“living in a virtual prison — without rules, regula-
tions or protection from abuse”. However, online
shaming can also lead to a synergy of national-
ism, populism, and misogyny. Research conduct-
ed by Huang (2023) showed that online shaming
can lead to a nationalist digital vigilantism, where
the anger of the people is directed not only to in-
dividuals, but also to the “enemy” governments,
abstract concepts, or products. Furthermore, it can
also lead to gendered populist-nationalist mobil-
isation (Huang, 2023; Volkova, Lukyanova and
Kulakova, 2022), which gives online shaming an-
other dimension that needs to be studied further.
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tronicka gradanska neposlusnost” (orig., Electro-
nic Citizen Disobedience). Pojam haktivizam
prvi je upotrijebila grupa “Cult of the Dead Cow”
(cDc) 1996 (Betlej, 2014). Mediji su popularizi-
rali izraz ‘haktivizam’ tijekom sukoba na Koso-
vu 1998.-1999., kada su aktivisti iz cijelog svije-
ta pokrenuli tzv., Denial of Service (u daljnjem
internetske stranice prosvjedujuéi protiv rata na
Kosovu i ukljucenih zemalja. No haktivizam se
u potpunosti razvio tek pocetkom 21. stoljeca,
uglavnom kroz aktivisticki i hakerski kolektiv
‘Anonymous’, labavo organizirana medunarodna
mreza aktivista i haktivista koji je osnovan 2003.
Neke skupine se bave haktivizmom, tj., koriste
se tehnikama hakiranja kako bi dobili neovlasten
pristup sustavima ili informacijama i razotkrili
ono §to smatraju korupcijom ili neetickim pona-
Sanjem od kojih je najpoznatija skupina. Dva su
najcesca oblika haktivizma narusavanje mrezne
stranice i napadi uskrac¢ivanjem usluge. Postoje
dva oblika napada uskra¢ivanjem usluge: uskra-
¢ivanje usluge (DoS), koji ukljucuje jednog na-
padaca ili grupu, i distribuirani napadi uskraciva-
nja usluge (orig., Distributed Denial of Service, u
daljnjem tekstu DDoS), koji ukljucuju vise izvora
napada (Chowriwar, Madhulika, Prajyoti, Parpe-
1li i Sambhe, 2014; Ghazali i Hassan 2011). Neke
skupine provode DoS i DDoS napade na mrezne
stranice ili internetske usluge za koje smatraju da
se neeti¢no ponasaju. Bez obzira na motivaciju za
ovakvom vrstom ometanja rada ciljanih platformi
DoS i DDoS, napadi su nezakoniti i mogu uzroko-
vati kolateralnu Stetu.

Haktivizam se obi¢no tumaci kao neka vrsta
kombinacije hakiranja i drustveno-politicke ak-
tivnosti (Ireland, 2022), odnosno kao manifesta-
cija online samoorganizacije, drustvene mobiliza-
cije usmjerene na postizanje specifi¢nih ciljeva za
opc¢e drustveno dobro. Ove aktivnosti stoga imaju
za cilj donijeti odredene drustvene promjene. Da-
nas se haktivizam definira i kao kulturni i civi-
lizacijski pokret koji se sastoji od kombiniranja
politickog aktivizma s tehnoloskim dostignu¢ima
kako bi se manifestirao otpor prema djelovanju
u prostoru opcenito shvacene politike (Coleman,
2014). Fokus je na drugom aspektu ovih inicijati-

Hacktivism is a relatively new construct, but
also a phenomenon created by combining the
words ‘hacker’ and ‘activist’ (Betlej, 2023), and
it is often referred to as “electronic citizen disobe-
dience” (orig., Electronic Citizen Disobedience).
The term ‘hacktivism’ was first used by the group
“Cult of the Dead Cow” (cDc) in 1996 (Betlej,
2014). The media popularised the term ‘hacktiv-
ism’ during the Kosovo conflict in 1998-1999,
when activists from around the world launched
so-called Denial of Service (DoS) attacks and
destroyed or took over many websites protesting
against the war in Kosovo and the countries in-
volved. However, hacktivism developed further at
the beginning of the 21st century, mainly through
the activist and hacker collective ‘Anonymous’, a
loosely organised international network of activ-
ists and hacktivists founded in 2003. Some groups
engage in hacktivism, which is the use of hacking
techniques to gain unauthorised access to systems
or information in order to expose what they be-
lieve to be corruption or unethical behaviour for
which the group is best known. The two most
common forms of hacktivism are website deface-
ment and denial of service attacks. There are two
forms of denial of service attacks: Denial of ser-
vice (DoS), which involves a single attacker or
group, and distributed denial of service (DDoS)
attacks, which involve multiple attack sources
(Chowriwar, Madhulika, Prajyoti, Parpelli, and
Sambhe, 2014; Ghazali and Hassan 2011). Some
groups carry out DoS and DDoS attacks against
websites or internet services that they believe are
behaving unethically. Regardless of the motiva-
tion behind this type of disruption of targeted plat-
forms, DoS and DDoS attacks are illegal and can
cause collateral damage.

Hacktivism is usually interpreted as a kind of
combination of hacking and socio-political activ-
ity (Ireland, 2022), i.e., a manifestation of online
self-organisation and social mobilisation aimed
at achieving specific goals for the general social
good. These activities thus aim to bring about
certain social changes. Today, hacktivism is also
defined as a cultural and civilisational movement
that consists of combining political activism with
technological achievements to manifest resistance
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va, odnosno kriminalnim aktivnostima u kiberne-
tiCkom prostoru (Banks, 2017; Beck, 2016).

Cyber crowdsourcing, poznat na kineskom
kao “renrou sousou”, doslovno “potraga za ljud-
skim mesom” (orig., Human Flesh Search, u dalj-
njem tekstu HFS), prvi se put pojavio na podrucju
Narodne Republike Kine pocetkom 2000-ih te je
zahvatio podrucje tzv., Velike Kine, tj. Narodnu
Republiku Kinu, Hong Kong i Republiku Kinu
(Tajvan). Najlakse ga je opisati kao vrstu kolek-
tivne online akcije usmjerene na pronalazenje
¢injenica o odredenim dogadajima i/ili objavlji-
vanje detalja o odredenoj osobi (Cheung, 2009;
Herold, 2011; Ong, 2012). Ukljucuje pracenje i
objavljivanje informacija na internetu koje bi mo-
gle pomo¢i u rjeSavanju zlocina ili otkriti osobne
podatke o pojedincu koji je navodno sudjelovao
u korupciji ili neetickom ponasanju (Ong, 2012).
Ovaj oblik oblik digilantizma temelji se na opi-
sanom konceptu netilantizma te moze imati vise
oblika djelovanja. Primjerice, kampanje uznemi-
ravanja putem interneta oblik je u kojem pojedinci
ili grupe mogu pokrenuti online kampanje uzne-
miravanja protiv osobe ili organizacije za koju
vjeruju da je ucinila nesto lose. To mogu biti ko-
ordinirani napori da se racuni druStvenih medija
preplave negativnim komentarima, laznim optuz-
bama ili drugim oblicima digitalnog zlostavljanja.
Nadalje, moze ukljucivati Sirenje laznih optuzbi
ili glasina o pojedincima ili organizacijama, pu-
tem drustvenih medija, internetskih foruma ili
drugih digitalnih kanala i moze dovesti do Stete
po ugled ili nekog drugog oblika Stete. Takoder se
moze upotrebljavati za identifikaciju pojedinaca u
dogadajima koji privla¢e pozornost javnosti, kao
Sto su ljubavne afere slavnih. Chang i Poon (2015)
tvrde da netizen koji se ukljuci u digilantizam 1)
percipira formalni pravosudni sustav kao neucin-
kovit 1 stoga nastoji posti¢i drustvenu pravdu po-
pravljajuéi nedostatke u tom sustavu; 2) vjeruje
da on ili ona ima sposobnost poboljsati drustvo
djelujuci kao neformalni pas cuvar drustva; i 3)
upotrebljava internet i platforme drustvenih mre-
7a kao novo sredstvo za postizanje socijalne prav-
de i1 kaznjavanje devijanata koji bjeze formalnom
pravosudnom sustavu.

to action in the space of commonly understood
politics (Coleman, 2014). The focus is on another
aspect of these initiatives, namely criminal activi-
ty in cyberspace (Banks, 2017; Beck, 2016).

Cyber crowdsourcing, known in Chinese as
“renrou sousou”, literally “search for human
flesh” (orig., Human Flesh Search, hereafter re-
ferred to as HFS), first appeared on the territory
of the People’s Republic of China in the early
2000s and conquered the so-called Greater Chi-
na, i.e., the People’s Republic of China, Hong
Kong and the Republic of China (Taiwan). It can
be most simply described as a kind of collec-
tive online action aimed at finding facts about
specific events and/or publishing details about
a specific person (Cheung, 2009; Herold, 2011;
Ong, 2012). It involves tracking down and pub-
lishing information online that could help solve
a crime or reveal personal information about an
individual who has allegedly engaged in corrupt
or unethical behaviour (Ong, 2012). This form of
digilantism is based on the previously described
concept of ‘netilantism’ and can take on various
forms. Internet harassment campaigns, for exam-
ple, are a form in which individuals or groups
can launch online harassment campaigns against
an individual or organisation who they believe
has done something wrong. These can be coordi-
nated efforts to flood social media accounts with
negative comments, false accusations, or other
forms of digital abuse. It may also involve the
spreading of false accusations or rumours about
individuals or organisations via social media, on-
line forums, or other digital channels, which may
result in reputational or other harm. It can also be
used to identify individuals in events that attract
public attention, such as celebrity love affairs.
Chang and Poon (2015) argued that a netizen
who engages in digilantism 1) perceives the for-
mal justice system as ineffective and therefore,
seeks to achieve social justice by correcting the
system’s flaws; 2) believes that he or she has the
ability to improve society by acting as an infor-
mal watchdog of society; and 3) uses the Internet
and social networking platforms as a new means
to achieve social justice and punish deviants who
escape the formal justice system.
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Izvorno, HFS je bio samo mala grupa ljudi
koji su trazili informacije o odredenim incidenti-
ma, ali sada je vise poput online lova na ljude (u
tom smislu se Cesto koristi izraz ,,man hunt® ili
»head hunt*). Veliki broj ukljucenih korisnika in-
terneta ucinio ga je alatom sposobnim za cenzuru
i kaznjavanje ponasanja koje se smatra drustve-
no nemoralnim, neciviliziranim ili nezakonitim.
HFS se temelji na ideji da je osoba koja se koristi-
la internetom sigurno ostavila tragove koje drugi
mogu otkriti. Korisnici interneta koji se bave cy-
ber crowdsourcingom, odnosno HFS-om, opisani
su kao najtalentiraniji detektivi i bolji od FBI-a
kada je rijeC o pronalazenju kriminalaca (Xiao,
2011)

lako HFS moze pruziti koristi i prilike, po-
stoje 1 negativni ucinci koje ne treba zanemariti.
Vecina korisnika interneta dobrovoljno sudjeluje
u HFS-u jer vjeruju da je njihova odgovornost po-
mo¢i u odrzavanju socijalne pravde (Liu i Hao,
2009). HFS ponekad ukljucuje crno-bijelo moral-
no prosudivanje bez brige o temeljnim detaljima
incidenta (Chen, 2009). Korisnici interneta tako-
der mogu koristiti HFS za manipuliranje razumi-
jevanjem drugih korisnika interneta o odredenim
problemima davanjem laznih informacija ili Si-
renjem glasina. Zbog razli¢itih motiva korisnika
interneta, pruzene informacije mogu u pocetku
biti selektivne ili pristrane (Liu i Ling, 2012; Hao,
2009; Chen, 2011). To moze ukljucivati ispiti-
vanje javno dostupnih informacija, analizu slika
ili videozapisa i dijeljenje rezultata na internetu.
Tako to moze dovesti do otkrivanja legitimnih pro-
blema, takoder izaziva zabrinutost zbog dezinfor-
macija i potencijalne Stete nevinim ljudima. Tako-
der, takve aktivnosti mogu dovesti do invazije na
privatnost, laznih optuzbi i uplitanja u sluzbene
postupke provedbe zakona.

Jos$ jedna aktivnost koja svoje korijene vuce
daleko prije pojave interneta jest swattting. To je
opasan oblik digitalne osvetnicke pravde u kojem
netko lazno prijavljuje ozbiljan incident, kao Sto
je situacija s taocima ili nasilni zlo¢in, na lokaciji
oznacene mete, kojim se agencije za provodenje
zakona prevare da nepotrebno rasporede svoje
specijalne jedinice (orig., SWAT - Special Wea-
pons and Tactics) kao rezultat zlonamjerne pri-

Originally, HFS involved a small group of
people looking for information about specific in-
cidents, but now, it is more of an online manhunt
(the term “manhunt” or “headhunt” is often used
in this sense). The large number of internet users
involved in HFS has made it a tool capable of cen-
soring and punishing behaviour that is considered
socially immoral, uncivilised, or illegal. HFS is
based on the idea that a person who has used the
Internet must have left traces that others can dis-
cover. Internet users who engage in cyber crowd-
sourcing or HFS have been described as the most
talented detectives, even better than the Federal
Bureau of Investigation (FBI), when it comes to
finding criminals (Xiao, 2011).

Although HFS can offer benefits and opportu-
nities, there are also negative effects that should
not be overlooked. Most internet users voluntari-
ly participate in HFS because they believe it is
their responsibility to help maintain social justice
(Liu and Hao, 2009). HFS sometimes involves
a black and white moral judgement without car-
ing about the underlying details of the incident
(Chen, 2009). Internet users can also use HFS to
manipulate other users’ understanding of certain
issues by providing false information or spreading
rumours. Due to the different motives of internet
users, the information provided may initially be
selective or biased (Hao, 2009; Chen, 2011). This
may include checking publicly available infor-
mation, analysing images or videos, and sharing
the results online. While this may lead to the dis-
covery of legitimate problems, it also raises con-
cerns about misinformation and potential harm to
innocent people. In addition, such activities can
lead to invasion of privacy, false accusations, and
interference with official law enforcement efforts.

Another activity that has taken root well before
the advent of the Internet is swatting. Swatting is
a dangerous form of digital law enforcement in
which someone falsely reports a serious incident,
such as a hostage situation or violent crime, at the
location of a specific target, causing law enforce-
ment to unnecessarily deploy their Special Weap-
ons and Tactics (SWAT) units, because of mali-
cious deception (Enzweiler, 2015). This not only
jeopardises the target, but also wastes valuable
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jevare (Enzweiler, 2015). To ne samo da dovodi
metu u opasnost, ve¢ i gubi dragocjene resurse i
moze imati ozbiljne pravne posljedice. PoCinitelji
su motivirani da pocine napade iz osvete drugom
hakeru, iz zabave, dosade ili kao obred prijelaza
medu odredene hakerske skupine (Romaniuk i
Lorenzo, 2023). FBI procjenjuje da se godiSnje
odrzi 400 ovakvih poziva (Statt, 2017). Ovi pozivi
neopravdano troSe policijske resurse i FBI procje-
njuje da prosjecni prijevarni poziv kosta policiju
oko 10.000 dolara (McCartney, 2013).

ETICKI I KAZNENOPRAVNI IZAZOVI
DIGILANTIZMA

Ako pogledamo dosadasnje specifi¢nosti di-
gilantizma, mozemo zakljuciti da ovaj fenomen
moze biti mocan alat za razotkrivanje kaznenih
djela i privodenje njihovih pocinitelja pravdi. Me-
dutim, postoji nekoliko etickih aspekata koji se
mogu istaknuti kada se govori o problemati¢noj
prirodi digilantizma.

Jedan od najvaznijih etickih problema poveza-
nih s digilantizmom nedostatak je odgovarajuc¢eg
kazneno-pravnog postupka. U pravnom sustavu,
osobe optuzene za nedjela imaju pravo na posteno
sudenje, pravno zastupanje i presumpciju nevino-
sti dok im se ne dokaze krivnja. U sustavu digi-
talne “pravde”, ove zastite Cesto zaobilaze online
zajednice ili pojedince koji donose nepromisljene
prosudbe na temelju ogranicenih informacija. Ne-
dostatak odgovaraju¢eg postupka moze dovesti
do toga da nevini ljudi ili organizacije budu ne-
pravedno napadnuti i potkopava nacela poStenog
pravosudnog sustava.

Digilantizam ¢esto dovodi do toga da navod-
ni pocCinitelji budu javno razotkriveni, Sto Cesto
rezultira zadiranjem u njihovu privatnost. Osob-
ni podaci kao Sto su adrese, telefonski brojevi i
informacije o zaposlenju mogu se Siroko dijeliti
na platformama drustvenih medija. Na primjer,
Curt Schilling, poznati umirovljeni igra¢ bejzbola
u SAD-u, uzeo je stvari u svoje ruke nakon S$to
je njegova k¢i postala meta internetskog nasilja i
seksualnog uznemiravanja na Twitteru. Schilling
je identificirao devet osoba odgovornih za uvred-
ljive poruke i javno podijelio njihova imena, s

resources and can have serious legal consequenc-
es. Perpetrators are motivated to commit attacks
out of revenge against another hacker, for fun,
boredom, or as a rite of passage in certain hack-
er groups (Romaniuk and Lorenzo, 2023). The
FBI estimates that there are 400 such calls a year
(Statt, 2017). These calls unnecessarily consume
police resources and the FBI estimates that the av-
erage fraudulent call costs police approximately
$10,000 (McCartney, 2013).

ETHICAL AND CRIMINAL JUSTICE
CHALLENGES OF DIGILANTISM

If we look at the specifics of digilantism based
on research conducted so far, we can conclude
that this phenomenon can be a powerful tool when
used to expose wrongdoing and bring criminals to
justice. However, there are several ethical aspects
that must be emphasised when talking about the
problematic nature of digilantism.

One of the most important ethical problems
associated with digilantism is the lack of due
process. In the legal system, people accused of
wrongdoing have the right to a fair trial, legal
representation, and the presumption of innocence
until proven guilty. In the digital “justice” system,
these protections are often circumvented by on-
line communities or individuals who make rash
judgements based on limited information. The
lack of due process can lead to innocent people
or organisations being unfairly targeted and this
undermines the principles of a fair justice system.

Digilantism often leads to alleged offenders
being publicly exposed, often resulting in an inva-
sion of their privacy. Personal information such as
addresses, phone numbers, and employment infor-
mation can be widely shared on social media plat-
forms. For instance, Curt Schilling, a well-known
retired baseball player in the U.S., took matters
into his own hands after his daughter became a
target of cyberbullying and sexual harassment on
Twitter. Schilling identified nine individuals re-
sponsible for the abusive messages and publicly
shared their names, along with their high schools
and their parents’ email addresses. His actions led
to serious consequences for the offenders, with
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njihovim srednjim $kolama i e-mail adresama nji-
hovih roditelja. Njegovi su postupci doveli do oz-
biljnih posljedica za prijestupnike, pri cemu je je-
dan suspendiran sa sveucilista, a drugi je izgubio
posao (Chang, 2018.). Drugi primjer stra$nih po-
sljedica digilantizma primjer je vezan za bombas-
ki incident u Bostonu. Sunil Tripathi, 22-godi$nji
student koji je nestao, pogresno je identificiran
kao glavni osumnjic¢enik u ovom slucaju. Njego-
vo tijelo otkriveno je tek nakon $to je osumnjiceni
uhi¢en. Dok su se korisnici interneta kasnije on-
line ispricavali njegovoj obitelji, poCetna identifi-
kacija njega kao glavnog osumnji¢enika nanijela
je veliku Stetu obitelji tijekom potrage za njiho-
vim nestalim sinom (Lee, 2013.). Ovo postavlja
eticka pitanja o pravu na privatnost i potencijalnoj
Steti pojedincima koji su lazno optuZzeni ili koji
se ve¢ suocavaju s pravnim posljedicama za svoje
postupke.

Kolateralna steta takoder je identificirana kao
ozbiljan problem povezan s digilantizmom. Napa-
di uskra¢ivanjem usluge (DDoS) mogu dovesti do
kolateralne Stete, Cesto pogadajuci neduzne strane,
budu¢i da se vjesti hakeri koriste zarazenim racu-
nalima (zombijima) za pokretanje svojih napada.
Protuhakiranje takoder moze nenamjerno ostetiti
te neduzne sustave. DDoS napadi mogu poreme-
titi klju¢ne vladine usluge i infrastrukturu, kao Sto
je prikazano u ‘kiberneti¢kom napadu u Estoniji’,
koji je ciljao na razlicite vladine mrezne stranice i
institucije (Chang, Zhong i Grabosky, 2016.). Na-
dalje, netilantizam tj., digilantizam, moze rezulti-
rati kolateralnom Stetom kada se osobni podaci o
metama i njihovim suradnicima dijele javno. Na
primjer, u slu¢aju gospodina Wang Feia, uznemi-
ravanje njegove obitelji i radnog mjesta uslijedilo
je nakon otkrivanja njegove izvanbracne afere, $to
je u konacnici dovelo do tragi¢nog samoubojstva
njegove supruge (Chang i Leung, 2015.).

Anonimnost i nedostatak odgovornosti u di-
gitalnom okruzenju ¢ine ljude osjetljivima na
pogreske 1 pogresnu identifikaciju. Nevini ljudi
mogu biti lazno optuzeni i suocCeni s 0zbiljnim po-
sljedicama, a da se njihova krivnja ne dokaze ili
potvrdi. U nedostatku formalnog pravnog okvira,
freelanceri Cesto imaju malo ili nimalo odgovor-
nosti. Decentralizirana priroda online zajednica

one being suspended from university and anoth-
er losing their job (Chang, 2018). Another exam-
ple of terrible consequences of digilantism is the
example related to the Boston bombing incident.
Sunil Tripathi, a 22-year-old university student
who had gone missing, was incorrectly identified
as the primary suspect in the case. His body was
discovered only after the actual suspect had been
apprehended. While internet users later issued
apologies online to his family, the initial identifi-
cation of him as the main suspect inflicted signif-
icant distress on the family during their search for
their missing son (Lee, 2013). This raises ethical
questions about the right to privacy and the poten-
tial harm to individuals who are falsely accused or
those who are already facing legal consequences
for their actions.

Collateral damage has been also identified as
a serious issue related to digilantism. DDoS at-
tacks can lead to collateral damage, often affect-
ing innocent parties, since skilled hackers use
infected computers (zombies) to launch their
attacks. Counter-hacking efforts can also inad-
vertently harm these innocent systems. DDoS
attacks can disrupt critical government services
and infrastructure, as exemplified by the ‘Estonia
cyber-attack,” which targeted various government
websites and institutions (Chang, Zhong & Gra-
bosky, 2016). Furthermore, ‘netilantism’ or online
vigilantism can result in collateral damage when
personal information about targets and their asso-
ciates is publicly shared. For instance, in the case
of Mr. Wang Fei, the harassment of his family
and workplace followed the disclosure of his ex-
tramarital affair, ultimately leading to his wife’s
tragic suicide (Chang & Leung, 2015).

Anonymity and lack of accountability in the
digital environment make people vulnerable to
mistakes and misidentification. Innocent people
can be falsely accused and face serious conse-
quences without their guilt being proven or con-
firmed. In the absence of a formal legal framework,
freelancers often have little or no accountability.
The decentralised nature of online communities
makes it difficult to hold individuals or groups
accountable for their actions. The speed at which
information spreads online can exacerbate these
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otezava pozivanje pojedinaca ili grupa na odgo-
vornost za njihove postupke. Brzina kojom se in-
formacije $ire online moze pogorsati te probleme
1 otezati ispravljanje pogresaka nakon §to se do-
gode.

Sudjelovanje gradana u sigurnosti i uskladeno-
sti moze sprijeciti stalne napore organa za provo-
denje zakona i potencijalno dovesti do neuspjeha
kaznenih istraga. Uc¢inkovite istrage zlo¢ina mo-
raju se pridrzavati odredenih zakonskih procedu-
ra. Dok netilantisticka skupina Letzgo Hunting
tvrdi da su njihovi dokazi bili klju¢ni u osudi ne-
kih pocinitelja, postoje pitanja o prihvatljivosti ta-
kvih dokaza na sudu (Hill i Wall, 2015.). Nadalje,
neki oblici budnosti mogu poremetiti obavjestajne
operacije koje se oslanjaju na pomni nadzor, slic-
no ‘pracenju hrpe gupija u pokuSaju da namame
i namotaju veliku ribu’ (Michaels, 2010.). Bez
profesionalne obuke, privatne istrage digilanata
mogle bi nenamjerno upozoriti kriminalce.

Zbog digilantizma mogu eskalirati sukobi u
stvarnom svijetu. Ono S$to pocinje online optuz-
bama, moze brzo eskalirati u sukobe u stvarnom
svijetu i dovesti do fizi¢kog nasilja. Granica izme-
du online aktivizma i posljedica u stvarnom svi-
jetu moze postati zamagljena, izazivajuéi eticku
zabrinutost o odgovornosti onih koji iniciraju ili
sudjeluju u digitalnoj osvetni¢koj pravdi.

PREVENCIJA DIGITALNOG
VIGILANTIZMA: STRATEGIJE ZA
PREVENCIJU I ODGOVORNO ONLINE
PRAVOSUDE

Kako bi se ucinkovito borile protiv digitalnog
vigilantizma, online platforme moraju poboljsati
svoje napore u moderiranju sadrzaja koriStenjem
ljudskih moderatora i naprednih Al tehnologija. Ti
bi sustavi trebali moc¢i prepoznati i brzo ukloniti
Stetan sadrzaj, ukljucujuci pozive na uznemirava-
nje, doxxing ili objavljivanje privatnih podataka.
Platforme bi trebale implementirati mehanizme
brze reakcije kako bi se uhvatile ukostac sa Stet-
nim ponaSanjima ¢im se otkriju, poput Sirenja
dezinformacija ili organiziranja kampanja uzne-
miravanja. Takoder bi trebalo razviti sustave pri-
lagodene korisnicima za prijavu Stetnog sadrzaja

problems and make it difficult to correct mistakes
once they have occurred.

Citizen participation in security and compli-
ance can hinder ongoing law enforcement efforts
and potentially lead to the failure of criminal in-
vestigations. Effective crime investigations must
adhere to certain legal procedures. While the ne-
tilantism group Letzgo Hunting claims that their
evidence was crucial in the conviction of some
offenders, there are questions about the admissi-
bility of such evidence in court (Hill and Wall,
2015). Furthermore, some forms of vigilantism
can disrupt intelligence operations that rely on
careful surveillance, akin to ‘monitoring a bunch
of guppies in an effort to lure in and reel in the
big fish’ (Michaels, 2010). Without professional
training, digilantes’ private investigations could
inadvertently alert criminals.

Digilantism has the potential to escalate con-
flicts in the real world. What starts with online
accusations can quickly escalate into real-world
conflicts and lead to physical violence. The line
between online activism and real-world conse-
quences can become blurred, raising ethical con-
cerns about the accountability of those who initi-
ate or participate in digital retributive justice.

MITIGATING DIGITAL VIGILANTISM:
STRATEGIES FOR PREVENTION AND
RESPONSIBLE ONLINE JUSTICE

To effectively combat digital vigilantism, on-
line platforms need to improve their content mod-
eration efforts by utilising both human moderators
and advanced artificial intelligence (AI) technol-
ogies. These systems should be able to recognise
and quickly remove harmful content, including
calls for harassment, doxing, or the publication
of private information. Platforms should imple-
ment rapid response mechanisms to tackle harm-
ful behaviours as soon as they are detected, such
as the spread of misinformation or the staging of
harassment campaigns. User-friendly systems for
reporting harmful content related to digital vig-
ilantism should also be developed to promote a
transparent reporting process that builds trust in
the platform’s response system.
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povezanog s digitalnim vigilantizmom kako bi se
promicao transparentan postupak prijave koji gra-
di povjerenje u sustav odgovora platforme.

Osim toga, obrazovni programi trebali bi pro-
micati digitalno gradanstvo naglasavanjem vaz-
nosti odgovornog online angazmana te mogucih
rizika 1 posljedica sudjelovanja u aktivnostima
osvete. Kampanje podizanja javne svijesti trebale
bi se usredotoditi na pravne posljedice sudjelova-
nja ili promicanja internetskog vigilantizma, uk-
ljucujuéi internetsko zlostavljanje, uznemiravanje
1 invaziju na privatnost. Ove bi kampanje takoder
trebale istaknuti opasnosti djelovanja na temelju
neprovjerenih ili pogresnih informacija, $to moze
dovesti do toga da nevini ljudi budu nepravedno
ciljani.

Odgovorno izvje$¢ivanje novinara i medija
kljucno je za suzbijanje porasta digitalnog vigilan-
tizma. Medijska pokrivenost kaznenih slucajeva ili
pitanja socijalne pravde mora izbjegavati senzaci-
onalizam koji bi mogao potaknuti budnost. Eti¢ke
prakse prijavljivanja, ukljucujuéi oprezno izvjeséi-
vanje i izbjegavanje legitimiranja osvetnickih rad-
nji, kljuéne su za sprjeCavanje eskalacije internet-
skog uznemiravanja i mafijaskog ponasanja.

Vlade, sa svoje strane, moraju povecati povje-
renje javnosti u pravosudni sustav osiguravajuci da
se zlo¢ini temeljito istrazuju i da pravosudni sustav
radi transparentno. Kada javnost ima povjerenja u
ucinkovitost pravosudnog sustava, manje je iskuse-
nja pribjeci osvetnickoj pravdi. Agencije za provo-
denje zakona trebale bi biti transparentnije u svom
radu i istragama kako bi smanjile potrebu javnosti
da pravdu uzme u svoje ruke.

Alati umjetne inteligencije mogu se razviti za
pracenje online ponaSanja u potrazi za znakovima
digitalnog vigilantizma, kao $to su koordinirani
napadi, razmjena informacija velikih razmjera ili
ponasanje sli¢no mafijaskom ciljanju pojedinaca.
JaCanje zastite privatnosti na internetu, ukljucu-
juci enkripciju, alate za anonimiziranje i zastitne
mjere protiv otkrivanja osobnih podataka, moze
sprijeiti pojedince da budu meta internetskih
mafijasa. Osim toga, platforme bi trebale primje-
njivati algoritme koji ograni¢avaju Sirenje Stetnog
sadrzaja, kao §to su doxxing ili kampanje uznemi-

In addition, educational programmes should
promote digital citizenship by emphasising the
importance of responsible online engagement and
the potential risks and consequences of participat-
ing in vigilante activities. Public awareness cam-
paigns should focus on the legal consequences of
promoting or participating in online vigilantism,
including cyberbullying, harassment, and inva-
sion of privacy. These campaigns should also
highlight the dangers of acting on unverified or
misleading information, which can lead to inno-
cent people being unfairly targeted.

Responsible reporting by journalists and the
media is essential to curb the rise of digital vigi-
lantism. Media coverage of criminal cases or so-
cial justice issues must avoid sensationalism that
could incite vigilantism. Ethical reporting prac-
tises, including cautious reporting and avoiding
the legitimisation of vigilante actions, are crucial
when it comes to preventing the escalation of on-
line harassment and mob behaviour.

Governments, for their part, must increase pub-
lic confidence in the justice system by ensuring
that crimes are thoroughly investigated and that
the justice system operates transparently. When
the public has confidence in the effectiveness of
the justice system, there is less temptation to re-
sort to vigilante justice. Law enforcement agen-
cies should be more transparent in their operations
and investigations to reduce the public’s desire to
take justice into their own hands.

Al tools can be developed to monitor online
behaviour for signs of digital vigilantism, such
as coordinated attacks, large-scale information
sharing, or mafia-like behaviour targeting indi-
viduals. Strengthening online privacy protections,
including encryption, anonymisation tools, and
safeguards against the disclosure of personal data,
can help prevent individuals from being targeted
by online mobs. In addition, platforms should use
algorithms that limit the spread of harmful con-
tent, such as doxing or harassment campaigns, by
demoting such content in search results and news
feeds.

Fostering a constructive online environment
is crucial. Online communities should be encour-
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ravanja, snizavanjem takvog sadrzaja u rezultati-
ma pretrazivanja i feedovima vijesti.

Poticanje konstruktivnog internetskog okruze-
nja takoder je kljuc¢no. Internetske zajednice tre-
ba poticati na promicanje dijaloga temeljenog na
uzajamnom postovanju i aktivno obeshrabrivanje
osvetnic¢ke pravde. Utjecajne osobe, ¢elnici zajed-
nice i moderatori trebali bi intervenirati u rasprave
koje se krecu prema budnosti i usmjeriti razgovor
prema odgovornom ponasanju.

Trening empatije 1 programi rjeSavanja suko-
ba za online korisnike mogu pomoc¢i u smanjenju
agresivnog ponasanja i Zelje za osvetom. Kam-
panje za podizanje svijesti trebale bi educirati
korisnike o mreznom ucinku dezinhibicije koji
se javlja kada anonimnost dovede do ponasSanja
koje ne bi ispoljavali izvan mreze. Pojasnjavanje
pravih posljedica online radnji moze djelovati kao
sredstvo odvra¢anja od ponasSanja nalik osvetnici.

Zrtve digitalnog vigilantizma trebaju imati pri-
stup sveobuhvatnoj podrsci, ukljucujuéi pravno i
psiholosko savjetovanje, kako bi im se pomoglo
nositi s emocionalnim i pravnim posljedicama
svojih napada. Vlade i organizacije mogle bi us-
postaviti timove za brzi odgovor kako bi pomo-
gle zrtvama internetskog vigilantizma pruzanjem
pravnih savjeta, pomoc¢i u kibernetickoj sigurnosti
i platforme za brzo prijavljivanje incidenata.

lako crowdsourcing moze biti vrijedan alat
za istrage ili podizanje svijesti, mora se provoditi
eticki. Treba uspostaviti jasne smjernice za zastitu
privatnosti i sprjecavanje zlouporabe informacija.
Internetske zajednice treba obeshrabriti da provode
“gradanske istrage” bez provjerenih dokaza i umje-
sto toga treba ih poticati na suradnju s vlastima.

Cilj je ovih strategija uhvatiti se ukostac s te-
meljnim uzrocima digitalnog vigilantizma, po-
boljsati odgovornost platforme, provesti zakonske
posljedice i promicati obrazovanje javnosti kako
bi se suzbilo Stetno ponasanje i stvorilo sigurnije,
odgovornije digitalno okruzenje.

ZAKLJUCAK

Digilantizam predstavlja izazovno podrucje
koje zahtijeva dodatna istrazivanja radi njegovog

aged to promote dialogue based on mutual respect
and actively discourage vigilante justice. Influen-
tial figures, community leaders, and moderators
should intervene in discussions that drift towards
vigilantism and steer the conversation towards re-
sponsible behaviour.

Empathy training and conflict resolution pro-
grammes for online users can help reduce aggres-
sive behaviour and the urge to retaliate. Awareness
campaigns should educate users about the online
disinhibition effect that occurs when anonymity
leads to behaviours that they would not exhibit
offline. Once the real consequences of online ac-
tions are made clear, they can act as a deterrent to
vigilante-like behaviour.

Victims of digital vigilantism should have ac-
cess to comprehensive support, including legal
and psychological counselling, in order to help
them deal with the emotional and legal conse-
quences of their attacks. Governments and organ-
isations could set up rapid response teams to help
victims of online vigilantism by providing legal
advice, cybersecurity assistance, and a platform
for rapid incident reporting.

Whilst crowdsourcing can be a valuable tool
for investigations or awareness raising, it must be
conducted ethically. Clear guidelines should be
established to protect privacy and prevent the mis-
use of information. Online communities should be
discouraged from conducting “citizen investiga-
tions” without verified evidence and instead be
encouraged to co-operate with the authorities.

These strategies aim to tackle the root causes
of digital vigilantism, improve platform account-
ability, enforce legal consequences, and promote
public education to curb harmful behaviour and
create a safer, more responsible digital environ-
ment.

CONCLUSION

Digilantism is a tricky subject that requires fur-
ther research in order to better understand its com-
plexities and possible consequences. Throughout
history, vigilantism has always been a reaction to
the perceived inadequacies of formal justice sys-
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boljeg razumijevanja kako bismo se nosili s nje-
govim kompleksnostima i potencijalnim posljedi-
cama. Kroz povijest, vigilantizam je bio odgovor
na percipirane nedostatke formalnih pravosudnih
sustava, a digitalna era donosi nove dimenzije
ovom fenomenu.

Pojavom digilantizma, internet postaje prostor
gdje gradani preuzimaju ulogu izvrsitelja pravde,
¢esto motivirani nedostacima formalnih pravosud-
nih sustava ili Zeljom za drustvenom promjenom.
Digilantizam, kao posljedica te dinamike, obuhva-
¢a Sirok spektar aktivnosti, ukljucujuéi oznacava-
nje, istrazivanje, uhodenje, organizirano curenje
podataka, doxxing i online posramljivanje.

Nadalje, specifi¢ni oblici digilantizma, poput
doxxinga 1 online posramljivanja, imaju znacajan
utjecaj na zivote oznacenih pojedinaca, ukljucu-
juci rizike poput uznemiravanja, krade identite-
ta, gubitka posla i fizicke ozljede. S obzirom na
brzi razvoj tehnologije i rastuci utjecaj interneta,
potrebno je sustavno istrazivanje i regulacija ova-
kvih oblika aktivizma kako bi se zastitila prava
pojedinaca i odrzala ravnoteza izmedu slobode
izrazavanja i zastite od zloupotrebe.

Definiraju¢i digilantizam kao aktivnosti koje se
koriste digitalnim alatima i on/ine platformama za
ostvarivanje pravde izvan formalnih sustava, vazno
je razumjeti njegove motive i implikacije. Motiva-
cije pojedinaca ili grupa koje se bave digilantiz-
mom mogu varirati od puke dosade, preko brige za
sigurnost zajednice do zelje za osvetom ili ideolo-
gijama aktivizma. Medutim, unato¢ potencijalnim
pozitivnim motivima, digilantizam nosi i eticke
probleme, s nedostatkom kontrole i moguc¢noséu
zloupotrebe digitalnih alata. Nedostatak formalne
obuke 1 nadzora, karakteristiCan za aktivnosti di-
gitalnih vigilanata, moze rezultirati ozbiljnim po-
sljedicama i sukobima s pravnim sustavom. Tako-
der, razlicite motivacije pojedinaca u digilantizmu,
od politickih ciljeva do osobnih razloga, dodatno
kompliciraju tumacenje njihovih aktivnosti.

Povezanost s druStvenim medijima, mogu¢-
nost anonimnosti te mo¢ i sloboda dostupni na
internetu doprinose porastu digilantizma. Vazno
je razlikovati i proucavati razli¢ite oblike digilan-
tizma, zato Sto svaki od ovih oblika ima svoje ka-

tems, and the digital age adds new dimensions to
this phenomenon.

With the rise of digilantism, the Internet be-
comes a space where citizens take on the role of
enforcers of justice, often motivated by the inade-
quacies of the formal justice system or the desire
for social change. As a result of this dynamic, dig-
ilantism encompasses a wide range of activities,
including tagging, research, stalking, organised
leaks, doxing, and online shaming.

In addition, certain forms of bullying, such as
doxing and online shaming, have a significant im-
pact on the lives of those targeted including risks
such as harassment, identity theft, loss of employ-
ment, and physical harm. Given the rapid devel-
opment of technology and the growing influence
of the Internet, systematic research and regulation
of these forms of activism is necessary to protect
the rights of individuals and maintain a balance
between freedom of expression and protection
from abuse.

When defining digilantism as activities that
utilise digital tools and online platforms to
achieve justice outside the formal justice system,
it is important to understand the motivations and
impacts. The motivations of individuals or groups
engaging in vigilantism can range from mere
boredom to concerns for community safety, and
from revenge to ideologies of activism. Despite
the potentially positive motives, digilantism har-
bours ethical problems due to the lack of control
and the possibility of misuse of digital tools. The
lack of formal training and supervision that char-
acterises digital vigilante activities can lead to
serious consequences and conflicts with the legal
system. The different motivations of individual
members of digital vigilante groups, ranging from
political goals to personal reasons, can complicate
the interpretation of their activities.

The connection to social media, the possibility
of anonymity, and the power and freedom offered
by the internet contribute to the rise of digilan-
tism. It is important to distinguish and study dif-
ferent forms of digilantism, as each of these forms
have its own characteristics and consequences,
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rakteristike i posljedice, od niskog intenziteta do
organizirane akcije protiv institucija.

Ovo podrucje takoder postavlja izazove za
pravni sustav, s nedostatkom kontrole i regula-
cije u online svijetu. Pojava digilantizma potice
raspravu o potrebi novih pristupa u istrazivanju
cyber kriminaliteta i osiguravanju internetske si-
gurnosti, uzimajuéi u obzir promjene u tehnologiji
i drustvenim dinamikama.

Zaklju¢no, razumijevanje digilantizma za-
htijeva multidisciplinarni pristup koji ukljucuje
kriminologiju, kiberneticku sigurnost, druStvene
medije i etiku. Samo kroz holisti¢ki pristup mo-
zemo razviti u¢inkovite strategije za suoCavanje
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ranging from low intensity digilantism to organ-
ised actions against institutions.

Digital vigilantism also poses a challenge to
the legal system due to the lack of control and reg-
ulation in the online world. The emergence of dig-
ilantism is prompting a discussion about the need
for new approaches to investigating cybercrime
and ensure cybersecurity, while considering the
changes in technology and social dynamics.

To summarise, understanding digilantism re-
quires a multidisciplinary approach encompass-
ing criminology, cyber security, social media, and
ethics. Only through a holistic approach can we
develop effective strategies to address the chal-
lenges posed by this complex phenomenon, strik-
ing a balance between justice, freedom of expres-
sion, and the protection of individual rights.
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s izazovima koje donosi ova slozena pojava, uravnotezujuci pravdu, slobodu izrazavanja i zastitu prava
pojedinaca.
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