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Abstract: With the advancement in information technology confidential data security and privacy in data transmission have long been a top priority because of the increase 
in cybercrime. A number of cryptographic and steganography methods were put up to resolve the issues. Reversible data hiding, due to its versatility and ability to be used 
in a variety of settings, is a great strategy for protecting sensitive information. However, it can handle only little payloads with good quality image carrying data.This paper 
introduces a novel spatial image steganography scheme that combines Differential Expansion (DE) and RC4 cryptography to significantly improve data security. The 
methodology involves embedding sensitive information into the difference values of pixel pairs using DE, followed by RC4 encryption to ensure robust data protection. Our 
approach leverages the strengths of DE for high-capacity data embedding and the robust encryption capabilities of RC4 to protect against unauthorized access and 
tampering.To evaluate the effectiveness of our proposed method, we conducted extensive experiments using a variety of image datasets. The results demonstrate that our 
method achieves significant improvements in payload capacity, security, and image quality compared to traditional techniques. Specifically, our method outperforms existing 
methods such as LSB, Hamming code, and GAN-based approaches in key metrics including Peak Signal-to-Noise Ratio (PSNR), Mean Square Error (MSE), and Structural 
Similarity Index Metric (SSIM). These metrics indicate that our method maintains high image quality while providing enhanced data security. 
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1 INTRODUCTION 
 

Since ancient times, people have been concerned in 
hiding concealed messages. This objective is achieved by 
both steganography and cryptography, although in 
different ways. In order to convey a secret message while 
hiding its presence, steganography is used. On the other 
hand, encryption, a technique used in cryptography, aims 
to conceal the content of a message rather than its mere 
presence. Greek word kryptos, which means "hidden," is 
the source of the word "cryptography." A message is 
routinely encrypted before being concealed in a message to 
obtain a better level of secrecy [1]. A cover that appears 
innocent, like a digital image file. The necessity for 
steganography is clear, but less so for additional methods. 
Simple steganographic methods are readily detectable, and 
the area of steganalysis is dedicated to combating them. 
Steganography is a discipline that is continually changing 
since improvements in steganalysis frequently counter 
those made in steganography. 

Since digital images are used as a cover by the majority 
of steganographic systems, the whole discipline has taken 
techniques and concepts from the closely related field. 
Digital audio and video can be modified for copyright 
purposes using watermarking and fingerprinting 
techniques. Although many features of pictures can 
theoretically be altered, most stego systems strive to 
maintain the visual integrity of the image. Making 
modifications that could not be seen with the naked eye 
was the original aim of stego systems. Because statistical 
techniques may identify changes in the image even when 
they are not apparent, this characteristic is insufficient. The 
output of steganography is frequently reliant on the 
compression strategy employed; hence image compression 
is very crucial. Steganalysis techniques have foiled 
steganographers' efforts to develop more effective ways to 
conceal a message in a cover item [2]. The goal is to 
conceal the concealed message by embedding it in the 
cover item while also doing so in other cover objects. We 
must apply cryptography to decrypt the stego-message. 
Utilizing steganography and cryptography is the most 
effective method. Encryption converts data into an 

unreadable format to prevent illegal access to data without 
realizing the precise details of the key being used. The 
original data is reconstructed using a decryption method. 

State vector having 256-bytes is established using RC4 
encryption technique, which has key length ranging 
between 1 and 256 bytes. The utilized plain text has no 
bearing whatsoever on the key stream. Reversible text 
hiding strategy incorporating Difference Expansion (DE) 
methodology has been proposed recently. This type of 
approach computes the differences between adjacent             
two-pixel values and chooses a subset of differences for 
DE. Only color pictures with 8 bits per pixel (bpp) are 
taken into account in this research. The general architecture 
of system incorporating steganography and cryptography 
is demonstrated in Fig. 1. 
 

 
Figure 1 Data hiding framework with cryptography 

 
Despite significant advancements in image 

steganography, several gaps remain in addressing security 
and payload capacity effectively. Existing methods often 
struggle with balancing high payload capacity while 
maintaining robust security against sophisticated attacks. 
Techniques such as Least Significant Bit (LSB) embedding 
and even some advanced cryptographic approaches fail to 
provide both high security and substantial payload 
capacity. Furthermore, many existing methods do not 
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adequately address the degradation of image quality, which 
is crucial for maintaining the imperceptibility of hidden 
information. Our research aims to bridge these gaps by 
integrating Differential Expansion (DE) and RC4 
cryptography to enhance both security and payload 
capacity, offering a more balanced and effective solution. 
Major objective of this research is to associate 
steganography with cryptography to assure the security of 
secret text data transfer. The unique representation of the 
stego-image is concealed using a powerful encryption 
method that uses RC4 algorithm. The secret text can be 
encrypted by using DE before the text concealment phase. 
The recipient will then get the encrypted text that has been 
integrated into the chosen difference image. For recovering 
the original text, the stego image is applied with decryption 
methods. 
 
2 RELATED WORKS 
 

In order to hide patient data, Kim et al. [3] employed a 
hybrid data concealing approach that merged the LSB and 
Hamming code. The PSNR of suggested scheme retained 
above 50 dB. This approach offered a greater degree of 
concealment than previous approaches. Tang et al. [4] 
proposed an effective steganography approach based on 
fuzzy map that takes ambiguity of image into account. 
Furthermore, LSB replacement is used to hide data in an 
improved way based on fuzzy map. Alexan et al. [5] 
developed a security scheme based on AES-128 
encryption. Then in, steganography text is concealed inside 
images via substitution of LSB. The image is first split into 
slices, and insertion involves various mathematical 
arrangements. This scheme generates a CT Engine image 
with a capacity of 295680, a PSNR of 62.66 dB, and an 
MSE of 0.03519.  Zhang et al. [6] presented a novel 
technique based on Generative Adversarial Network 
(GAN) for improved perceptual quality. Hough Transform 
along with Two-Fish and LSB was utilized by Abikoye et 
al. [7] for text hiding. Pooja et al. [8] proposed an image 
steganography-based cryptography method. Cryptography 
(DES) techniques are based on making the content of a 
message garbled to unauthorized people. Ayub et al. [9] 
introduced data hiding based on edge in DCT transformed 
image. This scheme incorporated Laplacian filter for edge 
detection. This steganography scheme surprisingly 
resulted in compression of stego image 

Karakkus et al. [10] proposed optimization-oriented 
scheme involving pixel similarities. For various cover 
images, mean PSNR is 56.5374 dB respectively. Chaeikar 
et al. [11] proposed a novel blind statistical method 
involving the flipping of LSB to detect secret text. Image 
filtration pixels are categorized as suspicious based on 
statistical evidence. Ashraf et al. [12] proposed a rule-
based fuzzy system to identify relation between 
neighboring pixels by involving instinctive human 
perception. IT2 FLS similarity measure is used to identify 
which pixels in the image have the highest similarity 
values, and the LSB approach is utilized for embedding. 
Elmasry et al. [13] proposed a method begins by forming 
the codeword compression before encrypting by using 
AES. Fisher-Yates scheme is utilized to choose the next 
pixel location when embedding encrypted data and header 
information. To conceal one-byte, different LSB from 

chosen pixels are used. Ioannidou et al. [14] presented 
edge-based hybrid detector for choosing the pixels to 
deliver payload. Ahani et al. [15] discussed sparse 
represented wavelet transforms to hide text message in 
color images. PSNR is approximated to be around 40 dB 
with LSB. 

Ray et al. [16] employed a CNN based edge detector 
with deep supervision, to identify the edges. The first step 
in pre-processing the cover image is to mask the final five 
bits of each pixel. A grayscale edge map is then produced 
using the edge detector model. To acquire the notable edge 
characteristics, the map is transformed into a binary 
version utilizing both global and adaptive binarization 
approaches. The purpose of using various binarization 
strategies is to show how the edge detection method is less 
susceptible to thresholding methods. Shree et al. [17] 
presented a simple data security method that makes use 
mixing process, to yield stego-image. When two layers of 
protection are required, the adoption of a cryptography 
method adds exceptional confidentiality to the 
steganography approach. 
 
3 METHODOLOGY 
 

As network expands, maintaining the security of data 
transmission, particularly for pictures, has become a top 
priority. Text message security is a crucial area of study in 
several areas. Therefore, text concealment algorithms 
improve the efficiency of broadcast while maintaining 
security from outside threats. The maximum degree of data 
integrity, secrecy and security, may thus be attained by the 
combination of cryptography and steganography. This 
study combines RC4 stream cypher for cryptography and 
DE for steganography to attain secrecy of text 
transmissions. The primary purpose of RC4 is to keep the 
text undetectable to the hackers even if the image 
undergoes steganalysis. Pixels are modified using 
difference image to produce the unique stego image. By 
utilizing RC4, it is possible to increase secrecy [18]. 
Proposed text security strategy and its embedding 
procedure flow is described in Fig. 2. 
 

 
Figure 2 Process flow of embedding scheme 

 
Color images having size of 256 × 256 are initially 

selected as cover image for steganography. The algorithm 
is then provided with confidential text message which need 
to be concealed inside cover image. Secret text is encrypted 
by utilizing RC4 technique with the inclusion of secret key 
that increase confidentiality of proposed scheme. The 
cipher text is covered among the pixels of cover by means 
of LSB scheme. Text may be sent in an extremely safe 
manner through a secure communication channel. The 
attacker cannot access the secret text's original form 
because of encryption. The method shown in Fig. 3 is 
utilized to obtain secret text. 
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Figure 3 Process flow of extraction technique 

 
3.1 RC4 Encryption 
 

Symmetric cryptography system, known as the RC4 
algorithm, mixes plaintext with a keystream that is often 
used for encryption and decoding. The same keys are used 
for encryption and decryption in symmetric cyphers. It is 
made to be simple to use even with a lot of data. Both block 
mode and stream mode are supported by symmetric 
cyphers. While in stream mode the message is encrypted 
from the first character to the last, in block mode the 
message is divided into multiple set size blocks and 
encrypted one at a time. [19]. 

Differential Expansion (DE) calculates the difference 
between pairs of pixel values in the cover image. These 
differences are then expanded to create space for 
embedding secret data. The DE process involves selecting 
pairs of pixels, calculating their differences, and then 
embedding the secret bits into these differences. The 
modified differences are adjusted to maintain image 
quality. RC4 is a stream cipher known for its simplicity and 
speed. The encryption process involves two main steps: 
key scheduling and pseudo-random generation. The key 
scheduling algorithm (KSA) initializes a permutation of all 
256 possible byte values using a variable-length key. The 
pseudo-random generation algorithm (PRGA) then 
generates a pseudo-random stream of bytes, which is 
XORed with the plaintext to produce the ciphertext. In our 
method, the secret data embedded using DE is encrypted 
using RC4 to ensure additional security. 

The Key Scheduling (KS) algorithm and the Pseudo-
Random Generation (PRG) algorithm make up the RC4 
algorithm. The methods are displayed in Fig. 1, where l 
represents the secret key's length in bytes and N represents 
the array S or S-size box's in words. In RC4, a typical key 
size ranges from 5 to 32 bytes. RC4 is often utilized in 
applications with word sizes of n = 8 and array sizes of           
n = 28. An identity permutation (0, 1, ..., N – 1) is inserted 
into the array S at the initial stage of RC4 execution. The 
words in S are then shuffled using a secret key K to 
initialize S to a randomized permutation. The PRGA 
generates randomized words from the permutation in S 
during the second stage of the procedure. The running 
keystream is made up of one output word from each cycle 
of the PRGA loop. To create the ciphertext, the plaintext 
and keystream are bitwise XORed. The steps involved in 
RC4 encryption scheme are illustrated in Fig. 4.  

 
Figure 4 RC4 encryption (a) key scheduling algorithm, (b) prn generation 

algorithm 
 

Algorithm 1: Key Scheduling 
Input: K, m 
Output: State (S) 
Step 1: Consider S[i] = i, for i = 0 < i < 256. 
Step 2: Initialize j = 0. 
Step 3: j = (j + S[i] + K [i mod L]) mod 256. 
Step 4: S[i] ←S[j] 
) 

This approach will update any changeable Vd during 
data embedding by including LSB using DE or changing 
the LSB [20]. This approach will additionally insert real 
values of modified LSBs to ensure a precise recovery of 
the original picture. Therefore, in order to prepare for the 
decoding procedure, the original h values for the changed 
Vd must be known. EN2 and CN gather the real values of 
LSBs using this procedure. The location map might 
determine the original LSB (1 or 0, respectively) for h = 1 
or –2, in which case nothing will be gathered. For 
compression, JBIG2 algorithm will be used to compress 
the location map losslessly. L stands for the compressed bit 
stream. P, which stands for payload size, is then added to 
create B. The Vd matrix contains the bit stream B. Step 5: 
Output state (S). 

Fig. 4 operations are all performed on bytes (n = 8), as 
shown. However, the majority of contemporary CPUs use 
32-bit or 64-bit words. The size of array S increases to 232 
or 264 bytes, which is impractical, if the size of word in 
RC4 is extended to n = 32 or n = 64 to improve speed. To 
hold all 32-bit or 64-bit permutations, respectively, these 
array widths should be noted. The KS algorithm is initiated 
with state "S". The key length (L) can be defined in the 
range "1 ≤ L≤ 256". The key is used to initiate the state of 
"S" box. KS process flow is explained in Algorithm 1. 

The procedure is initiated with a key having varying 
length ranging between 40 and 2048 bits. RC4 generates a 
stream of key using PRG algorithm. It compensates the 
criteria and yields a key stream byte. The process of PRG 
is explained in Algorithm 2. 
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Algorithm 2: Pseudo Random Generation  
Input: State (S) 
Output: Kseq 
Step 1: Initialize j = 0, i = 0. 
Step 2: i = (i + 1) mod 256 
Step 3: j = (j + S[i]) mod 256 
Step 4: S[i] ←S[j] 
Step 5: Kseq = S[(S[i] + S[j]) mod 256] 
Step 6: Return (Kseq) 

 
3.2 Difference Expansion 
 

The following step creates four separate groups of 
Difference Values (Vd). All inflatable h = 0 and h = –1 are 
present in EZ. All inflatable h values outside of EZ are 
contained in EN. All alterable h values that do not belong 
to are included in CN (EZ and EN). NC is made up of all 
immutable h values. For DE, all h values in EZ are always 
to be chosen. Depending on the payload size, EN will 
choose several Vd for DE. For ease of use, EN1 and EN2 
are used to designate the subsets differences which are 
selected and non-selected. Location map consists of bitmap 
having single bit value. The location map assigns a value 
"1" to a h in EZ or ENI while assigning a value "0" to a h 
in NC, CN or EN2. Details are easily seen in Tab. 1 
 

Table 1 Difference embedding 
Criteria Initial Set Initial 

Value 
Location 

Map 
Updated 

Value 
Updated 

Set 
Modifiable EN1 or EZ  h 1 2h + b CH 
Modifiable CN or EN2 h 0 h + b CH 

Non-
Modifiable 

NC h 0 h NC 

 
This approach will update any changeable Vd during 

data embedding by including LSB using DE or changing 
the LSB [20]. This approach will additionally insert real 
values of modified LSBs to ensure a precise recovery of 
the original picture. Therefore, in order to prepare for the 
decoding procedure, the original h values for the changed 
Vd must be known. EN2 and CN gathers the real values of 
LSBs using this procedure. The location map might 
determine the original LSB (1 or 0, respectively) for h = 1 
or –2, in which case nothing will be gathered. For 
compression, JBIG2 algorithm will be used to compress 
the location map losslessly. L stands for the compressed bit 
stream. P, which stands for payload size, is then added to 
create B. The Vd matrix contains the bit stream B. 

Only modifiable Vd are altered. All numerical 
averages and non-changing differentials remain the same. 
A new LSB is either incorporated via DE for a changing 
difference or its existing LSB is swapped out. As a result, 
all embedded data is stored in the LSBs of changing Vd 
after embedding. The decoder is capable of obtaining the 
embedded bit stream B by gathering the LSBs of changed 
Vd. After receiving bit stream B, decoder may accurately 
restore original picture. Fig. 5 provides a good illustration 
of this text embedding approach involving DE 
methodology. 

B is obtained by gathering the LSBs of all changing 
Vd, as revealed in Tab. 1. Payload, original LSBs stream C, 
and the position map stream L may all be decoded from 
stream B. Each enlarged Vd and changing Vd 's location is 
indicated on the location map. The original values of other 

changeable Vd may be obtained from the bit stream C, 
whereas the original LSBs of enlarged difference values 
can be obtained by dividing the result by 2. And nothing 
has occurred to the non-modifiable Vd. The original picture 
may be precisely reconstructed once all modifiable Vd have 
been restored. The decoding and authentication processes 
share data of embedding procedure and follow a related 
workflow. There are five phases in the extraction process. 
The computation of average and Vd comes first. The result 
is the creation of two distinct groups of differences, NC and 
CH. The next step is to compile all of the Vd in CH's LSBs 
and create B. The map of location is decoded using B in 
JBIG2 decoding algorithm. 
 

 
Figure 5 Text Embedding Process Flow 

 

 
Figure 6 Text extraction and reconstruction process flow 

 
The original picture is then restored using matrix h. 

Fig. 6 displays the flowchart of the procedure. Reversible 
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integer transformations can be used to return to the original 
picture after the original Vd and mean from the first stage 
have been obtained. This method's ability to recreate the 
original cover art is a key selling point. This enables the 
user to use the cover image without any loss in clarity. 
 
4 RESULTS AND DISCUSSION 
 

As explained in the methodology, the plain text is 
initially encrypted for the increment in security and the 
steganography algorithm is applied on the encrypted text. 
MATLAB 2018b is used to develop the proposed secure 
steganography algorithm. Initially, a text is selected and is 
read by the algorithm. Then RC4 encryption scheme 
having key size of 256 bits is used to encrypt the given 
plain text. A standard cover image is selected, and 
suggested DE scheme has been utilized to embed bit stream 
into the pixels. In order to incorporate encrypted text within 
the preferred cover and create a stego image, we employed 
DE scheme. Through a secured link between the 
transmitter and receiver, the resultant image is 
subsequently transmitted to suitable receiver. Fig. 7 
presents the input text, encrypted text, cover and stego 
image from the developed security system. Secret text that 
needs to be encrypted send after embedding is represented 
in Fig. 7a. The encrypted secret text file obtained from the 
RC4 algorithm is shown in Fig. 7b and cover image is 
depicted in Fig. 7c. The crypto-stego integrated output is 
given in Fig. 7d. 
 

 
Figure 7 Inputs and results (a) secret text, (b) encrypted secret text, (c) cover 

image, (d) stego image 
 

Most desirable properties of a secure steganography 
system are nonrepudiation and capacity. In order for 
computer modelling to be possible, the embedded data 
must be unnoticeable to the viewer. Standard images 
(Peppers, Barbara, Baboon and Lena) are taken for 
evaluating the performance. Performance parameters 
include Mean Square Error (MSE), Peak Signal-to-Noise 
Ratio (PSNR) and Structural Similarity Measure (SSIM). 

PSNR can be indicated as a quality measure that 
considers the variation in original cover and stego images. 
It can be cmputed as follows: 
 

2

10log IMAX
PSNR

MSE

 
   

 
                                                         (1) 

 
where , MAXI is the maximum possible pixel value of the 
image. Likewise , the MSE can be computed as follws: 

   
21 1

0 0

1
, , 

m n

i j
MSE I i j K i j

mn
 
 

                                       (2) 

 
SSIM assesses the similarity between the original and 

stego images, considering luminance, contrast, and 
structure. SSIM values range from –1 to 1, with higher 
values indicating greater similarity and better image 
quality. In PSNR's case, there is a decrement with increase 
in embedding rate. So, it can be showed that PSNR is 
inversely proportional to embedding rate. More number of 
pixels are modified because of text and visual attributes of 
stego decrease during the rise in embedding rate. 
Embedding rate is changed between 0.1 and 1 with 0.1 
interval. The variation in PSNR according to embedding 
rate is exemplified in Fig. 8. 
 

 
Figure 8 Variation in PSNR with respect to embedding rate 

 
The maximum PSNR value is 68.9745 dB, which is 

obtained for the cover image 'Lena' when the embedding 
rate is 0.1. The lowermost value of PSNR is obtained as 
48.8468 dB for the cover image 'Peppers' when the 
embedding rate is 1. There is 29.41% reduction in PSNR 
when the embedding rate changes from 0.1 to 1. While 
considering MSE, it varies proportionally with embedding 
rate. So, it can be indicated that MSE is directly 
proportional to the embedding rate. Embedding rate is 
changed between 0.1 and 1 with 0.1 interval. The variation 
in MSE with respect to embedding rate is illustrated in Fig. 
9. Efficient algorithms provide lowest values for MSE. 
 

 
Figure 9 Variation in MSE with respect to embedding rate 

 
Lowest MSE of 0.02501 is obtained for the cover 

image 'Barbara', at the embedding rate 0.1. The maximum 
value of MSE is 0.02709 obtained for the cover image 
'Lena' when the embedding rate is 1. There is 7% increase 
in MSE when the embedding rate changes from 0.1 to 1. 
Higher embedding rate can incorporate more text inside the 
cover image. When SSIM is considered, its value decreases 
with the increase in embedding rate. So, it can be indicated 
that SSIM is inversely proportional to the embedding rate. 
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More pixels are affected by the secret image with 
increment in embedding rate. The image size does not have 
any influence on SSIM. Here the internal structural change 
in the image is analyzed. The variation in the embedding 
rate is from 0.1 to 1 with an interval of 0.1. There is no 
constant change in SSIM with the variation in the 
embedding rate. The variation in SSIM with respect to 
embedding rate is illustrated in Fig. 10. 
 

 
Figure 10 Variation in SSIM with respect to embedding rate 

 
The peak value of SSIM is 1, which is obtained for 

lower embedding rates. The minimum value of SSIM is 
0.9997 obtained for the cover images "Barbara" and 
"Peppers" when the embedding rate is 1. There is 0.03% 
decrease in SSIM when the embedding rate changes from 
0.1 to 1. This indicates the ability of the proposed algorithm 
to provide structural stability. It is possible to incorporate 
more bits of text inside a cover image when the embedding 
rate is higher. But embedding rate has an adverse effect on 
the structural stability of cover image.  Since there is no 
huge change in the structure of cover, the algorithm can 
provide robust results for a wide range of images. 
 

 
Figure 11 Variation in embedding time with respect to embedding rate 

 

 
Figure 12 Variation in extraction time with respect to embedding rate 

 
The computation time is another crucial element in the 

steganography process. The amount of time needed for 
embedding grows as the embedding rate does. Each and 
every pixel in stego image is examined for recovering 
secret encrypted message. Number of pixels that must be 

evaluated will rise along with the embedding rate, which 
will lengthen calculation time. Fig. 11 and Fig. 12 show, 
respectively, the variance in embedding time and 
extraction time with regard to embedding rate for various 
cover images. 

When comparing the aforementioned figures, it is clear 
that the embedding time changes in response to the 
embedding rate. Regarding embedding rate, the extraction 
time is consistent for different cover pictures. In "Lena" 
image, embedding takes the longest, which is 0.033738 s 
at embedding rate 0.9. In "Peppers" image embedding 
takes the shortest, which is 0.020578 s at embedding rate 
0.2. In "Peppers" image extraction takes the longest, which 
is 0.095796 at 0.5 embedding rate. In "Peppers" image 
extraction takes the shortest, which is 0.073689 at 0.9 
embedding rate. In comparison to embedding time, 
extraction time is longer. Scanning every pixel is necessary 
during extraction. The computation time will rise as a 
result. 

This research selects the method from articles which 
are used for comparison that have chosen 256 × 256 sized 
cover images. By adjusting the variation between the 
average of the SLT parameters, Thabit et al. [21] 
introduced Slantlet Transform (SLT) and embedded text 
changed overlayed areas of cover image. In the space 
domain, Kanan et al. [22] proposed GA scheme for 
embedding text. Adaptive steganography is possible and 
the stego image quality is adjustable. In addition to chaotic 
cypher, Sajasi et al. [23] included noise visibility function. 
The quality of embedding was improved through Genetic 
Algorithm (GA). Text concealment using 3D sinusoidal 
chaotic mapping, which is sensitive to beginning 
conditions and limitations, was proposed by Valandar et al. 
[24]. RDWT helps to overcome distortions caused by 
changes in energy allocation brought on by changes in the 
input signal, according to Subhedar et al. [25] description 
of the concept. QR factoring also offers reduced processing 
complexity. Fig. 13 compares these techniques with 
proposed steganographic scheme that is discussed on the 
basis of PSNR. 
 

 
Figure 13 Comparison of PSNR 

 
The proposed technique produced a peak PSNR of 

68.97 dB which indicates high similarity between cover 
with the stego images. PSNR of 54.81 dB were provided by 
the method suggested by Subedhar et al. [23]. The 
difference between these two techniques is 14.16 dB. 
PSNR of 43.29 dB were provided by the method suggested 
by Thabit et al. [21], which is the lowest. When compared 
to the current techniques, the suggested method produces 
the highest PSNR. The MSE is a further factor that must be 
taken into account when assessing the steganography 
technique. The suggested approach yields the lowest MSE 
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value and indicates the least amount of error in the stego 
image, as seen in Fig. 14. 
 

 
Figure 14 Comparison of MSE 

 
As illustrated in Fig. 14, the proposed method provided 

the lowest error during the embedding process and the MSE 
value is obtained as 0.02501. The method proposed by 
Subedhar et al. [23] provided MSE of 0.0641. There is a 
variation of 0.0391 between these two methodologies. The 
proposed method yields best MSE (lowest error) when 
compared to the existing methodologies. Since the error is 
low and the image quality is high, this method can be 
incorporated in standard steganography algorithms. This 
method enables transmission of text messages in a secure 
way. 
 
5 CONCLUSION 
 

This research adopts a unique spatial image 
steganography scheme which relies on DE and RC4 
cryptography. The DE increases the suggested 
steganography scheme's security and enhances the key 
space. Before embedding encrypted text message, cover 
image pixels are transformed into mean and difference. 
Analysis using PSNR and MSE demonstrates the 
algorithm's irrational nature. In the sequences created by 
algorithm, SSIM performance is better. DE is performed 
on cover and it is used for both embedding and extraction. 
Peak PSNR, MSE, and SSIM for the proposed approach 
were 68.97 dB, 0.02501, and 1, respectively. By computing 
SSIM, PSNR, and MSE, experimental trial displays good 
stability. Performance of embedding and extraction 
operations as well as stego image quality are demonstrated 
by comparing the developed algorithm to industry 
benchmarks. While our method shows promising results, it 
has some limitations, such as increased computational 
complexity, potential vulnerability to advanced attacks, 
possible image quality degradation with large payloads, 
and constrained payload capacity. 

Future research should focus on optimizing 
computational efficiency, enhancing security measures, 
improving image quality preservation, expanding payload 
capacity, and conducting real-world application testing to 
validate the method's robustness and practicality. 
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