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Abstract: Due to the widespread application of cloud computing data, this paper proposes a cloud computing data defense model integrating Random Binary Extension 
Codes (RBEC) encoding and an adaptive Dynamic Heterogeneous Redundancy (DHR) technique. The core novelties lie in utilizing RBEC to strengthen data redundancy 
and incorporating reputation calculation and heterogeneity optimization in the DHR model to enhance adaptivity. Experimental analyses demonstrate the RBEC encoding 
achieves over 96% transformation success rate and 94s average time with optimized parameters. Comparisons of execution entity credibility, error counts and defense 
capability further validate the effectiveness of the adaptive optimizations in improving model security and attack resilience. This study provides an efficient mimetic defense 
methodology for robust cloud data protection. 
 
Keywords: binary random extension code; dynamic heterogeneous redundancy; file encryption system; key update; moving target defense 
 
 
1 INTRODUCTION 
 

With the rapid development of network technology, 
Moving Target Defense (MTD) technology divides the 
system attack surface into data, software, network, and 
platform layers [1, 2]. Among these, data information is a 
crucial resource stored in cloud computing, and its security 
is the primary application of defense technology. 
Furthermore, given the ever-evolving means and 
techniques of network attacks, there is a profound 
exploration of data encryption technology to enhance 
defense capabilities against network attacks [3-5]. Current 
defense technologies not only detect and capture known 
attack vulnerabilities but also involve moving target 
defense and mimetic security defense against unknown 
random attack behaviors. To address the security risks of 
file data, leveraging encryption strategies and systems for 
secure data storage is required [6, 7]. This research 
combines Random Binary Extension Codes (RBEC), 
Moving Target Defense, and encryption systems to 
construct an adaptive Dynamic Heterogeneous 
Redundancy (DHR) mimetic defense model. The defense 
model for cloud computing data security not only enhances 
data redundancy features but also increases the difficulty 
of data attacks and promotes technological progress in data 
security defense capabilities. The research has four parts. 
The first part provides an exposition of current research 
findings. The second part involves an analysis of file 
encryption systems and data storage patterns to understand 
the characteristics of attack behavior and to design 
deceptive defense technologies that can increase the 
difficulty of attacks. In the third part, an optimization 
analysis of the Adaptive DHR defense model is performed 
by combining credibility calculations and heterogeneity 
transformations. The final part summarizes and narrates 
the overall research results. 
 
2 LITERATURE REVIEW 
 

The widespread application of cloud computing has 
brought focused attention to data security and storage. 
With the rapid development of cloud computing platforms, 
defense technologies for data security have become a major 
hot-spot in network security. Analyzing file encryption 
systems and data storage methods is crucial due to the 

access and information update requirements for data files. 
This analysis aims to understand the characteristics of 
attack behaviors and design deceptive defense 
technologies [8, 9]. Domestic and international 
scholarshave conducted significant research on data 
security and storage technologies. Pawar A B and others 
addressed issues related to data security and privacy 
protection in cloud computing. They used dynamic 
stitching, elliptic curve cryptography, and data encryption 
standards to enhance data security. Additionally, they 
employed privacy protection assessment methods to verify 
and analyze datasets, thereby improving operational 
efficiency and data access security [10]. Singh R and 
colleagues addressed cloud computing data security 
mechanism issues by proposing the use of clustering 
algorithms and advanced encryption standard algorithms to 
enhance data sensitivity. They combined these with a 
method for automatically generating keys to improve 
system encryption efficiency and data security privacy 
[11]. Wang P. and team tackled data security model issues 
by proposing an optimization of system operation and data 
security through the integration of the Internet of Things 
(IoT) and blockchain technologies. This approach aimed to 
improve the effectiveness of the model and enhance the 
security of data storage [12]. Kefeng F and others focused 
on cloud service data storage issues, suggesting the use of 
blockchain technology and audit frameworks to enhance 
the stability of audit data. They also utilized a hash number 
model to optimize the security and efficiency of data 
storage systems. Many studies have utilized blockchain 
technology and the IoT domain to construct relevant 
security models [13]. Regarding specific data encryption 
technologies, considerable progress has been made. 
Chaudhari A and team addressed issues related to 
encryption schemes by proposing a homomorphic 
encryption scheme based on elliptic curves to protect data 
privacy and enhance the operational efficiency and security 
defense capabilities of encryption technology [14]. Ziar R 
A and colleagues addressed key encryption technology 
issues by proposing the integration of blockchain 
technology to build smart contracts, thereby enhancing the 
security performance of user access information [15]. Chen 
M addressed data encryption processing issues by 
proposing the use of data encryption standard algorithms. 
They optimized the algorithm to improve computational 



Xing YANG et al.: An Adaptive Defense Model for Cloud Computing Data Security 

268                                                                                                                                                                                                            Technical Gazette 32, 1(2025), 267-274 

efficiency and increase the difficulty of attacks, 
demonstrating its high-security defense capability [16]. In 
the realm of research applications for network risk models 
and data defense technologies, Wang S et al. addressed 
issues related to network risk assessment techniques. They 
proposed a network security risk assessment method based 
on the fuzzy theory of attack-defense trees and a 
probability-based network security risk assessment 
technique. This was further combined with industrial 
control systems to enhance the scientific validity and 
reliability of the model, thus providing protective 
techniques for network security [17]. Regarding data 
privacy concerns, Ding Y et al. proposed the use of DL 
models and MIA defense technology to improve the 
accuracy of attack type classification, thereby enhancing 
the security protection of data privacy [18]. In summary, 
despite numerous optimizations and designs by scholars 
globally for data encryption technologies and algorithm 
models, there is still a lack of in-depth analysis concerning 
data redundancy features and attack surface 
transformations. Therefore, the research that combines 
RBEC's adaptive DHR mimetic defense model is deemed 
superior and feasible. 
 
3 CLOUD COMPUTING DATA ENCRYPTION STORAGE 

MODES AND DEFENSE TECHNOLOGIES 
 

The security of cloud computing data storage in static 
network systems makes it susceptible to deeper network 
attacks. MTD technology and mimetic secure defense 
technology serve as proactive network security defenses. 
They are combined with encrypted file systems and 
dynamic data transformation to optimize the DHR mimetic 
defense model and enhance its performance. 
 
3.1 Design of File Encryption System and DHR Model 

Design 
 

The security issues of data storage in cloud computing 
demand key management methods. The characteristics of 
dynamic data are considered by applying stream 
encryption and symmetric encryption. The key updating 
strategy ensures that file keys are dynamic, thereby 
improving the data security of the network system [19, 20]. 
The data dynamic encryption includes a Private Key 
Generator (PKG), user groups, file storage servers, and key 
management servers. The encryption method employs 
stream encryption and symmetric encryption, namely 
Advanced Encryption Standard (AES), for double-layered 
file encryption, as illustrated in Fig. 1. 
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Figure 1 Schematic diagram of dynamic encryption method 

 

Fig. 1 depicts the process wherein encrypted files are 
stored on file storage servers upon creation. The PKG 
collaborates with user groups to generate encryption keys 
and user private keys. Users can then access files directly 
through the key management server. The combination of 
stream encryption and the AES algorithm provides dual 
protection in the dynamic encryption scheme. 
Additionally, the key updating strategy adapts to changes 
in the network system, with different user operations 
leading to key and encryption method transformations. The 
irregularity in the key updates of the cloud computing data 
storage system enhances its security. The dynamic 
encryption method is designed based on MTD technology, 
and MTD technology primarily defends against attacks by 
dynamically transforming the attack surface. Besides, the 
data storage system dynamically encrypts under different 
conditions, thereby improving system security. The 
success rate of an attacker targeting a specific resource in 
the system is represented by Eq. (1). 
 

n
P

N
                                                                                  (1) 

 
In Eq. (1), N represents the total number of attacks, and 

n denotes the number of successful attacks. Due to the 
static nature and stability of cloud computing data storage 
systems, there is an increased risk of attacks. Therefore, by 
employing data storage redundancy methods, data storage 
nodes undergo random transformations to enhance the 
dynamism and uncertainty of cloud computing data storage 
systems. This ensures the integrity and security of data. 
The use of RBEC for data encoding is explored, as 
illustrated in Fig. 2. 
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Figure 2 GF (2) finite field data encoding process 

 
From Fig. 2, it is evident that RBEC coding is operated 

based on Galois finite field encoding. It utilizes simple 
XOR operations, thereby enhancing computational 
efficiency. The coding matrix of RBEC contains four 
parameters: m, n, t, and k, as indicated by Eq. (2). 
 
m n t k                                                                                 (2) 
 

In Eq. (2), m represents the length of the encoding 
vector, n is the length of the information, t is the number of 
redundant bits to ensure the probable completeness of data, 
k is the maximum number of discardable data blocks, and 
(m, n) represents the rows and columns of the encoding 
matrix. The analysis of the dynamic storage mechanism for 
data redundancy involves four main parts: storage system 
model, data upload and initialization, data download, and 
node data recovery. The structure of the storage system 
model is depicted in Fig. 3. 
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Figure 3 Schematic diagram of cloud node data storage model structure 

 
From Fig. 3, it is observed that users upload data to a 

trusted server through cloud computing, with all data 
transmissions being protocol encrypted to ensure the 
security of information during transmission. The trusted 
server generates encoding vectors during data initialization 
and randomly generates parameter vectors during encoding 
transformations. Other cloud node servers handle data 
redundancy processing and vector operations. The 
feasibility of data upload, download, and recovery is 
ensured by initializing data with RBEC parameters (n, t, k). 
A matrix consisting of only "0" and "1" is generated, which 
is combined with the identity matrix, as shown in Eq. (3). 
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In Eq. (3), H(t + k)∙n is a matrix consisting only of the 

elements "0" and "1," and Dn∙n is the identity matrix. The 
encoding matrix is designed to provide sufficient 
redundancy to the encoded data blocks, ensuring that the 
vectors within the randomly generated encoding matrix are 
linearly independent. This guarantees the security of the 
data storage system. Additionally, based on the defined 
form of the attack surface, dynamically changing the attack 
surface increases the difficulty of attacks, forming effective 
defense methods. However, dynamic changes in the attack 
surface require handling the range of transformations, 
unpredictability, and the interval of transformation times. 
With this foundation, the DHR structure, with its dynamic 
and random characteristics, enhances attack difficulty in 
network systems through defense technologies. The 
specific structure is illustrated in Fig. 4. 
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Figure 4 Schematic diagram of dhr structure 
 

From Fig. 4, it is evident that the DHR structure 
primarily includes an execution body set, a multi-mode 
voter, an output agent, a dynamic scheduling algorithm, 
and heterogeneous components. The execution body set is 
composed of an input agent and multiple execution bodies, 
while the dynamic scheduling algorithm and the set of 
heterogeneous components are crucial for dynamically 
selecting the online execution set. The input agent 
distributes the system input to various execution bodies, 
and, after processing through the multi-mode voter, the 
system's output agent is determined. 
 
3.2 Optimization Design and Security Algorithm of the 

Adaptive DHRDefense Model  
 

Based on the attack surface transformation and key 
update strategy of server nodes, the DHR model is 
enhanced by incorporating reputation feedback and 
optimizing the execution body set selection algorithm. This 
leads to the formation of an Adaptive DHR model, which 
comprises a selector and a cloud storage server pool. The 
cloud computing data storage server pool includes servers 
with various heterogeneous types, and the selector 
continuously controls the execution body set based on the 
reputation of server execution bodies and the differences 
between heterogeneous types. The optimization of the 
Adaptive DHR mimetic defense model involves adding a 
reputation feedback template, as shown in Fig. 5. 
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Figure 5 Addition and role of execution entity credibility 

 
From Fig. 5, it is observed that when an execution 

body is subjected to an attack, its reputation within the 
execution body set is assessed, leading to appropriate 
handling of the execution body to address the shortcomings 
of dynamic encryption mechanisms and data storage 
modes. When the reputation calculation indicates a low 
reputation for an execution body, the key update strategy 
can modify the system's security coefficient detection. If 
the model's heterogeneous body yields a low reputation, 
indicating a low-security coefficient, the system 
automatically updates the encryption key for the file data. 
When a heterogeneous body acts as an execution body, its 
heterogeneous body set possesses a reputation index, as 
shown in Eq. (4). 
 

 
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
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In Eq. (4), Rp(s) represents the credibility of agent s at 

time p, Tp(s) is the set of heterogeneous entities p acting as 
agents at s, v(s) is the decision result of the voting 
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mechanism, and yp(s) is the processing result of the agent 
when p ϵ A, p = 1, 2, ..., m. dy is the maximum difference 
in processing results between non-attacking agents in the 
selector and the voting mechanism, which is determined by 
the data and its complexity. Additionally, the credibility 
update strategy remains unchanged for agents at different 
times, as shown in Eq. (5). 
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             (5) 

 
In Eq. (5), Ra(0) is the initial credibility of the agent, 

with s = 1, 2, ...., R(s) is the credibility of all heterogeneous 
entities in the heterogeneous component set, i.e.,                      
R(s) = [R1(s), R2(s), ..., Rn(s)]. The functional expression 
for the voting mechanism used in agent processing is 
shown in Eq. (6). 
 

 
0 0

1 0

i
v i

i


  

                                                                (6) 

 
In Eq. (6), v(i) represents the function definition of the 

voting mechanism. When the difference between the 
agent's computation result at a given time and the voting 
mechanism's processing result exceeds dy, the agent p is 
susceptible to an attack. Its credibility decreases, and 
subsequently, the selector clears it and chooses a new 
agent. However, when the difference does not exceed dy, 
the agent's credibility remains unchanged or increases. Due 
to differences between agents, when the disparity is 
significant, the system's voting mechanism increases the 
likelihood of attacks or vulnerability underreporting, thus 
reducing system security. Therefore, the study focuses on 
quantifying the differences between agents, as specified in 
Eq. (7). 
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In Eq. (7), Cij represents the heterogeneity between 

entities, F is the matrix denoting the differences between 
the agent software stacks at fi and fj layers, and W is the 
weighted coefficient of differences between various layers 
of the software stack. Additionally, the difference arises 
from data errors. When the credibility feedback template 
sends agents with low credibility to the selector, the 
selector marks them as attacked agents, clears them, and 
initializes the credibility of the newly chosen agents in the 
heterogeneous component server pool. As the DHR model 
operates with multiple agents simultaneously and 
emphasizes heterogeneity between agents, the study 
calculates the difference between unselected 
heterogeneous entities and selected agents, as shown in Eq. 
(8). 
 

A A A
i i iO                                                                         (8) 

 

In Eq. (8), αη and αδ are weighting coefficients for the 
mean and variance, respectively. i and A denote the sets of 

heterogeneous entities and agents, A
i  represents the 

average difference between heterogeneous entities and the 

agent set, and A
i  is the variance of differences between 

heterogeneous entities and the agent set. Based on the mean 
and variance differences, the algorithm selects the 

heterogeneous entity with the highest A
iO  value, where a 

larger mean difference and smaller variance enhance the 
correct detection rate by the voting mechanism for the 
agents. Subsequently, following the credibility update 
strategy, the calculation formula for the reselection of 
agent sets is shown in Eq. (9). 
 

     ij ai, j A s i A sQ C R s                                     (9) 

 
In Eq. (9), the Q-value is the maximum among the 

selected agents,   iji, j A s C  represents the diversity 

among various agents, and    ai A s R s  is the sum of 

reputations among the different agents. Therefore, the 
decision and handling by the selector for the agent set can 
alter the results of the voting mechanism and reputation 
feedback, ensuring the data security of the agent set. The 
security of the adaptive DHR model includes the success 
attack rate, dynamic transition frequency, and the same 
error output rate. Dynamic transition frequency occurs in a 
state without attacks, with random changes in the system, 
as shown in Eq. (10). 
 

 1 2, , , kT T T t t ... t                                              (10) 
 

In Eq. (10), ΔT = T represents the dynamic transitions 
within one cycle, and { Δt1, Δt2, ..., Δtk } is the time interval 
for each transition. The same error output rate is shown in 
Eq. (11). 
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In Eq. (11), u represents a vulnerability in the attacked 

agent set, l is the number of the same error results, z is the 
total number of attacks, and z' is the number of occurrences 
of the same error output. Specifically, as shown in Eq. (12). 
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In Eq. (12), n
mC  is the selected agent set from the 

heterogeneous component set, {Y1, Y2, ..., Ym} is the 
heterogeneous component set, and {A1, A2, ..., An} is the 
agent set. Next, a security analysis of the defense process 
of the adaptive DHR model is performed, first calculating 
the success rate of a single attack based on the given 
parameters, as shown in Eq. (13). 
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In Eq. (13), αui is the weight of attack vulnerabilities, 

pui is the success rate of attack vulnerabilities, φl(ui) is the 
same error output rate, and I(ui) is the success rate of attack 
vulnerabilities during dynamic transitions. Then Eq. (14) is 
obtained. 
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In Eq. (14), {Y1, Y2, ..., Ym} is the heterogeneous 

component set, {A1, A2, ..., An} is the agent set, and n
mC  is 

the selected agent set from the heterogeneous component 
set. When I(ui) does not exist in the adaptive DHR defense 
model, the success value of an attack vulnerability within 
a certain time is either 0 or 1. Therefore, in the absence of 
the requirement for attack timing, the success rate of a 
single attack vulnerability is shown in Eq. (15). 
 

   u u lP p u I u                                                         (15) 

 
In Eq. (15), u is a vulnerability in the attacked agent 

set, l is the number of the same error results, and φl(u) is 
the same error output rate. Based on the formula 
relationships and system structure analysis, the specific 
defense process of the model is shown in Fig. 6. 
 

User Access Data

Release
Informations

Each layer

Execution Body Set
Handle

Voter

Vote

Voting results

ExecutorOffline 
cleaning

Feedback

Reputation
Selector

Credit 
difference

Re select
ResultsReputation 

below threshold Negative feedback 
templateReputation

Count

No

Yes
Send 

 

Figure 6 Flow diagram of adaptive DHRDefense model 
 

From Fig. 6, it can be seen that the heterogeneity is 
increased within the agent set, and the dynamic transition 
frequency is reduced. Agent algorithms are used to reduce 
the success rate of attack vulnerabilities and increase the 
diversity within the agent set, thereby the defense and 
security of the cloud computing data storage system can be 
improved. 
 
4 RESULTS AND DISCUSSION 
4.1 Experimental Analysis of the Adaptive DHR Data 

Defense Model 
 

Based on the characteristics of the encrypted file 
system and data dynamic transformation, and in 
conjunction with MTD technology and RBEC algorithm, 
an experimental analysis of the adaptive DHR mimetic 
defense model was conducted. The study compared the file 
encryption system based on key update strategies and 
performed cost comparisons for different file sizes, 
including 20 M, 40 M, 60 M, 80 M, 100 M, 120 M, 140 M, 
and 160 M, as shown in Fig. 7. 
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Figure 7 Comparison of key update costs for user information and access data 

 
In Fig. 7a, it was observed that the update of keys 

resulted in minimal impact on user information changes 
and data access costs. This implies that user data operations 
constitute a small proportion of the system's key updates 
and data storage. In Fig. 7b, the excess expenditure of 
dynamic encrypted file storage and key update strategy 
remained within reasonable limits, indicating the security 
and defensive performance of the key update strategy and 
dynamic encryption system. Subsequently, a feasibility 
and accuracy analysis of dynamic redundant storage of data 
was conducted. It utilizes RBEC parameters: n, t, k, and 

their relationships, which are represented by serials A-G as 
shown in Tab. 1. 
 

Table 1 Results of 7 sets of data combinations for RBEC 
 encoding parameters 

SerialNumber n t k 
A 10 20 10 
B 20 5 10 
C 20 10 10 
D 20 20 10 
E 40 20 5 
F 40 20 10 
G 40 20 20 
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From Tab. 1, relationships and conditions for RBEC 
parameters were derived. Here, n represents the data block 
information code and takes values of 10, 20, and 40. t is the 
parameter ensuring the full rank of data within the 
encoding matrix and takes values of 5, 10, and 20. k 
represents the maximum disposable data value, taking 
values of 5, 10, and 20. t values are required to be less than 
k. These three parameters were combined to ensure a high 
level of data recovery. Seven sets of data combinations 
were then compared for time expenditure, and 1 GB files 
were uploaded, downloaded, and node-repaired 100 times 
under a 100 Mbps broadband connection, as shown in Fig. 
8. 
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Figure 8 Comparison of time expenditure for different encoding parameters 

 
Fig. 8a reveals that an increase in any of the three 

parameters resulted in an increase in upload, download, 
and repair times, with a relatively minor impact on system 
computational efficiency. In Fig. 8b, when encoding 
parameters were 40, 20, and 10, both upload and download 
times were highest at 223.56 s and 166.23 s, respectively, 
while the maximum time expenditure for node repair was 
with parameters 40, 20, and 20, at 94.97 s. Subsequently, 
the time expenditure for the conversion of the seven data 
sets was compared, and the results are illustrated in Fig. 9. 
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Figure 9 Comparison of dynamic conversion time expenditure for different 

encoding parameters 

Fig. 9 indicates that the conversion rates of the seven 
data sets were favorable, with success rates consistently 
exceeding 96%, and an average conversion time of over     
94 s. The highest success rates were observed when the 
encoding parameters were 40, 20, 5, and 40, 20, 20. As the 
t value increased, the success rate also rose, and smaller n 
values resulted in lower time expenditures. Therefore, the 
system primarily focused on selecting reasonable values 
for n and t to enhance performance. Subsequently, the 
performance analysis of dynamic conversion with varying 
data sizes was conducted, using fixed RBEC parameters (     
n = 20, t = 10, k = 10), and data sizes of 200 MB, 400 MB, 
600 MB, 800 MB, and 1 GB, as depicted in Fig. 10. 
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(b) Comparison of transformation costs for different data 
sizes  

Figure 10 Comparison of time and transformation costs for different data 
sizes 

 
In Fig. 10a, it was observed that the increasing amount 

of data led to a continuous increase in the corresponding 
expenses. Specifically, the expenses for 1 GB upload time, 
download time, and node repair time were 221.14 s, 165.48 
s, and 94.12 s respectively. In Fig. 10b, the performance of 
the system was evaluated based on the data transformation. 
The data transformation for 400 MB achieved a success 
rate of 98.64%, with an average transformation time of 
38.14 s. This range of values ensured optimal utilization of 
data resources and met the performance requirements of 
the system. The structure and operational flow of the 
adaptive DHR mimicry defense model were analyzed. The 
selector and its execution body sets were computationally 
determined using formulas. Weight values were selected to 
represent the differences in execution bodies, simplifying 
the experimental process of the defense model. The weight 
values for cloud computing database software were set at 
0.2, the server weight was set at 0.3, and the operating 
system weight was set at 0.5. Consequently, a simulation 
experiment was conducted to analyze the reputation of the 
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heterogeneous execution body set (execution bodies a-e). 
The results are shown in Fig. 11. 
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Figure 11 Comparison of reputation and correct results of different 
isomers and models 

 
From Fig. 11a, it was found that none of the execution 

bodies were attacked during the time interval of 0-10. At 
the moment when the execution time was 11, the reputation 
of execution body b dropped to 0.9 and a clearing process 
was initiated. This process was completed at time 15, with 
the reputation dropping to 0.5. At execution time 22, 
execution body d was attacked and cleared, while at 
execution time 33, execution body e was attacked until 
time 35, with its reputation also dropping to 0.5. Fig. 11b 
illustrates the results of the selector's clearing process for 
different mimicry models. It can be observed that when 
there were more heterogeneous execution bodies, a lower 
number of bodies were attacked, indicating a stronger 
defense capability. Therefore, the adaptive DHR mimicry 
defense model demonstrated superior security and defense 
performance, as it selected a higher number of correct 
execution bodies. Finally, a phased comparison was made 
on the additional overhead of cloud computing data storage 
systems. As the system was divided into initial, operational, 
and static stages, the additional overhead resources of the 
system included the Central Processing Unit (CPU), 
Input/Output (I/O), and network transmission. Therefore, 
the proportion of expenses for the three stages is shown in 
Tab. 2. 
 

Table 2 Additional overhead results for cloud computing data  
storage systems 

Overhead/Stage CPU I/O 
Network 

Transmission 
Other 

Initial Stage 46% 12% 32% 10% 
Operate Phase 5% 61% 31% 3% 
Static Phase 31% 7% 51% 11% 

 
According to Tab. 2, the proportion of additional 

system overhead varied at different stages, with the highest 

proportion of CPU computational overhead being 46% in 
the initial stage. The proportion of data storage I/O rapidly 
increased to 61% during the runtime phase, while in the 
final static phase, the system's network transmission and 
communication costs were the main expenses, while the 
overall cost of other resources decreased. Therefore, the 
overall operational performance and power consumption 
of cloud computing data storage systems varied at different 
stages, and different parameter trade-offs were adopted to 
achieve the best balance between performance and 
consumption, thereby ensuring the security of stored data. 
 
4.2 Discussion 
 

Cloud computing enables ubiquitous data access, but 
it also poses serious security risks to sensitive information. 
The study proposes a binary random encoding method to 
encode data to resist attacks. An optimized adaptive 
heterogeneous redundancy model is designed to improve 
the adaptability of data protection, thereby increasing the 
performance of cloud computing data defense. The 
research combines the robustness of data level encoding 
with the self-adaptation of system heterogeneity 
perception, and creates an intelligent pseudo-security 
mechanism that provides technical reference and 
feasibility for the security defense analysis of future cloud 
computing platforms. 
 
5 CONCLUSION 
 

This study addresses the security concerns of cloud 
computing data storage systems. A systematic analysis and 
data transformation were conducted on the encrypted file 
system, key update strategies, and RBEC. Subsequently, a 
DHR defense model was constructed and subjected to 
simulation experiments. The experimental outcomes 
indicated that files ranging from 20 M to 160 M had 
minimal time overheads for key updates, user information 
modifications, and data access, thereby not compromising 
the security of the system data. Consequently, parameters 
such as n, t, k, and their relationships in RBEC were 
selected and encoded parameter combinations were 
established. The minimal times recorded for file upload, 
download, and node repair were 218.54 s, 164.43 s, and 
91.67 s, respectively. The most efficient encoding 
parameters were 40, 2, and 10, with corresponding times of 
223.56 s, 166.23 s, and 94.59 s. Additionally, the 
successful conversion rate for all data encoding exceeded 
96%. Further comparisons were made regarding time 
overheads for different files, revealing upload times of 
221.14 s, download times of 165.48 s, and node repair 
times of 94.12 s for a 1 GB file. For 400  MB data, the 
transformation success rate stood at 98.64%, with an 
average transformation time of 38.1 s. Lastly, comparing 
the correct execution numbers of different model selectors 
on isomers, it was shown that the cloud computing data 
defense model integrating binary random extension codes 
and adaptive DHR models had superiority in terms of 
conversion accuracy and time cost, and adaptive credibility 
calculation and entity selection enhance attack resilience. 
The technical novelty of this study lies in the synergistic 
combination of data-level encoding robustness and 
systemic heterogeneity-aware adaptivity to create an 
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intelligent mimetic security mechanism. With further 
extensions to the technique's scalability and 
generalizability, this pioneering methodology promises to 
provide an integral security platform for next-generation 
cloud ecosystems. 
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