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Abstract: In the field of network econometric data analysis, the analysis of massive URL data offers insights into the behavior of networks, the optimization of network 
structure, and the prevention of network attacks. Therefore, this study introduces Python web scraping technology to achieve data collection in the design of econometric 
data analysis software, and designs a hash split Bloom filter algorithm based on multiple eigenvalues to achieve de-duplication. The results demonstrated that the de-
duplication time of the proposed algorithm was always lower than other algorithms. When the number of unified resource locators was 10,000, the de-duplication time was 
only 0.21 ms, which was 9.58 ms and 3.16 ms less than the other two algorithms, respectively. Meanwhile, the de-duplication accuracy of the research algorithm has always 
remained above 99.9%, reaching 99.95% when the number of unified resource locators was 35,000, which was 0.77% and 0.35% higher than the other two algorithms, 
respectively. In addition, the proposed algorithm had the lowest memory consumption. When the number of unified resource locators was 20,000, the memory consumption 
was only 0.28 MB, which was 1.18 MB lower than the Bloom filter algorithm. The research algorithms have shown outstanding performance in the field of network econometric 
data analysis, with high de-duplication efficiency, accuracy, and low memory consumption, providing reliable technical support for modern network econometric data analysis. 
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1 INTRODUCTION 

 
The rapid development of the Internet has made data 

analysis an indispensable and important tool in various 
fields [1]. Quantitative Data Analysis (QDA), as an 
important branch, provides strong support and guidance for 
decision-makers through the collection, organization, 
analysis, and visualization of large amounts of data. 
However, in practical applications, due to the massive and 
dynamic nature of data on the Internet, data collection has 
become a challenging task [2]. Traditional manual data 
collection techniques require manual access to web pages, 
copying and pasting data, which is inefficient and prone to 
errors. Currently, obtaining information is mostly done 
manually, making it difficult to meet practical needs. 
Specifically, traditional manual data collection techniques 
have three main shortcomings. Firstly, the manual access 
of web pages, the copying and pasting of data, and the 
subsequent manipulation of this data requires a significant 
amount of time and effort. This can become cumbersome 
and inefficient when faced with large amounts of data. 
Secondly, manual operations are often limited by factors 
such as fatigue, resulting in a large number of errors. 
Thirdly, manual data collection techniques are inadequate 
for the purpose of large-scale data collection, and instead 
become a limitation on the scale and speed of data 
collection. Meanwhile, although traditional hash-based 
Uniform Resource Locator (URL) de-duplication 
techniques are simple and efficient, there may be issues 
with hash conflicts, leading to mis-identification of 
duplicate URLs [3]. When the URL is duplicated, parsing 
the same page multiple times results in wasted CPU 
resources, reducing the efficiency of the crawler system 
and wasting system storage space. Therefore, to improve 
the data collection efficiency of web crawling technology 
and further enhance the efficiency of metric data filtering 
and analysis, Python web crawling technology and 
improved URL de-duplication algorithms are introduced in 
the study. Firstly, the utilization of Python web scraping 
technology to simulate browser clicks and operations, and 
the subsequent acquisition of dynamically generated target 
URLs, represents a solution to the limitations of traditional 
collection methods. By employing techniques based on 

hash functions and Bloom Filters (BFs), the accuracy and 
efficiency of deduplication have been enhanced, thus 
resolving the issues associated with the collection, filtering, 
and analysis of voluminous measurement data. The main 
innovation of the research lies in simulating browser clicks 
and operations through Python to obtain dynamically 
generated target URLs, thereby solving the efficiency and 
accuracy issues of manual data collection. Meanwhile, 
using hash functions and BF methods can more accurately 
and efficiently remove duplicate URLs, improving the 
efficiency and quality of data collection. The research 
contributions are mainly divided into two points. One is to 
achieve good URL de-duplication effect while reducing the 
misjudgment rate of URL de-duplication and improving 
the misjudgment rate in data de-duplication. The second is 
to improve the efficiency of finding the required 
measurement data, solve the problem of screening and 
analyzing massive measurement data, and have broad 
application value in the field of network measurement 
analysis. The content mainly includes four parts. Part 1 
provides an overview of URL recognition and Python. Part 
2 introduces the design of QDA software based on URL 
algorithm and Python. The first section of the Part 2 
proposes Python for QDA design. The second section 
proposes a Hash Split Distribution Bump Filter algorithm 
based on Multiple Eigenvalues (HSDBF-ME) to address 
the problem of duplicate URLs encountered by web 
crawlers when crawling websites. Part 3 mainly conducts 
experimental verification on the proposed technology. Part 
4 discusses and summarizes the experimental results, and 
proposes future prospects. 

 
2 LITERATURE REVIEW 

 
URL detection has received a lot of attention from 

domestic and foreign researchers in ensuring the 
effectiveness and security of URLs. Luo S. et al. proposed 
a detection model based on neural networks to address the 
issue of SQLi attacks. This model consisted of a URL 
generator, a URL classifier, and a neural network model. 
This model could effectively detect malicious URLs and 
successfully classify them into different categories of SQLi 
attacks [4]. Zamir A. et al. designed a detection framework 
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based on a stacked model to address the problem of 
phishing attacks. By analyzing the characteristics of the 
phishing dataset and using multiple feature selection 
techniques, the model performed the best in classification 
accuracy, achieving an accuracy rate of 97.4% [5]. Shen M. 
and other researchers proposed an improved URL parsing 
strategy to enhance users' ability to correctly evaluate the 
host identity of URLs. This method could effectively 
improve the user's recognition rate of real URLs and reduce 
the misjudgment rate of confusing URLs [6]. Tan L's team 
has proposed a machine learning-based classification 
method for detecting and identifying malicious websites 
and URLs. By evaluating the performance of several well-
known machine learning classifiers, this method could 
effectively improve the detection accuracy of malicious 
URLs and reduce the misjudgment rate [7]. Lee O. V. et al. 
discovered serious security vulnerabilities in the online 
world and developed a deep learning model to detect 
malicious URLs. It used the ISCX-URL-2016 dataset with 
over 110,000 URLs to evaluate the performance of the 
proposed detection algorithm. This deep learning 
algorithm has achieved significant accuracy performance 
in detecting malicious web pages [8]. Karve S. M. et al. 
investigated the significant cybersecurity threats posed by 
malicious URLs and studied methods for detecting 
malicious URLs using machine learning. They provided 
structured insights into various aspects and detailed 
analysis of harmful URLs for researchers and 
cybersecurity experts [9]. Tsai Y. D. et al. proposed an 
unbiased training strategy to enhance the performance of 
machine learning models in malicious URL detection, 
which can enhance deep learning-based models and 
alleviate the negative impact of biased features. The results 
demonstrated the strong generalization ability of this 
innovative strategy in the detection model [10]. 

Python crawler technology is widely used in data 
collection on the Internet, and many scholars have 
conducted research in this area. Yang S. and other scholars 
proposed a distributed web crawler system based on 
Python to address the problems of slow speed, low 
efficiency, and poor scalability of traditional single 
machine web crawlers. By analyzing the overall 
architecture of the system and the principles of each 
functional module, the system could effectively improve 
the speed and efficiency of web crawlers, solving the 
problems of traditional single machine web crawlers [11]. 
Hien N. L. H. et al. proposed a method of using Python 
language for web scrapers to meet the data extraction 
requirements of data factories. By stacking preferred web 
links, collecting required data, and storing it in CSV files 
for further reference, it was found that the Python language 
is very suitable for retrieving expected information from 
expected web sites [12]. Khan N's team discovered that the 
digital transformation of power companies has brought 
about explosive growth in information, so they proposed a 
data collection system based on tool libraries such as 
Python. This system could effectively extract valuable 
information from various sources and types of data [13]. 
Tao G. et al. proposed the use of web crawler tools for data 
acquisition and information extraction to meet the 
increasing demand for big data on the Internet and 
information retrieval. Python-based web crawling 
technology could effectively improve the accuracy and 
efficiency of information retrieval, providing strong 
support for various fields [14]. Osanyin Q. A. and other 
scholars have proposed a Python-based semi-automatic 

web crawler program for ICANN, an important global 
organization for domain name management and IP address 
allocation, to collect regular announcement information on 
its official website. This program could resolve the 
association relationships between hot security topics 
through association rules [15]. 

In conclusion, current research has demonstrated the 
efficacy of URL detection and Python crawling techniques 
in the detection and collection of network data. These 
techniques have the potential to enhance network data 
security and processing capabilities. However, the problem 
of large amount of data and insufficient memory in the 
Internet still exists. The algorithm for de-duplication also 
needs to be optimized. This study mainly introduces 
advanced URL de-duplication methods to achieve effective 
URL de-duplication to achieve more optimized QDA 
software design. 

 
3 RESEARCH METHODOLOGY 

 
Crawling technology and URL de-duplication play an 

important role in QDA. This chapter focuses on the design 
of QDA software. Firstly, Python is proposed for data 
collection in the Data Extraction Module (DEM), including 
web crawling of static and dynamic web pages. 
Subsequently, an improved HSDBF-ME algorithm is 
designed to address the issue of URL duplication in 
crawling to reduce false positives and improve the de-
duplication effect. 

 
3.1 Data Collection Based on Python 

 
In QDA design, the DEM is very important. The 

function of this module is to collect and extract data from 
various data sources for subsequent analysis and modeling. 
The main goal of DEM is to obtain high-quality, complete, 
and accurate data for QDA. In the past, data extraction 
often required manual extraction of data from various 
sources (such as databases, websites, APIs, etc.) one by one, 
which was very cumbersome and time-consuming [16, 17]. 
To improve the efficiency and accuracy of data extraction 
and achieve automated data acquisition, Python is 
introduced in this study. Python mainly utilizes web 
crawlers to automatically retrieve data from the internet. 
By writing Python scripts, it is possible to automate 
accessing web pages, parsing web content, extracting 
required data, and saving it locally or in a database. The 
process of Python crawler is shown in Fig. 1. 
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Figure 1 Python flow chart of the crawler 
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In DEM, it is necessary to complete the collection of 
web page data. Among them, web page formats include 
two types: static web pages and dynamic web pages. Static 
web pages are relatively simple, without the addition of 
Java. When writing, there is no need to consider hiding 
content in the source code, and the URL of the web page 
has a certain regularity, making it convenient for updating 
the URL queue and automatic loop crawling. Dynamic web 
pages are more complex, and due to the existence of Java, 
it is necessary to use third-party libraries that recognize 
Java to write code [18, 19]. In static web page data 
collection, it is necessary to find the URL naming 
convention of the static web pages to be crawled to 
automatically update the URL queue and loop through all 
web pages that comply with the convention. Due to the fact 
that numerical changes in the URL can cause changes in 
the entire webpage URL, this study sends requests through 
the urllib module in Python and uses a loop structure to 
change the numerical content in the URL for loop crawling. 
At the same time, to solve the problem of IP restrictions, it 
is necessary to add a delay code before sending requests, 
increasing the delay by 0.5 seconds each time to prevent IP 
restrictions caused by a large number of accesses in a short 
period of time. After the webpage responds, it will obtain a 
parseable webpage source code, which needs to be parsed 
in a timely manner to crawl the source code of the next 
URL webpage. After obtaining the source code of the first 
page and parsing it, it is necessary to close the webpage 
request to release system resources. The static webpage 
crawling process diagram is Fig. 2. 
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Figure 2 Flowchart of a static web page crawl 
 

After completing the crawling of static web pages, a 
real-time monitoring program is introduced to update the 
URL queue and database content in a timely manner. The 
specific approach is to add conditional judgment code 
during the loop process and remove useless URLs. A real-
time monitoring program is designed by comparing the 
total number of URLs captured currently with the total 
number of URLs captured in the previous time period. Real 
time monitoring of static web pages is achieved by adding 
new URLs to the queue and updating database content in a 
timely manner. In the data collection of dynamic web pages, 
due to the inability to find a corresponding naming pattern 
for URL URLs, dynamic web pages cannot send requests 
to web pages through the urllib module in Python. 
Therefore, after analyzing the source code of dynamic web 
pages, this study adopts a simulation browser click method 
to directly flip pages in the web page to obtain new target 
URLs and achieve the goal of loop crawling. Due to 
changes in the URL retrieval method, a third-party library 
from Selenium is selected for writing. Selenium mainly 
solves the problem of inability to execute JavaScript code 
in web page requests. Sending requests to dynamic web 
pages is achieved by simulating Google browser access 

through the web-driver module in the selenium library. At 
the same time, after sending the request, it is necessary to 
write a delay program to wait for network resources to load, 
and after a delay of 0.5 seconds, crawl the webpage source 
code. After the source code crawling is completed, it is 
necessary to change the URL for crawling, and simulate the 
browser through Selenium to perform the corresponding 
dropdown and click on the corresponding webpage part. 
On this basis, loop operations can obtain the entire URL 
queue, and repeat crawling until the dynamic webpage 
crawling is completed. The dynamic webpage crawling 
process is Fig. 3. 
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Figure 3 Dynamic web page crawl process 
 

3.2 URL De-duplication Algorithm Based on BF 
 

When crawling websites, crawlers will encounter a 
large number of URLs. Due to the large number of URLs, 
it is likely to catch duplicate URLs, resulting in resource 
waste [20]. To avoid this situation, it is necessary to make 
a judgment before crawling the URL. If the URL has 
already been crawled before, discard it, and this process is 
called URL de-duplication. For URL de-duplication, this 
study introduces the BF algorithm. BF consists of a bit 
vector and a set of hash functions. Assuming the length of 
the bit vector is m and all bits are 0 at the beginning. K 
represents the number of hash functions, h() represents the 
hash function, and the set to be filtered is {x1, x2, ..., xs}, 
which contains s elements [21]. BF maps each element in 
the set to a specific position in the vector through k hash 
functions. Each element x in the set is mapped through k 
hash functions to change the value of the corresponding 
position on the bit vector from 0 to 1. If it is found that the 
bit is already 1 during the setting operation, no more setting 
will be performed and the bit will be kept as 1. The 
probability calculation of a bit vector remaining 0 after the 
first hash mapping is Eq. (1). 
 

1
1P

m
                   (1) 

 
When there are s elements in the set to be operated on, 

and each element needs to be hashed k times, the 
probability of a bit vector remaining 0 after hashing all 
elements is calculated as shown in Eq. (2). 
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After converting from the natural logarithm formula, 

the probability calculation is Eq. (3). 
 

e
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
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On the basis of having already performed a hash 
operation on s elements, when a new element y arrives, if 
the position of the corresponding position vector has been 
set to 1 after k hash operations, then element y will be 
mistakenly considered to exist in the set, which is a 
misjudgment. The calculation of misjudgment rate is                
Eq. (4). 
 

 1 1 e

kks
k mf p

 
    
 
 

        (4) 

 
In Eq. (4), there is a direct relationship between the 

misjudgment rate f and the number of set elements s, the 
size of BF bit vectors m, and the number of hash functions 
k. To minimize the misjudgment rate, this study first 
discusses the number of hash functions k in BF, and the 
calculation of k is Eq. (5). 

 

 ln
m

k p
s

         (5) 

 
Due to 0 1p  , Eq. (6) can be obtained. 

 

   ln ln 1 0p p                (6) 

 
When ln( ) ln(1 )p p  is maximum, the calculation of 

the minimum value of f is Eq. (7). 
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          (7) 

 
Therefore, to maintain a low misjudgment rate, the size 

of the bit vector should be controlled below 50%. However, 
in practical applications, due to the gradual increase in the 
number of URL links, it is not possible to determine the 
size of the collection in advance. This may lead to the 
subsequent addition of elements being misjudged as 
already present in the collection, thereby having a certain 
impact on the crawler results [22]. To address this issue, 
this study proposes the HSDBF-ME algorithm. This 
algorithm uses multiple eigenvalues and elements to be 
filtered for hash mapping, and reflects the mapping results 
in the modification of bit vectors. The schematic diagram 
of multi eigenvalue BF mapping is Fig. 4. 

 

URL Content

Hash-A1

Hash-A2

Hash-A3

Hash-A4

URL characteristic 
value

Hash-A1

Hash-A2

Hash-A3

Hash-A4

1

0

1

0

0

1

0

0

0

1

1

0

1

0

1

1

 

Figure 4 Schematic representation of the multiple-eigenvalue Bron filter map 

In Fig. 4, this study mainly selects attributes or 
eigenvalues other than the element itself to form a multi-
feature BF with the element to be filtered based on its 
properties and characteristics. The algorithm selects d 
feature values. In URL de-duplication, in addition to the 
URL content itself, the difference field of the URL is 
selected as another feature value to form a multi-feature 
value BF together with the URL. The schematic diagram 
of Hash splitting BF mapping is Fig. 5. 
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Figure 5 Schematic diagram of Hash split filter mapping 
 

In Fig. 5, Hash function mapping splitting is aimed at 
the traditional BF algorithm's hash function group splitting. 
The original set of hash functions is divided into several 
groups, with each group mapping to the same bit vector. 
The split set of hash values is then mapped onto the same 
set of bit vectors. Assuming there are k hash functions, 
these k hash functions are split into L groups. The k/L hash 
mapping values of each group correspond to a bit vector, 
which requires L bit vectors. Compared to other techniques 
used in BF such as K-classification and complete 
combination, this method combines multiple eigenvalues 
and hash splitting. A certain degree of precision sacrifice 
reduces spatial complexity, overcomes the drawbacks of 
high spatial costs, and achieves higher spatio-temporal 
efficiency and lower misjudgment rates. In the 
misjudgment rate analysis of the HSDBF-ME algorithm, 
the probability of each element in the bit vector remaining 
0 after the first hash mapping is calculated as shown in  
Eq. (8). 
 

1
1p

mL
             (8) 

 
In Eq. (8), L represents the number of bit vectors. 

When there are s elements in the set to be operated on, and 
each element needs to be hashed k times, and the 
probability of a certain bit vector remaining 0 after all s 
elements have been hashed is calculated as shown in            
Eq. (9). 
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After converting from the natural logarithm formula, 

the probability calculation is Eq. (10). 
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The improved algorithm calculates the misjudgment 

rate of a feature value as shown in Eq. (11). 
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The calculation of the misjudgment rate for d 

eigenvalues is Eq. (12). 
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In the improved algorithm, the number of bit vectors is 
determined by the number of eigenvalues and the number 
of hash groups L. Each group of hash functions after 
grouping corresponds to a bit vector, that is, each 
eigenvalue corresponds to L bit vectors. Therefore, the bit 
vectors corresponding to d eigenvalues have d L groups. 
Compared to the basic BF algorithm, the improved 
HSDBF-ME algorithm successfully reduces the false 
positive rate f by increasing the number of eigenvalues and 
splitting the hash function, thereby improving the accuracy 
of determining whether elements exist in the set. The 
specific process of the HSDBF-ME algorithm is Fig. 6. 
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Figure 6 The specific flow process of the HSDBF-ME algorithm 
 

4 RESULTS AND DISCUSSION 
 

This chapter mainly conducts experimental analysis on 
the proposed HSDBF-ME algorithm and Python. Firstly, 
the anti-misjudgment performance of the HSDBF-ME 
algorithm is verified, and the misjudgment rates of each 
algorithm are analyzed based on the hash function value, 
bit vector size, and dataset size. Then, the time 
consumption and number of web pages crawled by 
different web crawling techniques are compared. Finally, 
the de-duplication performance of the HSDBF-ME 
algorithm is verified. 

 
4.1 Analysis of Misjudgment Rate of URL 

 
To verify the effectiveness of the proposed algorithm, 

a series of experiments are conducted in this study. Tab. 1 
shows the parameters of the experimental environment. 

 
Table 1 Setting of the experimental environment 

Environment Parameter setting 
System Windows 10 64 Bit operating system 

Processor 
Intel（R）Core（TM）i5-7200U CPU 

@2.50GHz 2.71GHz 
Hard disk 240 

JDK JDK9.0.4 
IDEA IntelliJ IDEA Community Edition 2017.3.4 

Language Java 

 
To verify the advantages of the HSDBF-ME algorithm 

in terms of misjudgment rate, this study conducted 
experimental comparisons between the basic BF algorithm 
and common multi-dimensional BF algorithms. 
Meanwhile, 20,000 obtained webpage link data were 

selected as experimental data, of which approximately 
4,326 were duplicate URLs. The experiment would input 
these data into three different algorithms, observe and 
record their misjudgment rates. The experiment first 
verified the misjudgment rates of each algorithm under 
different hash function values k, where k values were 2, 4, 
and 6, respectively. To ensure the accuracy of the 
experiment, two tests were conducted and the average 
value was taken as the final result. The comparison results 
of the misjudgment rates of various algorithms under 
different k values are shown in Fig. 7. The HSDBF-ME 
algorithm achieved the lowest false positive rate at 
different k values. In Fig. 7a, in the first test, when k was 2, 
the misjudgment rate of the HSDBF-ME algorithm was 
only 0.51 ± 0.21%. The misjudgment rates of the basic 
BF algorithm and the multi-dimensional BF algorithm 
were as high as 4.24 ± 0.72% and 2.01 ± 0.73%, 
respectively. When k was 4, the misjudgment rate of the 
HSDBF-ME algorithm was only 0.28 ± 0.11%, which 
was reduced by 3.53% compared to the basic BF algorithm. 
When k was 6, the misjudgment rate of the HSDBF-ME 
algorithm was only 0.32 ± 0.23%, which was reduced by 
1.42% compared to the multi-dimensional BF algorithm. 
In Fig. 7b, in the second test, the misjudgment rates of the 
HSDBF-ME algorithm at k = 2, 4, and 6 were only 0.81 ± 
0.24%, 0.47 ± 0.25%, and 0.49 ± 0.19%, respectively, 
which were lower than those of the basic BF algorithm and 
the multi-dimensional BF algorithm. At the same time, 
when k was 4, the error rate of each algorithm was the 
lowest. The HSDBF-ME algorithm was significantly 
superior to other algorithms, and the optimal k value was 4. 
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Figure 7 Miscalculation rate of each algorithm at different Hash function values k 
 

The experiment then verifies the misjudgment rates of 
various algorithms under different bit vector sizes m, where 
the values of m are 20,000, 50,000, and 80,000, 
respectively. At the same time, the experiment is conducted 
twice and the average value is taken as the final result. The 
comparison results of the misjudgment rates of various 
algorithms under different bit vector sizes m are shown in 
Fig. 8. The HSDBF-ME algorithm achieves optimal results 
at different m values. In Fig. 8a, when m is 20,000, the 
misjudgment rate of the HSDBF-ME algorithm is only 
8.33%. The misjudgment rates of the basic BF algorithm 
and the multi-dimensional BF algorithm are as high as 
52.25% and 35.51%, respectively. In Fig. 8b, when m is 
50,000, the misjudgment rate of the HSDBF-ME algorithm 
is only 4.51%, which is reduced by 35.91% and 41.87% 
compared to the basic BF algorithm and multi-dimensional 
BF algorithm, respectively. In Fig. 8c, when m is 80,000, 
the misjudgment rate of the HSDBF-ME algorithm is only 
4.32%, which is 15.74% less than the multi-dimensional 
BF algorithm. Therefore, the misjudgment rate of each 
algorithm decreases with the increase of m value, and when 
m is 80,000, the misjudgment rate of each algorithm is the 
lowest. This indicates that the HSDBF-ME algorithm has 
significant performance advantages, and the optimal m 
value is 80,000. 

The experiment continues to explore the misjudgment 
rates of various algorithms on different dataset sizes, where 
n values are 5,000, 10,000, and 20,000, respectively. At the 
same time, the experiment is conducted twice and the 
average value is taken as the final result. The comparison 
results of the misjudgment rates of various algorithms on 
different datasets n are shown in Fig. 9. The HSDBF-ME 
algorithm still achieves the optimal misjudgment rate at 
different n values. In Fig. 9a, when n is 5,000, the 
misjudgment rate of the HSDBF-ME algorithm is only 
2.15%. The misjudgment rates of the basic BF algorithm 
and the multi-dimensional BF algorithm are as high as 9.27% 
and 4.16%, respectively. In Fig. 9b, when n is 10,000, the 
misjudgment rate of the HSDBF-ME algorithm is only 
3.04%, which is reduced by 19.86% and 9.73% compared 
to the basic BF algorithm and multi-dimensional BF 
algorithm, respectively. In Fig. 9c, when n is 20,000, the 
misjudgment rate of the HSDBF-ME algorithm is only 
7.28%, which is reduced by 43.05% and 27.69% compared 
to the other two algorithms. Therefore, the error rate of 
each algorithm gradually increases with the increase of n 
value, while the HSDBF-ME algorithm has the lowest 
increase in error rate, once again proving the superiority of 
the HSDBF-ME algorithm. 
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Figure 8 Miscalculation rate of each algorithm at different bit vector sizes m 
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Figure 9 Miscalculation rate of each algorithm under different datasets n 
 

4.2 Experimental Analysis of Python and URL De-
duplication Algorithm 
 

This study further validates the effectiveness of Python, 
using naive web crawlers, parsing web crawlers, and 
asynchronous web crawlers for experimental comparison. 
The experiment mainly compares the number of pages 
obtained under the same conditions and the time spent. The 
experimental results are shown in Fig. 10. The highest 
number of web pages obtained using Python is 1864, which 
increases by 712, 360, and 495 compared to the other three 
web crawling techniques. At the same time, this technology 
takes the lowest time, only 58.2 seconds, which is 31.9 
seconds less than the naive web crawling technology. 
Overall, using Python performs well in terms of crawling 
efficiency and web page quantity, and has strong feasibility. 
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Figure 10 Number of pages obtained under equal conditions and time 
consumption 

 
This study then compares the de-duplication time, de-

duplication accuracy, and memory consumption of various 
algorithms when processing different numbers of URLs. 
The experimental results are shown in Fig. 11. In Fig. 11a, 
as the number of URLs increases, the de-duplication time 
of each algorithm also increases, and the de-duplication 
time of the studied algorithms is lower than that of other 
algorithms. When the number of URLs is 10,000, the de-
duplication time of the HSDBF-ME algorithm is only 0.21 
ms, which is reduced by 9.58 ms and 3.16 ms compared to 
the other two algorithms, respectively. 

In Fig. 11b, as the number of URLs increases, the de-
duplication accuracy of each algorithm decreases, but the 
HSDBF-ME algorithm has a de-duplication accuracy 
greater than 99.9%, which is significantly better than the 
other algorithms. When the number of URLs is 35000, the 
HSDBF-ME algorithm achieves a de-duplication accuracy 
of 99.95%, which is improved by 0.77% and 0.35% 
compared to the other two algorithms, respectively. In Fig. 
11c, the memory consumption of each algorithm increases 
with the number of URLs, while the HSDBF-ME 
algorithm has the lowest memory consumption and the 
lowest growth rate. The memory consumption of this 
algorithm is only 0.28 MB when the number of URLs is 
20,000, which is 1.18 MB lower than the BF algorithm, 
indicating that the HSDBF-ME algorithm has superior de-
duplication performance. 

This result indicates that under different hash function 
values k and bit vector sizes m, the false positive rate of 
HSDBF-ME algorithm is significantly lower than that of 
basic BF algorithm and multi-dimensional BF algorithm. 
Especially in the case of k = 4 and m = 80,000, the HSDBF-
ME algorithm has the lowest false positive rate. This 
indicates that the HSDBF-ME algorithm can more 
accurately perform URL de-duplication, improving the 
stability and reliability of the algorithm. This is consistent 
with the research results of Bhat R. et al., mainly because 
the HSDBF-ME algorithm uses a combination of multiple 
hash functions and multiple bit vectors, which increases the 
accuracy of deduplication [23]. At the same time, Python 
web crawling technology has the highest number of web 
pages obtained and the shortest time spent. This proves that 
Python web crawling technology has high efficiency and 
feasibility in practical applications, which can improve the 
speed and quantity of data crawling. The research of 
researchers such as Khan N. also confirms this point, 
because Python web crawler technology has the 
characteristics of simplicity and ease of use, and has rich 
third-party libraries and tool support, which can easily 
perform web page crawling and data extraction [24]. The 
use of Python crawler technology combined with HSDBF-
ME algorithm for URL de-duplication has significant 
advantages in practical QDA applications, which can 
significantly reduce misjudgment rates and improve 
processing efficiency. Especially in large-scale data 
processing, this method performs well and has significant 
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improvements compared to traditional algorithms. 
Concurrently, the Python web crawler technology is 
capable of efficiently obtaining web page data and can be 
combined with the HSDBF-ME algorithm to leverage the 
strengths of existing technology and streamline the data 
acquisition and processing process. Furthermore, the 
enhanced efficiency of the algorithm enables more 
effective utilisation of computing resources, thereby 

reducing the system load. 
In summary, these research findings have important 

significance and reference value for practical applications 
in the fields of information security and web crawling. By 
improving algorithms and adopting efficient technical tools, 
the accuracy and efficiency of data processing can be 
improved, promoting the development and application of 
related fields. 
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Figure 11 The deduplication time, accuracy, and memory consumption of each algorithm 
 

5 CONCLUSION 
 

QDA is of great significance in various fields, as it can 
provide data-driven decision support and accurate 
predictions. Based on this, this study introduced Python for 
web crawling and designed the HSDBF-ME algorithm for 
URL de-duplication. The data showed that when k was 2, 
the misjudgment rate of the HSDBF-ME was only 0.51 ± 
0.21%. When k was 4 and 6, the misjudgment rates of the 
HSDBF-ME were only 0.28 ± 0.11% and 0.32 ± 0.23%. 
When m was 20,000 and 80,000, the misjudgment rates of 
the HSDBF-ME were 8.33% and 4.32%. When m was 
50,000, the misjudgment rate of HSDBF-ME was further 
reduced to 4.51%, which is 35.91% and 41.87% lower than 
the basic BF and multi-dimensional BF, respectively. When 
n was 5,000, the misjudgment rate of the HSDBF-ME was 
only 2.15%. When n was 10,000 and 20,000, the 
misjudgment rates of the HSDBF-ME were 3.04% and 
7.28%, which were reduced by 19.86%, 9.73%, 43.05%, 
and 27.69% compared to the basic BF and multi-
dimensional BF algorithms, respectively. In addition, 
Python had the highest number of web pages obtained 
under the same conditions and the lowest time spent, 
indicating that the proposed technology can effectively 

implement QDA software design. However, in practical 
applications, Python web crawling technology is limited by 
website anti-crawling mechanisms, resulting in incomplete 
data collection and the possibility of noise, missing 
information, or errors. Therefore, in the future, attention 
needs to be paid to network anomalies, changes in page 
structure, and other situations to ensure the reliability of 
data collection to the greatest extent possible. In addition, 
data cleaning and preprocessing should be carried out to 
improve feature extraction and similarity matching through 
machine learning, to further optimize the de-duplication 
method. 
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