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Advancing Image Forensic: Detecting Facial Manipulations via Meso_KNN
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Abstract: Advancements in the fields of computer vision and deep learning have enabled the creation of highly realistic images, especially in generating human faces with an
unprecedented level of realism. However, the misuse of these capabilities, such as in creating malicious content, has made image manipulation one of the most significant
challenges in our daily lives. Therefore, it has become essential to develop innovative methodologies to distinguish between genuine and computer-generated multimedia, which
continuously improves in terms of quality and realism. As a result, an effective model has been developed using deep learning techniques, relying on the deep neural network
known as Meso Net and the K-nearest neighbors algorithm. This model, referred to as Meso_KNN, is presented in this paper. What distinguishes this model is its focus on
important features in facial images that represent vital characteristics of facial manipulation. Additionally, it harnesses the capabilities of K-nearest neighbors for classification,
achieving outstanding efficiency in detecting various types of facial manipulation. The model has been tested on a diverse set of facial images collected in the HFF dataset and
has achieved an accuracy rate of up to 100 %. It stands as one of the current leading results in this field.
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1 INTRODUCTION

Since the advent of digital visual media, there has always
been a need to manipulate them for various purposes.
Initially, manipulating media required expertise and
consumed a significant amount of time and effort. With the
advancement in computer technology and image processing
software, modifying images, especially faces, has become
much easier, enabling manipulations that were not possible
in the past. Nowadays, anyone can create a face that looks
realistic but is not from the real world, even without any prior
experience in this field, thanks to the advancements in deep
learning techniques and their capacity to produce high-
resolution images using different versions of Variational
AutoEncoders (VAEs) [1] and Generative Adversarial
Networks (GAN) [2]. Despite being used in various
applications such as gaming and filmmaking, their use in
fabricating fake news, spreading it, and manipulating public
opinion has become a tangible and significant threat to media
information integrity. This could lead to harmful
consequences. Deepfake, known for its ability to create and
manipulate facial appearance (features, identity, and
expressions) through deep methods, can be classified into the
following 4 categories: 1) Entire Face Synthesis; 2) Identity
Swap; 3) Expression Swap; 4) Attribute Manipulation [3].
The different manipulations of Deepfake present varying
levels of risk. Entire Face Synthesis creates high-quality fake
images of entirely imaginary individuals [4]. Identity swap
involves replacing one person's face with another's; both
techniques have the ability to change crucial personal
information [5]. Manipulating facial features involves editing
aspects like hair and skin colour, gender, age, and
accessories, translating from image to image. Expression
swap refers to creating images with specific facial
expressions or replacing one person's facial expressions with
another person's [6]. Techniques like identity swap replace
the face of one person with another's, making actors appear
in videos they never participated in; the face is replaced by
exploiting comprehensive and adaptive facial information,
with FaceSwap being one of the most famous applications.
Some methods focus on whole-face synthesis, like PGGAN

[7] and StyleGAN [8], aiming to produce and control highly
detailed images up to 1024 x 1024, making it challenging to
distinguish between real and fake. Expression Swap
techniques propose generative models to create fake facial
images without leaving any tangible traces, such as Glow [9]
and GANination [10], using the effect of realistic images.
Face2Face, relying on computer graphics (CG), animates
facial expressions for the target video with facial expressions
from the source face [11]. As for manipulating facial features
based on GAN, applications like StarGAN [12] and AttGAN
[13] can enhance feature editing. As shown in Fig. 1, in some
examples of facial images, any user can now produce realistic
synthetic faces that are challenging for humans to evaluate as
real or fake. The impact that intentionally altered and
maliciously used facial images have on people has made
facial image manipulation detection an important problem in
the field of Image Forensics.

(d) (e) (M (8 (h)
Figure 1 Example faces HFFD: Real images/frames from a) FaceForensics,
b) CelebA, and c) CelebA-HQ datasets; Fake images generated by d) Face2Face,
e) StarGAN, f) Glow, g) PGGAN and h) StyleGAN, respectively.

The purpose of this paper is to design an effective
methodology for detecting various facial image manipulation
techniques based on the Meso Net neural network and the
K nearest neighbours’ algorithm (Meso KNN).

The Meso-4 model is an integrated model based on deep
neural networks that perform well in classifying facial
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images to detect facial manipulation [14]. Its main feature is
the extraction of essential facial features for manipulation
without any human intervention. It has a simple structure and
is scalable and modifiable. The Meso model involves input
layers, hidden layers, and an output layer. It is combined with
K nearest neighbors in the output layer to improve
classification accuracy. KNN is a fast and easy-to-use
algorithm used for binary and multiclass classification and is
usually employed to enhance system performance. Thus, the
proposed hybrid model, Meso KNN, consists of the Meso
model and the KNN classifier connected in the Meso model's
output layer. The following is a summary of the proposed
model's contributions:

1) Proposing a composite model like Meso KNN for
detecting various facial image manipulation techniques
based on Meso Net and the KNN classifier.

2) Achieving good results using the KNN classifier.

3) Comparing the results with other classification models
on the same dataset, demonstrating that the final model
performs highly in accuracy.

The paper's remaining sections are arranged as follows:
presents related studies in Section 2, introduces the
Meso KNN model in Section 3, in Section 4 provides
experimental results, conclusions, and future work in Section
S.

2 RELATED WORKS

Previous studies in the field of face manipulation
detection have varied in their approaches, ranging from
traditional techniques to modern artificial intelligence-based
methods. These methods include the analysis of digital
images and the use of neural networks to achieve more
precise discrimination between real and manipulated images.
In this paragraph, we will discuss some studies focusing on
the techniques employed in face manipulation detection.
Neural networks have been widely used to detect DeepFake
manipulations. Li et al. (2020) utilised X-rays to identify the
boundaries of manipulated faces; however, this method
struggled to detect random noise and showed decreased
performance with low-resolution images [15]. Dang et al.
(2020) worked on identifying manipulated facial regions by
estimating the attention map of the image [16]. They
successfully detected visual manipulations; however,
estimating the attention map in an unsupervised manner
posed challenges. Models based on trainable convolutional
neural networks (CNN) have demonstrated their ability to
classify and recognise images, differentiating between
manipulated and real images [17]. Transfer learning
techniques from deep models like ResNet50 and VGG16
were integrated with CNN to enhance the model's
performance [18]. In order to extract features related to
manipulation, Afchar et al. (2018) built a model named Meso
Net that included convolutional layer components that were
optimised [14]. This model was characterised by its
flexibility, allowing it to be modified and integrated with
other networks. Guarnera et al. (2020) utilised the
Expectation-Maximization (EM) algorithm to extract local
features representing manipulated image effects [19]. SVM,
LDA, and KNN were among the basic classifiers that

effectively classified these features. These studies mainly
focused on the development of models and their ability to
utilise a diverse set of images for training and improving the
model's performance. Therefore, we present the Meso KNN
approach, based on Meso Net and the KNN algorithm, to
improve the performance of detecting different face
manipulation techniques under a variety of complex and
varied conditions, since the most successful methods heavily
rely on CNN models.

3 PROPOSED APPROACH

Our methodology for detecting various face
manipulation techniques involves analysing data based on
the Meso Net and Meso KNN models.

3.1 Meso Net Framework

Techniques that rely on analysing data at the micro,
meso, and macroscopic levels are vital tools in the process of
detecting facial manipulation. These techniques allow
researchers to examine minute aspects and structural changes
that can occur at the cellular and tissue levels. Microscopic-
level analysis is used to study subtle changes on the skin
surface and cells, focusing on pixel-level details to identify
any alterations, while analysis at the Macroscopic-level is
used to explore the biological and molecular details of facial
structure manipulations. On the other hand, mesoscopic-level
analysis combines the ability to detect fine changes and
structural analysis simultaneously. It can identify
manipulations that occur at both cellular and molecular levels
accurately and comprehensively. The Meso-4 model is an
efficient and integrated deep learning (DL) model designed
for detecting face video forgeries. It was proposed in 2018,
and the term "Meso" refers to the mesoscopic level of
analysis, meaning it operates at an intermediate level for
feature extraction between pixel-level and high-level
semantic analysis. The goal of using Meso Net is to
efficiently detect manipulation, making it suitable for real-
time applications and scenarios that require processing large
amounts of data using relatively few layers and parameters
for high model performance. Meso Net consists of four
consecutive convolutional layers, each followed by a Max
Pooling layer and a batch normalization layer, this is
followed by two fully connected layers [14]. Each
convolutional layer extracts features, also known as feature
maps. These feature maps are utilised for pixel value
prediction as follows in Eq. (1):

Yi :Z;(xj*wi,j +b,), (1

where b; represents the bias term for the /" convolution
kernel, y; represents the feature map output by the
convolutional layer, and x; * w; ; represents the convolution
between the ith channel of the input image x and the ith
channel of the /™ convolution kernel in the convolution
operation. The feature maps are then passed through the
ReLU activation function, as given in Eq. (2):

r(y) = max(y, 0). 2)
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Where it changes the negative pixel values in the feature
maps to zero, providing linear activation for neurons, neurons
are not activated simultaneously. In order to extract
maximum values from the feature map for critical data
feature analysis, the corrected feature maps are also passed
through a Max Pooling layer. Finally, a Batch Normalisation
layer is employed to speed up convergence and lessen
network overfitting.

At last, the learned features are forwarded to the
classification unit, consisting of two fully connected layers.
In the first layer, the linking between deep features is learned,
containing 16 neural cells and a dropout layer to reduce
sample dropout and enhance network robustness. In this
study, we developed the Meso Net model, adding a Leaky
ReLU layer [20] after the first fully connected layer. It is used
in model training to speed up the training process, being
efficient, and safeguarding the system from dying out due to
the ReLU problem given in Eq. (3) below:

r(y) =1y <0)(ay) +1(y = 0)(y). 3

Where o is a relatively small constant. The last fully
connected layer's neurons contain an activation function that
activates the required neural cells; the softmax activation
function, which is used in multi-class output layer
classification problems [21], was used in this research, as
given in Eq. (4) below:

P @)

nog
e

Where ¢ is the exponential function to measure the input ray,
€7 is the exponential function to measure the output ray, and
P is the probability value. The output of the FC layer is
responsible for predicting the final classification, where the
output is [1 x 1 x N], where N indicates the number of
categories. In the iterative training process, the error function
is employed to minimize the loss between the true labels of
the data and the network output during the training stage to
make them converge. Categorical cross-entropy loss, which
is a standard cost function for classification problems, aiming
to reduce the gap between the expected and actual
distribution to increase accuracy, is selected as the primary
cost function in this study [22]. Meso adjusts the weights
repeatedly to achieve the best results, as given in Eq. (5):

E==)" y *log(R). )

Where y; represents the actual distribution for sample i, P;
represents the expected distribution given by the model for
sample i and E represents the loss function. In binary
classification P = 2, this indicates a real face image and a
manipulated face image, respectively. In multi-class
classification, P denotes the number of classes that better
align with each type of image manipulation, with each class
representing a method of face manipulation.

Given that the fully connected layer has all its neurons
connected, passing input values and their weights is

necessary for model training and classification. Training
occurs through an iterative process involving forward passes
of fed data and backpropagation. We randomly initialize the
parameters of convolutional layers, then update the
convolutional filters' weights and fully connected layers at
each iteration of backpropagation. In this research, we
employed Adaptive moment estimation (Adam) optimizer
[23] to improve this loss value. Adam is a dynamic learning
rate optimization technique that incorporates both scaling
and momentum. It proves to be efficient and less memory
demanding when dealing with intricate tasks involving
extensive data or parameters. The formula for updating
weights in Adam, represented as w, for parameter w at time
step ¢, as given in Eq. (6):

n,

N (6)

Where i, represents the first moment average of gradients at
step ¢, v, represents the second moment average of squared
gradients (uncentered variance), € represents a small
constant to avoid division by zero and numerical issues, and
7 is the step size for optimizing the cross-entropy loss value.

Wy =W =1

3.2 Meso_KNN Framework

[lustrated in Fig. 2, the Meso KNN framework
primarily comprises two primary parts: the Meso part and the
KNN part. The details of each of these parts are explained
below:

3.2.1 Meso Net

The Meso part as illustrated in Fig. 2 is the main
component of the model. Its primary objective is to extract
crucial features from the dataset. With the same components
mentioned earlier, except for isolating the last layer after the
weights have been tuned for layers and replacing it with a
KNN classifier for classification.

3.2.2 k-Nearest Neighbors’ Algorithm

It is a simple and effective algorithm in machine
learning, primarily used for classification problems. This
algorithm utilizes the entire dataset as the training set instead
of splitting it into training and testing sets because KNN
algorithm is working on a pre-graded data separation, is
based on the concept of nearest neighbors, where new points
are classified based on the classes of their neighboring points.
This significantly enhances classification efficiency and
training speed.

Advantages:

e No need for prior training.
e Capability to handle non-linear data.
¢ Detection of outliers.

The algorithm is based on the principle of calculating the
distance between items and all other items, then selecting a
certain number of these items (k) as neighbors. These items
are the closest ones to the pixel units in the dataset,
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considering the calculated distance [24]. Euclidean distance
is commonly used for distance calculation, as given in Eq.

(7):

dp, ) =Y (4~ p). @)

Where n represents the total number of samples in the
dataset, and p, ¢ represents the distance between the
unknown test sample and the known training sample. This
function is used to calculate the similarity and dissimilarity
between samples. Therefore, both real and manipulated face
images match the output.
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Figure 2 The Meso_KNN Proposed framework.

4 EXPERIMENTAL RESULTS
4.1 Experimental Settings

In this section, we will analyse the experimental results,
evaluate the performance of our proposed model Meso KNN
and outperforms some other techniques.

4.1.1 Datasets

For the mentioned experiments, the Hybrid Fake Face
Dataset (HFF) [25] dataset was used. It's a varied dataset for
fake faces containing 8 types of face images. For real face
images, it includes three types of images from three different
open datasets. These types include low-resolution images
from the CelebA dataset [26], high-resolution images from
the CelebA-HQ dataset [7], and face video frames from the
FaceForensics dataset [27], respectively. Thus, real face
images are simulated under internet scenarios as realistically
as possible. For fake face images, it includes PGGAN [7] and
StyleGAN [8] for identity manipulation; it should be noted
that both PGGAN and StyleGAN can generate no existing
face images at a spatial resolution of 1024 x 1024; Face2Face
[11] and Glow [9] for facial expression manipulation; and
StarGAN [12] for transferring facial features, such as hair
color and gender by multidomain image-to-image translation
producing fake facial images. The HFF dataset is actually a

large fake face dataset that consists of over 155K face
images.

4.1.2 Implementation Details

The batch size was set to 32, and all face images in the
dataset were resized to 64 x 64 for training the model. The
detection accuracy on the test set was recorded after 100
epochs for model training.

4.1.3 Evaluation Criterion

The performance of these models is evaluated using
Accuracy, Precision, Recall, and the F1-Score as the
evaluation criteria. Accuracy in this case simply refers to
how close the values of the model's predictions are to the
actual (true vs. false) results. In other words, the number of
times the model was able to accurately predict outcomes out
of all the predictions it made. Eq. (8) shows the general
formula used to calculate the prediction, where 7PR
represents the true predictions and TOPR represents the total
predictions made by the model.

®)
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On the other side, Precision (P) provides information
about how consistent the obtained results are, even though
they are not close to the actual values utilized by the target
labelling. Eq. (9) illustrates the proportion of the
identifications that were successfully made with respect to
the actual ones. In Eq. (9), TP represents the number of true
positives, and FP represents the number of false positives.

P

P TP+FP’ ©)

Recall (R) is the ratio of true positives correctly
identified by the model to the total actual positives. Eq. (10)
illustrates this ratio, where TP represents the number of true
positives, and FN represents the number of false negatives.
Recall intuitively captures the classifier's ability to find all
positive samples [28].

P

R=———. (10)

TP+ FN

The F1-Score works by taking both Precision and Recall
into account, providing a balanced measure of a model's
ability to predict both true positive and true negative
instances. F'/-Score can be interpreted as a harmonic mean of
Precision and Recall. For the process of distinguishing
between deep fake and real images, the F'/-Score is the most
suitable evaluation metric as both positive and negative
classes are significant, and the relative contribution of
Precision and Recall in F/-Score is better than equal weight.
Eq. (11) illustrates how to calculate the F'/-Score [28].

2(PxR)
+R

F 1-Score = (11)

4.2 Detection of Multiple Forgeries of Facial Image
Manipulation

In our experiments, using the proposed model made it
possible to simultaneously detect several facial image
manipulations. The dataset contained different types of facial
images that were randomly divided into two sub-groups for
training (80%) and testing (20%), respectively.

In these experiments, the number of training images was
approximately 124K, including five types of fake images and
three types of real images with varying resolutions. For
Meso KNN model, we applied Adam optimizer for
parameter estimation and the suggested default values for the
moments, where the parameters 1 = 0.9 and £, = 0.999 were
used in Meso Net training. In addition, the learning rate was
set to 0.001 in order to reach the best categorical cross-
entropy loss value [29] for the Meso Net. The results shown
are for a Max Epoch value of 100, displaying the training
progress of the Meso Net according to the illustrated graphs
Figs. 3 and 4. The first graph shows the accuracy values,
while the second one illustrates the loss values during the
training period.

model accuracy
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Figure 3 The variations in the accuracy of both the training and test samples
during the training period of the Meso Net.

At the beginning of training, it’s observed that the
accuracy values start low but progressively increase at the
end of the training period. Initially, the accuracy values for the
test samples exceed those of the training samples, eventually
converging towards the end of the training. In this study, the
accuracy is reported at 98% for the training samples and 82%
for the test samples for the Meso Net.
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Figure 4 The variations in the loss of both training and test samples during the
training period of the Meso Net.

At the beginning of training, it's observed that the loss
values are relatively high, gradually diminishing at the end of
the training period. Initially, the loss values of test samples are
lower than those of training samples, gradually decreasing
and fluctuating until they stabilize towards the end of
training. In this study, the training samples achieve a loss
value of 0.133, while the test samples achieve a loss value of
0.750 for the Meso Net.

A neighborhood size of k=10 and the Euclidean distance
metric were adopted for KNN classifier in the Meso KNN
model. To evaluate the model's performance and its ability to
separate and distinguish between categories, the following
metrics were used: Precision, Recall, Fl-score, and
Accuracy.
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Table 1 The rate of multiple classification identification achieved by the Meso Net
model on HFFD calculated from the provided performance equations.

model's behaviour. We evaluated the performance of the
Meso Net and Meso KNN models by creating confusion

Cel eb;he class Pr;‘;;on 11{832/1: F16Zi/(:re matriges in Tabs'. 3 and 4, respectively. Their respective
CelebA-HQ 96% 61% 75% detection accuracies were 82 % and 100 %.
Youtube-Frame 90% 100% 94%
Glow 98% 31% 47% Table 2 The rate of multiple classification identification achieved by the Meso_KNN
StarGAN 96% 100% 98% model on HFFD calculated from the provided performance equations.
PGGAN 91% 71% 80% The class Precision Recall F1-score
StyleGAN 100% 95% 98% CelebA 100% 100% 100%
Face2Face 100% 88% 93% CelebA-HQ 100% 100% 100%
Youtube -Frame 100% 100% 100%
In Tabs. 1 and 2, the Precision and Recall rates for the Glow 100% 100% 100%
.- . . StarGAN 100% 100% 100%
prpposed Meso KNN .model 1nF11cate that integrating KNN PGGAN 100% 100% 100%
with the Meso architecture instead of the final fully StyleGAN 100% 100% 100%
connected classification layer had a positive impact on the Face2Face 100% 100% 100%
Table 3 Confusion matrix to identify different types of manipulations using Meso Net. The asterisks “*” represent the value 0 %.
Predicted class
CelebA CelebA-HQ Youtube -Frame Glow StarGAN PGGAN | StyleGAN Face2Face
CelebA 82.18% 10.18% 0.08% 6.42% * 0.08% 1.06% *
CelebA-HQ 1.85% 97.15% * * 0.8% 0.2% * *
Youtube -Frame 0.2 % * 99.96% * 0.2 % * * *
The class | Glow 72.66% 3.74% * 23.12% 0.44% 0.04% * *
StarGAN 0.1% 0.08% 0.2% 0.02% 99.76% %0.02 * *
PGGAN 1.85% 96.75% * * 0.85% 0.4% 0.05% 0.1%
StyleGAN 5.45% 7.85% 0.65% * 0.05% * 85.85% 0.15%
Face2Face * * 32% * 0.3% * * 67.7%
Table 4 Confusion matrix to identify different types of manipulations using Meso_KNN. The asterisks “*” represent the value 0 %.
Predicted class
CelebA CelebA-HQ Youtube -Frame Glow StarGAN PGGAN | StyleGAN Face2Face
CelebA 100 % * * * * * * *
CelebA-HQ * 100 % * * * * * *
Youtube -Frame * * 100 % * * * * *
The class | Glow * * * 100 % * * * *
StarGAN * * * * 100 % * * *
PGGAN * * * * * 100 % * *
StyleGAN * * * * * * 100 % *
Face2Face * * * * * * * 100 %

In Tab. 3, we can observe that false detection rates for
Glow and CelebA are high. These two types of images share
common characteristics, making it challenging for the model
to distinguish, especially when resized to 64x64. Similarly,
for PGGAN and CelebA-HQ, false detection rates are high
for the same reason. On the other hand, the KNN classifier in
the Meso KNN model helped identify common features for
every type, proving its effectiveness in identifying face
manipulation.

4.3 Comparison of Performance

In this section, we compare the performance of the
proposed model to that of other models by presenting
experimental results on the given dataset.

Meso-4 [14]: It mainly exploits microscopic features of
facial images to detect facial manipulation.

AMTEN [25]: AMTEN is used to extract facial
manipulation artifacts for face manipulation detection.

Capsule [30]: It improves capsule networks to enable
them to detect various types of counterfeits, such as the reuse
of old data or computer-generated images and videos.

GRnet [31]: A guided residuals network utilises both
spatial and residual information to better detect manipulated
images.

Meso KNN: The Meso KNN model utilises both Meso
data for analysis and feature extraction. Additionally, this
model incorporates KNN classifier to enhance its efficiency
and performance.

Table 5 Performance comparison for forensic models in multiple classification of
different types of manipulation.

Methods Accuracy, %
Meso-4 82
AMTEN 98.52
Capsule 96.75
GRunet 99.96
Meso KNN (our) 100

Therefore, Tab. 5 illustrates a performance comparison
between Meso KNN and some recent works. We can notice
that the proposed model shows higher accuracy compared to
other models, achieving superior and top performance among
current research efforts.
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5 CONCLUSION AND FUTURE WORK

In this work, we proposed a novel methodology
Meso KNN for detecting manipulated images created by
GANSs. Meso KNN is a robust framework based on the deep
neural network Meso and the KNN classifier. Our proposed
methodology is effective in image analysis and extracting
important features for classifying fake and real images. Meso
Net has proven its effectiveness in detecting images. Our
model achieves a higher level of accuracy in detecting
manipulated and real images in the HFF dataset. The results
of our experiments have proven that the proposed method
outperforms other techniques in terms of performance.
Despite the high performance of the model on the HFF
dataset, it is necessary to test the proposed model on other
datasets. Although the system has been tested on RGB
images, fake images using other color channels should be
studied in the future, and this was not possible due to the
limited resources available to us. This exploration is
necessary to determine the process inputs for facial fake
recognition.
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