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Abstract—Authentication is a critical concern in cybersecurity,
and the challenge of combining security with ease of use remains
a pressing issue. Biometric authentication methods, particularly
iris recognition, leverage unique physical characteristics to con-
firm identity, presenting an effective solution to enhance security
over traditional password systems. However, the management of
sensitive biometric data requires privacy measures to protect user
information from potential misuse. This work proposes a novel
Blockchain-based system that utilizes biometric data, specifically
iris scans, as a seed for generating cryptographic key-pairs. By
employing feature extraction and hashing techniques, the system
ensures that sensitive biometric information is neither stored
centrally nor accessible in its original form, thereby preserving
user anonymity and privacy. The architecture is designed to
distribute fragmented biometric data across multiple nodes in
the Blockchain, enhancing scalability and security. The system’s
functionality is validated through extensive testing scenarios that
demonstrate its reliability and robustness in various operational
conditions. This research highlights the potential of combining
Blockchain technology with biometric authentication to create
secure and privacy-preserving identity management solutions,
paving the way for applications in sectors such as finance,
healthcare, and secure voting systems.

Index Terms—Blockchain, key-pair generation, iris scan, bio-
metric.

I. INTRODUCTION

The rise of Blockchain technology has introduced a revolu-
tionary change in how data and transactions are stored and val-
idated, shifting from centralized databases to decentralized and
distributed networks. Blockchain’s intrinsic properties, such as
transparency, immutability, and decentralization [1]–[3], have
paved the way for secure and tamper-resistant systems across
various sectors, even when it comes to Internet of Things
(IoT) devices with low memory and performance [4] and their
usage in critical scenarios [5], [6]. Among the critical aspects
of blockchain applications is identity management [7], which
is typically handled through the generation and management
of key-pairs (private and public keys) [8]. However, the
growing demand for higher levels of security in the face of
sophisticated cyber threats necessitates an advanced approach
to key generation and management [9], [10].

In parallel, biometric authentication systems have become
increasingly prevalent due to their unique ability to identify
individuals based on intrinsic physical characteristics [11],
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[12]. Biometrics, such as fingerprints, facial recognition, iris
scans, and combinations of them [13], offer a highly secure
alternative to traditional password-based systems by utilizing
characteristics that are unique to each individual and difficult
to replicate [11]. Yet, despite their advantages, biometrics
introduce challenges regarding privacy and data security, par-
ticularly when it comes to sensitive biometric data being
misused or compromised [14], [15].

Combining Blockchain with biometrics offers an intriguing
solution to the dual problems of secure identity management
and privacy protection [16]. This paper presents a novel
approach that uses iris-based biometric data as a seed for
generating key-pairs within a Blockchain platform. By doing
so, it ensures not only that the keys are unique and securely
tied to the individual, but also that the sensitive biometric data
itself is not exposed or stored in a vulnerable manner. Instead,
iris data is transformed into a non-reversible hash value that
serves as the seed for key generation, preserving both the
security of the Blockchain system and the privacy of the user.

The potential applications of such a system are vast. In
contexts such as e-voting, where identity verification and
anonymity must coexist [17], or in financial systems, where
security is paramount, the combination of Blockchain and
biometric authentication offers a powerful tool for ensuring
both privacy and integrity [18]. Unlike traditional systems,
where biometrics might be stored in centralized databases, this
approach distributes biometric data across multiple nodes in a
Blockchain, further enhancing security through decentraliza-
tion [19], [20].

This work aims to address key challenges in using bio-
metrics for Blockchain-based key generation and provides a
robust solution that can be seamlessly integrated into existing
Blockchain infrastructures. Specifically, the proposed system
uses iris scanning as a biometric input to generate a key-
pair, which can be used for authenticating transactions in a
Blockchain platform without exposing the original biometric
data.

Our approach uniquely integrates iris biometrics with
Blockchain, leveraging the decentralization and immutability
of Blockchain to enhance the security and privacy of
biometric data. Unlike traditional methods that store sensitive
data in centralized repositories, our system uses a distributed
architecture, significantly reducing vulnerability to breaches.
Additionally, by using iris-based cryptographic seeds,
we ensure higher uniqueness and reliability in key-pair
generation, surpassing conventional methods in security and
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scalability.

The paper is structured as follows: Section II describes some
related work, Section III introduces the used technologies,
Section IV analyzes the proposed architecture with details
of its implementation in Section V and validation aspects
in Section VI. Section VII concludes the paper with some
insights on future research directions.

II. RELATED WORK

Authors of paper [21] underline that biometric
authentication is not ready to be available for a widespread
use, even if it could be used to create an online community
based on security and safety: we can consider biometric
authentication and privacy preserving techniques as a
state-of-the-art subject. Various works have been presented
in this topic, mixing biometrics and a Blockchain-based
system [22]–[27]. The usage of distributed networks ensures
high availability of data, while Blockchain guarantees
immutability and trust characteristics. The absence of a
third party actor ensures privacy in the system [22]: a
secure users authentication is enabled, but sensitive data
are not exposed to anyone. User templates are stored in the
InterPlanetary File System (IPFS) and used for enrolling the
user and sign transactions. Authors of paper [23] propose a
Blockchain-based user re-enrollment authentication schemes
based on biometric data and using a secure multi-party sum
protocol. In this paper, a private Blockchain is preferred and
there is no storing of user data in the back-end. Authors of
paper [24] use face recognition to develop a cross-domain
authentication protocol, divided in certificate generation stage,
face collection stage, and contract authentication stage. To
ensure privacy for users, an encryption algorithm is applied
to user’s face characteristics. The security of biometrics
using a Blockchain platform is also analyzed in [28], where
a model for a secure transmission of 3D face and 3D ear
biometrics is proposed. Biometrics also play a crucial role
in Cognitive Internet of Things (C-IoT) security [29]: in the
proposed paper, authors use Blockchain to store the decision
on the similarity of the submitted biometrics information with
an existing one. Practical implementations have also been
proposed in different fields, from smart healthcare [25] to
payment systems [26].

Our work is different to the ones proposed above because
its main aim is to let users generate a restricted number of
key-pairs using biometrics data. Also, biometrics will not be
just stored in the Blockchain, but they will be used to log
into the user account and to avoid value loss and theft. To
reach this goal, a feature extraction and encryption process is
applied to acquired data, then the obtained hash is used as a
seed to generate the key-pair. The starting point is explained in
[27]. Application fields that can take advantage of this method
regard systems where a user should be anonymous but should
not have the opportunity to create more than a defined number
of wallets (i.e., a voting system).

An overview of the described works is shown in Table I.

III. BACKGROUND

In this section, we introduce the foundational technologies
utilized in this paper, including Blockchain, biometrics, key-
pair generation, and feature extraction algorithms.

A. Blockchain Technology

Blockchain technology is a specific implementation of
Distributed Ledger Technologies (DLTs), enabling secure,
transparent, and decentralized recording of transactions . Each
block in the blockchain contains a list of transactions, which
are verified by a distributed network of nodes [30]. Once
verified, the block is appended to the chain, making it im-
mutable and resistant to tampering. This decentralized nature
ensures that no central authority has control over the data, thus
enhancing trust and security [31].

A key feature of Blockchain systems is the cryptographic
hashing used to validate transactions. Consensus mechanisms,
such as Proof of Work (PoW) or Proof of Stake (PoS),
ensure that transactions are authenticated and agreed upon
by the network [32], [33]. Privacy in Blockchain systems is
managed through the use of cryptographic techniques, which
enable users to interact anonymously using cryptographically
generated public and private keys [34]. This security model
aligns well with biometric authentication, where users need
to protect their identity while engaging in secure digital
transactions. To enhance security in distributed systems, such
as Blockchain-based architectures, various strategies have been
explored to mitigate cyber-attacks. Nocera et al. propose an
ensemble machine learning model, which effectively identifies
and mitigates attacks within Cloud and Fog environments,
highlighting the importance of data analysis and respon-
siveness in distributed contexts [35]. Security in Blockchain
systems can be further enhanced by applying User Behavior
Analytics (UBA) and LSTM neural networks for DDoS attack
prevention in Cloud and Fog environments. This approach can
be also relevant for monitoring biometric access and usage in
decentralized Blockchain settings, reducing attack risks and
ensuring system security [36].

B. Biometrics

Biometrics refers to the measurement and statistical analysis
of people’s physical and behavioral characteristics. Biometric
authentication is commonly used in various security systems to
identify individuals based on unique physical attributes such as
fingerprints, facial structure, or iris patterns [37]–[40]. Among
these, iris scanning stands out as one of the most secure and
accurate forms of biometric authentication due to the highly
unique patterns found in the human iris, which remain stable
over time [41].

Iris scans are considered highly reliable because they have a
lower False Acceptance Rate (FAR) and False Rejection Rate
(FRR) compared to other biometric methods [42], [43]. The
iris’s complex texture provides a vast amount of distinctive
data points that can be captured and converted into a digital
template, making it particularly suited for environments where
high security is required, such as government systems [44],
financial institutions [45], and blockchain-based platforms.
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TABLE I
RELATED WORK

Ref Title Keywords Main contribution Biometrics
[22] A distributed biometric

authentication scheme
based on blockchain

biometric, authentication, blockchain, ho-
momorphic encryption, privacy

Users authentication and
storage of biometrics tem-
plate in IPFS

General

[23] Blockchain-based user re-
enrollment for biometric
authentication systems

Authentication, Biometric, Blockchain, Re-
enrollment, Secure Multi-Party Computa-
tion

Protection of users privacy
using a secure multi-party
computation

General

[24] Cross-Domain Identity
Authentication Protocol
of Consortium Blockchain
Based on Face
Recognition

cross-domain authentication, consortium
blockchain, ArcFace, biometric

Cross-domain authentica-
tion using an encryption
system in a consortium
Blockchain

Face

[25] Privacy Preserving Bio-
metric Authentication on
the blockchain for smart
healthcare

Privacy Preserving Biometric
Authentication (PPBA), Smart healthcare,
Blockchain, Monero, Hill climbing attacks,
Low-entropy, Identity privacy, Public Key
Cryptography (PKC), Zero Knowledge
Proofs (ZKP), GDPR, IPFS

Blockchain-based biomet-
ric authentication

General

[26] Biometric Creation of
Digital Signatures and
Their Application in
Blockchain

Blockchain, Biometrics, Fuzzy Signature,
PKI, Payment card system

Analysis of digital signa-
tures using biometrics in a
Blockchain

General

[28] Blockchain-based Secure
Storage Model for Mul-
timodal Biometrics Using
3D Face and Ear

Blockchain, Biometric, Security, Ethereum Storage of multimodal
biometrics in a
Blockchain

Face and ear

[29] An efficient security
system based on
cancelable face
recognition with
blockchain over cognitive
IoT

Blockchain, Cancelable biometrics, Im-
age authentication, Machine learning, Face
recognition

Securing IoT applications
using Blockchain to check
the truthfulness of biomet-
ric data

Face

Our contribution Blockchain, Key-pair generation, Iris scan,
Biometrics

Using extracted features
of a biometric to obtain an
hash used as a seed for
generating a key-pair

Iris

In the context of this paper, the biometric data from iris
scans is used to generate a cryptographic seed, ensuring that
the derived key pairs are unique to the individual and securely
tied to their identity. This biometric method surpasses tradi-
tional password-based systems in security, as it is extremely
difficult to replicate or forge a user’s iris data.

C. Key-Pair Generation

Key-pair generation is a fundamental process in Blockchain
systems, where each user is assigned a public key and a private
key. This cryptographic mechanism, known as asymmetric
cryptography, ensures that the private key, which is kept secret,
can be used to sign transactions, while the public key can
be used by others to verify the signature. The use of key-
pairs guarantees that transactions can be securely authenticated
without revealing the identity of the user [46].

The processes of hashing and key-pair generation employed
in this work follow standard Blockchain-based systems. The
SHA-256 algorithm is utilized to hash the feature vector
extracted from the iris scan. SHA-256 ensures non-reversibility
and a high level of cryptographic security. For key-pair gen-
eration, we use the Edwards-curve Digital Signature Algo-
rithm (EdDSA), which provides secure and efficient asym-
metric cryptography. These methods are widely adopted in
Blockchain platforms to maintain robustness and reliability.
The generated keys have the same level of entropy and security

as traditional Blockchain systems, ensuring full compatibility
and robustness.

The process of generating key-pairs is enhanced by incor-
porating biometric data as the seed for the cryptographic al-
gorithm. Seeds are values from which cryptographic key-pairs
can be deterministically generated. Using iris-based biometric
data as a seed increases security because the biometric data is
unique and bound to a specific individual. The key-pair derived
from this seed allows the user to sign and verify transactions
within the Blockchain, without compromising the privacy of
their biometric data.

Entropy analysis reveals that the keys generated using iris-
based seeds achieve equivalent or superior security compared
to traditional methods. With 256-bit hash-based seeds, the
keys exhibit high randomness and resilience against brute-
force attacks [47].

D. Feature Extraction Algorithm

Feature extraction is a critical step in biometric systems, as
it involves processing biometric inputs to extract distinctive
features that can uniquely identify an individual [48]. In this
work, a Convolutional Neural Network (CNN) is employed to
extract features from iris scan data. CNNs are a class of deep
learning models particularly effective in image analysis tasks
due to their ability to automatically detect relevant features
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in a hierarchical fashion through multiple convolutional layers
[49], [50].

The iris scan is processed by the CNN, which transforms
the image into a numerical feature vector that encapsulates the
unique attributes of the individual’s iris. This feature vector
is then hashed using a cryptographic hash function, such as
SHA-256, to ensure the resulting seed is non-reversible. The
hash function provides an added layer of security by ensuring
that the original biometric data cannot be reconstructed from
the hash. This hashed seed is used in the key-pair generation
process, ensuring that the keys are both unique and secure.

The use of CNNs for feature extraction offers a high level of
accuracy and robustness in distinguishing between individual
users, which is essential in biometric-based authentication
systems [51], [52]. By leveraging the power of deep learning,
this approach ensures that the biometric data is processed
efficiently, resulting in high-quality cryptographic keys for use
in Blockchain-based platforms.

IV. ARCHITECTURE

The architecture of the proposed system is designed to
securely handle biometric data, particularly iris scans, for
the purpose of generating a seed used in key-pair generation
within a Blockchain platform. The architecture consists of
several interconnected modules responsible for different stages
of enrollment, authentication, and key generation. Each mod-
ule is designed to ensure data integrity, security, and privacy
while maintaining a decentralized approach through the use of
Blockchain.

A. System Overview

The system architecture is divided into three primary mod-
ules, as depicted in Fig. 1: (i) the Template Generation module,
which extracts features from the submitted iris scan, (ii) the
Enrollment Request (Sign-Up) module, which handles user
registration and ensures that each user is uniquely enrolled,
and (iii) the Authentication Request (Sign-In) module, which
verifies that the user’s biometric data matches the enrolled pro-
file. Each of these modules communicates with the Blockchain
network for secure storage and retrieval of the relevant bio-
metric data.

The primary objective of the architecture is to securely
generate and manage key-pairs by using iris scans while
distributing the biometric data across multiple nodes in the
Blockchain. This decentralized approach increases security
by ensuring that no single node has access to the complete
biometric template, thus minimizing the risk of data theft or
compromise.

B. Data Flow and Process

The data flow in the system begins with the user submitting
their iris scan through the client-side application. This data
is passed through the Template Generation module, where
a Convolutional Neural Network (CNN) extracts the unique
features of the iris. The resulting feature vector is then hashed
using a cryptographic hash function, such as SHA-256, to

generate a non-reversible and secure representation of the
biometric data.

Once the feature vector is processed, the Enrollment Re-
quest module handles the registration of the user in the
Blockchain. If the user is enrolling for the first time, the
system checks the uniqueness of the submitted biometric
data by comparing the feature vector to the stored fragments
in the Blockchain. The system ensures that no two users
share the same biometric signature, thus preventing duplicate
enrollments. Once the uniqueness is confirmed, the system
generates a key-pair based on the hashed feature vector.

During the authentication process, the user submits their
iris scan again, which is processed similarly to the enroll-
ment phase. The Authentication Request module compares the
newly submitted feature vector with the stored fragments in
the Blockchain. If the comparison yields a match, the user is
authenticated, and access is granted.

C. Distributed Storage of Biometric Data

A critical aspect of the system’s architecture is the dis-
tributed storage of biometric data. To enhance security and
fault tolerance, the extracted feature vector from the iris scan
is divided into multiple fragments, which are stored across
different nodes in the Blockchain network. Each fragment is
stored in random nodes, ensuring that no single node holds
the complete biometric template.

This fragmentation and distribution of biometric data sig-
nificantly reduce the risk of data breaches, as an attacker
would need to compromise multiple nodes to reconstruct
the full feature vector. Furthermore, each fragment is stored
with replication to ensure redundancy and fault tolerance.
The system uses a consensus mechanism to guarantee that
data fragments are securely and consistently stored across the
network.

The decision to adopt a distributed architecture ensures that
the system remains highly available and scalable. Even in the
event of node failures, the redundant storage of fragments
across multiple nodes allows the system to continue operating
without data loss or disruption.

For the management of the enrollment and authentication
phases, the adopted distributed architecture guarantees the
requirements of (a) reliability of the entire system without
relying on a central point, (b) availability of the network at
any given moment, (c) robustness and fault tolerance: no single
point failures and (d) scalability. The solution adopts a logical
subdivision of the network into organizations characterized by
two types of nodes called superpeers and peers, as shown in
Fig. 2.

D. Fault Tolerance and Redundancy

The architecture incorporates several fault tolerance mecha-
nisms to ensure the system’s reliability. Each fragment of the
biometric data is replicated across multiple nodes, ensuring
that if one node fails, the data can still be retrieved from
other nodes. This redundancy is crucial for maintaining the
system’s availability, especially in a decentralized network
where individual nodes may go offline.
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Fig. 1. Architecture of the proposed approach

Fig. 2. Distributed architecture organization

In addition, the architecture uses a Byzantine Fault Toler-
ance (BFT) consensus mechanism to ensure that even if some
nodes behave maliciously or unpredictably, the system as a
whole remains secure. This consensus model is particularly
suited for permissioned Blockchain networks like Hyperledger
Fabric, where trust between participants is necessary but
cannot always be guaranteed.

The redundancy and fault tolerance features allow the
system to handle node failures, network partitioning, and other
potential disruptions without compromising the security or
availability of the biometric data or the key-pair generation
process.

E. Security Considerations

Security is a critical concern in the proposed architecture,
particularly given the sensitive nature of biometric data. Sev-
eral layers of security are incorporated into the design to
mitigate potential risks:

• Data Encryption: All biometric data, including the
feature vector fragments, are encrypted before being
stored in the Blockchain. This ensures that even if an
attacker gains access to a node, they cannot reconstruct
the original biometric data.

• Decentralization: By distributing biometric data across
multiple nodes, the architecture reduces the risk of data

breaches. No single point of failure exists, and attackers
would need to compromise a significant portion of the
network to access complete biometric information.

• Sybil Attack Prevention: To prevent Sybil attacks
(where malicious actors control multiple nodes in the
network), the system requires nodes to authenticate them-
selves using cryptographic keys and membership certifi-
cates issued by a trusted Certificate Authority (CA) in the
Hyperledger Fabric network.

• Smart Contract Security: All enrollment, authentica-
tion, and storage operations are handled by smart con-
tracts deployed on the Blockchain. These smart contracts
ensure that biometric data is handled securely and that no
unauthorized modifications are made to the stored data.

These security measures are designed to protect the integrity
of the system while ensuring the privacy of the users.

1) Potential Risks and Mitigation Strategies: Despite its
strengths, the system faces certain risks, such as data com-
promise during distributed storage and potential Sybil attacks
on the network. To mitigate these, all biometric data fragments
can be encrypted with advanced cryptographic techniques.
Moreover, Blockchain systems employ a robust Byzantine
Fault Tolerance mechanism to handle malicious nodes. Regular
audits and updates to the smart contracts further ensure data
integrity.

F. Smart Contract Integration

Smart contracts play a vital role in managing the enrollment
and authentication processes. During enrollment, the smart
contract verifies the uniqueness of the submitted biometric data
and stores the template fragments across different nodes. It
also logs the user’s key-pair in the Blockchain ledger, ensuring
transparency and immutability.

For authentication, the smart contract retrieves the relevant
template fragments and compares the newly submitted bio-
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metric data to the stored templates. If the match is successful,
the contract grants access to the user and updates the ledger
with the authentication transaction.

Smart contracts are written in Go and deployed on the
Hyperledger Fabric network. These contracts are essential to
the system’s operation, providing the business logic necessary
to manage user data, process transactions, and ensure the
secure handling of biometric information.

G. System Workflow

The complete system workflow, from enrollment to authen-
tication, can be summarized in the following steps, as shown
in Fig. 3:

1) User submits an iris scan via the client-side application.
2) The scan is processed by the Template Generation

module, which extracts a feature vector using a CNN.
3) The feature vector is hashed and divided into multiple

fragments, which are stored across the Blockchain net-
work.

4) During enrollment, the system verifies that the biometric
data is unique and generates a key-pair for the user.

5) During authentication, the user submits another iris
scan, which is processed and compared to the stored
fragments.

6) If the biometric data matches, the user is authenticated,
and access is granted.

This workflow ensures that biometric data is handled se-
curely at every stage, from initial submission to key-pair
generation and user authentication.

V. IMPLEMENTATION

A Web Application named Iris-Chain has been developed
to handle the user’s biometric data, the connection to the
permissioned Blockchain to perform the enrollment or authen-
tication tasks, and the generation of the user’s key-pair starting
from the submitted biometric material and the subsequent
registration of the performed transaction in the Distributed
Ledger. The languages and technologies adopted to imple-
ment the proposed architecture are: a) biometric materials:
iris; b) client-side application: ReactJS framework; c) server-
side application: NodeJS; d) template generation: PyTorch;
e) feature extraction: ResNet18 CNN; f) distance function:
cosine distance; g) hash function: SHA256; h) Blockchain:
Hyperledger Fabric; i) signature algorithm: EdDSA; j) smart
contracts: GO.

A. Client-side and server-side application

The client-side of the web application has been developed
using JavaScript and the React framework.
The user first has to authenticate to access the Iris-Chain
platform, which means signing in if the enrollment step has
already been completed or signing up in the case of first
access. In both cases, the platform will require the user to
provide his username and submit the biometric material.
Then, the username and the iris image are fetched from a
peer in the network through an HTTP POST request.

After the server-side calculation is complete, the user will
be forwarded to a page that displays the result of the
enrollment/authentication request.

The server-side of the web application has been developed
using JavaScript and the Node.js framework. Its main function
is to receive the biometric material from the client and compute
the feature vector by performing a feature extraction using the
last convolutional layer of “ResNet18” Convolutional Neural
Network (CNN) from the PyTorch framework. The resulting
feature vector, which consists of 262144 float64 values, is
then divided into 3 fragments. Regardless of the request type,
the network node needs to check first whether the submitted
username is already present in the ledger. Then, if the request
type is a sign up, the submitted username must be new to the
ledger; if the request is a sign in, the username must already
be present in the ledger. The smart contract “searchUser” has
been developed to perform this query. The next operations
that are carried out differ based on the request type. If a
user wants to enroll, the peer checks the uniqueness of the
submitted biometric material by comparing the feature vector
extracted from the submitted image with the feature vectors of
all the users currently enrolled in the platform. The informa-
tion regarding which node of the network stores a Template
Fragment for a certain user is included in the ledger. To
retrieve these locations, the smart contract “searchTemplate”
has been developed. For a given user, the output of this task
is an extract of the ledger, providing the assets related to the
storing locations of their template fragments (i.e., the address
of the storing peer, its port number, and the identification
number of the fragment it stores), as shown in Fig. 4.

The feature vector of an enrolling user is compared to the
templates of every user already enrolled in the network. If the
cosine distance of the submitted feature vector is equal to or
above the defined threshold, access to Iris-Chain is granted to
the enrolling user. The submitted biometric material is stored
on randomly selected peers of the network, with each Template
Fragment having n replicas to ensure fault tolerance. In the
event that the user successfully enrolls/authenticates, a key-
pair for asymmetric cryptography is provided. An elliptic-
curve cryptography method has been used to generate key
pairs with the Edwards-curve Digital Signature Algorithm
(EdDSA). The complexity of the implemented method, used
to detect whether a submitted iris image belongs to a certain
individual or not, is kept to a simple level with the usage
of cosine distance. In any case, being extremely unrealistic
to have two perfectly identical acquisitions of the iris of one
individual, and with it therefore two perfectly identical feature
vectors, our approach is capable to provide to the same person
a novel key-pair at every access.

The pseudocode for identifying template fragments loca-
tions is shown in Algorithm 1, the pseudocode for the authen-
tication request is shown in Algorithm 2, while the pseudocode
for the enrollment request is proposed in Algorithm 3.

The Hyperledger Fabric platform of the Linux Foundation
was chosen for the creation of the Blockchain. Furthermore,
unlike other Blockchain systems, Hyperledger Fabric is private
and authorized. Rather than an open, permissionless system
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Fig. 3. UML Sequence diagram

Fig. 4. “Search template” smart contract output

Algorithm 1 Identify Template Fragments Locations:
searchTemplate(ledger, user)

ledger ← connection instance to HyperLedger
user ← provided Username
userInfo← []
for asset in ledger do

if user == asset.userID then
info = [asset.Location, asset.FragmentNumber]
userInfo.append(info)

end if
end for
return userInfo

that allows unknown identities to join the network, members
of a Hyperledger Fabric network sign up through a service
provider membership (MSP). This feature is essential for
certifying biometric information. The topology implemented
for our purposes is shown in Fig. 5.

The infrastructure of the blockchain network consists of the
R1, R2, R3, and RO organizations that interact through the C1
channel. Channel C1 features the CC1 configuration, agreed
upon by all organizations, which includes definitions for all

Fig. 5. HyperLedger Fabric network topology

organizations and policies that define each organization’s roles.
In particular, in this implementation, the organizations R1, R2,
and R3 will take care of joining the peers to the network,
while RO owns O, the ordering service for the channel. The
decision to implement a network with 3 peers per organization
is in line with the decision to segment the features of the
scanned iris into 3 segments so as to have a multiple of 3
peers. Peers P* and ordering node O will contain a copy of the
channel ledger (L), which is the structure where transactions
are recorded. P* peers represent the physical point with which
organizations connect to the channel and through which they
interact with the channel by carrying out transactions. The
business logic that governs the transactions is implemented in
the smart contract (S), which, according to the Hyperledger
Fabric life cycle, has undergone the following phases: (i)
packaged in a chaincode, (ii) installed on every peer in every
organization, (iii) approved by every organization, and (iv)
committed to the channel. The ordering service (O) collects
approved transactions and sorts them into transaction blocks,
which are then sent to peers to record the transaction and
update their local copy of the ledger. Organizations interact
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Algorithm 2 Authentication Request:
authenticate(ledger, user, biometric)

Import: searchTemplate
ledger ← connection instance to HyperLedger
user ← provided Username
biometric← feature vector extracted from
submitted biometric material

template← empty
userInfo← searchTemplate(ledger, user)
if userInfo.length > 0 then

for fragmentNum.unique in userInfo do
fragment = GET (userInfo.Location[fragmentNum])
template.concatenate(fragment)

end for
if cosineDistance(biometric, template) <

threshold then
keyPair ← generateKeyPair(SHA256(biometric))
ledger.storeTransaction
return keyPair

else
// Authentication denied
ledger.storeTransaction

end if
else

// User not enrolled, authentication
denied

alert(”User not enrolled”)
end if

with the channel through the client application (A), which
interacts with the network through the Fabric Gateway. All
organizations have a Certificate Authority (CA) that gener-
ates the necessary certificates for their organization’s nodes,
administrators, organization definitions, and applications.

VI. VALIDATION

To validate the proposed architecture, several testing sce-
narios were designed to evaluate the system’s performance,
security, and scalability, as shown in Table II. The validation
process includes a series of functional tests, performance
evaluations, and security analyses to ensure that the system
operates reliably and efficiently under various conditions.
Additionally, comparisons with existing biometric-based au-
thentication systems highlight the advantages of the proposed
solution in terms of security and performance.

A. Validation Scenarios

Six primary testing scenarios were defined to validate the
correctness and robustness of the system:

• Scenario 1 (Enrollment of a New User): A user whose
biometric data is not present in the system submits a valid
username and iris scan for the first time. The system
successfully generates a key-pair, stores the biometric
data fragments across the network, and provides the
private key to the user.

Algorithm 3 Enrollment Request:
enroll(ledger, user, biometric)

Import: searchTemplate
ledger ← connection instance to HyperLedger
user ← provided Username
biometric← feature vector extracted from
submitted biometric material

template← empty
index← 0
flag ← False
userInfo← searchTemplate(ledger, user)
if userInfo.length > 0 then

alert(”Username already registered in the Blockchain”)
else

while flag == False do
userInfo← searchTemplate(ledger, index)
for fragmentNum.unique in userInfo do

fragment = GET (userInfo.Location[fragNum])
template.concatenate(fragment)

end for
flag ← cosineDistance(biometric, template) <

threshold
index← index+ 1

end while
if flag == False then

keyPair ← generateKeyPair(SHA256(biometric))
POST (biometric)
ledger.storeTransaction
return keyPair

else
alert(”User not enrolled”)

end if
end if

• Scenario 2 (Duplicate Enrollment Attempt): A user
who has already enrolled attempts to enroll again using
a different username. The system correctly identifies the
biometric data as already registered and denies the new
enrollment request, preventing duplicate accounts.

• Scenario 3 (Username Conflict): A new user attempts
to enroll using a username that has already been taken
by another individual. The system detects the conflict and
prompts the user to choose a different username, ensuring
that username collisions do not occur.

• Scenario 4 (Correct Authentication): A previously en-
rolled user submits their biometric data for authentication.
The system successfully matches the submitted iris scan
with the stored template fragments, generates a new key-
pair, and grants access to the user.

• Scenario 5 (Authentication Attempt with Another
User’s Credentials): A user attempts to authenticate
using another individual’s username and submits their
own biometric data. The system correctly denies access,
as the biometric data does not match the stored template
for the given username.

• Scenario 6 (Unregistered User Authentication): An
individual who has not enrolled in the system attempts to
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TABLE II
VALIDATION SCENARIOS, CONDITIONS AND EFFECTS

Scn Required process Already en-
rolled

Chosen
username

Effect Description

a Enrollment No Available User successfully enrolled Private Key provided to user
b Enrollment Yes Available Enrollment denied Enrollment denied
c Enrollment No Not available Enrollment denied Choose another username (new users)

or sign-in (enrolled user mistakenly
signing-up again)

d Authentication Yes His own User successfully authenti-
cated

Private Key provided to user

e Authentication Yes Another user’s Authentication denied Authentication denied
f Authentication Yes Not present in the

ledger
Authentication denied Check the submitted username (user-

name mistakenly typed) or sign-up
(new user)

authenticate using a username that is not present in the
ledger. The system denies access and prompts the user to
enroll first, ensuring that unregistered users cannot access
the system.

These scenarios demonstrate the system’s ability to handle
various edge cases, ensuring that it behaves securely and
reliably under normal and exceptional conditions.

Performance tests were conducted to evaluate the efficiency
of the system, particularly focusing on the speed of key-pair
generation and the latency of biometric data processing

1) Key-Pair Generation Time: The system was tested for
the time required to generate a key-pair using the EdDSA cryp-
tographic algorithm with a biometric seed derived from the
iris scan. Comparisons were made between key-pair generation
using a random seed (32-byte) and the proposed method using
the 2-MB iris-based seed. Results showed that while the use
of a biometric seed increased the time for key-pair generation
slightly (from 31 ms to 47 ms), the increase in time was
not significant enough to impact system usability. Even under
stress tests involving the simultaneous generation of 1000 key-
pairs, the system exhibited a moderate increase in processing
time from 8.5 seconds to 14.1 seconds. This performance is
deemed acceptable for practical applications where user key-
pair generation happens infrequently. Graphical results are
shown in Fig. 6.

2) Latency in Distributed Storage and Retrieval: The la-
tency involved in storing and retrieving biometric template
fragments was measured across a network of nodes. Tests
showed that the time to store the fragments across three
randomly selected nodes averaged 250 ms, while retrieval of
the fragments for authentication averaged 300 ms. The system
demonstrated efficient handling of biometric data, even under
load, with minimal delays during the authentication process.
This performance ensures a smooth user experience during
both enrollment and authentication phases.

B. Comparative Analysis

The proposed system was compared to existing biometric-
based authentication systems in terms of security, perfor-
mance, and scalability. In contrast to traditional systems where
biometric data is stored centrally, the proposed architecture’s
use of distributed storage significantly enhances security by

mitigating the risk of data breaches. Additionally, the per-
formance metrics for key-pair generation and biometric pro-
cessing were comparable to state-of-the-art systems, with the
added benefit of using biometric data as a cryptographic seed
for key-pair generation.

While performance benchmarks are valuable for evaluation,
a direct comparison with other systems is challenging due
to the lack of detailed metrics, such as processing time and
error rates, in existing literature on Blockchain-based biomet-
ric systems. For instance, paper [27] analyzes biometrics in
Blokchain obtaining an authentication time of 680 ms, but it
does not cover error rates. Most studies focus on architectural
or security features without providing quantitative measures
of system performance. This highlights the need for future
research to standardize performance reporting in this domain.

C. Scalability Tests

To evaluate the system’s scalability, stress tests were per-
formed involving multiple concurrent users. The system was
able to handle up to 1000 simultaneous authentication requests
with an average latency increase of only 200 ms. In larger
networks with more nodes, the system demonstrated linear
scalability, as the distributed nature of the architecture allows
for the parallel handling of authentication and enrollment
requests. This ensures that the system can be scaled to ac-
commodate a large user base without significant performance
degradation.

D. Summary of Results

The validation tests conducted on the proposed system
confirm that it operates securely and efficiently under various
conditions. The system was able to successfully handle edge
cases, mitigate security threats, and perform well under stress
tests. In summary, the system provides a robust and scalable
solution for integrating biometric data into Blockchain-based
key-pair generation, with clear advantages in terms of security,
performance, and scalability.

VII. CONCLUSION

In this paper, we presented a novel approach to key-
pair generation in Blockchain systems that utilizes iris-based
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Fig. 6. Required time comparison to generate 1, 10, 100 and 1000 simulta-
neous key-pairs

biometric data. Our proposed architecture successfully ad-
dresses the challenges of identity management and privacy by
securely integrating biometric authentication with Blockchain
technology. By using a non-reversible hash of the biometric
data as a seed for key-pair generation, we ensure that sensitive
user information remains protected while enabling secure and
efficient access to digital resources.

The findings of this study highlight several key contributions
to the field. First, the proposed system significantly enhances
the security of identity verification processes by leveraging
the unique characteristics of iris scans, which are difficult to
replicate or forge [53], [54]. This advancement is particularly
relevant in an era where traditional authentication methods,
such as passwords, are increasingly vulnerable to cyber threats.
Additionally, the distributed storage of biometric fragments
across multiple nodes in the Blockchain provides a robust
defense against data breaches, ensuring that no single point
of failure exists.

The implications of this research extend beyond academic
interest; the proposed system has the potential to revolution-
ize various sectors that require secure identity management
[11], [55], [56]. In the financial industry, for example, our
architecture can enhance transaction security by ensuring that
only authorized users can access their accounts. In healthcare,
where patient data privacy is paramount, the integration of
biometric authentication can facilitate secure access to sen-
sitive medical records [57]. Furthermore, the application of
this technology in e-voting systems can ensure both voter
anonymity and integrity, fostering greater trust in democratic
processes [58].

While this work lays the groundwork for integrating biomet-
rics with Blockchain technology, several avenues for future
research remain. Enhancing the feature extraction process
through advanced deep learning techniques could improve
accuracy and reliability, enabling the system to handle a wider
range of biometric modalities. Exploring the integration of
other biometric traits, such as fingerprints or facial recognition,
could further broaden the applicability of the proposed system.
Additionally, future studies could focus on optimizing the
scalability of the architecture to accommodate a growing user

base and increasing transaction volumes.
The integration of biometrics and Blockchain technology

presents a promising solution to the pressing challenges of
digital identity management. By addressing security, privacy,
and usability concerns, our proposed system represents a
significant step forward in the quest for secure authentication
methods in a rapidly evolving digital landscape.

Future work includes exploring scalability for national-scale
implementations by segmenting the Blockchain into regional
sub-networks. Additionally, integrating advanced deep learn-
ing models like Vision Transformers could improve feature
extraction accuracy. Expanding compatibility to support mul-
timodal biometrics, such as fingerprints and voice recognition,
would enhance system versatility. To address accessibility
challenges, the architecture can be adapted to accept various
biometric inputs, such as fingerprints or voice recognition.
This would involve modifying the feature extraction pipeline
to accommodate diverse data formats while maintaining the
security principles of distributed storage and cryptographic
hashing. Future research will also include more extensive com-
parisons with existing systems and larger-scale tests to evaluate
performance under broader use cases. The development of
a benchmarking tool regarding biometric authentication in
Blockchain systems is also being considered.

As we move towards a future where digital interactions are
increasingly prevalent, the adoption of robust solutions that
combine the strengths of biometrics and Blockchain will be
essential for ensuring trust and security in digital transactions.
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[32] I. Abellán Álvarez, V. Gramlich, and J. Sedlmeir, “Unsealing the
secrets of blockchain consensus: A systematic comparison of the formal
security of proof-of-work and proof-of-stake,” in Proceedings of the 39th
ACM/SIGAPP Symposium on Applied Computing, pp. 278–287, 2024.

[33] P. R. Nair and D. R. Dorai, “Evaluation of performance and security
of proof of work and proof of stake using blockchain,” in 2021 Third

International Conference on Intelligent Communication Technologies
and Virtual Mobile Networks (ICICV), pp. 279–283, IEEE, 2021.

[34] S. Zhai, Y. Yang, J. Li, C. Qiu, and J. Zhao, “Research on the application
of cryptography on the blockchain,” in Journal of Physics: Conference
Series, vol. 1168, p. 032077, IOP Publishing, 2019.
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