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Abstract—Computer users face a constant influx of internet
packets, ranging from legitimate ones to those sent by mali-
cious entities. With the exponential growth in user numbers
and evolving attack types, traditional countermeasure methods
are becoming ineffective. Artificial intelligence (AI) techniques
offer a promising solution to address these challenges. This
study leverages AI methods to develop nine classification models
using supervised machine learning classifiers. The author has
implemented several machine learning models, including bag-
ging, multi-layer perceptron, logistic regression, extreme gradient
boosting, and random forest. The authors utilize three datasets
(Knowledge Discovery in Databases 1999 dataset, used for
network intrusion detection research), UNSW-NB15 (a dataset
capturing contemporary network attack patterns generated at
the University of New South Wales), and CICIDS2017 (Canadian
Institute for Cybersecurity Intrusion Detection System dataset,
containing modern attack scenarios)(KDD99, UNSW NB15, and
CICIDS2017) with varying train-test ratios to train the classifiers.
The author employs accuracy and F1 score metrics to evaluate the
model’s performance. The Extreme Gradient Boosting classifier
exhibits the highest performance across all three datasets, espe-
cially with an 80% feature reduction. Various oversampling and
undersampling techniques balance the dataset to improve false-
negative rates. Performance metrics show improvements across
all dataset types, with extreme gradients boosting accuracy.
The meta-ensemble learning model does better at sub-multiclass
classification than decision trees, random forests, and extreme
gradient boosting. It also does better than logistic regression and
multi-layer perceptron in multiclass classification. Two hidden
layers achieved the highest accuracy for binary classification on
the KDDY9 dataset. Multiclass classification presents challenges
with identifying minor classes, but performance improves with
additional hidden layers. Random Forest outperforms other
classifiers in accuracy, which is consistent with simulation results.

Index Terms—Intrusion Detection Systems (IDS), Machine
Learning, Balanced Dataset, Network Security.

I. INTRODUCTION

ITH the continued expansion of the Internet, concern
for information security is crucial for organizations
and individuals. The role of network system administrators
is to protect communication tools from diverse threats and
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attacks [1]. Cryptography, firewalls, and access control are
essential methods for preserving privacy in an organization and
counteracting malicious activities. Currently, distress over new
challenges from attackers has forced these traditional methods
to become less effective [2]. For example, the significance of
sniffer threats and their prevalence in advanced attack mech-
anisms demonstrate the limitations of conventional security
measures.

An Intrusion Detection System (IDS), which automatically
detects intrusion and monitors the system state and informa-
tion flows, ensures confidentiality, integrity, and availability
within a network [3]. When it detects suspicious activities,
it notifies system administrators to prevent potential threats.
These traditional security strategies have not proven fully
effective in the modern world, as many organizations remain
vulnerable to attacks. Despite using various security measures,
it is evident that attacks are increasing continuously. Many
network experts have engaged in developing IDS that involve
machine learning to improve detection accuracy and reduce
false alarms [4]. As a result, the academic community and
other organizations, such as Google, Facebook, and Intel, are
focusing on researching and developing powerful IDS that can
predict, detect, and analyze attacks more accurately. Network
security is critical research in the digital world.

This paper examines various techniques, with machine
learning emerging as a viable solution to mitigate network
threats. However, other challenges, like imbalanced training
datasets, affect the performance of the machine-learning-based
IDS, making it inefficient, especially for less frequent attack
types. Past research has proposed numerous innovative meth-
ods to enhance the efficiency of IDS [5]-[8]. A few hybrid
variant model techniques are available to use. These involve
choosing which features to use, comparing various machine
learning algorithms, reducing features using deep learning
autoencoders and principal component analysis and finding
outliers with ensemble classifiers. This paper contributes to
the field by:

o The authors are setting up an operational and scalable IDS
that can predict, detect, and analyze attacks as efficiently
as possible and reduce false alarm rates.

o The authors are enhancing the effectiveness of the classi-
fier in handling unbalanced intrusion data and decreasing
the rate of false negatives.

o The authors are developing a unique ensemble classifier
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capable of identifying minor classes and reducing false-
negative rates in binary and non-binary datasets.

o The authors are proposing various machine learning clas-
sifiers, enhancing the selection of attributes, addressing
class imbalances, and incorporating performance metrics.

o They have identified Extreme Gradient Boosting as the
most effective classifier and are in the process of devel-
oping a new meta-ensemble learning approach for IDS
optimization and effective cyber threat detection.

The breakdown of the findings, along with the realistic
representation of the models and conditions, strengthens the
study’s contributions and benefits to researchers and practi-
tioners. The structure of the paper is as follows: The current
section serves as an introduction, and An exposition of the
literature review is given in section II. Section III delves
into the methodology, covering the datasets (KDD99, UNSW
NB15, and CICIDS2017), feature selection methodologies
and classifiers used. The results and analysis subheading
displays the evaluation measures of the classifiers in section
IV, highlighting Extreme Gradient Boosting as the standout
classifier. This underscores the importance of feature selection
and dataset balancing. In the last section V, the conclusion
briefly reiterates the study’s findings, major contributions, and
the research implications for future studies.

II. LITERATURE REVIEW

Intrusion detection systems are fundamentally vital for com-
puter network security, effectively detecting and responding
to malicious activities and security breaches. In this way,
security mechanisms actively monitor network traffic and
system activities, identifying potential unauthorized penetra-
tions, malware infiltration, and other deviant behaviors [9].
Traditional intrusion detection systems (IDS) work with pre-
established signatures and rules for finding threats that are
known beforehand. Using machine learning and artificial in-
telligence, modern frameworks identify anomalies in patterns
that denote cyberattacks [10].

IDS systems provide early alerts through network and
system log monitoring, allowing the organization to take
quick action. This enhances the management of security risk,
thereby necessitating the need for robust protection for secure
information [2]. The increasing sophistication of cyber threats
necessitates a dynamic and robust IDS, indicating the need
for a comprehensive security strategy across diverse sectors.
Innovatory research in network security, mainly focusing on
the Internet of Things (IoT), further takes IDS capabilities
to an entirely different level. For example, this study [21]
suggested a custom deep-learning-based IDS model for IoT
security. Similarly, [2] developed a unique IDS designed
explicitly for IoT settiThe authors also talked about a Golden
Jackal Optimization algorithm that makes networks safer when
deep learning is used with them.

The author [4] go into more detail about the Anomaly-Based
IDS for UAV Swarm Networks. rks. Further, the study [5]
proposed an Al-based IDS approach to detect intrusions in
IoT, while in paper [6] used machine learning and federated
learning to secure IoT networks in the healthcare domain. This
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paper [7] conducted a study on the function of self-directed
learning as a countermeasure against DDoS attacks in IoT
environments. Further, Windows 10 has served as the base
platform for security-related works, Also, this author [8] use of
Snort for intrusion detection systems and the critical research
works of this papers [9]-[11].

The paper [12] investigate deep learning IDS for IoT secu-
rity improvements. Some other studies include the one by this
paper [22] called MidSiot—a multistage IDS for IoT—and this
paper [23], an IDS tailor-made for IoT traffic to improve data
engineering practices. the author [24] proposed a technique to
generate datasets for botnets in IoT networks. this study [6]
propose a green machine learning-based intrusion detection
system for medical IoT networks using federated learning,
named GEMLIDS-MIOT.

The study in [25] introduce an IDS system learning from
both tabular and textual information, while this study [26]
investigate how deep learning and big data analytic tech-
niques could be fused into a database to offer security ser-
vices. Investigating, the author [21], and many more took
an analytical approach to examine the effectiveness of real-
time IDS defenses against adversarial attacks. the study [27]
assess the effectiveness of IDS in enhancing security in the
Internet of Things (IoT) and provide strategies for effectively
implementing IDS to mitigate risks. The shared research brings
out several strategies and technologies meant to strengthen
network security through IDS in light of the changing cyber
threat landscape and increased complexities within the IoT
environment.

In this article, the methods employed in the analysis are
founded on solutions and procedures from the cited literature.
In particular, this study combines both signature-based and
anomaly-based detection techniques, as noted in previous
scientific literature, to possibly improve the functionalities
of IDSs. Such strategies as machine learning classifiers,
balancing of datasets by oversampling and undersampling,
and feature selection of information are used and improved.
These methods are derived from previous studies but adapted
given the nature of imbalanced data and multiple classes for
developing minor attack classes. This foundation helps in es-
tablishing the relationship between the reviewed literature and
methodologies described in subsequent chapters presenting the
cause-and-effect relationship between the research area and
this study, the comparision of the related work shown in Table
L

III. METHODOLOGY

Recently, there has been a significant increase in internet-
based attacks, leading to declines in network performance.
This rise is evident in both the number and complexity of
the attacks [28]. To cope with this, new detection techniques
are required especially the ones that use Artificial Intelligence
techniques such as machine learning-based intrusion detec-
tion and prevention systems [29]. The following techniques
are used to enhance the performance of Intrusion Detection
Systems based on Supervised Machine Learning Classifiers:
first, the influence of Train-Test ratios and Feature Selection
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TABLE I
COMPARISON OF THE RELATED WORK

Ref.

Objective

Achievement

Bakhsh et al. (2023) [1]

Motivation
The motivation is to enhance
IoT  network  security  using

deep learning-powered Intrusion

Detection Systems (IDS).

The objective is to develop an IDS
capable of effectively detecting and
mitigating security threats in IoT
environments.

The achievement involves the im-
plementation of a deep learning-
powered IDS tailored for IoT net-
works, enhancing their security pos-
ture.

Bediya et al. (2023) [2]

The motivation is to address the
security challenges in IoT network
by introducing a novel intrusion de-
tection system.

The objective is to design and imple-
ment an intrusion detection system
specifically tailored for IoT network
security.

The achievement includes the devel-
opment of a novel IDS framework
aimed at bolstering security in IoT
environments.

Aljehane et al. (2024) [3]

The motivation is to improve net-
work security using the golden
jackal optimization algorithm com-
bined with deep learning for intru-
sion detection.

The objective is to develop an intru-
sion detection system utilizing ad-
vanced optimization algorithms and
deep learning techniques.

The achievement involves the inte-
gration of the golden jackal opti-
mization algorithm and deep learn-
ing for enhanced intrusion detection
capabilities.

Da Silva et al. (2023) [4]

The motivation is to enhance in-
flight and network security in UAV
swarm through an anomaly-based
intrusion detection system.

The objective is to design and imple-
ment an intrusion detection system
capable of detecting anomalies in
UAV swarm networks.

The achievement involves the devel-
opment of an anomaly-based IDS
tailored for UAV swarm networks,
improving their security.

Sabitha et al. (2023) [5]

The motivation is to detect IoT at-
tacks using the AIS-IDS model for
network-based detection.

The objective is to implement an
IDS model specifically for IoT net-
works to detect and prevent attacks
effectively.

The achievement includes the im-
plementation of the AIS-IDS model
for network-based detection of IoT
attacks, enhancing network security.

Toannou et al. (2024) [6]

The motivation is to strengthen med-
ical IoT network security through a
machine learning intrusion detection
system based on federated learning.

The objective is to develop a ma-
chine learning-based IDS using fed-
erated learning to enhance security
in medical IoT networks.

The achievement involves the cre-
ation of a federated learning-based
IDS tailored for medical IoT net-
works, improving their security pos-
ture.

Almaraz-Rivera et al. (2023) [7]

The motivation is to enhance IoT
network security against DDoS at-
tacks using self-supervised learning.

The objective is to develop a self-
supervised learning-based approach
to mitigate DDoS attacks in IoT
networks.

The achievement involves the imple-
mentation of self-supervised learn-
ing techniques to improve the re-
silience of IoT networks against
DDoS attacks.

Putri et al. (2023) [8]

The motivation is to implement net-
work security using a Snort-based
intrusion detection system on Win-
dows 10.

The objective is to deploy a Snort-
based IDS on the Windows 10 plat-
form for network security.

The achievement includes the suc-
cessful implementation of a Snort-
based IDS on Windows 10, enhanc-
ing network security.

Haricharan et al. (2023) [9]

The motivation is to enhance net-
work security through machine
learning and behavioral analysis.

The objective is to develop a net-
work security solution leveraging
machine learning and behavioral
analysis techniques.

The achievement involves the devel-
opment of an enhanced network se-
curity solution integrating machine
learning and behavioral analysis for
improved threat detection.

Abdulganiyu et al. (2024) [10]

The motivation is to develop an ef-
ficient model for network intrusion
detection systems (IDS) through a
systematic literature review.

The objective is to identify and syn-
thesize existing literature to propose
an efficient model for network IDS.

The achievement involves the syn-
thesis of existing literature to pro-
pose a comprehensive model for
network intrusion detection systems,
enhancing their efficiency.

Kumar et al. (2024) [11]

The motivation is to enhance intru-
sion detection systems using deep
residual convolutional neural net-
works.

The objective is to develop an effi-
cient technique for intrusion detec-
tion leveraging deep residual convo-
lutional neural networks.

The achievement involves the devel-
opment of a novel technique using
deep residual convolutional neural
networks to enhance the efficiency
of intrusion detection systems.

Alkahtani & Aldhyani (2021) [12]

The motivation is to advance IoT
infrastructure based deep learning
algorithms for intrusion detection
systems.

The objective is to improve IoT se-
curity by advancing deep learning
algorithms for intrusion detection.

The achievement involves the ad-
vancement of IoT infrastructure
based deep learning algorithms to
enhance the effectiveness of intru-
sion detection systems.

Khudhair (2021) [13]

The motivation is to review existing
laws to enhance competence in cy-
bercrime, including intrusion detec-
tion systems.

The objective is to assess existing
laws related to cybercrime and their
impact on intrusion detection system
competence.

The achievement involves the re-
view and analysis of existing laws to
identify opportunities for enhancing
competence in cybercrime, particu-
larly related to intrusion detection
systems.

Indrasiri et al. (2022) [14]

The motivation is to detect mali-
cious traffic in IoT and local net-
works using a stacked ensemble
classifier.

The objective is to develop a detec-
tion system capable of identifying
malicious traffic in IoT and local
networks.

The achievement involves the im-
plementation of a stacked ensemble
classifier to effectively detect mali-
cious traffic, improving network se-
curity.

Alonazi et al. (2022) [15]

The motivation is to secure smart
homes using an SDN architecture
integrated with machine learning
and deep learning techniques.

The objective is to design an archi-
tecture capable of enhancing secu-
rity in smart homes through machine
learning and deep learning.

The achievement involves the de-
velopment of an SDN architecture
incorporating machine learning and
deep learning for improved smart
home security.
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Ref.

Motivation

Objective

Achievement

Sharma et al. (2024) [16]

The motivation is to utilize ma-
chine learningbased intrusion detec-
tion technologies for network security.

The objective is to leverage machine
learning techniques to develop effec-
tive intrusion detection technologies
for enhancing network security.

The achievement involves the utiliza-
tion of machine learning-based intru-
sion detection technologies to bolster
network security.

Javanmardi et al. (2024) [17]

The motivation is to develop a mobil-
ity and impersonationaware IDS for
mitigating DDoS UDP flooding at-
tacks in IoT-Fog networks.

The objective is to design an IDS ca-
pable of mitigating DDoS UDP flood-
ing attacks in IoTFog networks by
considering mobility and imperson-
ation.

The achievement involves the devel-
opment of an IDS that effectively mit-
igates DDoS UDP flooding attacks in
IoTFog networks, considering mobil-
ity and impersonation.

Kabilan et al. (2024) [18]

The motivation is to implement an
unsupervised intrusion detection sys-
tem for invehicle communication net-
works.

The objective is to develop an unsu-
pervised IDS for detecting intrusions
in invehicle communication networks.

The achievement involves the imple-
mentation of an unsupervised IDS for
effectively detecting intrusions in in-
vehicle communication networks.

Cengiz et al. (2024) [19]

The main aim is to provide an intro-
duction to a novel intrusion detection
system using artificial neural networks
and genetic algorithms and a new di-
mensionality reduction that is specif-
ically a new dimensionality reduction
method for the UAV communication
problem.

The proposed system is an advanced
intrusion detection system based on
artificial neural networks and ge-
netic algorithms, together with a
new dimensionality reduction scheme
custom-tailored for communication
networks in UAVs.

The contribution was in the form of
an innovative intrusion detection sys-
tem that harnesses artificial neural net-
works, genetic algorithms, and a novel
dimensionality reduction technique so
that it can become viable for use
in UAV communication networks for
better security.

Sadia et al. (2024) [20]

The motivation is to develop a ma-
chine learning-based intrusion detec-
tion system for wireless sensor net-
works.

The objective is to design an intrusion
detection system leveraging machine
learning techniques for enhancing se-
curity in wireless sensor networks.

The achievement involves the devel-
opment of a machine learning-based
intrusion detection system capable of
improving security in wireless sensor
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networks.

on Classifier performance is investigated; second, the model
performance has been improved for each model by using the
optimal tuning parameters. In the end, the performance of the
classifiers is assessed using various input features chosen for
each dataset.

The Python programming language is used to build the
previously mentioned procedures; binary datasets are utilized
for designing bagging, multi-layer perceptron, logistic regres-
sion, extreme gradient boosting, and random forest classifiers.
In this work Random Forest Classifier on imbalanced mul-
ticlass datasets utilized to emulate real-world datasets. The
performance of the proposed Extreme Gradient Boosting and
Random Forest models has been evaluated using metrics like
accuracy, precision, recall, and F1 score. Figure 1 illustrates
the overall procedure.

Three feature selection methods information gain is used,
Pearson, and ANOVA F test to reduce the dimensional
input feature of the KDD99 dataset. The KDD99 dataset
comprises 41 features, including attributes like connection
duration, protocol type, and byte statistics. The full list of
these features is provided in the Appendix. The performance
of the Extreme Gradient Boosting, Bagging, Random Forest,
Multi layer Perceptron, and Logistic Regression classifiers
has been evaluated, leveraging datasets like KDD99, UNSW
NB15, and CICIDS2017, under various feature selection and
sampling scenarios. Figure 1 presents an overview of the pro-
posed classifier model, comprising several blocks: the dataset
(KDD99!', UNSW_NB15?, and CICIDS2017%), preprocessing,
model training, test set, IDS classifier, and model evaluation.

The results of the Extreme Gradient Boosting, Bagging,
Multi layer Perceptron, Logistic Regression, and Random For-
est models were compared using the KDD99, UNSW NB15,

Thttps://www.kaggle.com/datasets/galaxyh/kdd-cup-1999-data
Zhttps://research.unsw.edu.au/projects/unsw-nb15-dataset
3https://www.unb.ca/cic/datasets/ids-2017.html

Data Processing |
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Feature
Dataset Label Encoding Selection
Feature Scaling
""""""""""""""""""""" Balancing
Dataset
: Data Splitting <
| Data
Splitting
Training ‘ [7 ) Testing
Data ' __ — Data
_TrainingModel
| Bagging Extreme G‘rndient {Trained
Boosting Data Model
Logistic 1aluati
e . Random Forest | Evaluation
Regression !
Multi-layer
Perceptron

Fig. 1. Overall proposed model.

and CICIDS2017 datasets. Forty one (41) features of the
dataset were ranked from the most to the least important using
Information Gain, Pearson correlation, and ANOVA F test
methods using Information Gain (IG). It could be positive or
negative, depending on the linear relationship between the two
variables. Regardless of its value, whether positive or negative,
features highly correlated to the output response (outcome) are
useful for output prediction. In the scikit learn library*, the
F test parameter assists in univariate feature selection. This
is helpful given the many features, which are useless in the
current scope. A quick way is required to shortlist which ones

“https://scikit-learn.org/stable/
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are the most useful. Comparing all three methods, the Pearson
correlation and F test methods have the same ranking for all
input features. The information gained differs from them only
in the last two features, src_ bytes and dst_ bytes.

« src_ bytes: The total number of bytes sent from the source
to the destination in a network connection.

« dst_ bytes: The total number of bytes sent from the desti-
nation to the source during the same network connection.

The results of the classifiers Extreme Gradient Boosting, Bag-
ging, Multilayer Perceptron, Logistic Regression, and Random
Forest were obtained after balancing the KDD99, UNSW
NB15, and CICIDS2017 datasets using Synthetic Minority
Over-sampling Technique (SMOTE) is a data augmentation
method used to address class imbalance by generating syn-
thetic samples for minority classes, Tomek Links, and ENN
techniques.

An imbalance of datasets used in training the IDS has a
major impact on the low performance of IDS that employ
machine learning in identifying less frequent attack types. The
presence of certain classes like for instance Denial of Service
(DoS) attacks makes the learning process of the machine
learning models biased . Therefore, models could merely focus
on identifying such dominant classes while they misclassify
or totally ignore other, but potentially critical classes, such
as R2L or U2R attacks. This prejudice leastways affects the
general completeness of risk appraisal, decrease the credit
of the IDS in the condition where detecting all kinds of
danger is imperative. With regards this problem,some of the
dataset balancing strategies considered by the study include
the Synthetic Minority Oversampling Technique (SMOTE),
Tomek Links and the Edited Nearest Neighbors (ENN). These
methods were used to adjust the class samples in order to
get a better representation of minor types of attack in the
training set. The above techniques were assessed based on
these metrics: Recall and Fl-score and the results are shown
before and after class balancing for all classes. The results
showed the general enhancement in the ability to approximate
for infrequent attack types such that the IDS could quickly
identify and categorize the distinct attacks.

In particular, it could be seen that initially, the minority
classes (Probe, R2L, and U2R) have low values of recall
and Fl-scores because of the small number of samples in
the training set. As it can be seen from the performance
results given in chapter IV, these metrics demonstrated some
improvement when balancing techniques were applied. There-
fore, these outcomes should be particularly arousing interest
in the need to take action for reducing class imbalance to have
a better picture of the business risks. Since all these classes
are treated equally within the IDS models developed in this
study, this offers more credible detection experiences which
are crucial for security against diverse forms of cyber threats.

IV. RESULT AND ANALYSIS

Dimensional input feature selection and reduction for binary
classification of intrusion detection using different classifier
models resulted in getting different performance values. The

TABLE 11
IG WITH 8 FEATURES
Type Train 80% Train 75% Train 70%
Test 20% Test 25% Test 30%
Accuracy 99.9 99.9 99.8
Error Rate 0.06 0.06 0.07
TPR 99.94 99.94 99.94
FPR 0.10 0.13 0.14
Precision 99.9736 99.9681 99.9634
Recall 99.9408 99.9496 99.9464
f1 _ score 99.9572 99.9588 99.9549
Confusion [[19333 20] [29154 38] [[38919 58]
matrix: [[ 47 79405]] | [60 118955]] | [85 158547]]

Bagging Model is implemented with 8 features using infor-
mation gain by different training and testing sets percentage
ratios, 70%, 75% and 80%. Results are shown in Table II.

Tables II, III, and IV: These tables show findings derived
solely from the analyses conducted in this study as part
of the work. The authors demonstrate the use of various
machine learning classifiers, Which include Bagging, MLP,
LR, RF and EG boosting with varying train-test split and
feature selection techniques followed by KDD99. Details on
the experimental specifications and the procedures employed
to establish these results are provided under Methodology.
From the study, the datasets used in this work (KDD99,
UNSW_NBI15, CICIDS2017) have revealed glaring disparities
in classes, with some classes having high records and others
having very few records. For instance, the KDD99 dataset
contains four different classes: DoS, User to Root (U2R),
Remote to Local (R2L), and Probes, out of which the DoS
class is approximately at 79% while the U2R and R2L
class is at less than 1%. As in the CICIDS2017 dataset,
benign traffic constituted 50% of the records with some attack
types like Shellcode and Worms, not base frequent. Such
maturity disparities presented problems for model construc-
tion resulting in preferential biases towards majority classes
and low discriminative capacities for minor classes, Which
often contain important features in practical applications.
To overcome these problems, the following data preparation
techniques were applied: oversampling and undersampling. To
increase density and avoid sample duplication, the SMOTE
algorithm (Synthetic Minority Oversampling Technique) was
applied which created synthetic samples for oversampling
the underrepresented classes from their nearest neighbors,
through interpolation. To improve the quality of data, Tomek
Links were used to filter out the marginal examples from the
dominating class close to the boundary.

Further, the ENN (Edited Nearest Neighbors) technique
removed the misclassification samples and thereby removed
noise and enhanced class separability. For instance, in the
KDD99 the data was balanced using SMOTE integrated with
Tomek Links, while in CICIDS2017 SMOTE together with
ENN to balance besides eliminate noise in the data. The ef-
fectiveness of these techniques is manifested by the enhanced
performance corresponding to the minority classes.
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TABLE III
F-STATISTIC WITH 8 FEATURES
Type Train 80% Train 75% Train 70%
Test 20% Test 25% Test 30%
Accuracy 99.23 99.36 99.23
Error Rate 0.76 0.63 0.76
TPR 99.39 99.30 99.33
FPR 1.42 0.41 1.21
Precision 99.65 99.89 99.70
Recall 99.39 99.30 99.33
f1_ score 99.52 99.60 99.51
Confusion | [[19078 275] [29071 121] [[ 38505 472]
matrix: [483 78969]] [ 825 118190]] | [1049 157583]]

Figures 2, 3, 4, 5, 6, and 7, These figures show the
techniques used to balance the dataset this study. They rep-
resent the initial state of the KDD99, UNSW_ NB15 and
CICIDS2017 datasets with imbalance and then show how they
achieve balance through the use of SMOTE, Tomek Links
and ENN. These numbers are unique to this paper and were
obtained after going through the preprocessing and balancing
steps highlighted in the Methodology section.

Tables VI, VII, VIII, IX, X, and XI, These tables show
the evaluation measures (accuracy, precision, recall, F1-score
and the like) of the applied machine learning models on the
balanced datasets (KDD99, UNSW_ NB15, CICIDS2017).
These were obtained from experiments performed during this
research and best represent the performance of the classifica-
tion models as implemented here. The details of the method
and criteria applied to produce these outcomes are described
in the methodology and assessment sections of the paper.

Tables II and III have summarized the behaviour of the
Bagging model for intrusion detection using the KDD99
dataset at different training to test split ratios (70%, 75% and
80%). We used Information Gain (IG) for feature selection as
presented in Table II and the F-statistic as presented in Table
III. There is information on feature selection methods and their
influence as well as data distribution in both tables based on
KPIs such as accuracy, error rate, TPR, FPR, precision, recall,
and F1 score. Precisions always stay above the 90% mark
and the best outcome is seen with the 80% training ratio.
Evaluating Information Gain we can state that this method
has a slight advantage in the aspect of accuracy of error rate
and therefore is more suitable for feature ranking in this case
on this dataset. Moreover, using the precision and F1 score, it
is possible to say that the model proposed really works fine for
recognizing true positive instances with minor changes in the
training ratios. High TPR values are retained in both methods;
it approves that the model has high capability to detect the
attacks and low FPR in Information Gain, which prevents high
false alarms.

These findings will help better understand how to select
a good feature ranking approach while paying attention to
the fact that the ratio of training and testing data should be
reasonable. Raising the training ratio a little more improves
the performance of all models and Information Gain is slightly

superior to F statistic in the reduction error. This leads to the
conclusion that Information Gain should be used to introduce
better intrusion detection tasks in datasets similar to KDD99.
These findings underscore the call for systematic testing of
the proportionality of training data with the ratio used in the
testing data set plus feature selection approaches on the data
set for improved results in the machine learning intrusion
detection model. Table IV shows the results of the proposed
models employed with all 41 features with an 80% separation
ratio.

Tables IV to VII show that we chose these metrics and
models to give a full picture of the classifier’s performance,
answer the research questions and consider the problems
associated with using uneven intrusion detection datasets.
We evaluated classification performance using performance
measures like accuracy, precision, recall, and F1 score but
prioritized precision and recall rate due to their critical role in
minimizing false negatives. Accuracy was useful as a measure
of overall performance, and the F1 score helped estimate
the recall of minor classes and the precision of significant
categories. Simultaneously, the F1 score helped to avoid the
issue of prioritizing precision over recall or vice versa; the
false-positive rate demonstrated the potential for fake alarms.
The applied models included both low- and high type models.
We used logistic regression as a classifier and then set other
classifiers to improve performance and stability; we used the
ensemble method for bagging and random forest classifiers.
We selected the MLP model for its capacity to capture the non-
linearity and non-regularity of the data, while we selected EG
boosting due to its rapid speed and effectiveness in handling
imbalanced data sets. These metrics and models enabled
the assessment of the classifiers’ strengths and weaknesses,
simultaneously addressing dominant and rare attack classes.

The KDD99, UNSW_NBI5, and CICIDS2017 datasets,
which are well known and extensively utilized semi-structural
datasets, were obtained and prepared for training and testing
the performance of the applied models. The performance of
all models was assessed across these three datasets, allocating
75% of the data for training and 25% for testing. This
training-to-testing ratio was maintained consistently, taking
into account the distribution of normal and attack records in
each dataset, as illustrated in Table V.

The datasets: KDD99, 10 UNSW_NBI15, and CICIDS2017
are balanced using different combinations of 11 oversampling
and under-sampling techniques to improve false negative rates.
Suitable 12 performance metrics have been used to obtain
significant output improvements in all 13 for the three dataset
types using the EG Boosting classifier.

The dataset is severely imbalanced among classes, with the
DOS (Denial of Service) attack class dominating at 79% of the
total samples. KDD99 multiclass dataset has been 5 used with
five classes. The normal class accounts for 20% of the dataset,
making it the second most prevalent class. The remaining
classes (Probe, R2L, and U2R) collectively contribute only
1% to the dataset.

The second dataset is the UNSW_NB15 with 10 classes. It
is different from KDD99 12 dataset not only in the number
of classes, but also in class ratios as the normal data is 13
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TABLE IV
IG WITH ALL FEATURES 41 IG TRAIN 75% TEST 25%

MODEL ACCURACY | ERROR RATE | TRUE POSITIVE | FALSE POSITIVE | PRECISION | RECALL | F1 SCORE
RATE RATE
Bagging 0.870 0.130 0.981 0.070 0.981 0.981 0.981
MLP 0.976 0.024 0.978 0.008 0.998 0.978 0.988
LR 0.991 0.009 0.988 0.039 0.991 0.988 0.989
RF 0.990 0.004 0.993 0.002 0.993 0.992 0.992
EG Boosting 0.997 0.003 0.998 0.001 0.999 0.998 0.999
TABLE V 70000

NUMBER OF NORMAL AND ATTACK RECORDS IN TRAINING AND
TESTING SETS

DATASET TYPE TOTAL CLASSES
1 KDD99 Normal 97,278
Total: 494,021 Attack 396,743
2 | UNSW-NBI15 Normal 93,000
Total: 257,673 Attack 164,673
3 | CIC—IDS2017 Normal 413,483
Total: 1,042,557 Attack 629,074
300000
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Fig. 2. Imbalanced KDD99 Dataset.
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Fig. 3. Balanced KDD99 Dataset.

the first highest major class with a ratio of 36%. The dataset
consists of 10 classes, each representing different types of
network traffic. The Normal class is the most prevalent, with
93,000 samples, accounting for 36.09% of the total dataset.
The Generic class is the second largest, with 58,871 samples,
making up 22.84% of the dataset. Other classes such as
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Fig. 4. Imbalanced UNSW_NBI15 Dataset.
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Fig. 5. Balanced UNSW_NB15 Dataset.

Analysis, Backdoor, DoS, Exploits, Fuzzers, Reconnaissance,
Shellcode, and Worms contribute to the dataset with varying
sample counts and ratios.

The CICIDS2017 multiclass dataset used in this work is
completely different from the two previous datasets in having
half of the records as normal ones. The highest attack class
ratios for DoS Hulk, PortScan and DDoS, are 20%, 14%
and 11% respectively The dataset comprises 15 classes, each
representing different types of network attacks or benign
traffic. The BENIGN class is the most predominant, with
557,646 samples, accounting for 50% of the total dataset.
This class represents normal network traffic. Among the attack
classes, DoS Hulk has the highest ratio, with 231,073 samples,
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Fig. 7. Balanced CICIDS2017 dataset.

making up 20.71% of the dataset. This indicates a significant
presence of DoS Hulk attacks in the dataset. Other notable
attack classes include PortScan with 158,930 samples (14.25%
of the dataset) and DDoS with 128,027 samples (11.47% of
the dataset).

The focus of this study is on three severely imbalanced
multiclass datasets: KDD99, UNSW_NB15, and CICIDS2017,
which are crucial for ensuring the security of communica-
tion networks. To enhance the performance of the ensemble
classifier, two key factors are addressed: dataset balancing
techniques and appropriate performance metrics. Initially, the
dataset is balanced, followed by a decision regarding the
importance of positive classes (i.e., attack classes). If positive
classes are deemed more important, FN and FP are assessed to
determine the appropriate F-beta calculation measure. The F/3-
measure, an extension of the F-measure, incorporates a beta
coefficient to adjust the balance between precision and recall.
In this study, 5 value of 1 is used, indicating equal importance
of precision and recall.

The SMOTE and Tomek Links approach is employed to
balance the KDD99 dataset, combining oversampling of mi-

163

TABLE VI
PRECISION METRICS OF MODELS USING KDD99 BALANCED DATASET

RECALL METRICS OF MODELS USING KDD99 BALANCED DATASET

MODEL NORMAL | DOS | PROBE | R2L | U2R
Bagging 100% 100% 100% 9% | 43%
MLP 97% 96% 85% 90% 0%
LR 87% 84% 30% 0% 0%
RF 100% 100% 100% 9% | 67%
EG Boosting 100% 100% 100% 98% | 15%
TABLE VII

MODEL | NORMAL | DOS | PROBE | R2L | U2R

Bagging 100% 100% | 100% | 95% | 67%

MLP 95% 98% | 93% | 20% | 0%

LR 93% 2% | 9% | 0% | 0%

RF 100% 100% | 100% | 96% | 67%

EG Boosting 100% 100% | 100% | 98% | 67%
TABLE VIII

F1 SCORE METRICS OF MODELS USING KDD99 BALANCED DATASET

MODEL | NORMAL | DOS | PROBE | R2L | U2R
Bagging 100% 100% | 100% | 97% | 52%
MLP 96% 97% 89% | 30% | 0%
LR 90% 38% 14% | 0% | 0%

RF 100% 100% | 100% | 98% | 67%

EG Boosting 100% 100% | 100% | 99% | 71%

nority classes with removal of majority class instances using
Tomek Links. Figures 2 and 3 shows the imbalanced and
balanced KDD99 dataset. Similarly, the UNSW_NB15 dataset
is balanced using a combination of SVM and SMOTE tech-
niques, with SVM identifying support vectors near minority
class instances for synthesizing new instances, as shown in
Figures 4 and 5. Finally, the CICIDS2017 dataset is balanced
using SMOTE and ENN, where misclassified instances are
identified using k-nearest neighbors and eliminated. All attack
classes are oversampled to match the number of instances in
the majority class, while the number of instances in the normal
class is reduced to maintain balance, as shown in Figure
6 and 7.Dataset balancing techniques like SMOTE, Tomek
Links, and ENN improved the performance of the classifiers,
especially the Extreme Gradient Boosting and Random Forest
models. The accuracy of models like Bagging, Multi-layer
Perceptron, Logistic Regression, Extreme Gradient Boosting,
and Random Forest improved after feature selection using
Information Gain and Pearson correlation methods.

The results of models classifier using KDD99,
UNSW_NBI15, and CICIDS2017 datasets are presented
and the goal is multiclass classification for balanced datasets.
The Tables VI, VII, VIII, IX showa the performance measure
of the models used for KDD99 balanced dataset.

The Table X shows the accuracy result of the applied models
for using UNSW_NBI15 for balanced Dataset. Also, Table XI
shows the accuracy result of the applied models for using
CICIDS2017 for balanced Dataset.
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TABLE IX
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MODEL ACCURACY
1 | Bagging 99.81%
2 | MLP 95.19%
3 | LR 84.16%
4 | RF 99.88%
5 | EG Boosting 99.89%

ACCURACY OF MODELS USING UNSW_NB15 BALANCED DATASET

TABLE X

MODEL ACCURACY
1 | Bagging 98.35%
2 | MLP 96.78%
3 | LR 97.32%
4 | RF 98.61%
5 | EG Boosting 98.81%

ACCURACY OF MODELS USING CICIDS2017 BALANCED DATASET

TABLE XI

MODEL ACCURACY
1 | Bagging 74.47%
2 | MLP 72.64%
3 | LR 69.73%
4 | RF 73.40%
5 | EG Boosting 77.46%

Table XI presents results that show that the intrusions
are truly difficult to classify with the CICIDS2017 dataset
for several reasons. First, they are truly diversified and the
CICIDS2017 dataset has a very diverse set of attack classes
with different frequencies of samples. Indeed, even though
oversampling was used to balance the dataset, the base features
of the dataset such as the fact that multiple classes may be
present in a sample and nuanced differences in attack be-
haviors make classification challenging. Second, some models
including LR and MLP could not handle these complexities
well because of the inadequacy of the models in dealing with
such multi-class imbalanced nature and the complex patterns
linked to them. They usually yield more accurate results for the
dominating classes and do not differentiate too well between
localities of different categories, hence yielding low global
accuracy.

On the other hand, models such as Extreme Gradient
Boosting (EG Boosting) were seen to perform slightly better
than the rest through ensemble learning whereby imbalance
and higher intricateness were well managed capturing high
accuracy compared to the others. Indeed, the characteristic of
the used dataset is close to the real world traffic making it
challenging to achieve high classification rates on all types of
attacks per se. These results sincerely indicate the importance
of refining the existing model and advanced data cleansing
methods to obtain better accuracy on confusing data sets like
CICIDS2017.

The accuracy metrics reveal varying performance levels of

different models across three balanced datasets. In the KDD99
dataset, Bagging, Random Forest (RF), and EG Boosting
demonstrate exceptionally high accuracies, exceeding 99%, in-
dicating robust performance in intrusion detection. Conversely,
in the UNSW_NBI15 dataset, all models exhibit high accuracy,
with EG Boosting achieving the highest accuracy of 98.81%.
However, in the CICIDS2017 dataset, while Bagging and EG
Boosting maintain relatively high accuracies, the performance
of MLP, LR, and RF models diminishes, suggesting challenges
in effectively classifying intrusions within this dataset.

Metrics like precision and recall showed improvement for
the proposed meta-ensemble learning model compared to
Random Forest and Extreme Gradient Boosting. The results
of the classifier Extreme Gradient Boosting, Random Forest,
Bagging, Multilayer Perceptron, and Logistic Regression are
highlighted for each dataset (KDD99, UNSW_ NB15, and
CICIDS2017) in terms of accuracy, precision, recall, and F1
score.

V. CONCLUSION

With the advancements noticed in intrusions and attacks,
machine learning-based classification has become a necessity
where this study locates itself to increase the performance of
intrusion detection systems. In the scope of this work, many
binary and multiclass classifiers based on rules, distances and
probability approaches have been realized using three widely
used semi-structural datasets with different scenarios of im-
balanced datasets. The findings related to the most commonly
used evaluation metrics that have been applied to evaluate
the classifiers, supported by tables and figures throughout the
thesis and the results are summed up in the following three
sections. Utilizing binary datasets for designing classifiers
and unbalanced multiclass datasets for real-world simulation.
Feature selection methods such as Information gain, Pearson
correlation, and f-test aid in reducing input feature dimensions
and improving model efficiency. The results underscore the
significance of dataset balancing techniques, particularly in
severely imbalanced datasets like KDD99, UNSW_NB15, and
CICIDS2017.

Moreover, the study sheds light on the importance of ap-
propriate performance metrics tailored to the specific needs of
intrusion detection, considering factors such as false negatives
and false positives. By employing techniques like SMOTE,
Tomek Links, and ENN, the study demonstrates significant
improvements in model performance, particularly in mitigating
false negatives.

Overall, this research contributes valuable insights into the
development of effective intrusion detection systems, essential
for safeguarding communication networks against evolving
cyber threats. The findings underscore the potential of machine
learning-based approaches in fortifying network security and
pave the way for further advancements in the field.
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