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ABSTRACT

In the context of information warfare, the contemporary security environment is evolving quickly. The protection of secrets
has emerged as a crucial element of national security, particularly for Ukraine, which has been dealing with a growing number
of hybrid threats and overt military activities by the Russian Federation since 2014. Such security issues have highlighted the
gaps in Ukrainian legislation and institutional architecture for the preservation of secrets. With an emphasis on legislative
frameworks, classification processes, enforcement strategies, and global best practices, this paper compares the criminal law
protection of state secrets in Ukraine and a few member states of the European Union (EU). Ukraine has to address many
important issues, such as institutional inefficiencies, cyber dangers, and legislative gaps, in order to strengthen its state
secret protection system. This article addresses the NotPetya hacking attack in 2017, incidents of spying on high-ranking
officials, and the release of military documents during the full-scale invasion in 2022. These incidents highlight the need
for changes in cybersecurity and legislation. The study also examines how international treaties and agreements are being
implemented, including the military policy of the North Atlantic Treaty Organisation (NATO), EU cybersecurity guidelines,
and intelligence-sharing programmes such as European Union Intelligence and Situation Centre (INTCEN) and the Five Eyes
Alliance. The study emphasises how important it is to create a comprehensive action plan for Ukraine that includes techno-
logical advances in cybersecurity, increased criminal penalties for cyber espionage, enhanced interagency cooperation, and
legislative reforms. In addition, the protection of sensitive materials depends on institutional changes, including the creation
of an independent national security agency, mandatory cybersecurity training for civil servants, and stricter verification
processes. In addition to improving national security, closer adherence to EU and NATO security standards would facilitate
Ukraine's integration into the Euro-Atlantic space. The conclusions of this study provide advice to policy makers, lawyers,
and Ukrainian security agencies. The proposed changes are expected to modernise Ukraine's state secret protection system,

put an end to cyber espionage and hybrid threats, and align their security legislation with international best practices.
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INTRODUCTION

The events that occurred after February 24, 2022, have dramatically affected the conditions for the
functioning of Ukraine as a state, transforming ordinary legal relationships into those that arise and
operate under a state of martial law, as stipulated in the Constitution of Ukraine. Accordingly, the
issue of preserving national security has taken precedence over other spheres of state governance,
as the state faces the greatest risk of losing its independence. Everything from military-political
to economic and digital aspects of public life is interconnected in the context of national security.
Special attention is being given to economic security as well. The recent political, climatic, and epi-
demiological challenges have had a negative impact on the economic security of the state (Hacker
et al., 2018; Jankovska, 2018; Nicola et al., 2020).

Information protection is an essential component of national security during a period of compe-
tition for influence in the global arena, as well as in terms of priorities established in the scientific,
technological, socioeconomic, and other domains. Information has become one of the decisive
factors affecting the development of the global and regional economy. However, along with new
opportunities, information technology has also brought risks and challenges, making data security
especially important (Korol, 2015). Many states are seriously concerned about information securi-
ty issues, including the storage and non-disclosure of information. This has led to the emergence
of a new concept of the “economy of secrecy,” where secrecy shapes interstate relationships by
adjusting the relationship between "knowledge” and “ignorance” (Balzacq & Puybareau, 2018).
The economy of secrecy involves cooperation between states in certain areas that affect their in-
ternational image and constitute a matter of national security such as the fight against terrorism.
However, the methods used to address these issues remain undisclosed since they are considered
unacceptable in public opinion. This means that perception and representation are related to the
economics of secrecy: given that states want to be able to control their image and influence the
perceptions of other actors, they are willing to maintain a certain level of secrecy in their relation-
ships with other states (Kaur & Ramkumar, 2022).

When dealing with such trends, it is necessary to accurately assess the risks associated with strat-
egies developed for information protection. This is especially true for countries that are constantly
characterised by a complex geopolitical situation and the threat of aggression. In the context of the
present study, Ukraine is of particular interest: due to its current political and economic activities,
Ukraine is trying to accumulate all available resources as efficiently as possible to successfully coun-
ter the large-scale invasion of the Russian Federation. This is especially true against the background
of threats such as the destruction of military infrastructure, information sabotage (hacker attacks)
related to the dissemination of possible fake information, and the manipulation of personal data.
Furthermore, the issue of implementing strategies to counter possible hybrid threats against oth-
er EU countries continues to persist. The EU case study holds great importance for Ukraine, as the
country has announced its intention to integrate into the European Union. Therefore, it is essential
to improve and adapt the strategies for safeguarding state secrets by focusing on the experienc-
es of other nations and utilising their advanced mechanisms and technologies. The experience of
protecting state secrets in the countries of Central and Eastern Europe is of particular importance
in the context of our study. This is due to the similarity of the regulatory framework of legislation
on the protection of state secrets, which was inherited from the countries that were formerly part
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of the socialist camp, and successful cases of reforming their own systems of protection of state
secrets based on the best practices of other Western countries in Europe and North America.

The significance of the present study can be explained by how relevant data on state secret pro-
tection in the context of hybrid warfare has been organised and how this has led to a search for
the best answers to problems affecting political and socioeconomic life. Additionally, a system
for assessing actions in order to neutralise threats to national security from the information envi-
ronment and to define a set of protective measures is currently being developed. The purpose of
our study is to identify positive experiences related to the legislative regulation of the protection
of state secrets based on the practices of EU countries in comparison with the current legislation
of Ukraine with the further possibility of implementing best practices. These topics are addressed
with the understanding that it is essential for Ukraine’s security framework to align with interna-
tional legal standards.

As part of the study, the following tasks were defined:

1. Systematise the legislative framework for the protection of state secrets, both within the
legal framework of the Ukraine and the EU countries;

2. Investigate the need to develop recommendations and legislative initiatives aimed at pre-
venting and minimising the negative impact of threats to the protection of state secrets
and national security in general.

LITERATURE REVIEW

International legal instruments are essential in shaping national policies on state secrets. This re-
search is based on the consideration of a scientific discussion on concepts such as information
security, hybrid warfare, and the classification of state secrets, in comparison with the current un-
derstanding from the point of view of the legislation of foreign countries. If information security
is widely considered as a factor that affects many spheres of life, the issue of defining the concept
of "hybrid war” remains both controversial and popular at the same time. The reason for this situ-
ation is due to the fact that the idea of “hybrid war” has been constantly subjected to conceptual
expansion, and therefore, it seems to be a rather vague and ambiguous concept today (Atkinson,
2018; Caliskan, 2022). The widely used term “hybrid warfare” was first mentioned in a speech by
General James Mattis at the Defence Forum supported by the Naval Institute and the Marine Corps
Association in September 2005, and later along with analyst Hoffman, he published a short article
on "hybrid warfare” in November 2005. Mattis & Hoffman (2005) argued that future threats will be
a combination of many conflict modes and they called this synthesis “hybrid warfare”. Later, new
interpretations of hybrid warfare and associated threats emerged. Glenn (2009) defined a "hybrid
threat” as follows: “An adversary who simultaneously and adaptively uses a certain combination
of (1) political, military, economic, social and information means and (2) conventional, irregular,
catastrophic, terrorist and subversive/criminal methods of warfare.”. The term “hybrid war” was
made public at the official level as a result of the occupation of the Russian Federation of Crimea
to denote the so-called "new” form of the current Russian conflict in Ukraine. This choice is per-
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haps the most important turning point in the evolution of the concept of “hybrid warfare” in mil-
itary-political, journalistic, and academic circles (Libiseller, 2023).

During a hybrid war, cyberspace serves as a great influence on the confrontation between states.
In the era of cyber warfare, a country’s security is exposed through the risk of critical equipment
and devices containing data on the protection of information systems in the banking sectors of
global economic corporations, the protection of information systems, as well as the regulation
of road, rail, water, air transport: in such scenarios, the protection of state secrets is no exception
(Lysko, 2022; Petreski & Ago, 2017).

In terms of state secret protection, the majority of the scientific literature in both Ukraine and Eu-
rope address the issue primarily from the perspective of information security, with little attention
on specific issues with the system of state secret protection. There are two legal concepts in the
Ukrainian scientific discourse, where one focuses on understanding and applying information se-
curity as part of information relations, while the other appeals to security studies and military sci-
ence, considering information security as part of the overall security of the state (Melnyk, 2022).
Analysing the Ukrainian scientific base, Zadorozhnya (2005) mainly emphasised the relevance of
the problem of the legislative settlement of information security issues as a component of the
national issue. They are defined in relation to information security. On the one hand, it is the pro-
tection of information, and especially the protection of secrets, commercial information, restricted
information, personal data, and so on. On the other hand, it is the protection of information sys-
tems, which are actually a means of transmitting information. In contrast, Kharchenko et al. (2004)
defined information security as “a component of national security, a process of managing threats
and dangers by state and non-state institutions, individual citizens, which ensures the information
sovereignty of Ukraine.”.

According to the identical position of Dovhan and Thachuk (2011), information security of Ukraine
also acts as the protection of state interests, which ensures the prevention, detection, and neutrali-
sation of internal and external information threats, the preservation of the information sovereignty
of the state, as well as the safe development of international information cooperation.

Other researchers understand the phenomenon of information security through a broader perspec-
tive. They consider this sphere of activity not only through the prism of information relations, but
also through the system of state administration, which is more relevant to a more detailed con-
sideration of the topic of state secrets as a legal component of national security in general. We are
talking about the fact that this system consists of institutions and means of ensuring information
security that use a system of administration, legal information, and analytical measures aimed at
ensuring the sustainable functioning of the public administration system (Lipkan et al., 2006). This
means that the issue of protection of state secrets is the prerogative of state regulation, which
covers limited access to its systematisation, transfer, and use, taking into account the criteria for
access to state secrets by relevant officials in order to comply with the national interests of Ukraine.

As for the legal analysis of state secrecy policies, the discussion is based on the interpretation of
state secrets within the framework of the criminal law doctrine. This concerns the direct object of
disclosure of state secrets, an aspect that continues to lack a common consensus. According to
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some authors, the direct object of criminal encroachment is social relationships that ensure the
preservation of state secrets (Boldyr, 2017).

Studies of European countries over the past 15 years have mostly focused on problems of an eco-
nomic nature, rather than the state. Despite external political risks from the Russian Federation
and China, developed countries in Europe and North America are focused on information security
in their economic activities, given the processes of globalisation and the development of informa-
tion and communication technologies (ICTs). Based on the above-mentioned information and the
fact that there is a growing dependence on ICTs, the number of infrastructure facilities that are
very important for the national and economic security of the state (energy, transport, communi-
cations, financial services, and so on) continues to increase. In addition, after taking big data into
account, they have turned into critical information infrastructures (Cll), the protection of which is
a priority for any state (Newlove-Eriksson et al., 2018). Today, the issue of improving information
security is coming to the forefront due to the increased number of cyberattacks on the information
systems of financial institutions, government agencies, and industrial and production complexes.
Therefore, the issue of protection of state secrets is mostly concentrated in the area of informa-
tion security. In modern Western literature, many different terms are used to describe information
security, including “information systems security”, “IT security”, “cybersecurity”, and “cyber resil-
ience” (Diesch et al., 2018; Vanoni, 2018). The terms “cybersecurity” and “information security” are
synonyms (Luiijf et al., 2013).

Nevertheless, some studies of the specific nature of state secrets are characterised by a historical
search for the philosophical foundations of the introduction of state secrets as a separate doctrine
in legal relationship between the state and the citizen. Wischmeyer (2023) pointed out that de-
spite the experience of political regimes and the openness of society to new knowledge of a rich
amount of information through technology, the very essence of secrecy is to create an information
asymmetry that allows the state to act strategically in its own interests. For private stakeholders,
this is probably the main reason for keeping information secret, namely maintaining a competi-
tive advantage for the interests of private life, such as commerce. The actions of public authorities
also need to be planned out carefully. However, the goals of the strategic means of the state are
always related to its constitutional mission. The strategic use of information is a common practice,
not only in foreign policy towards other states, but also within national borders, where the state
acts as an “organised unit for decision-making and execution” that depends on its ability to fight
crime, enforce tax and competition laws, and regulate the financial market (Wischmeyer, 2023).
Thus, the issue of criminal law protection of state secrets should be discussed in the context of the
security block of issues as a special component of the national security of the State, while taking
into account the trends in the development of information relations in a modern post-industrial-
ised society.

METHODOLOGICAL FRAMEWORK

This study is based on the systematisation of approaches used to protect state secrets in Ukraine
and EU member states. It was essential to analyse the experience of EU member states in order
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to find a more acceptable option for the criminal legal protection of information constituting a
state secret that may prove useful for Ukrainian realities. At the same time, since the authors of
the present study cannot cover each of the 27 countries in the EU, the main focus of this research
is based on the following criteria:

— historical (countries with a common socialistic past, which was characterised by a unique prac-
tice of protecting state secrets, as well as the subsequent process of reforming the sphere in
the implementation of European integration processes after the collapse of the socialist block);

— geopolitical (the presence of risks and hybrid threats in the relevant EU country - associated
with the past experience of the influence of the USSR and the current influence of the policy
of the Russian Federation on the national interests of the relevant state);

— economic potential (developed countries that have a great influence on decision-making in
the EU and NATO and those that serve as an outpost of NATO's interests regarding the risks
of hybrid threats to the Russian Federation).

Among the 27 EU countries, the authors selected 5 countries that meet a majority of the above
criteria. This list includes Germany, Lithuania, Finland, Romania, and Croatia. For Germany, with its
characteristic stable legal tradition, it is important to have a proper historiographical, theoretical,
and methodological base that can be helpful in the specified tasks of the study, while taking into
account the specifics of the past totalitarian period within the period of the Third Reich and the
German Democratic Republic (GDR).

Romania and Lithuania are interested in protecting state secrets due to the following factors: in-
stitutional experience in protecting classified information for the government of these countries in
different historical periods, starting with the restoration/declaration of state sovereignty after World
War I. Additionally, these countries have a long history of market economy development, high per
capita incomes, and significant opportunities to influence regional geopolitical processes in the
eastern territories of the EU and NATO, not excluding the traditional historical rivalry with Russia.

Finland’s experience is particularly interesting because it takes into account the geopolitical con-
text of the Cold War conflict between the Western and “socialist camps”, as well as the growing
interest in information regulation since the early 1990s. Since then, Finland has emerged a leader
in fostering the sustainable and successful digitalisation of the economy, public services, govern-
ance, and other areas.

Croatia’s experience is important for studying how the country gained independence and became
a sovereign democracy in difficult conditions after the breakup of Yugoslavia, and how military
operations and reunification of territories with an appropriate legal framework helped restore
constitutional order and put the country on the path to European integration, leading to EU mem-
bership in 2013.

While systematising the development of legal support for the information security of the above
countries and their separate norms for ensuring state secrets (secret information), Ukraine also has
an appropriate regulatory framework that largely regulates the issues of information policy and

90



Ruslan Semenovych Orlovskyi, Vasyl Mykhailovych Kozak: Criminal law protection of state secrets in...

information security and so on. In this context, the materials of the study became the basis for the
systematisation of legislation on the protection of state secrets:

— The Constitution of Ukraine (Verkhovna Rada of Ukraine, 1996);
Laws of Ukraine:
— Criminal Code of Ukraine (Verkhovna Rada of Ukraine, 2001);
— "On State Secrets” (Verkhovna Rada of Ukraine, 1994);
— "On the Security Service of Ukraine” (Verkhovna Rada of Ukraine, 1992);

— "On the State Service for Special Communications and Information Protection of Ukraine”
(Verkhovna Rada of Ukraine, 2006).

In addition, the legal framework regulating the issues of state secrets, secrecy regimes, and their
criminal legal protection within the law of the EU member states was subject to analysis:

— Germany: Gesetz Uiber die Voraussetzungen und das Verfahren von Sicherheitstiberpriifungen
des Bundes und den Schutz von Verschlusssachen (Sicherheitsiiberpriifungsgesetz - SUG) (The
Law on Requirements and Procedure for Federal Security Clearances and Protection of Clas-
sified Information) (Service of the Federal Ministry of Justice and the Federal Office of Justice
of Germany, 1994);

— Lithuania: Lietuvos Respublikos valstybés ir tarnybos paslapciy jstatymas (Law of the Republic
of Lithuania on State and Official Secrets) and the Criminal Code of the Republic of Lithuania
(Seimas of the Republic of Lithuania, 1999, 2000);

— Finland: Finnish Data Management Act, Finnish Open Government Act, Finnish Criminal Code
(Finlex, 1889, 2020; Finnish Ministry of Justice, 1999);

— Romania: Romanian Law on the Protection of Classified Information, Law on the Romanian
Intelligence Service, and Romanian Criminal Code (Constitutional Assembly of Romania, 1992,
2002, 2009);

— Croatia: Croatian Data Privacy Act and Croatian Criminal Code (Croatian Parliament, 200743,
2007b).

Additionally, the Romano-Germanic legal system, which has a long tradition of codification, unites
all the nations that are the focus of the present systematic research study. Therefore, another sub-
ject of this study is the common ground for legal systems is the existence of criminal legislation,
which is formalised in the relevant codes. Given the fact that the real system of state secret pro-
tection is closed, the research methodology is focused on the use of data from open sources. The
study is based on the content analysis method, since legislative acts and materials related to stra-
tegic documents are available in the public domain. After analysing the obtained data, based on
a qualitative assessment of the state of normative acts of Ukraine and the above-mentioned EU
countries, the authors involved in the study concerning state secrets present their positions based
on either norms or strategies that have a characteristic difference based on classifications. After
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that, an analysis was conducted to identify the legislative experiences of other EU countries that
can be beneficial for the Ukraine, taking into account the peculiarities of the national legal system
and the current realities of martial law. In accordance with its systematic approach, this study does
not delve into technical issues, but includes a review of legislative acts and concepts, as well as a
review of existing state (public) and international legal practice.

RESULTS

Characteristics of criminal law protection of state secrets of Ukraine

First of all, the storage, protection, and transmission of information is the main subject of any
state policy on national security, regardless of the nation’s legal foundation. Information is the
legal basis on which the state and international institutions rely to formulate and implement their
policies. Given this, identifying the specifics of the protection of state secrets may relate not only
to ensuring national security in general, but also, first and foremost, to information security. The
basis for information is provided by data availability, confidentiality, and integrity, as well as ac-
countability and the knowledge that all procedures are followed in compliance with approved
rules, regulations, and protocols (White et al., 2019). Information security is ensured through the
implementation of a complex set of policies, procedures, and organisational structures that have
evolved dynamically over the past decade due to rapid globalisation and the expansion of infor-
mation technology-based business processes (Cristea, 2020).

The experience of Ukraine has a short legislative tradition in terms of time. However, in terms of
intensity of regulation of state secrets, it is extensive and based on Soviet law. Since the procla-
mation of Ukraine's independence, there has been a need for independent rule-making and iden-
tification of current legal positions on the protection of state secrets as a component of ensuring
Ukraine’s national security. According to the Law of Ukraine “On State Secrets” (1994), state secrets
are defined as a type of secret information covering information in the field of defence, economy,
science and technology, foreign relations, as well as state security and law enforcement, the disclo-
sure of which may harm the national security of Ukraine. The following information is recognised
as a state secret in accordance with the procedure established by the Law of Ukraine “On State
Secrets” and is subject to state protection (Verkhovna Rada of Ukraine, 1994). In turn, Article 328
of the Criminal Code provides for liability for disclosure of state secrets. Information constituting
a state secret is one of the main elements of the crime, which is the subject of this crime. Liability
under Article 328 of the Criminal Code of Ukraine arises regardless of the nature of the informa-
tion constituting a state secret that was disclosed (except for information in the field of defence,
in certain cases). This is relevant only for establishing the severity of the damage caused, i.e., the
degree of public danger of the crime. This can be taken into account by the court when settling
the issue of assigning a specific punishment to the guilty person, which currently varies between
5 and 8 years of imprisonment (Verkhovna Rada of Ukraine, 2001). A separate provision is made
for liability for espionage, which is reflected in Article 114 of the Criminal Code, and this can be
imposed on foreigners. Article 114 is the transfer or collection of information that constitutes a

92



Ruslan Semenovych Orlovskyi, Vasyl Mykhailovych Kozak: Criminal law protection of state secrets in...

state secret for the purpose of transferring it to a foreign organisation. The sanction for the crime
is 10-15 years of imprisonment (Verkhovna Rada of Ukraine, 1992).

Speaking about the peculiarities of criminal law protection of state secrets in Ukraine in compar-
ison to other European counterparts, it is worth noting the fact that the legal nature of the de-
velopment of legal secrets differs between Ukraine and EU member states, especially those that
were not part of the “socialist camp”. First of all, the difference is evident in the legal systems of
countries that are primarily NATO members. Thus, if the issue of state secrets in Ukraine institu-
tionally originated from the USSR and the transfer of part of its “secrets” to the successor states
caused a corresponding impact on the legislation of the newly created states, then, for example,
in NATO countries, from the point of view of institutional development, there is no distribution of
information with limited access to state secrets and other secrets provided by law. In accordance
with their regulatory legal systems, there is a single classification of so-called sensitive information
(analogue of restricted information), which is already burdened by the imposition of appropriate
access restrictions on it (Dzhus et al.,, 2023). Nevertheless, according to the methodology, the study
covers a number of EU countries that, due to their institutional past and current external security
risks, have an appropriate regulatory framework.

Case studies of state secret breaches and cyberattacks in Ukraine

A study of previous breaches and cyberattacks in Ukraine is necessary to understand the serious
consequences of a weak system of state secret protection. These cases emphasise the need and
complexity of strengthening national security laws and institutions. The NotPetya attack in June
2017, which began as a targeted attack on Ukrainian institutions, but later spread globally, was
one of the most devastating cyberattacks against Ukraine (Wired, 2018). Initially posing as wiper
malware, NotPetya was actually harmful software that disrupted key infrastructure, including banks,
media, energy companies, and government organisations, and permanently erased their data. The
hacker attack caused $10 billion in losses worldwide due to interference with government data-
bases and financial activities. The strategy of hybrid warfare against Ukraine was highlighted by
attributing the attack to Russian state actors. This demonstrated the vulnerability of state cyber-
security architectures, as well as the need for stronger criminal and legal measures against cyber
espionage (Security Outlines, 2024).

Ukrainian intelligence services uncovered an insider computer hacking network containing top-se-
cret military material after Russia invaded Ukraine in 2022. Cyber hacking and human intelligence
(HUMINT) activities were used to obtain these records, which included supply chain details and
strategic military plans (CBS News, 2025). The data leaks resulted in specific attacks on supply chains
and critical defence infrastructure. Ukraine responded by adopting a state of emergency law that
tightened restrictions on access to classified material and increased penalties for unauthorised
disclosure (Reuters, 2022). These incidents demonstrate the growing danger that the Internet age
poses to national secrets. Ukraine's legal framework should be constantly adjusted in accordance
with best practices in cybersecurity and counterintelligence due to the intersection of cyberwar-
fare, cyberespionage, and internal security risks.
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State secrets in the context of criminal law: Germany

As we currently know, Germany has extensive institutional experience in maintaining state security.
After the unification of Germany in 1990 and the elimination of state and special services of the
GDR, there was a need to update the doctrine of national security, and, accordingly, the method-
ology for ensuring it. Since 1994, a new federal law has been in force - the Law on Access to Clas-
sified Information, which regulated the peculiarities of protecting state secrets. This law regulates
the requirements and procedures for verifying a person to whom the competent authority entrusts
sensitive security-related activities (security clearance) or has already been entrusted (re-verifica-
tion), as well as the protection of classified information (Service of the Federal Ministry of Justice
and the Federal Office of Justice of Germany, 1994). The law is based on factors that contain pre-
cise instructions for handling state secrets. The main effect of the law is that it ensures transpar-
ency by defining the conditions under which different types of information can be classified and
defining what level of secrecy they fall under (Section 4). This Law prevents the creation of infor-
mation “black holes” within government bodies, which are completely exempt from any control.
Additionally, a characteristic feature of this legislation is that it imposes a burden of justification
on each act of secrecy of state information, instead of providing such employees with benefits and
privileges (Wischmeyer, 2023).

Another normative act that regulates the term of state secrets is the Criminal Code of the Federal
Republic of Germany. In contrast to Ukraine, where Section 1 covers aggressive war, high treason,
and anti-constitutional actions, Section 2 of the Special Part introduces the idea of state secrets
(Federal Ministry of Justice of Germany, 1998).

According to the above-mentioned Criminal Code, these are items or information that are availa-
ble only to a limited number of persons and must be kept secret from a foreign state in order to
prevent damage to Germany's external security (Article 93). At the same time, it was noted that
the facts of violation of the free democratic constitutional order, or those that are kept secret in
relation to the partners of the Federal Republic of Germany under agreements on state-agreed re-
strictions in the field of armaments were not considered to be state secrets. Thus, the norms of the
German Criminal Code contain a general concept of state secrets and do not refer to the norms of
another normative legal acts. Violation of the state secrets regime in Germany constitutes a direct
form of treason, which is punishable by imprisonment for a term of 1 to 10 years, and in special
cases, even life imprisonment, according to Article 94 (Seimas of the Republic of Lithuania, 1999).

State secrets in the context of criminal law: Lithuania

The period of restoration of independence was characterised by the process of “De-Sovietization”
of the regulatory framework and the strategy of early accession to the Euro-Atlantic political and
economic unions. Similar to other countries of the post-socialist camp, the young Republic of
Lithuania considers its strategic stability to be crucial to its membership in Euro-Atlantic political,
military, and economic associations, as well as to respond to current challenges such as interna-
tional terrorism, illegal migration, and hybrid threats from the Russian Federation as a result of
aggressive actions on the territories of sovereign states.
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The legal basis of national security is relevant legislation on the preservation of state secrets. The
Law of the Republic of Lithuania “On State and Official Secrets” (1999) and its accompanying amend-
ments defines state secrets as information in the military, political, economic, law enforcement,
science and technology fields, the unlawful disclosure or loss of which may violate the sovereign-
ty, defence capability, or economic power of the state, harm its constitutional order and political
interests, as well as endanger human life, health, and constitutional rights (Seimas of the Republic
of Lithuania, 1999). Classified information is categorised into “Top Secret”, “Secret”, *
depending on the importance, severity of damage that may be caused to the state, its bodies or

persons as a result of its disclosure, as well as the level of protection necessary to preserve it.

Confidential”,

Article 7 of the above-mentioned law describes in great detail (30 items in paragraph 1) the cate-
gories of information that fall under the category of “State Secret”. It should be noted that these
are materials related to defence, science and technology, international relations, and cryptogra-
phy. However, some items are more specific, including issues of ensuring special communication,
protection of critical infrastructure facilities, issues of declaring officials. The protection of classi-
fied information falls under the authority of the Commission of the Republic of Lithuania for the
Coordination of the Protection of Secrets, a collegial body with seven members, six of whom are
appointed by the President and the Prime Minister of Lithuania, as well as the Chairman of the Sei-
mas. This is in accordance with the law regarding institutional order in the Lithuanian legal system.

The chairman of this commission is the Director General of the State Security Department, who
also appoints one official as the secretary of the commission, whose duties include the preparation
and submission of documents for consideration. With regard to criminal law protection of state
secrets, Lithuanian legislation has retained the traditional approach to criminal liability for disclo-
sure of state secrets that existed in Soviet criminal law, which is reflected in the Criminal Code of
the Republic of Lithuania, namely Article 125. Here the penalty for disclosure of state secrets with-
out signs of espionage is up to 3 years of imprisonment. Punishment for loss, destruction, dam-
age to state secrets, which is provided for in Article 126, involves up to 2 years of imprisonment.
The most severe penalty is provided for in Article 119 for espionage, i.e., for stealing, buying, col-
lecting information constituting a state secret or other information of interest in order to aid the
intelligence of a foreign state: this involves between 3 to 15 years of imprisonment (Seimas of the
Republic of Lithuania, 2000).

State secrets in the context of criminal law: Finland

During the Cold War, this country occupied a significant place in the political confrontation be-
tween NATO countries and the countries that were part of the Warsaw Pact under the leadership
of the USSR. Nevertheless, the country was able to rebuild constructive relations with both blocs,
given its strategic geographical position and economic potential: this was marked by rapid eco-
nomic growth since the second half of the twentieth century. Today, Finland has changed its policy
as a result of growing hybrid challenges from its eastern neighbour, the Russian Federation. As a
culmination of recent shifts in the political landscape, since the beginning of February, Finland has
abandoned the policy of balance and neutrality and joined NATO in response to the challenges
associated with the full-scale war in Ukraine. The current legal system regarding the protection of
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classified information of the Republic of Finland will cover the following regulations outlined in the
“Finnish Data Management” Act. The unification of information security, information management,
and the digitalisation of official operations are encouraged by this act, which was set up in 2020.
It contains provisions for the entire public administration regarding the organisation and descrip-
tion of information management, the interaction of information reserves, the implementation of
the interaction of information systems, the implementation of technical interfaces and viewing
connections, as well as the implementation of information security.

In accordance with the law, a Public Administration Information Management Council was estab-
lished under the Ministry of Finance to assess and guide the information management process of
state and municipal authorities (Finlex, 2020). Another piece of legislation that mentions secrecy
provisions is the “Finnish Open Government” Act 621 (1999). It focuses on the concept of secre-
cy of a document (Article 22), the provision of non-disclosure obligations (Article 23), the list of
documents containing secrecy (Article 24), such as documents of the Government, the Ministry
of Foreign Affairs, foreign diplomatic missions, reports of law enforcement agencies on criminal
investigations, documents on the activities of the army, intelligence, data on the situation in the
economic and social spheres, and so on (Finnish Ministry of Justice, 1999).

However, with regard to documents containing state secrets, there are some regulatory differences
from the legislation of other European countries. The main provisions of the law on the protection
of classified data are explained by the resolutions of the executive bodies (Government Decree
on the secrecy of documents in the state administration 1101/2019), the activities of the infor-
mation management board (Government Decree on the information management board in the
state administration 1338/2019), and the procedure for managing information about state bodies
(Government Decree on the procedure for applying for changes in information management) on
issues related to 1301/2019. The Criminal Code of Finland, which was created in 1889 when Fin-
land was still a part of the Russian Empire, governs the criminal security function of secrecy. Tak-
ing into account the changes, this Code contains provisions on crimes related to national security
and disclosure of classified information. Thus, paragraphs 5-6 (Espionage), 7 (Disclosure of State
Secrets) of Chapter 12 (21.4.1995/578) on crimes relating to high treason of the Code cover the
issue of disclosure of state secrets.

According to the above-mentioned criminal code, any person who unlawfully publishes or trans-
mits to another person, or for this purpose unlawfully obtains information about a matter regulated
by or ordered to be kept secret for the purpose of Finland's external security, or a matter which is
of such a nature that its disclosure could cause serious damage to Finland’s national defence and
security, foreign relations, or national economy, shall be punished by imprisonment for a term of
4 months to 4 years for disclosure of a secret constituting a state secret. According to Chapter
12 of the Code on Crimes of High Treason, the harsher sanction applies only to espionage, which
ranges from 1 to 10 years in prison, and grave espionage, which ranges from 4 years in prison to
life imprisonment. Additionally, Chapter 38 (21.4.1995/578) of this code covers crimes in the field
of information and communication, such as crimes of secrecy, violation of confidentiality, interfer-
ence with telecommunications, communications, data leaks, and so on (Finlex, 1889).
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State secrets in the context of criminal law: Romania

The experience of this country in ensuring national security is considerable. Since the royal and
socialist periods, local intelligence services have proven effective in defending the interests of the
ruling circles and external challenges during the geopolitical turbulence both in the interwar pe-
riod (1918-1939) and the Cold War (1949-1990). Romania’s modern legal system in the field of
national security is regulated by both the Constitution and the relevant legislation. This includes
the Law of Romania “"On the Protection of Classified Information”. According to Article 4, the main
tasks of protecting classified information are as follows:

a) protection of classified information from espionage, compromised or unauthorised access, mod-
ification or modification of its content, as well as from sabotage or unauthorised destruction;

b) achieving the security of computer systems and the transfer of classified information.
In accordance with Article 5, the measures taken to apply the law are aimed at:
a) preventing unauthorised access to classified information;

b) identifying the circumstances and the circle of persons who may jeopardise the security of
classified information through their actions;

¢) guaranteeing the dissemination of classified information exclusively among persons who have
the right to use it in accordance with the law;

d) ensuring physical protection of information, as well as appropriate personnel necessary to
protect classified information.

According to Article 6, from the point of view of institutional support for the protection of classi-
fied information, standards for the protection of classified information are mandatory and have
been established by the Romanian Intelligence Service with the consent of the national security
body. In the case of Romania, such a body is the Intelligence Service (Constitutional Assembly of
Romania, 1992). The law's explicit acknowledgment of NATO's role, of which Romania is a mem-
ber, is one of its defining characteristics. According to Article 6, in the event of a conflict between
internal rules for the protection of classified information and NATO rules, NATO rules will prevail
in this matter (Constitutional Assembly of Romania, 2002). As a result, the Romanian lawmakers
recognise the superiority of international law over domestic law, namely NATO's norms as a mili-
tary and political bloc (Constitutional Assembly of Romania, 1992). The rules governing liability for
crimes committed in relation to the protection of state secrets are the Romanian Criminal Code,
separately in Articles 178, 303-305, 395 and 409.

For example, Article 303 establishes a punishment of 2 to 7 years of imprisonment and the use of
certain rights for unlawful disclosure of state secrets by a person who has access to these secrets
through their official duties, especially if this affects the interests of public administration bodies.
There is liability for any negligence that results in the destruction, alteration, loss or theft of a doc-
ument containing information constituting a state secret, as well as negligence that allows another
person to learn about this information, punishable by imprisonment for a term of three months
to one year. According to Article 395, the highest penalty is for treason. A Romanian citizen who
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transfers secret state information to a foreign state, organisation, or their agents, or who receives
or possesses documents or data that constitute a state secret with the intent to transfer it to a for-
eign authority, organisation, or its agents, faces a term of 10 to 20 years in prison. (Constitutional
Assembly of Romania, 2009).

State secrets in the context of criminal law: Croatia

This country went through a difficult state-building process as a result of the devastating Yugoslav
wars, which were the main challenge for the new Republic. After the war, there was the path of re-
covery. Accordingly, in order for the young state to develop and consolidate its activities through
the development of the national security system, it also required appropriate legislative support.
The legal basis of national legislation on the protection and storage of classified information is set
out in the Criminal Code, the Law on Data Confidentiality, which defines the concept of classified
and unclassified data, the degree of secrecy, the procedure for classification and declassification,
access to classified and unclassified data, as well as their protection and control over the imple-
mentation of this law. In addition, the above-mentioned law applies to state bodies, local and re-
gional self-government bodies, legal entities with public powers, as well as legal entities and in-
dividuals who have access to or deal with classified and unclassified data in accordance with this
law (Croatian Parliament, 2007).

The law also covers the degree of secrecy (Section 2), the classification and declassification of
data (Section 3), access to data (Section 4), their protection (Section 5) and supervision of the im-
plementation of the law (Section 6). Criminal law protection of official secrecy is ensured by the
Croatian Criminal Code. Article 300 of the Code provides information on liability for the transfer
of state secrets and for attempts to make them public, amounting to up to 3 years in prison. The
highest punishment is provided for espionage (Article 348 of the Criminal Code) - from 1 to 10
years of imprisonment in times of peace and up to 15 years in times of war (Croatian Parliament,
1997). The Criminal Code also defines the concept of classified information, which duplicates the
provisions of the above law.

Regarding the institutional aspect of safeguarding classified information, the Bureau, the Nation-
al Public Information Authority of the Republic of Croatia, and the Office of the National Security
Council of Croatia are responsible for Croatia’s security information protection (Vijece za nacion-
alnu sigurnost) (Tkachuk, 2017). Croatia supplements its legal framework for regulating national
security issues, while providing a legislative opportunity to harmonise its national legislation in
accordance with the norms of the EU and NATO, of which Croatia is a member. The Croatian Na-
tional Security Council provides relevant recommendations to the competent state authorities on
harmonising national procedures and rules with NATO and EU crisis response procedures. This is a
continuation of European integration processes, taking into account current trends in international
information security and digitalisation (Bondarenko, 2021).

Compared to other EU countries, the legal nature of state secrets is generally the same in the
Ukrainian legal framework. It sometimes has a synonymous meaning with the concept of secret
information in the laws of countries such as Germany and Finland, but the legal framework was
not similar in legal structure to the criminal laws of the countries of the “socialist camp”, which in-
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cluded Romania and Lithuania (as part of the USSR), and Croatia (as part of the Socialist Republic
of Yugoslavia). At the same time, given the factor of following the integration into Euro-Atlantic
institutions, there is a need to improve the system of state secret protection further, with special
attention on the constant improvement of organisational and technical capabilities to defeat the
system of state secret protection, taking into account current military-political, hybrid, and cyber
threats.

DISCUSSION

It is hard to say under what circumstances incorporating foreign expertise in the fundamentals of
maintaining state and national security may be important. Namely, this is due to the factor of a
full-scale war between Ukraine and the Russian Federation. When studying the results, especially
those related to the analysis of the legal systems of the EU countries analysed, it is extremely im-
portant to emphasise that the national security system of Ukraine has never had to function under
a state of martial law, which was introduced on the first day of the full-scale invasion of the Russian
Federation (Verkhovna Rada of Ukraine, 2022). The martial law regime allows the transition of the
state to another level of regulation of steam relations, which are related to ensuring state sover-
eignty, defence, and national security (Stefanchuk et al., 2022). Except for Croatia, none of the EU
countries under review had explicit legal provisions addressing responsibility for transmitting or
preserving state secrets during periods of war. In the case of Croatia, there are provisions in the
criminal law that provide for such a state of war, where the sanction for committing these types
of crimes increase, and it is not regulated by separate special laws, as in the cases of other EU and
NATO countries. Accordingly, none of the EU countries, except Croatia, has a similar experience
of being in the “hot” phase of recovery from military aggression. Although it may be considered
inappropriate, one could potentially reference Poland’s experience during the communist era: this
is because Wojciech Jaruzelski's earlier leadership led to the enforcement martial law for various
reasons, including internal politics (Zhaboklichka & Stankowski, 2022).

Ukraine, as part of its legally enshrined strategic course of Euro-Atlantic integration, will have to
strengthen, in practice, the principle of international law taking precedence over national legislation
by continuing the process of harmonising its legal norms with those of the EU and its individual
provisions, including those on security and defence.

Integration of international legal instruments for state secret protection

Bringing national legislation in line with international security treaties and best practices is a key
step in improving Ukraine's legislation on the protection of state secrets. Although Ukraine has
made significant progress in adopting NATO and EU norms, further integration with international
systems is needed to improve operational efficiency and legal coherence in the area of state se-
cret protection.

EU cybersecurity directives and data protection regulations are crucial for strengthening the pro-
tection of sensitive data. The NIS 2 Directive (European Parliament, 2022) is important for increas-
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ing cybersecurity requirements for key infrastructure, especially for state institutions that manage
state secrets. Ukraine should establish cross-border cooperation structures and risk-based cyber-
security policies to meet these criteria. Furthermore, while the General Data Protection Regula-
tion (GDPR) focuses on the protection of personal data, its principles of good data governance,
encryption, and notification are extremely valuable for improving the handling of state secrets in
Ukraine (North Atlantic Council, 2002).

The guidelines necessary to protect sensitive data are also contained in the NATO Security Policy
and the Classified Information Framework. The NATO Security Policy (C-M(2002)49) defines how
sensitive material is classified and handled by the governments of NATO member and partner
countries. In order to maintain consistency in access restrictions, classification levels, and declassi-
fication processes, Ukraine should align its legal system with these standards. In addition, to further
strengthen legal and operational integration, further cooperation between Ukraine and NATO in
the areas of cybersecurity and counterintelligence should be authorised through legislative chang-
es that bring national security laws in alignment with NATO's Classified Information Agreements
(CIA) (United Nations General Assembly, 1994).

The Budapest Memorandum and other security agreements emphasise the need for further robust
protection of state secrets in terms of security guarantees. The 1994 Budapest Memorandum is an
example of an international commitment to Ukraine’s security, despite the fact that it failed to stop
the aggression against Ukraine. To prevent foreign intelligence services from exploiting legal loop-
holes, all future agreements should contain legally binding provisions that explicitly protect state
secrets. To facilitate real-time threat assessments and national security measures, Ukraine should
also strengthen intelligence sharing arrangements with its major international partners, including
the EU’s Intelligence and Situation Centre (INTCEN) and the Five Eyes Alliance (FVEY) (European
Parliament, 2016). Ukraine will be able to improve cooperation with its allies, strengthen its resil-
ience to hybrid threats, and modernise its system of state secret protection by incorporating these
international legal instruments into its national legislation.

The results of the comparative analysis in the present study demonstrate that, in order to harmo-
nise laws with contemporary national security and defence realities, each individual topic needs to
be examined further and discussed with the involvement of an expert network, taking into account
the lessons learned from past hostilities and martial law. International experience outside the EU,
such as in Israel, Syria, and the Philippines, indicates that martial law can be applied to all or some
aspects of state policy, including internal issues. Considering foreign experience, there is a need
to investigate successful practices regarding the functioning of the state and its legal system, es-
pecially during a period of crisis.

Another issue related to the protection of state secrets is the challenge of preserving secret data:
not only state secrets, but also commercial secrets and confidential business correspondence. The
right to confidentiality of correspondence and its transportation is unconditionally guaranteed,
and some European laws establish effective rules for its protection (Dovha & Luhina, 2021). How-
ever, this does not preclude greater involvement of the world’s population in the digital sector,
which has become an integral part of everyday life. The level of public discussion on protecting
human rights in the digital sphere and not restricting these rights in correspondence with the cur-
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rent challenges of hybrid threats has increased as a result of current trends in the harmonisation
of legislation and the simplification of obtaining any information through ICTs. There are still no
answers regarding the question of how to combine innovations in the field of digital security with
universal constitutional principles related to human rights. These innovations will be correlated
with life, health, privacy, security of human life, and so on, especially in times of war (Murtishcheva,
2022). Additionally, the state may be the target of fiduciary secrecy due to the tendencies toward
accountability and openness at the level of citizen-state relationships. This situation occurs, for in-
stance, when someone makes a request to a state agency and reveals information that the appli-
cant believes has to be kept confidential. Furthermore, government organisations are permitted to
gather personal data, whether in an open or hidden way. This data must then be kept private and
not shared with third parties. Here the state becomes the guardian of secrecy and is, thus, respon-
sible for protecting the integrity and confidentiality of information (Wischmeyer, 2023). Therefore,
there is a need to update legislative support, regulate social relations, and review law enforcement
and crime prevention through effective reform of national legislation.

CONCLUSION

The study covered the issue of criminal law protection of state secrets based on the comparative
characteristics of the legal norms of Ukraine and five EU countries, some of which were singled out
in accordance with the approved methodology. In the process of studying the legislation in the
field of state secrets of Ukraine and the EU countries, namely Germany, Lithuania, Finland, Roma-
nia and Croatia, the authors of the present study focused on several aspects, in particular: types
of information that fall or do not fall under state secrets, degrees of classification, authorised in-
stitutions, scientific search for the legal nature of the concepts of state secrets and/or secret data,
and peculiarities of legal liability for violations in the field of state secrets. The authors came to
the conclusion that there is strong criminal law protection for state secrets in each country they
reviewed. This is particularly true when adjusting to the new realities of digitalisation, which can
be complicated when it comes to information security in Finland, the relatively advanced experi-
ence of post-conflict reconstruction and reintegration in Croatia, and the rapid harmonisation of
laws in Lithuania and Romania concerning national security in accordance with EU law and NATO
Euro-Atlantic doctrines. The legislation in these states not only clearly defines what constitutes a
state secret and how classified information is classified, but it also confirms the consistency of in-
stitutional support and the synchronisation of policies regarding the protection of state secrets.
Furthermore, most of the time, these laws avoid issues with qualifying such acts, particularly when
it comes to criminal liability for the transfer or destruction of this kind of information. Each of these
countries, similar to Ukraine, does not tolerate espionage and imposes the most severe sanction
for committing this crime.

To enhance Ukraine's legislative and institutional framework for state secret protection, a structured
action plan is necessary. Based on the comparative analysis of EU legal frameworks and Ukraine's
national security challenges, a step-by-step roadmap is proposed. The first priority is strengthening
legal frameworks through legislative reforms. Existing laws, such as the Law of Ukraine “On State
Secrets” (1994), should be amended to align with NATO security protocols and EU cybersecurity
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directives. Criminal penalties for cyber espionage and unauthorised access to classified informa-
tion must be enhanced, following the stricter legal provisions applied in Germany and Romania.
Additionally, classification procedures should be streamlined by establishing clearer guidelines for
classifying, declassifying, and handling state secrets, as well as reducing bureaucratic inefficiencies
and preventing unnecessary overclassification.

Institutional reforms are also necessary for more effective oversight. Ukraine should establish an
independent regulatory agency dedicated to monitoring and enforcing compliance with state se-
cret protection laws. Furthermore, interagency coordination must be strengthened, particularly
among the Security Service of Ukraine (SBU), the Ministry of Defence, and cybersecurity agencies,
to ensure a unified national security approach.

Technological and cybersecurity upgrades are another essential component of reform. End-to-end
encryption and multi-factor authentication should be mandated for classified government com-
munications. Regular cybersecurity audits must be conducted, including periodic security assess-
ments and penetration testing to identify vulnerabilities in government networks. Additionally, a
national cyber incident response plan should be developed to create a rapid response mechanism
for addressing cyber intrusions targeting classified information.

Capacity building and human resource development are also critical to improving state secret
protection. Mandatory cybersecurity and counterintelligence training should be introduced for all
government officials handling classified information. At the same time, vetting and background
checks for personnel with access to state secrets must be enhanced to prevent insider threats.

Public awareness and international cooperation should also be prioritised. To counter disinforma-
tion, awareness campaigns must be launched to educate citizens about state security risks, including
cyber threats and foreign intelligence activities. Strengthening partnerships with international allies,
particularly through increased collaboration with EU and NATO intelligence-sharing mechanisms,
will further improve Ukraine’s resilience against hybrid threats. By implementing these strategic
reforms, Ukraine can significantly enhance the protection of state secrets, align with international
best practices, and mitigate the risks posed by hybrid warfare and cyber espionage.
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