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Abstract: With the development of the electric power system, the safety of electric power industrial control network is increasingly prominent. Abnormal traffic detection is 
one of the important tasks in network security. To detect anomalous traffic quickly and accurately, the sine-cosine function and Levy flight are introduced into the locust 
algorithm to optimize its reduction factors. The improved locust algorithm is used to optimize the parameters of the anomalous network traffic model built on the basis of long 
short-term memory networks. Meanwhile, the optimized model is applied to the electric power industrial control system. The results showed that the accuracy of both the 
test and training sets was above 90%, proving that the designed model achieved good generalization capability and robustness. In the Dos attack type, the detection rate of 
the designed model reaches 98.15%, which is about 6% and 10% higher than that of other algorithms, which proves its high accuracy. These results prove the high efficiency 
and accuracy of the designed model in detecting network traffic attacks. The above results prove that the designed model can effectively identify anomalous flow and 
contribute to maintaining the safety of the power grid. 
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1 INTRODUCTION 
 

As the boost of information technology and the 
advancement of industrial automation, the power industry 
control network poses an essential influence on the Power 
System (PS) [1]. However, the power industry control 
network also suffers from the increasing network security 
threats, such as network attacks, malicious software, and 
data leakage. These challenges not only have a serious 
impact on the operational stability and reliability of the PS, 
but also lead to damage to power equipment and data loss. 
Therefore, the detection of abnormal power industrial 
control network traffic becomes crucial. In the field of 
power industrial control networks, traditional methods for 
detecting abnormal traffic include Bayesian belief 
networks, Naive Bayes classifiers, Support Vector 
Machines, k-nearest neighbor algorithms, etc. However, 
power industrial control networks have a large amount of 
data, and as the data volume increases, these traditional 
methods often reduce performance and scalability. So, it is 
necessary to explore a detection method that performs 
better in the face of large-scale data and can adapt to 
different attack scenarios [2]. As the boost of Deep 
Learning (DL) algorithms, the application of these 
methods in abnormal power industrial control Network 
Traffic Detection (NTD) gradually receives attention. The 
DL algorithm, as a machine learning method based on 
artificial neural networks, has strong feature extraction and 
pattern recognition capability. In the detection of abnormal 
power industrial control network traffic, the DL algorithm 
can automatically graph representative features by 
learning a large amount of power network traffic data and 
identify normal and abnormal traffic through training 
models. DL algorithms can help achieve real-time 
monitoring and timely response to abnormal network 
traffic in the power industry control network, which 
improves the security and reliability of PS [3, 4]. Therefore, 
the application of DL algorithms in abnormal power 
industrial control NTD has important significance and 
development potential. In view of this, this study first 
designed an abnormal NTD model based on Long Short-
Term Memory (LSTM). Meanwhile, the reduction factors 
of Grasshopper Optimization Algorithm (GOA) were 

optimized through sine cosine function and Levy flight. 
Then, the optimized GOA was utilized for optimizing the 
parameters of LSTM for improving the performance of the 
abnormal NTD model. This model can more accurately 
detect unknown attack behaviors and improve the security 
and reliability of PS compared to the traditional detection 
methods. 

The innovation of this article lies in the first 
combination of the improved Grasshopper Optimization 
Algorithm (GOA) and Long Short Term Memory Network 
(LSTM) for anomaly detection of traffic in power 
industrial control networks. Through innovative 
optimization of GOA reduction factors using sine and 
cosine functions and Levy flight strategy, the accuracy and 
efficiency of LSTM parameter adjustment are effectively 
improved. 

The contribution of this article lies in the selection of 
important features through a hybrid feature selection 
method, building an LSTM neural network as an anomaly 
detection model, and introducing an improved GOA 
algorithm to optimize the hyperparameters of the LSTM 
neural network. The design method can quickly detect 
various attacks in the network, thereby better perceiving 
the current network security situation and improving the 
security and reliability of the network. 

 
2 RELATED WORKS 
 

Abnormal NTD is an essential network security issue. 
Traditional detection methods are usually based on rules 
and statistical analysis. Recently, DL algorithms achieve 
significant results in some aspects, so many researchers 
begin to apply them to abnormal NTD. Dong S. et al. 
designed an optimization method for abnormal traffic 
detection based on semi-supervised dual depth Q network 
to improve the speed of data annotation during abnormal 
traffic detection. An automatic encoder was used for 
reconstructing traffic characteristics and a deep neural 
network was utilized as a classifier. The results indicated 
that this method had certain advantages in terms of time 
complexity [5]. Chen M. and other scholars designed a 
network traffic classification model based on metric 
learning for enhancing the network traffic classification. 
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This model integrated metric learning into convolutional 
neural networks and mapped traffic samples of different 
networks separately. The results showed that the model 
performed well in both network traffic classification and 
open set [6]. Researchers such as Alshammari A. designed 
a machine learning-based intrusion detection system for 
detecting malicious network traffic. This system extracted 
various attack features for training machine learning 
models through it. The results showed that the system 
improved the quality of malicious detection of network 
traffic [7]. Cvitić I. et al. designed a distributed denial of 
service traffic detection method based on a conceptual 
network model to detect abnormal network traffic 
generated by IoT devices. This method detected illegal 
network traffic through conceptual networks based on IoT 
devices. The results indicated that the calculation ability of 
this method was good [8]. Scholars such as Xiao F 
designed an abnormal tolerant network traffic estimation 
method based on a noise immune time matrix complete 
model to apply NTD methods to complex noise 
distributions. This method utilized the inherent low rank 
and time characteristics of the traffic matrix for 
simultaneously estimating network traffic and detecting 
network anomalies. The outcomes showcased that this 
method outperformed other methods [9]. Phan T. V. 
researchers designed a fine-grained deep reinforcement 
learning network to achieve efficient abnormal NTD. It 
learned a traffic strategy that maximized traffic granularity 
through a dual deep Q network, while actively protecting 
the network data plane from overload. The outcomes 
showcased that the network markedly enhanced the 
network attack detection [10]. 

Song H. M. et al. designed a network self-supervised 
abnormal detection method using noisy-pseudo normal 
data to solve the problem that most supervised learning 
relied on training datasets. This method consisted of two 
DL models, which were used to generate noisy-pseudo 
normal data and detect anomalies, respectively. The 
outcomes showcased that the detection accuracy of this 
method was significantly enhanced [11]. Scholars such as 
Ma W. designed an abnormal traffic detection method 
based on generative adversarial networks and feature 
optimization selection to enhance the NTD. This method 
utilized information between generative adversarial 
network adversarial training and classification network 
supervised training to learn shared feature distributions. 
The results indicated that the method had high robustness 
[12]. Researchers such as Dandil E. designed a hybrid 
network traffic abnormal detection model based on 
artificial immune algorithms to accurately detect and 
prevent abnormal changes in network traffic. This model 
detected abnormal network traffic data by monitoring 
changes in the activated detectors. The outcomes 
showcased that the classification accuracy of this method 
was high [13]. Duan L. et al. designed an NTD method 
based on self-coding and decision trees to detect and 
control botnets. This method utilized an automatic 
encoding neural network for feature selection. The results 
indicated that this method had good botnet detection 
performance [14]. Xia B. and other researchers designed 
an abnormal traffic classification model based on ResNet 
and Inception convolutional neural networks to protect the 
security of cloud computing and outsourced data. This 

model learned more traffic features through Inception 
units and eliminated network degradation through the 
direct mapping of unit ResNet. The outcomes showcased 
that the model had a high recognition rate [15]. Yang J. 
and other scholars designed an encrypted network 
malicious traffic detection model based on DL and 
reinforcement learning to accurately capture malicious 
traffic in network traffic. This model automatically 
extracted malicious traffic from encrypted networks and 
distinguished between normal and abnormal encrypted 
network traffic. The outcomes illustrated that the accuracy 
of this method was high [16]. Nguyen H. C. et al. designed 
an attack detection algorithm based on multi-layer 
perceptron, inference, and graph convolutional network to 
improve the detection accuracy of advanced persistent 
threat abnormal traffic in the network. It combines various 
data mining techniques to calculate the relationship and 
correlation between advanced persistent threat attack 
behaviors in the network. The results show that the 
algorithm reduces false positives to the maximum 
efficiency [17]. Shi G. and other scholars have designed a 
deep anomaly network traffic detection model to address 
the real-time changes in actual industrial control networks. 
The model utilizes deep convolutional autoencoders to 
extract effective high-order features and employs 
generative adversarial networks as a data augmentation 
strategy to enrich anomaly data. The results show that the 
model can effectively ensure the security of the network 
[18]. Fortino G. et al. designed a detection method based 
on labeled time point processes and neural networks to 
more accurately identify threats in industrial control 
networks. The method uses deep learning theory to 
improve the ability to learn arbitrary and unknown event 
distributions, and the results show that the method has high 
accuracy and recall rate [19]. 

In summary, the application of DL algorithms in 
abnormal power industrial control NTD has potential. 
However, these DL algorithms still face some challenges 
in practical application, some methods require a long 
training time, the detection process is also complex, some 
methods are prone to overfitting, classification accuracy is 
low, and some methods have limited effect in complex 
industrial control system environment, and need to 
consume a lot of computing resources when processing 
large sample data sets. Therefore, based on the 
characteristic of LSTM neural network being able to 
handle sequence data well, an abnormal network traffic 
model was constructed on the basis of LSTM.  At the 
same time, an improved GOA algorithm was used to 
optimize the parameters of the model to improve the 
performance and efficiency of abnormal network traffic 
detection, thereby achieving effective detection of 
abnormal traffic. 

 
3 RESEARCH METHODS 
 

In the abnormal NTD of power industry control, two 
key issues have received much attention, namely 
processing high-dimensional and multi-feature network 
traffic data and constructing efficient detection models. 
Network traffic often has certain temporal and correlation. 
In the network, traffic is influenced by factors such as data 
transmission, user behavior, and application activity 
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during the previous time period. Therefore, this study 
chooses a recurrent neural network LSTM suitable for 
processing temporal data for detecting abnormal network 
traffic. At the same time, since the neural network is 
largely affected by its hyperparameters in the training 
process, in order to solve the problem of neural network 
hyperparameter combination, the GOA algorithm is used 
to optimize the LSTM neural network's hyperparameters, 
improve the training efficiency of the neural network, 
improve the accuracy of the anomaly detection model and 
other indicators, so as to realize the effective detection of 
abnormal traffic. 
 
3.1 Construction of Abnormal NTD Model Based on LSTM 

 
Due to the large scale of network traffic, there may be 

some redundant features in its original feature set, which 
will consume resources and reduce the efficiency during 
training. Therefore, feature selection is necessary for 
network traffic data. Extra Tree (ET), XGBoost, and 
Pearson Correlation Coefficient (Pcc) are combined into a 
hybrid feature selection algorithm in this study to reduce 
error in feature selection and make the resulting feature 
evaluation more objective. The algorithm is shown in Fig. 
1. 
 

Original feature set of network traffic

ET XGBoost Pcc

Importance 
ranking 1

Importance 
ranking 2

Relevant sort

Feature weight fusion

Refine feature subset
 

Figure 1 Hybrid feature selection algorithm 
 

First, ET and XGBoost are used to score the 
importance of the original characteristics of network 
traffic, and their weights are calculated in the two feature 
selection algorithms. Meanwhile, Pcc is used to calculate 

the correlation coefficient between the original features of 
network traffic and category labels. The magnitude of this 
coefficient reflects the correlation between the features 
and subsequent detection results. Then, the correlation 
coefficients are ranked to obtain the third importance 
weight. Finally, the three feature weights are fused to 
obtain the final mixed feature weights. The calculation is 
demonstrated in Eq. (1). 
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In Eq. (1), e  serves as the importance score of ET. 

x  represents the importance score of XGBoost. p
serves as the importance score of Pcc. n represents the n-
th node of the extremely random tree. N serves as the total 
quantity of samples. y represents the category. Y represents 
the total categories. Pny represents the proportion of 
category y in node n. nsl serves as the quantity of samples 
on the left side of the current node. nsr serves as the 
quantity of samples on the right side of the current node. 
Gj serves as the accumulation of the first-order partial 
derivatives of all samples at node j in XGBoost. Hj 
represents the accumulation of second-order partial 
derivatives of all samples at node j. L2 represents the 
quantity of left nodes after the dataset is split. L1 represents 
the quantity of right nodes after the dataset is split. L serves 
as the total nodes in the dataset. λ serves as the penalty 
coefficient. γ represents the control factor for the number 
of nodes. E represents the expectation of Pcc. X represents 
a feature [20]. The next step is for constructing an 
abnormal NTD model. The obtained features with higher 
mixed weight values are used as input values. The LSTM 
training network traffic characteristics are shown in Fig. 2. 
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...

a(1) a(2) a(3) a(4) a(5) a(6)

y(1) y(2) y(3) y(4) y(5) y(6)

 
Figure 2 Training process of network traffic characteristics 

 
In Fig. 2, the LSTM neural network consists of 

multiple feedforward neural networks. The feedforward 
neural network networks at different times transmit 
dependency relationships through hidden layer neurons. 
Each layer of feedforward neural network is divided into 
three layers, namely the input layer containing 12 neuron 
nodes, the hidden layer containing 64 neuron nodes, and 

the output layer containing 12 neurons. Because of the 
possibility of overfitting during the training process, 
Dropout is introduced into LSTM and network traffic is 
classified and detected using the Sigmoid and Softmax 
functions, respectively. Then, the probabilities of different 
categories are calculated. The formula and derivative of the 
Sigmoid function are shown in Eq. (2). 
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In Eq. (2), S(x) serves as the Sigmoid function. S(x)'  

serves as the derivative of the Sigmoid function. e 
represents the base of the natural logarithmic function. The 
input values are mapped to a range of 0-1 through the 
Sigmoid function. The threshold is set to 0.5, the features 
less than 0.5 are set to normal traffic, and features greater 
than 0.5 are set to abnormal traffic. The loss function for 
classification is showcased in Eq. (3). 
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In Eq. (3), F(L) represents loss. The next step is to use 

a Softmax classifier for detection and classification. 
Assuming that the training set for abnormal network traffic 
features is  1 1( , ),..., ( , )m mx y x y  and the category label is 

 1,2,3,...,y k , the probability assumption function is 

shown in Eq. (4). 
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In Eq. (4), θ serves as the parameters. T
j ix  serves as 

the input of the Softmax classifier. 
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represents normalization. The loss function of Softmax 
classifier is showcased in Eq. (5). 
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In Eq. (5), ( )J   represents the loss function of the 

Softmax classifier.  1 ij y  represents 1ijy   when 

data i is j, 1, 2,...,j k . The probability formula for 

classification in Softmax classifier is shown in Eq. (6). 
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In Eq. (6), P represents the probability. Finally, the 

minimum value of the loss function for Softmax 
classification is calculated using the gradient descent 
method, where the gradient descent calculation is 
showcased in Eq. (7). 
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In Eq. (7), ( )

j
J  serves as the gradient 

differentiation of ( )J  . The update formula for 

minimizing ( )J   is showcased in Eq. (8). 
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In Eq. (8), j   serves as the updated parameter value. 

j  represents the current parameter value. The relevant 

structure based on LSTM is shown in Fig. 3. 
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Figure 3 Structure of abnormal traffic detection model based on LSTM 
 

3.2 Parameter Optimization Design of LSTM Abnormal 
Detection Model Based on Improved GOA 

 
In the LSTM abnormal detection model, there are 

many parameters that need to be adjusted, such as learning 
rate, hidden layer neurons, iterations, etc. [21]. Among 
them, the learning rate is the step size of the control model 
to adjust the parameters in each update. If it is too small, 
the training will be too slow, and if it is too large, the 

convergence may not be possible. The selection of the 
number of hidden layer neurons depends on the complexity 
of the dataset and the capacity of the model. When the 
dataset is large or the problem is complex, the number of 
hidden neurons can be appropriately increased to improve 
the fitting ability of the model. However, if the number of 
hidden layer neurons is too large, it may lead to overfitting. 
The number of iterations refers to the number of iterations 
in the entire training process. The more iterations, the more 
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fully the model will learn from the data, but it may also 
lead to overfitting. Therefore, the GOA in this study is used 
to optimize the parameters of the LSTM abnormal 

detection model, quickly find the global optimal solution, 
and improve model performance and prediction accuracy. 
The relevant details are showcased in Fig. 4. 

 

Start Initialize population 
and parameters

Calculate initial 
fitness

Update parameters 
and locust 
positions

Global optimal 
solution sorting

Is the iteration
completed

Reordering of global 
optimal solutions

End

 
Figure 4 Structure of abnormal traffic detection model based on LSTM 

 
The GOA is a natural heuristic optimization method 

that seeks the optimal solution by simulating the predatory 
behavior of locusts [22, 23]. In GOA, it is first necessary 
for initializing the population as well as allocating the 
initial positions of individuals in the population, while 
assigning initial parameter values to each individual. Next, 
the fitness values are calculated for each individual's 
current position and parameter values. Then, it updates by 
changing the parameter values and positions of each 
individual. Next, all individuals are sorted to find the 
current global optimal solution. Finally, it determines 
whether the iteration conditions are met. If the conditions 
are met, the iteration stops and the global optimal solution 
is outputted. Otherwise, it returns the calculated fitness 
value and continues the iteration. In the calculation of GOA, 
assuming the number of populations is N, the relevant 
formula is showcased in Eq. (9). 
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In Eq. (9), Xi represents the position of the i-th locust. 

Si represents the mutual influence in individual locusts. Gi 
serves as the gravity on the i-th locust. Ai represents the 
wind force on i locusts. Among them, the mutual influence 
between individual locusts possesses the most excellent 
influence on the position of locusts, and its relevant detail 
is showcased in Eq. (10). 
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In Eq. (10), dij represents the distance between 

individual locusts. ˆ
ijd  represents the unit vector between 

individual locusts. The expressions for dij and ˆ
ijd  are 

shown in Eq. (11). 
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In Eq. (11), Xj serves as the position of the j-th 

individual locust. The determining formula for the mutual 
influence in locust individuals is shown in Eq. (12). 
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In Eq. (12), f represents the mutual influence in 
individuals. m represents the scale of influence between 
individuals. When ( ) 0s r  , individuals are mutually 

exclusive. When ( ) 0s r   is present, individuals neither 

repel nor attract each other. When ( ) 0s r  , individuals 

attract each other. Due to the application of GOA in the 
detection of abnormal network traffic, the influence of 
gravity on individuals is not considered. The direction of 
wind force on individuals remains unchanged. The next 
step is to introduce a reduction factor for enhancing the 
local and global search capabilities of the GOA to improve 
the detection efficiency. The expression is showcased in Eq. 
(13). 
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In Eq. (13), μ represents the reduction factor. μmax 
serves as the maximum value of the reduction factor. μmin 
serves as the minimum value of the reduction factor. l 
serves as the current quantity of iterations. L serves as the 
total iterations. The calculation method for locust 
individuals after introducing reduction factors is shown in 
Eq. (13). 
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In Eq. (14), μ represents the introduced reduction 

factor. db represents the upper bound of the population 

in the d-dimensional space. dlb  represents the lower 

bound of the population in the d-dimensional space. d̂T  

represents the optimal solution obtained after each iteration. 
The reduction factor is used for adjusting the size of the 

search space and enhancing the convergence speed. 
Meanwhile, this factor can adjust the values of different 
influence regions among locust individuals, guiding them 
to move towards the direction of the optimal solution. 
However, the algorithm still suffers from issues of 
insufficient global search and being prone to falling into 
local optima. The reduction factors are optimized through 
sine cosine function and Levy flight to avoid these 
phenomena. The distribution of sine cosine and Levy flight 
functions is shown in Fig. 5. 
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Figure 5 The distribution of sine and cosine functions and Levy's flight functions 

 
The introduced sine and cosine functions can adjust 

the reduction factor, so that there is a small increase 
stage before the reduction factor decreases. In the early 
stage of the algorithm, if the original reduction factor 
decreases too quickly, it will limit the search space of 
locusts, resulting in insufficient global search. The small 
increase of the reduction factor can effectively avoid the 
situation of insufficient search space in the early stage 
of locusts to a certain extent. Levy flight is a random 
flight strategy that simulates the random flight behavior 
of animals during the search, using random steps and 
directions for searching. Unlike traditional random 
walks, the Levy distribution is used to generate step 
sizes, which has a larger scale range and stronger long-
tail characteristics and can better search for space. The 
study introduces the Levy flight strategy by combining 
the characteristics of local search in the GOA algorithm. 
Levy flight can provide a random walk with a step size 
that conforms to the Levy distribution. During each 
iteration of the GOA algorithm, Levy flight can be used 
to make random unknown adjustments for individual 
locusts in the search unit. This not only expands the 
search range of the search unit, but also enhances the 

randomness of local optimization. The calculation method for 
the optimized reduction factor is shown in Eq. (15). 
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In Eq. (15),   represents the optimized reduction 

factor. R represents a uniformly distributed random number. 
The position relationship of optimized locust individuals is 
shown in Eq. (16). 
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In Eq. (16), d
iX   represents the position of the 

optimized locust individual. ωs represents the control weight 
when generating step sizes through the Levy distribution. 

( )L   represents the function of Levy flight. Finally, the 

optimized parameters are input into the LSTM abnormal NTD 
model for testing. The process of LSTM abnormal NTD based 
on improved GOA is shown in Fig. 6. 
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Figure 6 LSTM abnormal NTD process on the ground of improved GOA 
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The study is conducted in an experimental 
environment with motherboard parameters of X10DRG-
O+- CPU, Intel (R) i5-7200U CPU, 200 GB hard disk 
memory, and 16 GB running memory. The dimension d = 
3 is set, and the iterations are 200. First, various parameters 
are input, including the locusts, batch size, and maximum 
iteration. Then, the locust population is initialized, the 
fitness values of locusts in the population are calculated. 
The current best individual is retained. The neural network 
based on the current best individual is trained and the loss 
function is calculated. Next, the search location of 
individual locusts is updated to obtain the current 
population. In the next step, the optimized parameters are 
updated and the Levi flight strategy is used to update the 
locust position. All the obtained solutions are sorted. 

Finally, whether the population completed iteration and 
convergence is determined. 

 
4 RESULT 
4.1 Performance Analysis of LSTM Anomalous NTD Model 

Based on Improved GOA 
 

First, the optimized GOA was tested to verify the 
designed LSTM abnormal NTD model based on improved 
GOA. Its optimization ability was tested through Spherical, 
Rastigin, Ackley, and Schwefel functions. The dimensions 
were compared with traditional GOA. The relevant 
outcomes are showcased in Fig. 7. 

 

 

Iterations
0 200

10-15

Fi
tn

es
s 

va
lu

e

10-13

10-11

10-9

10-7

10-5

10-3

10-1

103

25 50 75 100 125 150 175
Iterations

0 200
10-7

Fi
tn

es
s 

va
lu

e

10-6

10-5

10-4

10-3

10-2

10-1

100

101

25 50 75 100 125 150 175

Iterations
0 200

10-14

Fi
tn

es
s 

va
lu

e

10-12

10-10

10-8

10-6

10-4

10-2

100

102

25 50 75 100 125 150 175
Iterations

0 200
10-7

Fi
tn

es
s 

va
lu

e

10-6

10-5

10-4

10-3

10-2

10-1

100

101

25 50 75 100 125 150 175

GOA Improved GOAGOA Improved GOA

GOA Improved GOA GOA Improved GOA

(a) Spherical Function (b) Rastrigin Function

(c) Ackley Function (d) Schwefel Function  
Figure 7 Optimization curve of Improved GOA algorithm in four test functions 

 
Fig. 7 shows that among the four test functions. As the 

iterations increased, the fitness curve of the improved GOA 
reduced significantly faster than that of the traditional 
GOA. This meant that when reaching the iterations, the 
improved GOA was more effective in finding the global 
optimal solution than the traditional GOA. Specifically, the 
improved GOA transformed the reduction factor from 
linear to nonlinear, enhancing the global search capability 
of the algorithm. Meanwhile, it increased the randomness 
by Levy flight, thereby improving the local search ability. 
The above outcomes showcased that the improved GOA 
had better optimization ability. The next step was to 
validate the accuracy, recall, and F1 score of the designed 
abnormal NTD model in the NSL-KDD dataset, and it was 
compared with the three indicator values of decision tree, 
random forest, K-nearest neighbor, and autoencoder 
algorithms. Calculate the confidence intervals for each 
indicator, and based on a normal distribution, set the 
standard normal score for the 95% confidence interval to 
1.96. Meanwhile, compared with the LSTM algorithm 
optimized using traditional GOA and bottle sea sheath 

swarm algorithm, the relevant outcomes are showcased in 
Tab. 1. 

 
Table 1 Accuracy, recall, and F1 score of abnormal NTD model 

Detection 
model 

Precision 
Rate 

95% CI 
for 

Precision 
F1-score 

95% CI 
for F1-
score 

Recall 
95% CI 

for 
Recall 

IGOA-
LSTM 

0.93 
(0.891, 
0.968) 

0.95 
(0.923, 
0.976) 

0.98 
(0.954, 
1.006) 

Decision 
Tree 

Algorithm 
0.68 

(0.643, 
0.712) 

0.80 
(0.766, 
0.836) 

0.96 
(0.933, 
0.983) 

PSO 0.89 
(0.852, 
0.924) 

0.74 
(0.707, 
0.776) 

0.60 
(0.562, 
0.634) 

K-nearest 
neighbor 
algorithm 

0.84 
(0.804, 
0.875) 

0.87 
(0.832, 
0.906) 

0.91 
(0.886, 
0.932) 

Auto 
encoder 

algorithm 
0.77 

(0.738, 
0.802) 

0.87 
(0.834, 
0.906) 

0.97 
(0.943, 
0.991) 

GOA-LSTM 0.92 
(0.884, 
0.953) 

0.94 
(0.913, 
0.966) 

0.95 
(0.922, 
0.973) 

SSA-LSTM 0.91 
(0.871, 
0.947) 

0.93 
(0.905, 
0.956) 

0.92 
(0.896, 
0.942) 
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In Tab. 1, the accuracy of the model based on the 
decision tree was 0.68, with a higher recall rate and F1 
score of 0.96 and 0.80. The recall rate and F1 score based 
on the random forest algorithm were 0.60 and 0.74, 
respectively, indicating that the model might miss some 
abnormal samples when detecting abnormal traffic. The 
accuracy of the model based on K-nearest neighbor 
algorithm was 0.84, and the recall rate and F1 score were 
0.91 and 0.87. The accuracy of   the model based on auto 
encoder was 0.77, with a higher recall rate and F1 score of 
0.97 and 0.87. The performance of the LSTM model based 
on traditional GOA was similar to that of the LSTM model 
based on the bottle sea sheath group, with accuracy rates of 

0.92 and 0.91, recall rates of 0.95 and 0.92, and F1 score 
of 0.94 and 0.93. Compared with the above models, the 
accuracy, recall, and F1 score values of the LSTM 
abnormal NTD model based on improved GOA were 0.93, 
0.98, and 0.95, respectively, with 95% confidence intervals 
of (0.891, 0.968), (0.923, 0.976), and (0.954, 1.006), 
respectively. Its comprehensive performance was 
significantly superior to other models in abnormal NTD, 
demonstrating its superiority in abnormal NTD. This 
designed abnormal NTD model was tested with and 
without Dropout, respectively, to further validate its 
accuracy. The accuracy and loss curves are shown in Fig. 
8. 
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Figure 8 Accuracy and loss curve with and without dropout 

 
In Fig. 8, when Dropout was not added, the accuracy 

of the training set of the designed abnormal NTD model 
was 94%, with a loss of 0.21. The accuracy of the test set 
reached 92%, with a loss value of 0.23. The average 
accuracy reached 93%, and the average loss reached 0.22. 
When Dropout was added, the accuracy of the training set 
reached 99%, the accuracy of the test set reached 97%, and 
the average accuracy reached 98%. The loss of the training 
set reached 0.26, the loss of the test set reached 0.30, and 
the average loss reached 0.28. The above results indicated 
that adding Dropout effectively prevented overfitting of the 
model during training, thereby improving the model's 
generalization ability and robustness. The above results 
indicate that adding Dropout effectively prevents 
overfitting of the model during training, thereby improving 
the model's generalization ability and robustness. In order 
to verify the computational complexity of the abnormal 
network traffic detection model, training was conducted on 
the NSL-KDD dataset, KDD99 dataset, and DARPA 
dataset, and the detection time was calculated. The results 
were compared with decision tree algorithm, random forest 
algorithm, K-nearest neighbor algorithm, methods in 
references [24] and [25], and the results are shown in Tab. 
2. 
 
Table 2 Comparison of inspection time for different algorithms in different data 

sets 

Model 
Testing time / s 

NSL-KDD KDD99 DARPA 
Decision Tree 

Algorithm 
0.483 0.714 0.437 

Random forest 
algorithm 

0.572 0.821 0.584 

Reference [24] 0.338 0.538 0.373 
Reference [25] 0.264 0.487 0.356 

Improved GOA-
LSTM 

0.147 0.340 0.235 

From Tab.2, it can be seen that the detection time of 
the designed anomaly network traffic detection model is 
0.147 seconds in the NSL-KDD dataset, 0.340 seconds in 
the KDD99 dataset, and 0.235 seconds in the DARPA 
dataset. It can be observed that the detection time of the 
designed model on different datasets is significantly lower 
than that of other models, indicating that its computational 
speed is faster and proving that the computational 
complexity of the designed model is lower [26]. 
 
4.2 Analysis of the Actual Effect of LSTM Anomalous NTD 

Model Based on Improved GOA 
 

Multi-classification detection was conducted using 
three attack types: Dos, R2L, and U2R to test the 
effectiveness of the industrial control network abnormal 
traffic detection model in practical applications. Firstly, the 
time for abnormal traffic detection was calculated and 
compared with other models. The results are shown in Fig. 
9. 
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Figure 9 The time for abnormal traffic detection in the model 

 
In Fig. 9, as network traffic increased, the detection 

time of each model gradually increased. When the network 
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traffic was 1800 bytes, the detection time of the improved 
GOA-based LSTM network abnormal traffic detection 
model was 3.52 seconds, while the detection time of the 
traditional GOA-based LSTM network abnormal traffic 
detection model was 5.25 seconds. The detection time of 
the LSTM model based on the group of bottle sea squirts, 
the model based on auto encoder, the model based on 
random forest, the model based on K-nearest neighbor, and 
the model based on decision tree was 4.87 s, 5.28 s, 7.02 s, 
8.96 s, and 8.14 s, respectively. The above results indicated 
that the designed LSTM network abnormal traffic 
detection model based on improved GOA had high 
recognition efficiency. This model quickly and effectively 
detected various attack types such as Dos, R2L, U2R, etc., 
which was beneficial to industrial control network security. 
The detection rate refers to the number of alarms when a 
unit of valid tags passes through different positions in the 
detection area in different directions. False alarm rate 
refers to the probability of a system mistaking correct 
behavior for an attack. The unknown attack detection rate 
represents the model's ability to identify unknown attack 
types. These indicators can comprehensively reflect the 
performance of the network anomaly traffic detection 
model. The next step was to calculate the detection, false 
alarm, and unknown attack detection rates of NTD. This 
model was compared with the LSTM model based on GOA 
and the K-nearest neighbor model. The outcomes are 
illustrated in Tab. 3 [27]. 

 
Table 3 The detection, false alarm, and unknown attack detection rates of NTD 
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R
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95.52 4.15 95.29 91.87 9.04 90.50 87.60 10.48 87.58 

U
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96.48 3.37 94.96 93.15 9.12 91.68 89.14 8.14 88.74 

 
In Tab. 3, the designed model had a detection rate of 

98.15% for the Dos attacks, which was nearly by 6% 
exceeding the GOA-LSTM model as well as by nearly 10% 
exceeding the K-nearest neighbor algorithm. In the R2L 
attack type, the detection rate of the designed model was 
95.52%, which was nearly 4% exceeding the GOA-LSTM 
model and nearly 8% exceeding the K-nearest neighbor 
algorithm. For U2R attacks, the detection rate of the 
designed model reached 96.48%, which was nearly 3% 
exceeding the GOA-LSTM model and nearly 7% 
exceeding the K-nearest neighbor algorithm. Meanwhile, 
the designed model had a lower false alarm rate than other 
models. The designed model performed best in terms of 
unknown attack detection rate. The above outcomes 
illustrated that the designed model possessed high 

efficiency and accuracy in detecting network traffic attacks 
[28]. Finally, the detection effect of the design method was 
further verified through the working characteristic curve of 
the subjects, and the outcomes made comparison with other 
models as shown in Fig. 10. 
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Figure 10 The time for abnormal traffic detection in the model 

 
In Fig. 10, the AUC value of the LSTM model based 

on improved GOA was 0.951. The AUC value of the 
LSTM model based on GOA was 0.853. The AUCA value 
of the LSTM model based on the group of bottle sea squirts 
was 0.842. The AUC value of the K-nearest neighbor-
based model was 0.806. These results indicated that the 
LSTM model based on improved GOA had high accuracy 
and reliability in identifying network traffic attacks, 
providing an efficient and reliable solution for network 
security. 
 
5 DISCUSSION 

 
With the progress of the Internet, the network 

environment becomes more and more complex. At the 
same time, more network attacks and threats appear on the 
Internet. Network security is the foundation of national 
security, which not only receives high attention from the 
state, but also sparks intense discussions in the academic 
community. In response to the large amount of network 
traffic data, this study improved the GOA and optimized 
the hyperparameters of LSTM through the improved GOA. 
An LSTM abnormal detection algorithm based on 
improved GOA parameter optimization was proposed. The 
results showed that in the NSL-KDD dataset, the F1 value 
of the designed algorithm was 0.95, which was 
significantly higher than other models. This conclusion 
was consistent with the conclusions drawn by Thanh N. N. 
T. and Nguyen Q. H. The model designed by Thanh N. N. 
T. achieved an F1 value of 99.97% on the CICIDS2017 
dataset [23]. These results proved the effectiveness of the 
design algorithm. The accuracy of the design algorithm in 
the training set reached 99%, which was consistent with the 
conclusion drawn by Han D. et al. Han D. et al. proposed a 
lightweight abnormal NTD model for the Internet of 
Things in 2023, and an accuracy of 99.98% was achieved 
on the AWID dataset [24]. It was proved that the abnormal 
traffic detection model based on design algorithms had 
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stable performance and high robustness, which better 
detected and discriminated network traffic. The detection 
rate of the designed model on Dos, R2L, and U2R attacks 
reached 98.15%. The model proposed by Li Y. et al. in 
2023 achieved a maximum detection rate of 99.98% in 
intrusion detection [25]. Therefore, this research obtained 
similar conclusions as Li Y. and other researchers, proving 
the accuracy and reliability of the design method. The 
above results indicated that the designed algorithm 
identified the types of abnormal traffic, provided users with 
further attack information, enabled effective defense and 
risk avoidance when dealing with network attacks, and 
improved the security index of the network environment. 
In summary, although the research only conducted 
experiments on known types of attacks, with the 
advancement of technology, more unknown attacks will 
emerge, and the proposed model will inevitably face these 
challenges. However, it has a high detection rate in 
detecting abnormal network traffic and performs 
excellently in indicators such as accuracy, recall, and F1 
score. Design can improve the security and reliability of 
the entire power industrial control network, which has a 
positive impact on the sustainable development of the 
entire power industry. 
 
6 CONCLUSION 
 

With the development and intelligent process of power 
industry control systems, the security issues of power 
industry control networks attract people's attention. This 
study designed an LSTM-based abnormal NTD model to 
detect abnormal traffic in the network in a more timely 
manner. Meanwhile, the sine cosine function and Levy 
flight optimization were introduced for reducing the factors 
based on the GOA. The parameters of the model were 
optimized through the improved GOA. The results showed 
that among the four test functions, the fitness curve of the 
improved GOA decreased faster than that of the traditional 
GOA, indicating its good optimization ability. In the 
calculation of accuracy, recall, and F1 score, the LSTM 
abnormal NTD model based on improved GOA had three 
values of 0.93, 0.98, and 0.95, which were superior to other 
algorithms and demonstrated its superiority in abnormal 
NTD. In the calculation of subject performance curve, the 
AUC value of the LSTM model based on improved GOA 
was 0.951, which was higher than the 0.853, 0.842, and 
0.806 of the other three models. This proved that the LSTM 
model based on improved GOA had high reliability and 
accuracy in identifying network traffic attacks. The 
designed algorithm not only enhances the optimization 
ability of the model, but also improves the accuracy of 
abnormal traffic detection. At the same time, it can 
improve the stability and safety of power industry control 
systems, which is of positive significance for promoting 
technological progress in related fields. However, the 
research mainly focuses on training for known specific 
types of attacks and has not attempted to apply it to the 
detection of unknown types of attacks. In future research, 
we will further explore its ability to detect new types of 
attacks in real network environments. 
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