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ABSTRACT

Recently, the number of cyber-attacks on critical organisational infrastructure has increased
dramatically. These attacks have not spared the infrastructures of smart cities. It is no coincidence that
the present research highlights the cyber defence of the smart cities’ energy supply as the most
vulnerable critical infrastructure. After all, it is easy to see that in such crowded smart grid systems, the
adequate energy supply is vital. Therefore, one crucial goal for smart city management is to increasingly
seek proactive measures to detect potential cyber-attacks before they occur, in order to protect against
such attacks. As a consequence, it is worthwhile and useful to analyse and understand the attack patterns
of the opponents. This article presents a colourful palette of defence solutions that build on or
complement each other. The research will briefly cover the different defence models and techniques.
Furthermore, their applicability and effectiveness in Smart Cities will also be discussed. Finally, the
sustainability and future challenges of protecting energy supply systems will be examined and
summarised by proposing modern and reliable protection for these systems.
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INTRODUCTION

In most parts of the world today, an increasing proportion of the population lives in urban
environments. This trend is set to continue in the future, as many countries already have
specific strategic visions for building a sustainable and secure society with a smart economy,
smart lifestyle and smart governance. There are many challenges to be faced in the
modernisation of urbanisation, such as air pollution, traffic congestion, adequate living
conditions, etc. With the development and spread of digital technology, a whole new range of
possibilities has opened up to address these problems. With improved computer control and
communication networks, the model of the smart city has also come to life. Smart cities now
connect not only computers and data centres, but also devices that were previously not
connected to the Internet. These include cars, traffic lights and smart meters, whose protection
is of paramount importance. Obviously, these systems also need to run, so their power supply
must be ensured. In these cities, as in simpler urban forms, power is supplied by industrial
control systems Industrial Control Systems (ICS) and Supervisory control and data acquisition
(SCADA). Since these control units in particular play a key role in energy supply, they can
safely be called, together with their system components, critical elements in the operation of
critical infrastructures.

Smart city energy systems, being interconnected and reliant on digital technologies, necessitate
robust cybersecurity measures. Here are key considerations for securing smart city energy
systems.

NETWORK SECURITY

Implement strong encryption protocols to protect communication between devices and
infrastructure components within the energy network.

Regularly update and patch software and firmware to address vulnerabilities and ensure the
latest security features. It is basic rule that in energy supply centres, the administration part of
the IT systems must be strictly separated from the operations management part. The most
desirable solution would be to limit the communication between the most critical systems to a
closed system and to segment them into separate sub-units, so that if one is attacked, the other
units are still operational. Therefore, in practice, the interconnection would be provided by
optical cables, with the network able to detect any disturbance if the set parameters of the light
were changed. Obviously, in addition to physical prevention, a network monitoring system
would also be in operation continuously, as the whole smart grid system is controlled by
complex, adaptive and automated algorithms [1]. To mitigate cyber-attacks, a combination of
different architectures such as Black Grid, Trusted SDN Controller, Unified Registration and
Key Management Systems are possible.[2] In smart cities, Black Grids in which Grain128 or
AES is used to encrypt payload and metadata (independently secured in the network) in an IoT
protocol within Link layer communication can greatly reduce active and passive intrusions in
energy networks [2, 3].

ACCESS CONTROL

Enforce strict access controls, limiting system access only to authorized personnel. Multi-factor
authentication enhances security by requiring multiple forms of verification.

It collects information from smart grid consumers’ habits, meter data and other sensor
parameters to ensure that the smart city’s energy supply is reliable, economical and efficient.
Since most of the information is quite sensitive and not public, appropriate registration, login
and authentication protocols have been developed to protect against unauthorized or malicious
attackers. One such module is Collaborative Mutual Authentication (CMA), which uses an
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MGA-RF-based machine learning algorithm. Based on studies conducted, this blockchain-
based mechanism seems to be very promising in terms of filtering out unauthenticated requests
and ensuring reliable data communication [4]. Furthermore, data integration and consistency
in the cloud can be securely addressed by an algorithm that performs blockchain-based data
storage verification [5]. Of course, the privacy protection mentioned in the previous point — via
black networks — identity management and authentication can be extended to this access control
part, together with SDN and Unified Registry [6].

ANOMALY DETECTION

Employ Al-driven anomaly detection systems to identify unusual patterns or behaviours in the
energy network, indicating potential cybersecurity threats.

Traditional Intrusion Detection Systems (IDS) have had to be equipped with artificial
intelligence to detect increasingly sophisticated attack techniques. This system based on
Machine Learning (ML) and feature selection technique can use four types of Machine
Learning techniques, which are Decision Tree (DT), K-Nearest Neighbours (KNN), Support
Vector Machine (SVM) and Random Forest (RF). As shown in Figure 1, recent research has
shown that among the above methods, Random Forest has the most satisfactory performance
and accuracy [7]. Distributed Denial of Service (DDoS) and “plain” Denial of Service (DoS)
attacks are of great importance in the energy supply of smart cities. As a consequence, it is
advisable to prevent attack techniques that operate by overloading the network, for which the
best detection method is the NSL-KDD dataset. This technique is a combination of Convolutional
Neural Network CNN and Long Short Term Memory Neural Network (LSTM) models [8].
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Figure 1. How Random Forest (RF) works.

INCIDENT RESPONSE PLANNING

Develop and regularly update an incident response plan to ensure a swift and effective response
to cybersecurity incidents, minimizing potential damage and downtime.

The first step in an incident management plan is to develop a smart city energy security policy.
Following a risk assessment, the sensitive elements that provide the energy supply will be
identified, and a Computer Security Incident Response Team (CSIRT) will be established to
professionally oversee the cyber protection of these assets.
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The second step is to identify any deviations from normal operation in the smart city’s power-
related IT systems. Identified deviations need to be classified according to their severity and
type, and then properly documented. The third step would be to isolate the computer networks
of industrial control units.

The fourth step is to eliminate malware from the systems concerned. Take improvement
measures to avoid detected incidents.

Step five should be to carry out the recovery of the live system and prepare a case study. Further
analysis should be performed before the incident is closed, and then a post-mortem analysis of
the incident should be conducted [9].

There are several types of security plans. One of the divisions shows how to effectively design
a system by identifying roles and responsibilities. The clear assignment of responsibilities is
important for accountability and building subsequent solution models. The next strategic step
is to document the network architecture, which maps the precise containment of sensitive data
and the detection of errors in system operation. Continuous monitoring and Risk Management
of Smart city network systems will also contribute greatly to the elimination of system
vulnerabilities. In the next step, the study mentions the early deployment of defence in depth
and the layered architecture of cyber security. Furthermore, cybersecurity requirements,
programs and the corrective actions to be taken in case of security problems should be defined.
It is important that these guidelines include rules and procedural protocols tailored to users and
those with administrative rights. The next section deals with the issue of configuration
management of power system hardware and software, which is an essential prerequisite for
system security, especially in the area of control and data acquisition systems. The self-testing
of SCADA systems provides an excellent opportunity to identify faults, and thus increase the
efficiency of repairs. This could include the continuous performance of various vulnerability
tests or the auditing of networks according to standards. The aim of this research is not to
describe these methods and guidelines in detail, so only the main steps will be outlined, such
as mapping the models used for disaster recovery; agreeing on the expectations of the people
managing the power systems in relation to the cyber defence action plan, and finally the
standardised management of sensitive information of SCADA systems [10]. Finally,
cybersecurity must be addressed from the design phase of smart grid systems to their
decommissioning. In this way, a complete life cycle can be documented, which will provide
the right support for management in future new concepts [11].

ENDPOINT SECURITY

Secure all endpoints, including smart meters and IoT devices, with up-to-date security
protocols to prevent unauthorized access or manipulation.

As a consequence, there is a strong focus on endpoint encryption and the control of services
used by IoT smart devices. It is essential to use strong passwords, and to change or disable
them regularly for endpoints where the use of passwords is relevant. Support end-to-end
security with integrated endpoint control, policy enforcement, central management and
monitoring. It is also important to note that virus signatures or service patch databases should
be continuously updated to maintain adequate protection capabilities. This is where network
access control (NAC) plays a major role, helping to secure network endpoints before network
access is granted.

It is important to mention Wireless Sensor Networks (WSN), where various biometric
authentication methods are used to identify people from fingerprints, faces, etc. Here too, the
protection is based on Machine Learning [12]. For IoT devices such as Advanced Measurement
Infrastructure (AMI) and Smart Meters (SM), instead of traditional routing algorithms such as
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LEACH, Directed Diffusion and PEGASIS, a system called ActiveTrust has been proposed for
WSNs [13].

With this algorithm, the security of the data path can be improved as it actively creates newer
and newer paths, thus avoiding black holes [14].

It is also important to mention the possibility of using Microsoft Azure IoT in smart city
buildings, as two strong authentication methods are used in this cloud architecture. One is to
establish the connection using an SAS token with a symmetric key, and the other is based on
TLS, which can handle X.509 certificate-based authentication [15].

DATA ENCRYPTION

Encrypt sensitive data both in transit and at rest to safeguard against interception or
unauthorized access.

System controllers and power centre staff often use external devices, removable media and web
applications in their daily work. Unfortunately, this data is not only used within a protected
system, but also on external IoT devices. Sensitive data is usually copied to removable storage
devices or uploaded to the cloud. Thus, these facts should be taken into account when
encrypting data. The network monitoring capability of data loss prevention ensures electronic
correspondence for all users using the energy solver’s IT network, web-based information
transfer, file sending and uploading, and FTP traffic, based on a set of rules, and it also detects
and prevents the leakage of information to be protected from the Company’s closed IT system.
A DLP system provides an indication of the shipments identified by the rules system, and also
creates a log entry containing the sender’s and recipient’s e-mail address and other descriptive
data and data duration of the shipment, supplemented by the sender’s AD system data stored
in the system. The log entries shall be stored by the DLP system for the time necessary to
manage the incident, but not longer than one year. The network module of the DLP system also
provides the possibility to quarantine and block the shipment if necessary.

It is also important to mention in this chapter the possibility of using the latest cryptographic
algorithms, such as homomorphic cryptography, where the actual operations and results of the
computations are also encrypted. This procedure has a good chance of protecting the private
information contained in sensitive data [16].

SECURITY AUDITS AND TESTING

Conduct regular security audits and penetration testing to identify vulnerabilities in the energy
system’s cybersecurity infrastructure and address them promptly.

The conventional (fossil fuel-rich) network of smart cities is predicted to be completely
replaced by Distributed Energy Resources (DER) and Renewable Energy Systems (RESS),
which will greatly contribute to the reliability, automatic detection and immediate response of
smart grid energy services [17, 18]. As a consequence, an important aspect is auditing, where
mandatory audits are independent audits conducted annually, and internal audits semi-
annually. Audits should cover the central resources and applications running in the Data Centre,
the computer network, and the physical and personnel environment. Security audits should also
take into account IT security audits, where the analysis of the protection capability is key. Of
course, risk analysis should not be omitted as a factor mentioned earlier. Finally, the current
status of the power system in terms of IT security and certification must be systematically
assessed on the basis of the relevant standards and tests, so that it can provide the responsible
management officials with objective information on the state of IT security, the security
requirements adopted by the organisation, and the possible security incidents [19].

295



A. Dér

COLLABORATION WITH CYBERSECURITY EXPERTS

Engage with cybersecurity experts to continuously assess and enhance the resilience of the
energy system against evolving cyber threats. Smart cities have a vital need for professionals
who can provide a high level of energy security. Think of the damage that would be caused if
there was no power for just one hour, or if a hacker attacked traffic lights. Thus, the advice or
hiring of these cybersecurity experts is essential to enable the responsible management groups
to plan, maintain and continuously improve the cybersecurity protection of smart grid systems
with the appropriate expertise [15, 20].

SECURE COMMUNICATION PROTOCOLS

Use secure communication protocols for data exchange, ensuring the confidentiality and
integrity of information transmitted across the energy network. At the time when there was a
direct link between the IT network and the operational technology (OT) network, there was no
need for network protection. However, when the Internet connection was introduced and the
closed IT network was removed, communication protocols started to have security problems.
Unfortunately, data exchanges on energy networks also suffer from this problem. In addition,
because the system is time-critical, the use of stateful packet inspection and simple firewalls
should be severely limited. There are recommendations for special open source or paid
firewalls for SCADA networks. However, it is important to consider the use of these for
compatibility and security standards. The majority of suspicious IP addresses do not use any
position camouflage, making them relatively easy to filter out within the communication
protocol. The database of this technique is the premium geolocation service, which increases
and accelerates smart grid transmission performance [21-23].

REGULATORY COMPLIANCE

Adbhere to relevant cybersecurity regulations and standards to ensure compliance and maintain
a strong security posture. In energy supply systems, attention must be paid to information
security from the ground up. There are binding legal regulations and highly recommended
national and international standards, recommendations and concepts. For security concepts, in
addition to the above, a risk assessment and its evaluation supports the so-called pyramid
approach, where security components build on each other [24]. This is the reason why the
ISA112 standards committee has launched an initiative to develop a new SCADA system-
specific standard, which plans to develop a complete set of standards from 2016 to 2027. What
is also worth mentioning is the IEC 62443 standard in combination with the NIS2 directive for
critical infrastructure control [25].

EMPLOYEE TRAINING

Train personnel on cybersecurity best practices and create awareness about potential threats,
emphasizing the importance of adhering to security protocols. The importance of cybersecurity
should be stressed to children from an early age. Unfortunately, the human factor is far from
sufficient for the various types of intelligent protection in industrial applications, so it is
advisable to improve the education of employees in this area and to involve psychologists. It
is recommended to fill in a validated behavioural-cognitive Internet security questionnaire for
staff and to introduce personalised training based on its evaluation [26].

CONTINUOUS MONITORING

Employ continuous monitoring systems to detect and respond to cybersecurity threats in real-
time, reducing the risk of prolonged security breaches. The Security Operations Center (SOC),
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which monitors devices around the clock and centralizes the security monitoring and control
of devices, plays a key role in managing these threats. In addition to the SOC, which performs
monitoring and control, there must also be an incident management capability that can
physically implement the relevant actions. A dedicated computer emergency response team is
called a Computer Emergency Response Team (CERT) or Computer Security Incident
Response Team (CSIRT) [27, 28].

CONCLUSION

By incorporating these cybersecurity measures, smart cities can better protect their energy
systems, ensuring the reliability, integrity, and security of critical infrastructure components
essential for the functioning of a modern urban environment. From the above points, it has
become clear that Smart Grids are a digital, two-way energy management system that is highly
sensitive and vulnerable but can recover by using the appropriate protection models.
Furthermore, it can provide a reliable and economical supply for smart cities by relying on
adaptive and adaptable predictions from its wider environment [13].

The future direction for the development of smart city wireless networks is determined by the
fact that 5G will be gradually replaced by 6G, which is expected to be 10 times more efficient
and capable of handling close to 100 million devices. This will meet the growing needs in the
energy sector and related automated processes or IoT services and applications. 6G is also
expected to provide a solution to adequately protect the predicted seemingly unmanageable
amount of data [29].

Several possible innovative and alternative systems, techniques and methods to reduce and
prevent cyber-attacks have been presented. In conclusion, in smart cities, blockchain-based
security mechanisms can be implemented in energy supply systems as well as in the rest of the
grid. It is the latest and most secure technology compared to other existing security
solutions [13]. This study has confirmed that Internet access from the power system should not
be possible in any way, and that the most critical smart grid components should be connected
with fibre optic cables. Furthermore, the segmentation of systems and the strict regulation of
the handling of sensitive data and data carriers will also need to be ensured in the near future
to provide a secure and reliable power system for the growing number of smart cities [30].
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